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Foreword

The 5GPPP mobile networks incline to exploit the high-frequency technology
to fortify a sizably voluminous number of contrivances at a higher rate without
disruptions. With applications covering a massively enormous number of BSNs
and IoT devices, a significant challenge of enhancing the security at all the
layers of the network becomes an important objective. With a sizably voluminous
number of contrivances operating at the same instance, it becomes arduous to
identify security threats and intruders that can intentionally obnubilate in the
prodigious information floating across the network. Security needs to be invigorated
as more spectrum space is available on the 5G networks that can sustain heftily
ponderous bits without affecting the transmission range. However, the enhancement
of security requires a state-of-the-art set of protocols considering the architecture
and operational overviews of the 5G networks. Furthermore, 5G communications
are vulnerable susceptible to be hacked, and existing research results have alerted
about the possibility of several types of attacks leading to a significant impact on the
performance of these networks. The presence of infected codes, viruses, Trojans,
wormhole, and malware in 5G devices can affect the entire network because these
systems must operate instantaneously.

Academics, researchers, industrial partners, and other interested parties within
local communities have developed and are implementing innovative approaches
to enhancing the security of upcoming 5G networks. Further, some projects are
happening around the globe which primarily intend to exploit the existing solutions
for providing remedies to new challenges in 5G. However, the properties and
characteristics of 5G networks make it considerably difficult to apply the existing
technologies directly and demand new and competitive solutions which not only
adhere to the demand but also perform well under different scenarios.

It is required that continuous efforts must be made to further reduce the
obligations and performance issues cognate to the security of applications and
contrivances in 5G networks. Subsisting mechanisms and solutions need to be
ameliorated through more paramount solutions. Developing adscititious innovative
approaches that can be applied to a broad set of devices and can facilely be utilized
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for further elongating the reachability of 5G technology should be the primary
objective.

This book assembles the expertise of researchers and developers to present the
state of the art in recent advances dealing with the security and privacy facets of
5G networks. The book comprises several chapters related to the core ideology
of security, privacy, and trust in 5G-enabled wireless networks. The chapters
cover diversified domains of security ranging from data security and privacy with
physical-layer security. Also, there are studies related to the performance impact
of security on the energy efficiency, which is one of the promising areas to be
focused on futuristic security solutions. MIMO-based physical-layer security and
application perspective are well-investigated in this book. Specific studies which
highlight new paradigms, like catalytic and osmotic security, are also presented as
a part of this book. The writing of the chapters and their unique compilation allow
active researchers to have a detailed view of security perspective in 5G networks.

Especially from 5G’s security point of view, it is mandatory to characterize
the network requirements as well as understand the network layouts and factors
affecting its performance. Regarding security, various models, protocols, adversarial
attacks, key generation, and agreement in 5G applications and architectures must be
studied. With the involvement of machine learning and artificial intelligence, the
applicability of existing studies raises concerns, and it is desired to study them in a
different angle while focusing the requirements of fast processing and reduced cost
of ownership.

The editors of this book, Prof. Nalin D. K. Jayakody, Prof. Kathiravan Srinivasan,
and Dr. Vishal Sharma, are well-known researchers in their community, and I know
them as a part of my professional circle. Prof. Jayakody leads a lab as an Associate
Professor at the School of Computer Science and Robotics, National Research
Tomsk Polytechnic University, Russia. Dr. Srinivasan is an Associate Professor
at the School of Information Technology and Engineering, Vellore Institute of
Technology, Vellore, India. Dr. Sharma is a Research Assistant Professor in the
Department of Information Security Engineering, Soonchunhyang University, South
Korea. Their work in successfully compiling the chapters is commendable, and
this book presents solid guidance for the community of both advanced and young
professionals to follow ongoing and upcoming aspects of research results on security
in 5G-enabled wireless networks. Thus, I recommend this book with an up-to-date
and comprehensive text to the academic and industry and other interested parties.

With this, I wish them all the very best and congratulate them on the release of
their book.

IEEE Fellow, ACM Fellow, AAAS Fellow, IET Fellow Yi-Bing Lin
Chair Professor, CSIE
National Chiao Tung University, Taiwan
September 18, 2018



Preface

This book emphasizes the security aspects of 5G networks. Traditional
cryptographic security can only sustain until the computational power is not

core to protect data and connections from intruders and security threats. This book
covers all the issues related to 5G network security.

The book provides details on network architecture and critical requirements. It
also provides the issues concerning security overview, 5G architecture and policies,
and various solutions which can handle these policies from the network-layer and
physical-layer point of view. The book includes core principles of physical-layer
5G wireless communications solutions such as massive MIMO, energy harvesting,
large multi-antenna systems and the use of millimeter wave (mmW) spectrum to
form heterogeneous networks (HetNets), and so on to improve the performance of
the 5G security protocols and models. Optimization of security models is covered
as a separate section with a detailed section on the security of 5G-based edge, fog,
and osmotic computing.

The chapter “5G Security: Concepts and Challenges” provides an overview of
the issues and challenges in the security of 5G mobile communication. The security
lies at the core of wireless communication. The issues become more intricate as 5G
is aimed at diverse services ranging from high data rate to extensive connectivity.
After an ephemeral portrayal of the evolution of mobile communication, we embark
on the discussion of security characteristics unique to 5G. Further, this is followed
by the physical-layer planning of 5G and salient features of 5G, notably MIMO
antenna arrays and cognitive radio. Security models are then presented. Topics
covered include UE and radio network security, flexibility and scalability of security,
network slicing security, and cloud security. Security protocols are an integral part
of security. This chapter focuses on informal protocols. Several relevant concepts
such as protocol authentication properties and message transmission channels are
introduced.

A modest instance is used to illustrate the operation of the security protocol.
Channel coding has been recognized as an effective approach to physical-layer

ix

available to break the keys. Thus, it becomes of utmost importance to improve
the architectures, which include placement of authentication server and the network
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security. In the last part of the chapter, several channel coding schemes that have
been proposed for use in 5G are discussed. These include the well-known LDPC and
polar codes. Finally, physical-layer security with passive and active eavesdroppers
for several innovative techniques in 5G is addressed.

Chapter “5G Applications and Architectures” considers the present research
direction in the fifth-generation (5G) network; it can merely draw the observation
about the requirements of effective protocols, algorithm, and framework for steam-
roll transition. The chapter objective is to draw canvass as the futuristic adoption
of application eagerly waiting for high data rate to carry those objectives with
the development of protocols or openwork to resolute the use as well as security
threats. In this chapter, the focus is on the application as well as the techniques
which are likely to adapt to serve 5G. It begins with the brief introduction with
the proper applications and promising methods. We have covered much promising
technologies such as NOMA, massive MIMO, and millimeter wave with the
architectural overview such as cross-layer.

Moreover, the importance and overview of SDN-NFV-based models have been
explained which is helping massively in the changeover of transition. The signifi-
cance of the work also enhances due to the research gap in existing proposal such as
existing empirical model presented for 5G. Apart from the specific issues with the
existing proposal, some general parameters (time, space, and hardware resources)
with consequences are also listed. The limitation posed by the exciting technology
has been given individually in the chapter where the proposal description has been
made. This chapter provides insights into the cellular technology evolution and can
be used as a guideline for technology development toward the fifth generation (5G).
Finally, we conclude our chapter with good insight about industry initiatives as well
as academic collaboration.

In chapter “A Survey on the Security and the Evolution of Osmotic and Catalytic
Computing for 5G Networks,” a comprehensive description of the security for the
5G networks is presented along with the discussions on the evolution of osmotic and
catalytic computing-based security modules. The taxonomy on the basis of security
requirements is presented, which also includes the comparison of the existing state-
of-the-art solutions for the security of 5G networks. This chapter also provides
a conceptualized security model, “CATMOSIS,” which combines the features of
catalytic as well as osmotic computing for enhancing the security of 5G networks.
Furthermore, this idealizes the amalgamation of security features on the basis of
catalytic and osmotic computing in the 5G networks. Finally, various security
challenges and open issues are discussed to emphasize the works to follow in this
direction of research.

In chapter “Physical Layer Security in 5G Hybrid Heterogeneous Networks”,
we discuss and analyze the physical-layer security perspective and performance
of a massive multiple-input multiple-output (MIMO)-enabled hybrid HetNet with

important topic since this network structure presents the most common deployment
scenario for the 5G communication networks. We provide important insights about
the secrecy outage probability, secrecy rates, secrecy energy efficiency, and secrecy

mmW small cells. Investigation of physical-layer security in such a network is an
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spectrum efficiency at the end user, in the presence of eavesdroppers around,
in the downlink communication scenario. Analytical results show that a higher
density of small cells in the network leads to improved secrecy at the end user.
Moreover, the number of antennas at the massive MIMO-enabled macro-cell BSs
and beamforming directivity gains at mmW cells shall be carefully chosen for
optimal secrecy performance of the network.

Chapter “Physical Layer Security of Energy Harvesting M2M Communication
System” provides a broad introduction to M2M communications, discusses its
applications, and highlights its critical challenges. Also, this chapter provides a
discussion of the energy harvesting techniques and their importance in modern
wireless communication systems. A detailed discussion of recent trends in physical-
layer security (PLS) is presented. Using this basic knowledge of PLS and RF energy
harvesting, we analyze the secrecy performance of an M2M communication system
under the imperfect knowledge of wireless channel state. Later, the chapter provides
a comparison of two jamming techniques, namely, full-duplex (FD) jamming and
dedicated gaming. It is shown that the dedicated jamming performs better than the
FD jamming at the cost of introducing an additional node with additional power
requirements.

In the final chapter, the authors investigate the feasibility of co-time co-frequency
uplink and downlink (CCUD) transmission in the cellular system with massive
MIMO BS. Since massive MIMO has a high spatial resolution, it is not easy to
eavesdrop and can improve the security of data transmission. Reliable beamforming
is a prerequisite for high spatial resolution of massive MIMO. Therefore, this
chapter focuses on how to perform reliability beamforming in CCUD systems.
By exploiting the beam-domain representation of channels based on the basis
expansion model, we prove that massive MIMO channel matrix (vector) can be
represented by a low-dimension effective beam-domain channel matrix (vector).
Based on this property, the authors propose a beam-domain full-duplex (BDFD)
massive MIMO scheme (BDFD scheme for short) to enable a CCUD transmission
in the cellular system. The authors show that the BDFD scheme achieves significant
savings in uplink/downlink training and achieves the uplink and downlink sum
capacities simultaneously as the number of BS antennas approaches to infinity. The
authors, then, investigate several essential components for the practical implemen-
tation of BDFD scheme in the cellular system, including UE grouping, effective
beam-domain channel estimation, beam-domain data transmission, and interference
control between uplink and downlink. Finally, the authors examine the SE of BDFD
scheme using the third-generation partnership project long-term evolution (3GPP
LTE) simulation model of the macro-cell environment. The results demonstrate the
superiority of BDFD scheme over the TDD/FDD massive MIMO.

Tomsk, The Tomsk Area, Russia Dushantha Nalin K. Jayakody
Vellore, Tamil Nadu, India Kathiravan Srinivasan
Asan, South Chungcheong Province, South Korea Vishal Sharma
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1 Overview

1.1 Introduction

Wireless mobile communication has initiated its technology formulation, revolution,
and development from the 1980s. In the last few decades, wireless mobile innova-
tions have experienced third and fourth generations of technology development and
revolution. The quality of services (QoS) and security are significantly promoted
in 4G, while the cost per bit is low. In comparison with the previous network
generations, there are some issues with 4G such as greater power consumption
(battery use) and the high cost of the equipment needed to implement the next-
generation network. 5G is going to be the next generation. Mainly, it aims to
provide a complete wireless communication with almost no limitations. As six
billion people own smartphones, we are going to dissect the different generations
of cellular technologies. Moreover, the digital wireless communication systems are
relentlessly determined to satisfy the developing need for individuals. Also, in the
5G technology, the rate of the data calls is made easy compared to the previous
generations as the quality of the service is excellent and highly flexible and has
significant spectrum management and improved efficiency with decreasing cost.
This whimsical development represents not just the powerful need for individuals all
over the globe to communicate and connect with each other and also to have access
to the information but also the gigantic steps that innovation has made in satisfying
the need [1]. All IP-based fourth-generation Long-Term Evolution (LTE) networks
have become a portion of the day-to-day routine with the rapid rise in demand
of the smart mobiles. As a result, a set of new user-oriented mobile multimedia
applications, like video conferencing, streaming video, e-health care, and online
gaming, has arisen. Furthermore, as the sphere prepares for the first commercial
debut of 5G networks, many people are inquisitive about the security hazards and
risks. 5G technology will reinforce a massive number of connected devices, which
enables a colossal rise in bandwidth and create a next-generation hazard landscape
that will irresistibly introduce 5G security challenges. These new applications are
fulfilling user necessities as well as opening the new business skylines for remote
operators to expand their income.

1.2 Evolution of Cellular Technologies

The evolution of the mobiles classifies various technologies into different “gen-
erations.” The word “generation” indicates the change in the quality of service,
adaptable transmission technology, and new frequency bands.
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First Generation

The acronym 1G represented the first-generation mobile telecommunication and
was first introduced in the 1980s and continued till 1990. These networks use analog
systems for communication. Mobile devices are simple voice-only cellular phones.
Moreover, the first generation of analog mobile phones has a speed of 2.4 Kbps
and 14.4 Kbps. It allows its consumers to make voice calls only within the same
country. Voice call modulation is performed using a technique called frequency
division multiple access (FDMA). It proposes many mobile technologies like mobile
telephone system (MTS), advanced mobile telephone system (AMTS), improved
mobile telephone system (IMTS), and push to talk (PTT) [2]. On the other hand,
it has low capacity, deceptive hand-off, and weak voice links and does not offer
security.

Advantages of 1G technology
1G represents the initial success in the attempt to achieve mobile communication.
In retrospect, 1G has few advantages. Nevertheless, it signifies an important step in
the development of mobile technology, and many of the fundamental ideas such as
cells, frequency reuse, and multiple access have remained in subsequent generations
of mobile communication.

Limitations of 1G Technology
• Constrained limit: It has a very little coverage area cellular network.
• Low calling limit: The quality of the call service is low because of its low

capacity.
• No space for range development: There is no room for the spectrum growth.
• Poor data communications: The data rate speed is low.
• Negligible security: Privacy and security assurance is minimum.
• Deficient extortion security: Protection toward fraud sites is not guaranteed.

Second Generation

2G refers to the second generation, which is based on the global system for mobile
communication (GSM). 2G networks use digital signals, and its data speed is in
between 14.4 Kbps and 64 Kbps [3]. This network offers unique services such as
short message services (SMS), picture messages, and multimedia messages (MMS).
It cannot handle complex data such as video which is the most notable drawback.
The network capacity of 2G is very much better than 1G. The primary distinction
between 1G and 2G is that 1G uses analog signals whereas 2G uses digital signals
for communication.

Advantages of 2G Technology
• Improved privacy is the added advantage of 2G technology.
• 2G technology introduces the digital data services such as SMS and email that

have allowed the world to shrink and people to get closer.
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• It enables users to place a call on hold in order to access another call.
• The digital data service is used to assist the mobile network operators to introduce

short message service over the cellular phones.

Disadvantages of 2G Technology
• 2G technology requires powerful digital signals to help the mobile phones work,

but the digital signals could be weak if there is no network coverage in any
specific area.

• The data rate is low. The downloading and uploading speeds available in 2G
technologies are up to 236 Kbps.

Limitations of 2G Technology
• It demands intense digital signals to assist the connections of mobile phones.
• Complex data types such as videos are not supported.

Third Generation

In the third generation, the wireless communication terrace has voice and data
potency. It was established in 2000. 3G is the first international standard system
released from ITU, in divergence to the previous generation systems. It works
in frequency division duplex (FDD) and time division duplex (TDD) modes. As
compared to 1G and 2G, it provides a higher speed which ranges from 144 Kbps
to 2 Mbps. It has a bandwidth of 25 MHz. Also, it is referred to as Mobile
Telecommunication 2000. It introduced data services, expanding the functionality
beyond voice and including multimedia, text, and some limited Internet access.
The foremost technological dissimilarity that differentiates 3G technology from
2G technology is the use of packet switching rather than circuit switching for data
transmission [4].

Advantages of 3G Technology
The 3G network uses a wide range of radio spectrum that allows faster data
transmission. It also allows location-based services like weather reports on the
mobile phones.

Limitations of 3G Technology
• The price for 3G services is expensive – It provides better-quality services

compared to 2G technology services.
• Expensive in nature – Due to the voice and data rate services, the rate of 3G is a

little more expensive.
• Higher bandwidth requirements – The requirement for the bandwidth is high due

to the heavier usage of data calls.
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Fourth Generation

The fourth generation of mobile communication is a packet switched wireless
system with colossal area coverage and high throughput. It is designed to provide
high spectral profitability. It provides communication with higher data rates and
high-quality video streaming in which Wi-Fi and WiMAX are combined [3]. This
network can provide a speed of upto 50 Mbps. The quality of service (QoS) and
security are symbolically promoted in 4G, while the cost per bit is low.

The primary 4G protocol – LTE – was designed to reinforce the mobile
broadband and is the dominant industry standard today. The significant frequency
band range is between 2 and 8 GHz. It also provides the ability for worldwide
roaming to allow access to cellular communication anywhere.

Advantages of 4G Technology
The most apparent benefit of the 4G mobile network is its prodigious speed.
Expanded bandwidth leads to much higher data transfer speed, which is particularly
advantageous for mobile gadgets. 4G offers coverage of 30 miles and more. The
uploading speed in 4G is upto 5 Mbps and the downloading speed is upto 50 Mbps.

Limitations of 4G Technology
• It is expensive and hard to implement.
• It demands more battery usage.
• It needs complex hardware.

Fifth Generation

This 5G technology merges all the upgraded benefits of mobile phones like
high-speed dialing, music recording, cloud data storage, and high-definition (HD)
downloading instantaneously. New radio bands above 20 GHz are being designated
for 5G. 5G networks are also intended to meet new use cases, such as the Internet of
Things, services, and lifeline communication in times of natural catastrophe. It will
be crafted for an extraordinary system to broadcast immense amount of information
in gigabits per second (Gbps), enabling media news feeds and TV programs with
HD quality [3].

Even though 4G has not been around for a very long time, it is found to be
inadequate in dealing with the various necessities in terms of denser networks and
increased capacity factors such as the widespread use of smartphones, in terms
of data rates, speed, coverage, battery life, and the emergence of the Internet of
Things (IoT). This is not the technology’s flaw; the smartphone revolution had not
started when the 4G requirements and technologies were considered and selected.
New applications are always developing. Nevertheless, overcoming the current
limitations of 4G is the primary goal of 5G. The concept is to meet future demands
for data rates, speed, coverage, and battery life in architecture to enable a cost-
effective network that can be efficiently scaled.
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Issues and Challenges of 5G
The key challenges in meeting the performance of these future networks using
affordable technologies that are still in research and investigation are:

• Number of supportive devices
• Data volumes
• Lower cost with higher capacity
• New air interface
• Speed

Features of 5G Technology
• Faster data transfer rates compared to the previous generations
• Large memory
• Swift dialing speed
• HD quality impression
• More attractive and effective
• Peak uploading and downloading speed
• Remote diagnostics
• Up to 25 Mbps connection speed
• High-quality services to prevent errors
• Bidirectional large bandwidth

As the world embraces for the first commercial debut of 5G networks, many
people are contemplating about the security hazards and risks that the new standard
is going to encounter. 5G networks will feature a vast number of connected
devices, see a substantial increase in bandwidth, and create a next-generation hazard
landscape that will inevitably introduce unique security challenges [5].

1.3 The Significance of 5G Security

The 5G standard will bring the towering benefits such as upgraded speed and per-
formance, low latency, longer battery life, greater capacity, and superior efficiency.
Further, the 5G networks are not only preferred for faster data rates but also provide
a backbone for many new services in the networked society, such as IoT and the
industrial Internet. These services will provide connectivity for autonomous cars
and unmanned aerial vehicles (UAVs), remote health monitoring through body-
attached sensors, smart logistics through item tracking, remote diagnostics, and
preventive maintenance of equipment [6]. However, immensely increased number
of devices and high usage of virtualization and cloud will lead to many multifaceted
5G security threats, hazards, and attacks. Moreover, to realize healthy and robust
communication in the future, the industry should strive to maintain a high standard
of 5G security.
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1.4 The Need for Security

The strategies to attack telecommunication systems have changed from war dialers
to viruses to modern-day sophisticated, steady risks. The devices to protect multi-
media transmission have likewise advanced from physical access control to modern
applications and firewalls. Expanded utilization of cell phones for data services
and applications has presented these gadgets with similar security dangers that
were once known and confined to personal computers (PCs). Bring your own
device (BYOD) and cloud technologies have additionally lifted the enterprise limits
and regularly invited security specialists to work out novel solutions [7]. Mobile
devices have not yet replaced personal computers but have turned into a perfect
place where individual data can be found for depraved use. Therefore, security
should be architected to shield from the present dangers as well as to address the
expanding and developing risk landscape. Sufficient security ought to incorporate
danger intelligence, visibility, and real-time protection [7].

Likewise, seeing to the presumable results of an assault, the harm may not be
restricted to a business or notoriety, it could even severely affect open security.
Besides, this prompts a need to increase particular security functional zones. Attack
resistance should be a plan thought when characterizing new 5G protocols [8].
Applications for 5G are beyond traditional mobile connectivity needs to new public
communication, IoT, smart world based on smart cities, smart transportation, and
more. One of the principal challenges for 5G adoption is security-related challenges.
Although security is a mandatory requirement of 5G networks, many of the 5G
security-related issues are still under development. However, the rapid adoption of
5G network will soon raise the requirement of a comprehensive handbook of 5G
security.

2 5G Security Standardization

In February 2017, 3GPP published “Service Requirements for the 5G System”
(TS22.261) that defines performance targets in various scenarios such as indoor,
urban, rural, and different applications (intelligent transport, remote monitoring,
and so on) [9]. 3GPP publishes 5G Phase-1specifications in 2018 as Release 15
and plans to publish Phase-2 in 2020 as Release 16. Since 5G is expected to
be completely converged with Internet protocols, the standards produced by the
Internet Engineering Task Force (IETF) are expected to play a vital role [9].
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2.1 Internet Engineering Task Force

The IETF is an open standards organization that develops and promotes the center
Layer-3 and higher protocols for the Internal and Intranet standards. It has existed
as a formal Standards Development Organization (SDO) since mid-1986, yet the
principal guidelines and demand for remarks had been formulated in the late 1960s.
A portion of the eminent IETF benchmarks include the Internet Protocol form IPv4
and IPv6, Domain Name System (DNS), Transmission Control Protocol (TCP), and
Hypertext Transfer Protocol (HTTP) [8]. The 3GPP has incorporated a large number
of IETF protocols in the cellular framework design throughout the years. IETF and
3GPP keep in close contact to track specialized topics.

The relevant working groups are, for example, IP Wireless Access in Vehicular
Environments (IPWAVE) working group (WG) and Host Identity Protocol (HIP)
working group on secure mobility protocols. If 5G networks serve safety crucial
applications as envisaged, the ISO (International Organization for Standardization)
will introduce standards such as Common Criteria (ISO 15408). For instance, for car
connectivity, a specific standard is ISO 26262, which covers car safety requirements.
ETSI (European Telecommunications Standards Institute) was the initiator of GSM
standard and critical contributor of W-CDMA as 3G standard within 3GPP. As a
co-founder of 3GPP, ETSI is actively involved in developing 5G through organizing
such events as ETSI Summit on 5G network infrastructure, which focused on 5G
standardization in 2017 [10]. ETSI identified priority applications for 5G as mobile
broadband evolution, massive M2M communication, and ultra-reliable low-latency
communication.

ETSI is also a known contributor to the Network Functions Virtualization
Industry Specification Group (ISG) and is currently forming a group focusing
on 5G security [9]. ITU (International Telecommunication Union) receives input
from regional organizations such as ETSI in Europe and ARIB in Japan and
develops recommendations for standards defining bodies. ITU Telecommunication
Standardization Sector (ITU-T) created a Focus Group on International Mobile
Telecommunications (IMT-2020), which operated in 2015–2016 and analyzed
requirements and framework for the 5G ecosystem [10]. ITU Study Group 17 (SG
17) focuses entirely on security aspects of telecommunication. Several other relevant
standardization bodies include IEEE 802, TCG, and ONF [10]. Interoperability
and mobility with third-party networks such as Wi-Fi involve standards from the
IEEE (Institute of Electrical and Electronics Engineers) such as 802.11. At Trusted
Computing Group (TCG), the Mobile Platform Work Group (MPWG) develops
use cases, frameworks, and analysis of 5G security. Open Networking Foundation
(ONF) promotes the use of software-defined networking protocols and network
operating systems. Its specifications, including OpenFlow, could become part of 5G
core architecture and therefore are also important from the security point of view.
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3 Security Characteristics of 5G

Basic Security Characteristics of 5G
• Prevention of threats: Reducing the ground issues for most security incidents.

The firewalls are used to protect the network and control access to reduce
the user-based risk. Intrusion detection and prevention tools are considered for
blocking basic 5G security threats.

• Terminating and fixation of advanced malware: Going beyond signature-based
tools helps to spot the attacks designed to evade basic filters. Behavior-based
checks on endpoints – possibly using sandboxing – are important. Once a threat
is detected, all the instances of it on the network should be removed.

• Detecting anomalies: Usage of the packet capture, big data, and machine learning
to identify threats that are not detected by the basic filters. When inserted into the
network switches and routers, it is more effective as it turns those devices into
5G security sensors.

• Incorporate DNS (Domain Name System) intelligence: DNS activity is monitored
and protected against any malicious attacks.

• Making threat intelligence paramount: In order to understand the malicious
efforts of hackers, providers must look for vendors that can profile hackers.

3.1 Drivers of 5G

The drivers for security have set up to give a reliable fundamental availability
benefit. This fundamental trust will keep on being a driving force for 5G that
organizes, as a high information rate, portable broadband administration. 5G
systems will not be composed exclusively to provide new capacities for individuals
and society but also to interface ventures (e.g., assembling and preparing, intelligent
transport, and smart grid). With 5G, it is possible to foresee new models of how
network and transmission services are provided. For instance, an automaker may
wish to give management services to vehicles. Setting up coordinate wandering
concurrences with different access arrangement for suppliers could be a cost-
effective approach to accomplish this. Correspondingly, the idea of terminal/gadget
will change: unattended machines and sensors will associate. Moreover, at times
whole hairlike systems containing one or many individual gadgets will connect to
the 5G network. Cloud and virtualization advancements will be utilized to lower
the costs and improve the benefits more quickly. Telecom systems will uncover
application programming interfaces (APIs) [8] toward users and outsider specialist
organizations to a higher degree. Besides, general consciousness of user security in
the public eye has expanded, prompting a more prominent spotlight on the assurance
of user meta-data and correspondence. This issue turns out to be significantly more
focal with the improvements in big data analytics. What describes 5G, considerably
more than 4G, is that it will have a significant part in the task of society. The full
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extent of security, protection, and flexibility will be a change that comes a long way
past innovation. It will impact legal systems and direction and activities of business
elements and people.

3.2 Significance of Security and Privacy

The four characteristics of 5G networks and their usage, each with suggestions for
security and protection, are:

• Modern confide models
• New relevance transmission models
• Emerging risk prospects
• Raised privacy concerns

Modern Confide Models

Confide models change over time. For instance, consider bring-your-own-device
(BYOD) tendency in business. Beforehand, all user gadgets were thought to be
reliable, as they were the greater part of a similar kind, all issued and overseen
by the corporate IT division. Today, users need to utilize their own gadgets, thereby
causing dangers like potential Trojan horses behind corporate firewalls [8].

Since 5G is going to support new plans of action, trust models will change. For
example, for new basic administrations, what security necessities will be anticipated
onto the 5G systems? The new kinds of gadgets will traverse a greatly extensive
variety of security necessities and will in the meantime have completely different
security requirements. Gadgets have so far been accepted to consent to models and
not to intentionally endeavor to assault networks.

The current confide model does not explicitly capture this evolving business and
technological scenery of 5G. To guarantee that 5G can bolster the requirements of
new plans of action and guarantee adequate security, the trusted display outline is
redrawn [8]. In that capacity, this does not really mean totally upgrading security.
Nonetheless, it is urgent to distinguish any huge weaknesses.

Security for New Relevance Transmission Models

The utilization of clouds and virtualization underlines the reliance on protected pro-
gramming and prompts different impacts on security. Current 3GPP-characterized
frameworks depend on practical hub details and unique interfaces (reference
focuses) among them, and all things considered, give a decent beginning stage
to virtualization. Recently, committed/exclusive equipment has still regularly been
utilized for these hubs and interfaces. Decoupling hardware and software implies



12 P. P. Sriram et al.

that telecom software can never again depend on the particular security properties of
a committed telecom hardware. For a similar reason, standard interfaces to the com-
puting/network stages – for example, those characterized by ETSI (the European
Telecommunications Standards Institute) in their Network Functions Virtualization
work – are important to guarantee a sensible way to deal with security [8]. At the
point where operators having third-party applications in their communication fabric
and executing on hardware indistinguishable from local telecom services, there are
demands on virtualization with solid detachment properties.

Emerging Risk Prospects

5G networks will considerably play an important part as the basic foundation.
Numerous individuals have experienced events when phone lines, web access, and
TV have all stopped working at the same time during a large-scale system blackout.
The quality facilitated in and created by the 5G framework is evaluated to be
much higher, and the advantages (hardware, software, and information) will be
considerably more appealing for various sorts of attacks. Besides, thinking about the
conceivable outcomes of an assault, the harm may not be restricted to a business or
community; it could even severely affect the society as a whole. This prompts a need
to reinforce certain security measures. Attack resistance should be a key ingredient
when designing new 5G protocols [8]. Faulty validation strategies, for example,
username/password should be eliminated. However, in a general sense, the new risks
stress the requirement for quantifiable security affirmation and consistency; in other
aspects, checking the presence, accuracy, and adequacy of security capacities is also
important. Those utilizing 5G will require answers to inquiries, for example, is it
safe to set up a virtual machine on a given equipment? What security tests have
been conducted on a product? A key resource of the Networked Society will be
information. As the carriers of information, 5G networks should give satisfactory
assurance as separation and productive transport of ensured (scrambled/verified)
information. The all of 5G gadgets and network won’t simply influence innovative
attack patterns; the social engineering attacks will likewise increase. Individuals
asserting to be work associates or repair experts, for example, may contact an
individual and demand different sorts of access to the person’s data as well as to
his/her gadgets.

Raised Privacy Concerns

There have been a few recent news stories that reported fraud base stations tracking
users in urban communities and extracting individual information without user’s
knowledge [8]. The security of individual information has been examined inside
EU. It is being audited in standardization bodies, for example, the 3GPP and the
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IETF, and debated in many other forums. An especially delicate resource is the user
identifier(s). As far back as 2G, user security has been a huge concern. However, the
International Mobile Subscriber Identity (IMSI) assurance has so far only provided
limited protection.

4 Network Planning

The steady growth in demand for better mobile experience, higher data rates, and
lower latency is promoting the development of the upcoming generation of wireless
systems, namely, 5G [11]. Network planning (NP) is one of the essential stages in
deploying a wireless network that meets certain coverage, capacity, and quality of
service (QoS) requirements. The planning process can minimize and optimize the
locations of base stations (BSs) in a selected geographical area [11].

The precise planning for network establishment consists of:

• Preplanning
• Detailed planning
• Post-planning or optimization

Preplanning The output of preplanning is a surmised number of base stations
required to cover an area of interest.

Detailed Planning The detailed planning stage permits the decision of the actual
positions of the BSs inside the zone to be served [12].

Post-planning In the optimization stage, which happens after the system has been
deployed and is running, the network performance is inspected, potential problems
are detected, and network operations are enhanced by the improvement [12].

4.1 Objectives

The objective of NP mostly depends on the business strategy of the operators. The
coverage targets for different types of services, taking into account billing and
throughput policies, regulatory constraints, market share goals, and competition
[11]. Ultimately, the objectives can be boiled down to the following set of
optimization goals identified in the cell planning phase.

1. Minimize TCO: In addition to minimizing the overall network cost, this objective
may also include minimizing economic costs related to deployment and parame-
ter optimization.
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2. Maximize capacity: For a single service, this goal can be defined as the number
of clients who can be served at once. On account of multi-service traffic, the
capacity can be approximated with respect to worldwide throughput.

3. Maximize coverage: This includes satisfying coverage policy requirements for
various services. Uplink (UL) and downlink (DL) coverage must be balanced.
Both traffic channels and coverage of standard channels must be considered [13].

4. Minimize power consumption: Health concerns have motivated the radiated
power minimization objective. However, the recent awakening of a desire for
greener wireless systems has added more depth to this objective. Consequently,
power consumption, including fixed circuit power as well as variable transmis-
sion power, must be minimized.

Optimize Handover (HO) Zones In a well-planned cellular system, a certain
proportion of the area of each cell should overlap with neighboring cells to satisfy
HO conditions. HO zones are essential to ensure the continuation of service between
sectors. It also strengthens the radio connection against fast fading and shadowing
[14]. However, too much overlap may result in wastage of power and radio resources
and increase in interference and electro-smog, making it a tricky planning objective.

4.2 Planning Inputs

Various inputs are required to solve the cell planning difficulty depending on
objectives in focus and phase of planning. The following inputs need to be known
for planning the network.

Traffic Models

User traffic distribution is a primary factor that ultimately determines the cellular
system plan and, hence, is a crucial input in the network planning process. In
GSM (mono-service systems), for instance, geographical characterization of traffic
distribution is sufficient. However, with multi-service systems supporting data,
traffic characterization based on types and level of service is needed. Test point-
based traffic models are often used for network planning traffic modeling, for the
sake of practicality [15, 16]. In this model, an area is characterized by a time interval,
and all located mobile terminals are bundled into a single test point [17]. This point
represents the increasing traffic, or traffic intensity, from all those terminals, over
the determined interval.



5G Security: Concepts and Challenges 15

Potential Site Locations

Theoretically, a base station can be installed anywhere. However, in the real world,
a set of candidates is first predetermined and used as input to the cell planning, to
incorporate the real estate constraints [15]. The objective is to find the optimum
subset of base station locations. These potential BS locations are determined by
taking into account constraints such as socioeconomic feasibility and availability
of site(s), traffic density, building heights, terrain height(s), and preexistence of a
site(s) by the same or other operators.

BS Model

There are many parameters that define the base station model, like antenna type
and height, receiver sensitivity, load capacity, transmit power, and capital and
operational costs [16]. Moreover, heterogeneous networks necessitate modeling of
new types of nodes, for instance, relay stations (RS), picocells, femtocells, and small
cells.

Propagation Prediction Models

A key input to the planning process is the signal propagation model. The potential
of this model is to incorporate reflection, diffraction, absorption, and propagation
of the signal in a real environment [17]. The natural and human-made structures,
vegetation, and topography of an area largely determine the accuracy of the network
planning outcomes. Very sophisticated planning tools rely on actual measurement-
based propagation maps, or ray tracing-based complex analysis, to predict the
propagation. However, obtaining complete propagation maps of a large area using
these methods is a very cumbersome, time-consuming, and expensive process [15].
For this reason, different empirical models have been proposed in the literature.
Such models abstract the experimental and statistical data in the form of determin-
istic expressions that can easily be used in network planning. Okumura, Hata, and
COST 231 are a few examples of such well-known propagation models used in
network planning to depict propagation loss in different environments and scenarios
[16]. Fine-tuning of these models is done by setting parameters within these models
to reflect the real-world conditions as closely as possible. While propagation models
for sub-5 GHz frequencies are well established, research on developing such models
for higher frequencies such as mmWaves is still in progress [18].
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4.3 Planning Outputs

The network planning process intends to provide one or more of the following
outputs:

• The ideal number of base stations
• The best areas to fix base stations
• The kind of base station ideal for each area
• The configuration of parameters such as antenna height, number of sectors, and

sector orientation, tilt, and power
• Frequency reuse pattern
• Capacity dimensioning, e.g., number of carriers or carrier components per sector

4.4 Types of Network Planning

The objectives, input, and output of the network planning process also depend on
the type of planning. There are two types of network planning as described in the
follows.

Rollout Network Planning

This is the network planning where no prior networks exist, and a logical state
approach can be used to meet all the objectives of interest. Regarding input
parameters, in this phase, the traffic distribution is not exactly known yet [18].
Estimates of traffic based on geo-marketing forecasts are used for planning in this
phase.

Incremental Network Planning

This type of network planning is carried out after the first rollout planning to meet
the increasing demand. Unlike the plane state approach, planning in this phase
is bounded by additional constraints imposed by existing sites. However, in this
phase, the traffic distribution can be modeled with much better accuracy using
measurements from existing network reports. It is anticipated that 5G deployment
will mostly require incremental planning by building on LTE/UMTS/GSM network
[18].
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5 5G Roadmap

5G is not just a progressive upgrade of the previous generation of cellular but a
revolutionary technology envisioned to defeat the bounds of access, bandwidth,
performance, and latency limitations on connectivity worldwide. It has the potential
to enable fundamentally new applications, industries, and business models and
dramatically improve quality of life around the world.

5.1 Need for Roadmap

Remarkably, it is fundamental to comprehend which innovative disruptions are
required to empower mobiles to last as well as to flourish in an undeniably compet-
itive technology and business landscape. Understanding that innovative disruption
is firmly coupled to advancement, this community IEEE innovation roadmap lays
out the technology and development vision for the telecommunications industry
and a significantly more far-reaching industry stakeholder system. With appropriate
direction, it is foreseen that 5G and beyond will have the capacity to realize the
financial advantages envisioned in various studies [19].

The critical benefits of the IEEE 5G technology roadmap are to:

• Focus endeavors toward future solutions, with the goal that advantages are
boosted for the industry.

• Amortize R&D costs through coordinated efforts and associations.
• Analyze unique developments to obtain potential solutions which serve stake-

holders in the business.
• Align with peer-competitive arrangements that can be executed in synergistic

environments and also in the competitive domain.
• Contribute and be educated on normal points of view to address the mutual needs

and difficulties involved in the evolution to the future state.
• Empower visibility into future innovation patterns.
• Enhance venture methodologies for R&D.
• Make important contributions to the standards.

Building up a time allotment of projections when presenting new innovations
might be needed to convey basic advantages like:

• Gives essential lead time to gear and interface improvement
• Enables time for solutions to be displayed and tested
• Empowers research opportunities to be explored and financed
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5.2 Roadmap Process

In mid-2016 the community found that there is a need to build up an arranged
vision for the wireless connectivity ecosystem. The IEEE 5G Initiative was hence
forth presented under the sponsorship of IEEE with a commencement meeting in
August 2016, in Princeton in the United States [19]. Also, a significant workshop
was held in conjunction with IEEE GLOBECOM 2016, where the vision was
enunciated in broad daylight and supporters were urged to contribute to the
developing roadmap ecosystem. From these workshops and conferences, a working
philosophy has been set up. Generally, the focus of this IEEE innovation guide is
to recognize basic needs, difficulties, and potential solutions/zones of development.
The point is to build partnerships and coordinated efforts among industry groups,
be comprehensive of all divisions of the wireless community and to be driven by
industry trends. The goal is to refresh it intermittently; in particular, an arrangement
of advance reports is to be routinely delivered and conveyed to the business at large.

The following topics reflect the roadmap working group:

• Massive multiple input, multiple output (MIMO)
• Hardware
• Edge Automation Platform (EAP)
• Millimeter Wave (mmWave)
• Security
• Standardization building blocks
• Applications and services

6 Existing Concepts of 5G

6.1 Multiple Input and Multiple Output

Using multiple transmit and receive antennas, MIMO method is used to increase the
capacity of the channel in radio link. MIMO has turned into an essential component
of remote correspondence framework benchmarks including IEEE 802.11ac (Wi-
Fi), WiMAX (4G), and so on [20]. The advantage of MIMO is that a greater
amount of data can be sent across the wireless channels, thereby improving the
energy efficiency, spectral efficiency, and reliability. In MIMO configuration, both
the transmitter and receiver sides may contain a huge number of antennas [21]. In
the current days, “MIMO” refers to a pragmatic system for sending and accepting
in excess of one information stream on a radio channel simultaneously through
multiple propagation paths, as illustrated in Fig. 1.

In a MIMO system, the transmitting antennas as well as the receiving antennas
are distributed to many devices. Further, one of the main benefits of MIMO
technology is that intracellular interference and noise can be reduced. Because of
these benefits, MIMO is considered to be a key technology.
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Fig. 1 MIMO system

6.2 Cognitive Radio Network

Cognitive radio (CR) is a vigorous, keen radio and system technology that can
automatically recognize available channels in a remote range and furthermore
change transmission parameters, thereby enabling more communications at the
same time and enhancing radio-operating behavior. Innovations like adaptive radio
and software-defined radio (SDR) [20] are utilized in a CR network. Adaptive radio
is a technology where the communication system operates and changes its perfor-
mance. As for SDR, various hardware components like modulator, demodulator,
amplifier, and mixer are replaced by an intelligent software system [22]. Cognitive
radio network is used to improve the utilization of radio-frequency spectrum as
shown in Fig. 2.

As shown in Fig. 3, in one cognitive radio cycle, a device monitors the spectrum
bands to detect blank spectrum spaces (white spaces or holes). From the qualities of
the spectrum spaces that are recognized through spectrum sensing, a suitable range
of band is picked based on the radio characteristics and user requirements [22]. If a
band of the operating spectrum is determined to be available for use, communication
can be executed over that spectrum band.
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Cognitive Radio

Unlicensed BS-1 Unlicensed BS-2

Licensed BS

Licensed User Receiver

Fig. 2 Cognitive radio system

Fig. 3 Cognitive radio cycle

7 Security Models

5G frameworks are the next stage in the advancement of mobile communication
and will have a crucial empowering influence on the Networked Society [8].
This advancement engenders new security situations and requires new security
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arrangements. 5G networks will bring a massive number of connected devices,
interoperability of new and legacy access technologies, significant increase of band-
width, and new business cases that will usher in new challenges from the security
perspective [23]. 5G security will not only be defined by quantitative aspects
such as bit-rates and latency but also by subjective perception, for example, new
business and trust models, better approaches for delivering services, a developed
risk landscape, and an expanded concern for protection.

7.1 Identity Management

The 4G LTE standard needs USIM (UMTS Subscriber Identity Module) on the
universal integrated circuit card to gain network access [8]. This way of handling
the identity will continue to be an essential part of 5G for reasons such as abnormal
state of security and ease of use. Embedded SIM has likewise brought down the
bar for organization issues identified with machine-to-machine communication.
In any case, there is a general pattern of bring-your-own-personality, and the 5G
ecosystem would for the most part benefit from a more open identity administration
system. The risk of IMSI retrieval, where fraud radio system hardware demands
cell phones to reveal their personality, has been talked about amid the 3G and
4G institutionalization process [23]. In any case, no insurance instrument was
presented around them, as the anticipated dangers did not appear to justify the cost
or multifaceted nature involved. It isn’t clear whether this hazard examination is as
yet legitimate and improved IMSI security merits thought for 5G.

7.2 UE Security

In the next-generation system, the storage of credentials and identities for both
human and machine-type devices is required in the UE. The credentials and
identities may be stolen from attacks by software or hardware. Such security threats
can impact the subscriber or operator network [23]. 3GPP SA3 has currently agreed
that a secure element for credential storage in UEs must provide:

1. Integrity protection of the subscription credential(s)
2. Confidentiality protection of the long-term key(s) of the subscription creden-

tial(s) (e.g., Key (K) in EPS AKA (authentication and key agreement)) [23]
3. Execution of the authentication algorithm(s) that make use of the subscription

credentials

The above requirements should be achieved within the UE, with the use of
a tamper-resistant secure hardware component. Implementations of these require-
ments shall allow security evaluation/assessment. The Subscriber Identity Module
(SIM) functions for 5G, i.e., next-generation USIM will inherit from previous
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standards [23]. In a similar manner to LTE system, the next-generation USIM will
be able to generate symmetric keys. It may also be able to generate new asymmetric
key pairs and even new trusted public keys.

7.3 Radio Network Security

Due to the emerging risk landscape and new innovation that furnishes users with
minimal effort to program their own gadgets (even at radio access level), the attack
resistance of radio systems ought to be an all the more blunt plan thought in 5G,
examining risks, for example, Denial of Service from conceivably getting out of
hand gadgets, and adding moderation measures to radio protocol outline [23]. In
spite of the fact that LTE radio access has phenomenal cryptographic assurance
against eavesdropping, there is no security against changing or infusing user plane
traffic. With 5G radio access as a building block in, for instance, mechanical
automation, the potential advantages of including integrity assurance appear to be
deserving of investigation [8].

7.4 Flexible and Scalable Security

With virtualization and more unique setups entering the zone for 5G, it is opportune
to consider a more powerful and adaptable security design for it. Security for syn-
chronous RAN signaling [8] could have a higher level of freedom than asynchronous
security aspects. New security outlines with higher adaptability can better address
clashes between convenience and security.

7.5 Network Slicing Security

Network slicing not only requires the necessary security from UE accessing the
slice but also poses new security challenges. Isolation should be assured for network
slices, without which attackers who have access to one slice may launch an attack
to other slices. Proper isolation will enable integrity and confidentiality protection.
Additionally, it should be ensured that resources of the network infrastructure or
a network slice instance are not impacted by another slice instance, to minimize
attacks and provide availability [23]. A 5G UE can simultaneously access different
network slices for multiple services. Such access can be via various types of radio
access networks including both 3GPP and non-3GPP. When the network slice access
information is tampered, unauthorized UEs may use such information to establish a
connection with the network slice and consume resources.
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On the other hand, the advantage of network slicing is that operators can provide
tailored security for each slice. Different access authentication and authorization can
be provided for tenants of different network slices.

7.6 Vitality Effective Security

While security services such as encryption come with a cost, the cost is no longer
an issue for cell phones and comparable gadgets. The vitality cost of encoding one
bit is similar to transmitting one bit. In any case, for battery-operated gadgets with a
long target lifetime, there might be a need to consider significantly more lightweight
arrangements, as each joule devoured could be of significance.

7.7 Cloud Security

Cloud security is a critical concept and will be added to the list of 5G security
concerns.

• Integrity Management
Each service provider will have its own integrity management system to

control access to data and other assets. Cloud suppliers either incorporate
the user’s integrity management framework into their own foundation using
federation or SSO technology or a biometric-based framework or develop an
integrity management arrangement of their own [24]. Cloud ID, for example,
gives protection, safeguarding cloud-based biometric distinguishing proof. It
connects the private data of users to their biometrics and stores them in a
scrambled manner. Making utilization of an accessible encryption method, the
biometric distinguishing proof is performed in the scrambled area to ensure that
the cloud suppliers or potential aggressors don’t access any sensitive information
or the contents of individual inquiries.

• Physical Security
Cloud specialist advocate the idea of physically securing the IT hardware

(servers, switches, links, and so on.) against unapproved access, obstruction,
burglary, fires, surges, and so forth and guaranteeing that fundamental resources
such as power are adequately protected to diminish the likelihood of interruption.
This is regularly accomplished by serving cloud applications from “world-class”
[24] (i.e., professionally conceived, designed, built, overseen, and maintained)
server centers.

• Faculty Security
Various information security concerns relating to the IT and other profession-

als associated with cloud services are typically handled through pre-, para- and
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post-employment activities such as security screening potential recruits, security
awareness and training programs, proactive.

• Privacy
Service providers should guarantee that every single basic datum (credit card

numbers, for instance) is properly masked or encoded and that exclusive access
are granted to approved users only [24]. Any information that the supplier gathers
or delivers about user action in the cloud should also be carefully protected.

8 Security Protocols

Many security protocols have been introduced. We focus mainly on authentication
and key exchange protocols for 3GPP network.

8.1 Informal Security Protocols

It is often useful to discuss security protocols informally before proceeding with
formal analysis. Therefore, we establish an informal understanding of threat model,
security properties, channels, and protocols.

Before going to study about open security protocols, we need to know about
Dolev-Yao adversary.

Dolev-Yao Adversary

Large messages are thought to be components of some theoretical variable-based
math, and cryptography is a unique activity on that polynomial math [25]. The
adversary is thought to be a particular (yet non-deterministic) state machine, and
the main route for the enemy to deliver new messages is to play out specific
activities on messages it definitely “knows.” This model has a to a great degree
pleasant component called as straightforwardness. Since all members (genuine and
noxious) can be spoken to as state machines, they can be created together to deliver a
solitary expansive “framework” machine. Security properties can be communicated
as well-being properties about this machine, and such properties can be confirmed
consequently. This model likewise has a downside: the Dolev-Yao adversary is
entirely frail.

Threat Model

In particular, the Dolev-Yao adversary controls the network, i.e., it can read,
intercept, and send messages. Moreover, the adversary can compromise clients, i.e.,
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it can reveal their secrets. Furthermore, the adversary is allowed to apply public
functions such as hashing, encryption, or signing on values that she knows. Also,
the threat model allows unbounded message lengths, an unlimited number of fresh
nonces, and an unlimited number of protocol sessions.

Security Properties

An informal definition of some fundamental security properties is given first and
formalized.

Definition (Authenticity) Information is authentic if the original message sender
is whom he or she claims to be and the message is unchanged [26].

Definition (Confidentiality, Secrecy) Confidentiality (also called secrecy) is the
property of information being protected from disclosure to unauthorized parties.

Definition (Integrity) Information has integrity if it is not modified in any way by
unauthorized parties.

Authentication Properties for Protocols

Definition (Aliveness, Informal) A protocol assures to an agent “x” in role X the
aliveness of another agent “y” if whenever “x” accomplishes a run of the protocol,
apparently with “y” in role Y, then “y” has previously been running the protocol
[25].

Definition (Weak Agreement, Informal) A protocol assures to an agent “x” in
role X weak agreement with another agent “y” if whenever agent “a” accomplishes
“x” run of the protocol, apparently with “y” in role Y, then “y” has previously been
running the protocol, apparently with “x” [25].

Definition (Non-injective Agreement, Informal) A protocol assures to an agent
“x” in role X non-injective agreement with an agent “y” in role Y on a message M
if whenever “x” accomplishes a run of the protocol, apparently with “y” in role Y,
then “y” has previously been running the protocol, apparently with “x,” and “y” was
acting in role Y in his run, and the two agents agree on the message M.

Definition (Injective Agreement, Informal) The injective agreement is defined
to be non-injective agreement with the additional property that each run of agent
“x” in role X corresponds to a unique run of agent “y” in role Y. The intuitive
understanding of injective agreement is that it prevents replay attacks.
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Fig. 4 Alice and Bob message transmission

Channels

For two parties to exchange messages, it is crucial that they be connected in some
way.

Definition (Channel) A channel is a logical connection between two parties that
can be used to transmit messages.

Recall that the threat model assumes that the adversary controls the network,
i.e., it can read and send arbitrary messages over a regular channel. Further, this
motivates the following definition of an essential type of channel, making use of the
defined notions of informal security properties.

Definition (Secure Channel) A secure channel is a channel that provides confiden-
tiality and authenticity. However, it does not protect messages from being replayed
or reordered by the adversary.

Alice and Bob Notation
Protocols will be first specified in an extended form so-called Alice and Bob notation
before specifying them formally. Protocols are specified as a set of roles, where
every part comprises of a number of steps. Each step sends or receives messages.
Moreover, the protocol participants are called agents. Each agent has a name and
can execute a protocol in different roles with other agents.

Figure 4 demonstrates the process followed by the Alice and Bob concept. The
message which is to be transmitted to the other end is encrypted so that only the
person at the other end of will know how to decrypt it regardless of whether it is an
insecure communication medium.

In a nutshell, Alice and Bob notation is a compact and succinct description of
the messages that the protocol agents exchange in the presence of an attacker. The
semantics of the Alice and Bob notation will not be defined rigorously. Instead,
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the principal conventions are explained, and simple example is given to furnish the
understanding.

The following conventions are used:

• If an agent receives a message containing a term x and x is known to the agent
(e.g., because it is the peer’s agent name or the agent has sent or received x in an
earlier message of the same protocol run), then it must verify that the values of
both x’s match. This check is implicit in the notation [27].

• If an agent receives a message, it will verify its structure up to the level required to
recover all sub-terms it needs, for example, to match the values it knows already
or to compute subsequent messages. Also, this is crucial, since the recipient’s
view may differ from the sender’s view.

For example, if an Alice and Bob protocol specification describes a message
(x, hash(y)) for some hash function hash, then an agent who knows only x (and
not y) will accept any pair t with x as first element, e.g., t = (x, 0) or t = (x, f
((h,1))) for some function f.

• Messages marked with an asterisk * are optional, i.e., they can be skipped by
both the sending and the receiving agents.

• {|x|}k denotes symmetric encryption of the message x with key k. The message
x can be recovered from {|x|}k if and only if an agent knows k.

• {m}sk denotes the message m signed with key sk. A signature in Alice and Bob
notation is always hiding, i.e., the message itself cannot be recovered from the
signature.

• [[m]]sk is an abbreviation for (m,{m}sk). It can be understood as a form of non-
hiding signature.

• → denotes a secure channel.
• Messages of a protocol are numbered consecutively, starting from 1.

Protocol Example 1
1. A → B: (A, {|n|}k)
2. B → A: {B, n}k
3. B → C: ({|n|}k, k)

How the above protocol example runs is informally described below. Assume
agent “a” is executing the protocol in role A with an agent “b” in role B.
Moreover, “b” is executing the protocol with role A and with an agent “c” in
role C.

1. a starts by sending the message (a,{|n|}k) over an attacker-controlled channel to
b. Here, n is to be understood as a fresh nonce and k is a long-term key shared
between a and b. When b receives the message, it verifies the value of a in the
message and tries to decrypt the value n.

2. If b has accepted the first message from a, it replies with the message {b, n}k over
an attacker-controlled channel. When a receives the message, it verifies the value
of band n as well as the signature.

3. After b has sent the second message, it can optionally send the message ({n}k, k)
to cover a secure channel. c will accept the message in any case, even if it has
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the wrong structure (e.g., if it is a constant string). Further, this is because c does
not know the key k or the term {n}k and it does not need to extract one of those
terms to compute a subsequent message.

Attack Scenarios

The term attack scenario is used to outline protocol attacks. An attack scenario uses
the same notation as Alice and Bob protocols. Additionally, we use the following
conventions.

• We write Adv(R) to denote the adversary masquerading as agent R.
• Parallel protocol instances are indented in case an attack requires multiple

instances.
• Messages that are not relevant to the attack are omitted.
• We distinguish different runs of the same agent A (if there is more than a single

run) with indices A [0], A [1]...

Assume that in the protocol example, B would claim injective agreement with A
on n after it received the first message. It is easy to see that the property is violated
because the adversary can masquerade as A and resend the first message to B.

Attack Scenario 1 outlines the attack.

Attack Scenario 1 (Example)
1. A → B [0]: (A, {|n|}k)
2. Adv (A) → B [1]: (A, {|n|}k)

The outlined attack violates injective agreement of B with A on the value n. It is
a trivial replay attack that makes B accept the same value n twice.

9 Channel Security

Physical layer security achieves information confidentiality based on data theoretic
methodologies and has got significant progress. The key idea behind physical layer
security is to utilize the normal haphazardness of the transmission channel to guar-
antee security in the physical layer. The move toward 5G mobile communication
poses new challenges for physical layer security to look into.

9.1 Introduction

These days, mobile communication systems have been broadly utilized in regular
citizen and military applications and have become a vital piece of our day-to-day
life. Individuals depend intensely on the systems for transmission of vital/private
data, for example, credit card data, e-well-being information, and control messages.
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As a result, security is a key issue for future 5G mobile networks. Normally,
existing security measures depend on bit-level cryptographic techniques and asso-
ciated protocols at different levels of the data processing stack. These solutions
have several disadvantages. First, standardized protections within public wireless
networks are not safe enough, and many of their weaknesses are well known.
Second, even if enhanced ciphering and authentication protocols exist, they incur
heavy constraints and high additional costs for the users of public networks.
Therefore, new security approaches are rooted in information theory fundamentals
and focus on the secrecy capacity of the propagation channel [28]. This is referred
to as physical layer security.

The advantages of employing physical layer security techniques for 5G networks
compared to that of cryptography techniques are twofolds.

• Initially, physical layer security systems don’t depend on computational intricacy
[29].

• Second, the structures of 5G networks are usually decentralized, which implies
devices may randomly connect to or exit the network at any time instant.

As a result, physical layer security techniques can be used to either perform
secure data transmission directly or generate the distribution of cryptography keys
in the 5G networks. Specifically, we center on the following innovations.

9.2 Physical Layer Security Coding

Although the first physical layer security code appeared around 1970s, the design
of specific security codes which can be used in practical communication systems is
still challenging. We survey the best in class of three crucial physical layer security
codes, including low-density parity check (LDPC) codes, polar codes, and lattice
codes [30].

LDPC Codes

The LDPC codes are the first secrecy-capacity-achieving codes regarding weak
secrecy. LDPC codes have been intended for the Gaussian wiretap channel. The
physical layer security communication is fulfilled by punctured LDPC codes under
the metric of bit error rate (BER), where the secrecy data bits are covered up in the
punctured bits. In this way, these data bits are not transmitted through the channel
but rather can be decoded at the recipient side in light of the non-punctured piece of
the codeword.

This coding scheme can yield a BER close to 0.5 at the eavesdropper’s (Eve
Channel) side while significantly decreasing the security gap compared to the
non-punctured LDPC codes. However, the punctured LDPC codes result in higher
transmit power compared to the non-punctured LDPC codes. Further, to solve this
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problem, a nonsystematic coded transmission design by scrambling the information
bits has been proposed. This scrambling technique achieves a security level compa-
rable to the design based on puncturing without expanding the transmit control. This
scrambling configuration has been applied to parallel Rayleigh dispersed channels
by exploiting the equivocation rate of eavesdropper’s channel as an optimization
criterion. A summary of the attributes of LDPC codes is given in Table 1. 5G
enhanced mobile broadband (eMBB) use case will adopt LDPC codes for channel
coding on the data channel.

Polar Codes

For the weak secrecy criterion, a polar coding scheme is constructed to attain the
secrecy capacity for the symmetric binary-input memoryless wiretap channel under
the condition that the channel of the eavesdropper is degraded relative to the main
channel of the desired user [31]. The main idea is to select only those bit channels
which are suitable for both the desired user and the eavesdropper to transmit random
bits. Moreover, [31] those bit channels which are suitable for the desired user but
bad for the eavesdropper are used to transmit information bits.

This coding scheme is applied to a critical agreement problem over the block
fading wiretap channel. The safe polar code is utilized for each fading block, from
which the secrecy keys are produced in light of standard privacy amplification
techniques [32].

Also, this coding scheme is extended to the multiple access wiretap channel
(MA-WC), the broadcast channel with confidential message (BC-CM), and the
interference channel with confidential message (IC-CM).

This coding scheme has been applied to accomplish the Shannon capacity of
discrete memoryless BC-CM [32]. A summary of the attributes of polar codes is
given in Table 2. 5G eMBB use case will adopt polar codes for channel coding on
the control channel.

Table 1 LDPC codes for physical layer security

Main channel Eve channel Criterion Constituent codes

Noiseless BEC Weak secrecy Duals of LDPC
BEC BEC Weak secrecy Two-edge LDPC
Noiseless BEC Strong secrecy Duals of LDPC
Gaussian Gaussian BER Punctured LDPC
Gaussian Gaussian BER Non-punctured LDPC
Parallel Rayleigh Parallel Rayleigh BER Non-punctured LDPC
Gaussian Gaussian Equivocation rate of Eve Irregular LDPC
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Table 2 Polar codes for physical layer security

Channel Criterion Main contribution

Symmetric binary-input memory
less degraded wiretap channel

Weak secrecy Achieve secrecy capacity

Symmetric binary-input memory
less degraded wiretap channel

Weak secrecy Achieve rate-equivocation region

Symmetric binary-input memory
less degraded wiretap channel

Weak secrecy Generate a key agreement

General wiretap channel MA-WC,
BC-CM, IC-CM

Weak secrecy Achieve secrecy capacity
Achieve secrecy rate regions

Deterministic wiretap channel Weak secrecy Achieve secrecy capacity
Bidirectional relay networks with
confidential messages

Weak secrecy Achieve capacity-equivocation region

Symmetric binary-input memory
less degraded wiretap channel

Strong secrecy Achieves both security and reliability

General wiretap channel Strong secrecy Achieve secrecy capacity
Discrete memory less BC-CM Strong secrecy Achieve secrecy capacity

Table 3 Lattice codes for physical layer security

Channel Criterion Main contribution

Gaussian wiretap channel Secrecy gain Define secrecy gain
Gaussian wiretap channel Secrecy gain Propose a method to examine the secrecy gain
Gaussian wiretap channel Secrecy gain Construct best lattice codes for dimensions

8 < n ≤ 23
Rayleigh wiretap channel Secrecy gain Construct a wiretap lattice code
Gaussian wiretap channel Weak secrecy Construct a wiretap lattice code
Gaussian wiretap channel Strong secrecy Design wiretap lattice codes
Gaussian BC with a
confidential message

Strong secrecy Propose a superposition lattice code

Lattice Codes

For wiretap lattice codes, a notation of secrecy gain is defined, which reflects
the eavesdropper’s correct decoding probability [32]. Asymptotic analysis of the
secrecy gain shows that it scales with the dimension of the lattice. A summary of
the attributes of lattice codes is given in Table 3.

Other lattice code designs for the wiretap channel include nested lattice code for
cooperative jamming, interference channels, and Gaussian relay networks.
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Table 4 Secure massive MIMO with passive eavesdropper

System model Main contribution

Multi-cell multiuser, one desired user, one
eavesdropper

Matched filtering precoding and AN generation
designs

Multi-cell multiuser, one desired user, one
eavesdropper

Regularized channel inversion and AN
generation designs

One desired user, multiple eavesdroppers AN-aided secure transmission designs
Single-cell, multiple desired users, one
eavesdropper

Distributed power allocation under security
constraints

One desired user, one eavesdropper Secure transmission with finite alphabet inputs
Relay-aided, one desired user, one
eavesdropper

Secrecy performance analysis and power
allocation designs

9.3 Massive MIMO

Deploying large antenna arrays significantly increases the capacity of channels.
Massive MIMO is a promising technology for effective transmission of massive
data and is viewed as one of the “big three” 5G technologies.

Passive Eavesdropper Scenarios

Physical layer security for massive MIMO systems with passive eavesdroppers has
been newly studied [33]. The impact of multi-cell interference and pilot contam-
ination on the achievable ergodic secrecy rate are analyzed, and several matched
filtering, precoding and artificial noise (AN) generation designs are proposed to
mitigate the eavesdropper’s channel [33] and protect the desired user’s channel.

For single-cell multiuser massive MIMO systems with distributed antennas, three
security-constrained power allocation schemes are designed by maximizing the
minimum user’s signal-to-interference-noise ratio (SINR) subject to the eavesdrop-
per’s SINR and the sum power constraint and reducing the sum transmit power
subject to SINR [34] constraints of the users and the eavesdropper, respectively.

A summary of secure massive MIMO systems with passive eavesdropper(s) is
given in Table 4.

Other secure massive MIMO works with passive eavesdroppers include a secure
transmission for massive MIMO systems with limited radio-frequency and hardware
impairments, secure strategies in the existence of a massive MIMO eavesdropper,
secrecy outage probability analysis for a massive MIMO system, and so on [35].

Active Eavesdropper Scenarios

Most physical layer security research work assumes that the perfect channel
knowledge of the appropriate user is available at the transmitter and won’t delve
into details of the procedure required to obtain this channel knowledge [31]. In
time duplex division (TDD) communication frameworks, the users in an uplink
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Without Pilot
Contamination Attack

With Pilot
Contamination Attack

Base Station User Eve

Fig. 5 Secure massive MIMO with active eavesdropper

preparing stage will send pilot signals to the base station (BS) to assess the channel
for the ensuing downlink transmission. From the eavesdropper’s perspective, it can
effectively send a similar pilot signal as the clients to attack this uplink channel
training stage and thus significantly increase its eavesdropping capability.

This pilot contamination attack causes a severe secrecy threat to TDD-based mas-
sive MIMO systems [32]. On one hand, large antenna arrays beam-forming leads to
the hardening of the channel, which prevents the exploitation of channel fluctuations
caused by fading to sharpen the secrecy performance. On the other hand, as
illustrated in Fig. 5, the pilot contamination [36] attack causes the transmitter to
beam form toward the eavesdropper instead of the desired user. If the eavesdropper’s
pilot power is sufficiently large, a desired secrecy rate may not be achievable.
Systematical analysis of the secrecy threat caused by the pilot contamination attack
for multi-cell multiuser massive MIMO systems over correlated fading channels has
been performed [32]. Then, a matched filter precoding and AN generation design
and a null space design are provided to nullify the pilot contamination attack for
weakly correlated channels and highly correlated channels, respectively. A unified
design which combines the matched filter precoding and AN generation design and
null space design is also proposed. MIMO systems are the same as the maximum
DoF (degrees of freedom) of massive MIMO systems when the eavesdropper does
not exist. However, if the pilot contamination attack exists, the maximum secure
DoF of massive MIMO systems could be zero. An estimator is designed at the BS
side to evaluate the leakage [37].

Then, the BS and the desired user perform the reliable, secure communication by
adjusting the lengths of the secret key based on the estimated information leakage.
A summary of secure massive MIMO systems with active eavesdropper(s) is given
in Table 5.
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Table 5 Secure massive MIMO with active eavesdropper

System model Main contribution

Multi-cell multiuser, one desired
user one eavesdropper

Systematically analyze the secrecy threat caused by the
pilot contamination attack
Propose efficient schemes to combat the pilot
contamination attack

Single-cell multiuser, multiple
desired users one eavesdropper

Analyze maximum secure DoF with the pilot
contamination attack
Propose a plan to shield the pilot signal under the pilot
defilement attack

Single-cell multiuser, one
desired user one eavesdropper

Employ secret key agreement protocol with the pilot
contamination attack
Adjust the lengths of the secret key based on the estimated
information leakage

9.4 Millimeter Wave (mmWave) Communications

Abundant spectra within the high-frequency band may result in significantly
different propagation environments for physical layer secure communication.
To understand mmWave secure transmission more clearly, research works for both
point-to-point and network mmWave communication systems are introduced.

One of the most promising potential 5G technologies under consideration is the
use of high-frequency signals in the millimeter-wave frequency band that could
allocate greater bandwidth to deliver faster, higher-quality video and multimedia
contents [38]. Compared to microwave networks, the mmWave networks have
various new characteristics such as a large number of antennas, short range and
highly directional transmissions, different propagation laws, sensitive to blockage
effects, and so on. Therefore, secure mmWave communications will be different
from conventional secure microwave communications.

The mmWave communication system is usually equipped with a larger number
of antennas at the transmitter with a limited number of radio-frequency (RF)
chains [39]. To take advantage of this point, let us consider another approach by
using an antenna subset modulation (ASM) technique to reach secure mmWave
communication at the physical layer. The proposed approach utilizes a subset of the
antenna array to formulate a directional modulation signal intended for the desired
user. By randomly choosing the antenna subset for each symbol, the received signal
for the undesired user becomes a randomized noise. Therefore, secure transmission
is achieved. This ASM technique can be further extended to mmWave vehicular
communication systems.
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Fig. 6 A four-tier macro-/pico-/femto-/D2D heterogeneous network with users and eavesdroppers

9.5 Heterogeneous Networks

In general, a heterogeneous network is composed of various tiers of networks which
operate in the same system bandwidth [37]. We describe in detail on how to design
transmission schemes to secure multitier communications.

Physical Layer Security in Heterogeneous Networks

The 5G heterogeneous systems ought to insightfully and consistently incorporate
different nodes to frame a multitier hierarchical architecture [40], including the
macro-cell tiers with high-power nodes for extensive radio coverage regions, the
small cell tiers with for small radio areas, and the gadget levels which bolster gadget-
to-gadget interchanges. Figure 6 shows a typical four-tier macro-/pico-/femto-/D2D
heterogeneous network with users and eavesdroppers.

This multitier architecture brings new challenges to the investigation of physical
layer security compared to the conventional single-tier topology [41]. For example,
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the locations of the high-/low-power nodes will have a significant impact on the
physical layer security design, which needs to be modeled and analyzed correctly.
The optimal selection policy for each user among high-/low-power nodes under
security constraints becomes difficult. The protection of confidential and privacy
data between connected devices against data leakage requires sophisticated designs.
Moreover, heterogeneous networks may introduce severe cross-tier interference.
These aspects should be taken into consideration when designing reliable and
secure data transmission schemes. Also, [40] users are accessible to [alternatively,
should have access to] an arbitrary tier, e.g., open access. Therefore, particular
user association policies that coordinate both quality of service and secrecy are
necessary.

9.6 Non-orthogonal Multiple Access (NOMA)

As a multiple access technology, the security of NOMA communications is a
paramount concern to which more attention should be paid [39]. The physical layer
security technology can be combined with NOMA to tackle this issue.

Physical Layer Security of NOMA

NOMA plays a crucial role in providing substantial system throughput, high
reliability, improved coverage, low latency, and massive connectivity in 5G wireless
networks. As a result, NOMA has been recognized as an essential enabling technol-
ogy in 5G wireless communication systems [42]. Because of the spectral efficiency
benefit, NOMA has been newly incorporated into 3GPP Long-Term Evolution
Advanced (LTE-A), which additionally proves the significance of NOMA in future
communication systems. Consequently, giving an unrivalled level of security for
NOMA innovation is one of the most urgent needs in the outline and execution of the
5G communication systems. Significant research is needed to efficiently consolidate
physical layer security with NOMA [39]. However, a few difficulties should be
addressed in the design process, for example, the different transmit powers and
heterogeneous security requirements of users. Additionally, participation of clients
offers an intriguing alternative to improve the secrecy execution.

In Fig. 7, an eavesdropper-exclusion zone is established. To reduce the SIC
(successive interference cancellation) complexity at the receiver, a user paring
scheme is employed, where one user in the internal zone and one user in the external
zone are allocated in the same resource slot. When the base station only has a single
antenna, the secrecy outage probability is analyzed.
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Fig. 7 Network model for
secure NOMA transmission

9.7 Full Duplex Technology

Full duplex technology brings both opportunity and challenge for the physical
layer security communication. On one hand, the full duplex innovation empowers
the recipient to produce extra AN to interfere the eavesdropper. Then again, the
eavesdropper with full duplex innovation can effectively attack the communication
procedure while eavesdropping. In general, we talk about four classes of full duplex
physical layer security interchanges, including the full duplex receiver, the full
duplex transmitter and receiver, the full duplex base station, and the full duplex
eavesdropper.

Full Duplex Receiver

Firstly, a single-antenna transmitter, a two-antenna full duplex receiver, and a single-
antenna eavesdropper wiretap channel were studied [43], where the full duplex
receiver uses one antenna to receive the signal and another antenna to send AN
to the eavesdropper. Perfect self-interference cancellation (SIC) is assumed at the
receiver.

The closed-form expression of the secrecy outage probability for the transmission
scheme proposed in [44] is derived to investigate the joint transmit and receive
beam-forming design for a single-antenna input, multiple-antenna output, and
multiple-antenna eavesdropper (SIMOME) wiretap channel with imperfect SIC
[45]. The full duplex receiver transmits AN to the eavesdropper while accepting
data from the transmitter. For the global perfect CSI assumption, the linear receiver



38 P. P. Sriram et al.

matrix and the AN generation matrix which boost the achievable secrecy rate are
mutually designed. It is demonstrated that unlike the half duplex case, the secrecy
rate no longer saturates at high SNR for the full duplex case.

Further, a closed-form expression is derived for the maximal achievable secure
degrees of freedom of the MIMO ME (multiple-antenna eavesdropper) wiretap
channel with a full duplex receiver under the global perfect CSI and perfect SIC
assumptions [43]. Both the transmitter and the full duplex receiver will send AN to
debase the channels of the eavesdroppers. For this situation, the precoding matrix
and the AN generation matrix are streamlined mutually to boost the achievable
secrecy rate. The secure communication in a single-input-single-output multiple-
antenna eavesdropper (SISOME) wireless ad hoc network is analyzed where a
hybrid full/half duplex receiver deployment strategy is employed [46]. The fractions
of full duplex receivers which optimize the secure link number, the network-
wide secrecy throughout, and the network-wide secrecy energy efficiency are
derived.

Secure bidirectional communication is investigated where two multiple-antenna
full duplex nodes communicate with each other in the presence of multiple-antenna
eavesdroppers. Global perfect CSI and imperfect SIC assumptions are adopted. The
beam-forming vectors are designed to reduce the total transmit power subject to the
constraints of secrecy and QoS parameters. Assuming global perfect CSI and perfect
SIC, the secrecy sum rate of bidirectional full duplex communication systems is
maximized within the sight of a single-antenna eavesdropper under the sum transmit
power constraint [46]. A null space-based suboptimal design is also proposed to
reduce the computational complexity.

Full Duplex Base Station

Consider a multiple-antenna full duplex base station which communicates with a
single-antenna transmitter and a single-antenna receiver simultaneously with single-
antenna eavesdropper [47] (Fig. 8). The joint precoding and AN generation design at
the base station with global perfect CSI and perfect SIC is investigated to guarantee
both the uplink and downlink transmission security. It is expected that exclusive
defective [48] CSIs of eavesdroppers are accessible to the base station. A vigorous
asset designation is intended to limit the total of uplink and downlink transmit power
subject to the uplink and downlink data rate and security rate requirements. As
illustrated in Fig. 9, the proposed configuration accomplishes significantly higher-
power efficiency compared to the baseline ZFBF (zero-forcing beam-forming)
scheme.

Full Duplex Eavesdropper

Consider a multiple-antenna full duplex active eavesdropper which simultaneously
eavesdrops and attacks the legitimate MIMO communication link. It is expected that
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Fig. 8 Secure
communication for the full
duplex base station network
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Fig. 9 Tradeoff between the downlink and uplink total transmit powers

the eavesdropper has information of the channels among all nodes and imperfect
estimation of the self-interference channel. The jamming signals which minimize
the secrecy rate are designed based on the Karush-Kuhn-Tucker (KKT) analysis.
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Then, the optimal transmission strategies at both the eavesdropper and the legitimate
user’s sides are designed.
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Brief Summary

Considering the present research direction of the Fifth Generation (5G) network one
can only draw an observation regarding the requirements for effective protocols,
algorithms, and framework for a steamroller transition. The objective of the chapter
is to sketch the future adaptation of an application eagerly awaiting a high data-
rate to carry out those objectives with the development of protocols or openwork to
resolve the use and security threats. In this chapter, the focus is on the application
of 5G and on the techniques that are likely to adapt to serve it. It begins with a brief
introduction to proper applications and promising methods. We cover a great deal
of promising technology, such as non-orthogonal multiple access (NOMA), massive
multiple input and multiple output (MIMO), and millimeter wave, with an overview
of various architectures, such as cross-layer designs. Moreover, the importance and
an overview of software-defined networking/network function visualization (SDN-
NFV)-based models are explained, which is helping greatly with the transition.
The significance of the work is also enhanced because of the research gap in the
current proposal, such as the existing empirical model presented for 5G. Apart from
specific issues with the existing proposal, some general parameters (time, space, and
hardware resources) and their consequences are also listed. The limitations posed
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by the exciting technology have been given individually in the chapter, where the
proposal has been described. This chapter provides insights into the evolution of
cellular technology and can be used as a guideline for developing technology toward
5G. Finally, we conclude our chapter with a good insight into industry initiatives and
academic collaboration.

1 Brief Introduction to 5G

In the world of wireless communication 5G is revolutionary and procures commu-
nications with a high spectral efficiency, a high peak rate, low end-to-end latency,
high reliability, significant improvement in QoS, and multiple device connectivity
[1–3]. It provides a maximum peak data rate (PDR) of 10 to 20 Gbps per user under
certain conditions, which is feasible compared with existing technology. The round
trip latency is reduced ten-fold compared with existing 4G technology, i.e., 1 ms.
5G technology is energy efficient and portable for connecting with other wireless
technologies such as 2G, 3G, 4G, Wi-Fi, WPAN. For efficient communication, 5G
uses higher frequencies in the network [4]. Although the previous chapter provided
a broad introduction, in this chapter, the perception of the architectural need is
established.

Wireless and telecommunication infrastructure has grown exponentially after
‘the 2000s’, although the load on the network is growing exponentially. The
estimated cost of infrastructure is a trillion dollars, which poses a challenge
in the adoption of any newly emerging technology. To reduce this significance
cost, the adoption of hardware seems infeasible and searches for software-defined
infrastructure have become the impetus for now-or-never transformation. Research
is underway to make the transformation to 5G and to reduce the cost of adopting
the new technology. Therefore, once the 4G is in its deployment, many architectural
designs were being ready for upcoming 5G adoption. Various forces drive network
architecture transformation [5]:

a. Complex networks incorporating multiple services, standards, and site types
b. Coordination of multi-connectivity technologies
c. On-demand deployment of service anchors
d. Flexible orchestration of network functions
e. Shorter period of service deployment

2 Applications

The number of devices connected through a wireless network has grown exponen-
tially. The advancement of massive MIMO is playing a key role in the development
of low-cost sensor devices, opening up the paradigm of newer applications.
Although empirical application in mobile broadband required high throughput
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with high coverage capacity, many IoT-related application requirements are quite
unlike the parameters concerned, for example, the requirements of health-related
IoT devices are low latency and high reliability. The dynamics of such multidi-
mensional demand requirements of IoT applications has led 5G to distinguish the
applicability of two classes as massive machine-type communications (mMTCs)
and ultra-reliable low-latency communications (URLLCs) [6]. Further, latency-
and reliability-based application can be divided based on the individual require-
ments, such as factory automation, process automation, smart grids, intelligent
transport systems, and professional audio. It should be considered as a part of
the future IoT ecosystem when the application domain of the 5G network is
defined.

The most commonly used application is enhanced mobile broadband. 5G is
built with higher quality communication, which is faster and more comfortable
for consumers. The new-generation technologies require smart machine-to-machine
communications. Therefore, 5G provides enhancements such as speed, latency,
efficient energy consumption, and communication. In a driverless car we can also
implement 5G technologies for efficient communication with the surroundings. 5G
enables various real-time applications such as cloud services, internet of vehicles
(IoV), financial technology, industry automation, smart cities, and buildings. It has
many potential applications ranging from ultrahigh definition video to virtual reality
applications.

3 Novel Architectures and Implications

The term “hyper connectivity” is necessitated to serve the application, which is
ready, growing fast, and should be accommodated into 5G. Applications such
as automatic cars, high-resolution video streaming, augmented reality and virtual
reality, and many more, have sought high throughput. At the same time, the research
community is looking toward SDN and network function virtualization (NFV) is
a promising field for serving the newly developed technology such as massive
MIMO, millimeter wave, ultra-duplex channel and beam-forming as the basic
design principles of 5G. In Agyapong et al. [7], two-layer architecture is given,
which enables radio networks to be accommodated and integration with the network
cloud (Table 1).

In the field network cloud to serve the enterprise and individuals with high-
throughput on-demand services for the 5G network, many organizations are working
to achieve comprehensive cloud adaptation. To this end, the report “A Cloud-
Native 5G Architecture is Key to Enabling Diversified Service Requirements” was
published by Huawei [5] in 2016.

The potential of 5G architecture is growing fast, and many proposals [8–12] have
come up along the way, including applications such as the cloud, SDN controller
cloud, SDN-based C-RAN, SDN-based transport network, and the SDN-based core
network. Moreover, several promising technologies, which have been forwarded
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Table 1 Name and abbreviation used in the text

Abbreviation Name

ALTO Application Layer Traffic Optimization

API Application Programming Interface

BBU Baseband Unit

BS Base Station

BSS Business Support System

CC Cooperative Communication

CCNC Cooperative Communication and Network Coding

CLD Cross-Layer Design

CR Cognitive Radio

D2D Device-to-Device

ETSI European Telecommunications Standards Institute

FD Full Duplex

FDD Frequency Division Duplex

GBP-LS Group-Based Policy Label Switched

GMPLS Generalized Multi-Protocol Label Switching

IETF Internet Engineering Task Force

IoT Internet of Things

IoV Internet of Vehicles

ITU International Telecommunications Union

LISP Locator/ID Separation Protocol

MEC Multi-access Edge Computing

MIMO Multiple Input and Multiple Output

mMTC massive Machine-Type Communications

MNO Management and Network Orchestration

MP Multipath Propagation

MPLS Multi-Protocol Label Switching

MWC Millimeter Wave Communications

NBI North-Bound Interface

ND Network Device

NFV Network Function Virtualization

NFVRG NFV Research Group

NOMA Non-Orthogonal Multiple Access

NOS Network Operating System

ODL OpenDayLight

OFDMA Orthogonal Frequency Division Multiple Access

ONF Open Networking Foundation

ONOS Open Network Operating System

OPNFV Open Source Project of NFV

OSS Operation Support System

PCEP Path Computation Element Protocol

PCEPs Path Computation Element Protocol Secured

SDN Software Defined Network

(continued)
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Table 1 (continued)

Abbreviation Name

SFC WG Service Function Chaining Working Group

STC Space–Time Coding

TDD Time Division Duplex

3GPP 3rd Generation Partnership Project Service

URLLC Ultra-Reliable Low-Latency Communication

VNF Virtualized Network Framework

VTN Virtual Tenant Network

XLM Cross-Layer Module

Fig. 1 Standardization time-line [15]

as the backbone for research into and the development of 5G have also been
listed in these proposals [8–12]. These include NOMA [13, 14], massive MIMO
[17], full duplex (FD), device-to-device (D2D) communication, millimeter wave
communications (MWCs), automated network organization, cognitive radio (CR),
cooperative communications (CCs) and network coding, green communication,
and many more. These technologies are broad in nature; therefore, the conceptual
implication of some ongoing research trends in the development of 5G architecture
are explained briefly in this section. In Fig. 1, the timeline of development with the
corresponding agency responsible for the individual technology is illustrated.

a. NOMA
NOMA is a multiple access technique for the 5G cellular wireless network. It is
capable of serving multiple user equipment using single 5G-NB (node base or
base station). It helps various users at the same time/frequency resources.
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The existing radio access technology, orthogonal frequency division multiple
access (OFDMA), has had many upgrades, although its limitations, such as
spectrum deficiency, have been major inspiration for NOMA techniques (power
and code domain). It has been shown in many pieces of research that NOMA can
fulfill the requirement of 5G at the network level in addition to the data rate at the
user level. The advancement of NOMA can achieve desirable capacity handling,
power and spectrum efficiency, interference handling, pairing, and delay with
fairness. Moreover, the incorporation with wireless communication such as CCs,
massive MIMO, beamforming, space–time coding (STC), and NC helps in
dealing with the implementation for other communication networks (wireless
networks, ad-hoc wireless networks, wireless sensor networks) apart from the
cellular communication. The important issues of limitations and directions of
future research with regard to NOMA were listed in Islam et al. [13, 16], which
can be helpful for further exploration.

b. Massive MIMO
In radio, MIMO is used to multiply the capacity of a radio link that can
transmit and receive multiple transmissions. Multi-user MIMO (MU-MIMO)
is old technology and the adoption of the basic concept of multi-antenna base
stations (BSs) is to serve a multitude of users.
MIMO accepted in wireless communication along with IEEE 802.11n/ac (Wi-
Fi), HSPA+ (3G), WiMAX (4G), and Long Term Evolution (LTE 4G). MIMO
can be classified into three categories such as:

• Pre-coding, which is useful for multi-stream beamforming
• Spatial multiplexing handles a high-rate signal and is split into multiple lower-

rate streams
• Diversity coding is useful if there is no information available regarding the

channel at the transmitter.

Sometimes there is the misconception: “Isn’t massive MIMO just MU-
MIMO with more antennas?”
The answer to this is “No.”
The key difference between massive MIMO and conventional MU-MIMO is not
only the number of antennas. These key differences are listed in Table 2
Marzetta’s massive MIMO [17] concept is the way to deliver the theoretical
gains of MU-MIMO under practical circumstances. To achieve this goal, we
need to acquire accurate channel state information, which in general can only be
done by exploiting uplink pilots and channel reciprocity in time division duplex
(TDD) mode. Using channel hardening and favorable propagation phenomena,
the system operation can also be simplified in massive MIMO.
The single fundamental issue in 5G is to handle the multipath propagation
(MP) efficiently, and MIMO has already established technology for MP in the
past. Therefore, the exploitation of MIMO technology on large-scale antennas
(massive MIMO) equipped with the channel state information provides a scalable
technology.
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Table 2 The key differences between conventional MU-MIMO and massive MIMO

Comparison parameters Conventional MU-MIMO Massive MIMO

Base station (BS) antennas
(M) and users (K) limitation

M ≈ K and both are small
(e.g., below 10)

M �K and both can be large
(e.g., M = 100 and K = 20)

Duplexing mode Designed to work with both
TDD and frequency division
duplex (FDD) operation

Designed for TDD operation
to exploit channel reciprocity

Channel acquisition Mainly based on codebooks
with a set of predefined angu-
lar beams

Based on sending uplink
pilots and exploiting channel
reciprocity

Link quality after precod-
ing/combining

Varies over time and fre-
quency, due to frequency-
selective and small-scale fad-
ing

Almost no variations over
time and frequency, thanks to
channel hardening

Resource allocation It must change rapidly to
account for channel quality
variations

It can be planned in advance
because the channel quality
varies slowly

Cell-edge performance BS cooperation is required
for good performance

Cell-edge signal-to-noise
ratio increases proportionally
to the number of antennas,
without causing more inter-
cell interference

The key research for 5G in the field of massive MIMO is to achieve high spectral
efficiency along with coverage enhancement. In this context, an algorithm whose
complexity is low and that is able to enhance in terms of channel prediction is
desirable. The detailed description about the massive MIMO and technological
aspect is given in Chap. 6

c. Millimeter wave communication (MWC)
In MWC, the band of the very high-frequency spectrum (between 30 and
300 GHz) is used for testing and development of 5G infrastructure for wireless
communication as suggested by the International Telecommunications Union
(ITU). The millimeter wave spectrum is no longer used owing to its limitations
(short wavelengths that range from 10 to 1 mm), such as high atmospheric
attenuation. At the same time, the broadness in the range also passes the
feasibility test to accommodate a larger number of devices, which is a require-
ment of high-speed wireless communication. Moreover, this issue poses other
challenges in terms of circuits and system design, interference management,
spatial reuse, anti-blockage, and dynamics control. An extensive study with
recent standard with architectural design guidelines is given in Niu et al. [18].
Moreover, the research highlights of MWC can be summarized as beamforming
architecture, signal attenuation due to free space propagation, blockage effect,
narrow beams in a non-orthogonal D2D (for booster/small cell) transmission for
the heterogeneous/homogeneous network.
The limitation of short-range line of sight traveling is the main obstacle to the
adoption of MWC in 5G. Although much research is carried out to tackle these
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problems, such as in Rappaport et al. [19], a new MWC for cellular systems has
been proposed with proper hardware specifications to use a frequency range of
28- and 38-GHz with directional antennas at the base station and mobile devices.
In Roh et al. [20], a hybrid beamforming scheme and its link- and system-
level simulation results have shown the feasibility of MW bands for cellular
communication.

d. Cooperative communications and network coding (CCNC) In wireless commu-
nication, storing and forwarding of the packet is one of the primary challenges.
With the addition of MIMO on many fronts in 5G, the complexity is increased
even further. In CCNC, it can store and forward mix packets. Moreover, it
can pass other parameters (throughput, latency, energy consumption, robustness)
according to the requirements of 5G with consideration of D2D communication
and massive connectivity. In Vieira and Vieira [21], CCNC advantages, and
applications have been covered in the context of 5G infrastructure. The com-
mon application of CCNC can unicast, multicast, broadcast, and relay, and is
extensively included in a great deal of research. Still, though, the packet loss in
the dynamic spreading spectrum, using multiple channels and multiple antennas
is one of the significant research challenges that needs future attention.

4 Cross-Layer Design

Traditionally, all the layers are encapsulated in an individual module at the protocol
stack. The encapsulation, at the same, prevents the free flow of information within
the module and creates hurdles in many applications. The interactions between
different non-adjacent layers allow the communication architecture to work as a
system instead of the different protocol stacks and it is termed cross-layer design
(CLD).

Very few proposals have been available on prospective CLDs for the 5G network,
and some of the proposals have tried in the past [22–25] to explore the possibilities
of CLDs in 5G, although, several texts have provided the perspective of CLD
progress in the past and open research issues for the future in 5G, wireless networks
[26, 27], and wireless sensor networks [28–31]. In Mendes and Rodrigues [28], a
vast survey on CL solution for wireless networks has been provided by maintaining
taxonomy based on technology used at different layers. The key element of CLD
is very broad in nature for any type of communication paradigm; therefore, in this
text our approach will be to discuss the proposal made for CLDs in 5G, instead of
covering elements of CLD itself.

The significance of information sharing among network stack or layers is
necessary for performance improvement. With this fact, in Shiab [22], a CLD
proposal has been made for SDN and has gained a great deal of momentum because
of the flexibility it offers by creating re-programmable networks that adapt quickly
and efficiently to the changing demands of today’s networks.
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In SDN, decoupling of the control and data planes is already being accepted
in the research fraternity; therefore, a survey and suggestion have been made to
design a logically centralized controller that has a global overview of the whole
network that can achieve and assign the control task. Motivated by the great
benefits of both paradigms, CL SDN architectures solve challenges in different
applications.

In Niu et al. [23], for heterogeneous networks, a software-defined mmWave
mobile broadband system via a CLD is described, in which it deploys small cells in
the mmWave band underlying the macrocell network. Different than the communi-
cation systems using lower carrier frequencies, MWCs have unique features, such
as high propagation loss, directional communications, and sensitivity to blockage.
It also overcomes the challenging problems in mmWave networks, such as interfer-
ence management, spatial reuse, anti-blockage, QoS guarantee, and load balancing.
In this architecture, a centralized controller is introduced by abstracting the control
functions from the network layer to the physical layer. A quantitative simulation in
a realistic indoor scenario has been demonstrated for a better understanding of the
performance advantages of the CLD SDN in terms of network throughput and flow
throughput. It is one of the first cross-layer and software-defined designs for MWCs,
which opens up the opportunity for MWCs to make a significant impact on future 5G
networks.

In Baligh et al. [24], CLD provisions for the cellular network are given
to accomplish virtualized and mass-scale cloud architectures. In this 5G-based
network, all the nodes are connected via a backhaul network and managed centrally
by such cloud centers. The significant computing power made available by the cloud
technologies has enabled the implementation of sophisticated signal processing
algorithms, especially by way of parallel processing, for both interference man-
agement and network provision. The major signal processing tasks for 5G due to
the increased level of frequency sharing, node density, interference, and network
congestion are covered in the study.

In Tang et al. [25], CL resource allocation with elastic service scaling in a cloud
radio access network is described. It is aimed at improving the spectrum and energy
efficiency of wireless networks by migrating conventionally distributed base station
functionalities into a centralized cloud baseband unit (BBU) pool. In a cross-layer
resource allocation model for CRAN, the minimization of the overall system power
consumption in the BBU pool, fiber links, and the remote radio heads are considered
an objective function such as mixed-integer nonlinear programming.

The heterogeneity of the IoT devices can easily be handled by CLDs. The
main principle of CLDs is to provide a better performance metric and serve the
requirement of the applications. In Sah and Amgoth [32], CLD aspects of wireless
sensor networks are presented. Many sensors will be part of IoT applications
whose performance requirement will be different, as explained in the previous
section. Therefore, proposals such as XLP, XLM, DGRAM, which are of modular
design by nature, can serve as the virtual backbone in the sub-context of IoT
networks.
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In Ranjan and Varma [29, 30], an architectural view of CLDs is given with the
issues involved in implementation. The classification based on the design module is
given as conventional, complex, and unified. The working module gives an example
of understanding the significance of CLDs. One of the important contributions of
CLDs for wireless sensor networks is provided [33], which gives a cross-layer
module (XLM). In this, traffic, congestion, and errors are handled carefully.

5 SDN-NFV-Based Models

The wireless and telecommunication infrastructure has been well established in
past decades, although the load on the network is still growing exponentially. The
estimated cost of infrastructure is one trillion dollars, which poses a challenge
in the adoption of any newly emerged technology. To overcome this significant
cost, adoption of the hardware seems infeasible and searches for software-defined
infrastructure has become the impetus for now or never transformation.

There is dissent in the categorization of software-defined networks (SDNs), and
network function virtualization (NFV) as some suggestions have been made and
proceeds by considering these two as separate entities. Although, some definition is
given with NFV as a subset of SDN. A great deal of research [34–46] work, along
with institute and company collaboration, is going to smooth an insusceptible trans-
formation. In this section, we discuss the general key elements in the context of the
SDN-NFV model. Further, some of the research proposals with their contributions
are briefly discussed to enable understanding of the recent advancement.

Although SDN and NFV are separate initiatives, it appears that they are
complementary to each other. Our approach is to deal with these two entities
separately and highlights the connectivity among them wherever it is needed.

5.1 Software-Defined Network (SDN)

The term SDN was initially coined to represent the ideas and work around
OpenFlow at Stanford University, Stanford, CA, USA [40]. The intention of the
original defined SDN model was to provide the network architecture in which the
data plane can be managed remotely to enhance the flexibility, although many times
the network industry has shifted perspective according to the requirements and
anything that involves the software. Today, in the new age of the 5G framework
where it is advancing to accommodate a large number of devices for a different
application, the SDN is viewed as a promising adoption.

According to the suggestion made in Newman et al., Gude et al., Jamjoom et
al., McKeown et al., and Greene [40–43, 47], the SDN can be defined based on the
following key attributes:
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• Decoupling of control and data planes to ensure the reduction in the control to the
network device (ND) and conclude the task of ND to a simple data forwarding
element.

• Unification for different network devices such as routers, switches, firewalls, and
middleboxes to ensure the flow-based forwarding. These abstractions enable the
same services for similar flow, and differentiation based on the destination will
disable them. Adoption of flow-based forwarding helps with the enhancement of
flexibility.

• The abstraction of the control entity moved to an SDN controller that handles
resource allocation in a centralized manner.

• The network is programmable through software applications running on the top
SDN controller, which is the only responsible entity to interact with data plane
devices.

In Rotsos et al. [44], the SDN architecture with its basic building blocks is
described, which is generalized based on the Open Networking Foundation (ONF)
[45] for a new form of network. In Blanco et al. [39] technology pillars in the
architecture of future 5G mobile networks are described, NFV, multi-access edge
computing (MEC), and SDN, which has been mostly inspired by the road map
given in “IMT Vision” in 2015 [48]. In Kreutz et al. [46], a simplified view of an
SDN architecture, a layered view of networking functionality and its fundamental
abstractions are explained in detail, and we refer the interested reader to this survey.
Meanwhile, for a simplistic explanation to cover the basics of SDN architecture,
we take Rotsos et al. [44] into account. In Fig. 2, an architectural model of an SDN
control stack is illustrated in the form of a block diagram. The basic building blocks
of SDN architecture consist of three components as follows:

a. Data plane
b. Control plane
c. Application plane

The data plane accommodates all network devices such as the gateway, router,
etc. The traffic monitoring and packet manipulation functions are limited to their
lowest levels to ensure the restricted functionality. It is equipped with the interface
to communicate with and receive instructions from the control plane. The suggestion
for the categorization of the control interface also varies with the different proposals,
such as OpenFlow [49] and PCE [50], designed to manipulate the device-forwarding
policy, and management interfaces, such as NETCONF [51] and OF-CONFIG
[52], designed to provide remote device configuration, monitoring, and fault
management.

The authoritative part of the architecture is a control plane that contains a
network operating system (NOS). It comprises several functionalities, such as
centralizing control of multiple data plane devices along with high-level interfaces
for management applications. Moreover, topology monitoring and resource virtual-
ization services have also been assessed by the NOS. The policy analysis regarding
application, mitigation, and administration to ensure the communication conflict are
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Fig. 2 The SDN architecture model can be separated into three layers: the data, control, and
application planes [44]

other responsibilities of the NOS. The main advantage of the logical separation of
network control from the control plane is that it allows it to encapsulate multiple
individual instances of the NOS. Each of these encapsulates instance control load
management and is able to handle overlapping efficiently. At the same time, multiple
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instances of the NOS allow SDN to have better failure management and recovery
(distribution of load among other instances). For a detailed presentation of the
standardization, research, and implementation efforts in SDN, the reader can refer
to Kreutz et al. [46].

In the application plane, the north-bound interface (NBI) standardization is
one of the major research domains. For a general understanding, we will try to
cover the key elements of NBI standardization, its working and application in
SDN. It is one of the crucial parts of service orchestration because in the end
it is responsible for the control and monitoring of service connectivity, network
resource utilization, and flexible fault management. It can be divided into two
major categories. The first category contains low-level information whereas the
second category includes high-level and innovative control abstractions, which
are responsible for creating the interfaces based on match and forward. In low-
level information management, several centralized [53, 54], distributed [55], and
common information models (CoreModel) [56] suggestion made for specifications.
In the high-level abstraction, the general specifications are the NOS management
application, operation support system (OSS), service orchestrator, and control
applications. The interface of application and control is also enabled by these
entities, as can be seen in Fig. 2. Moreover, other suggestions for the specification of
legacy control interfaces such as the open network operating system (ONOS) [57],
OpenDayLight (ODL) [58], are also popular owing to the nature of their open source
NOS.

Other elements of the application plane and its working can be summarized as
follows based on the projects:

a. Path computation element (PCE)
In label switching, the control technology that handles address resource and
control forwarding have been specified in PCE. For distributed path establish-
ment, protocols such as generalized multi-protocol label switching (GMPLS) and
multi-protocol label switching (MPLS) have been used in PCE. Switches use dif-
ferent information for path establishment such as the traffic pattern of routing data
in OSPF-TE [59], and signaling protocols, such as resource reservation protocol-
traffic engineering in Awduche et al. [60]. These methods gather information
about network resources and topology for further path establishment. At the same
time, MPLS and GMPLS have limitations with regard to computation resources.

b. Locator/ID separation protocol (LISP)
It [61] is a network architecture that can manage the scalability issues of routing
on a large-scale. It is a dual addressing mechanism that decouples the location
of a host from its unique identifier. The host equipped with LISP only requires
the end-point identifier for packet communication, while routing nodes use
distributed mapping services for translation of the forwarding address. The ONF
is currently developing a proof-of-concept implementation of the application
programming interface (API) as part of the ASPEN project [62] to provide robust
LISP.

c. Group-based policy label switched (GBP-LS)
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The GBP-LS module is an ODL project to implement and support the protocols,
as mentioned above, as a control application. Moreover, it is also being suggested
for use in PCE extensions, such as Stateful-PCE [63] (time, sequence, and
resource usage synchronization), path computation element protocol (PCEP) for
segment routing (dynamic LSP management), and secure transport for PCEP
(PCEPSs) [64] (security extension).

d. Intent-based networking
Intent-based networking is a popular SDN NBI exploring the applicability of
declarative policy languages in network management. In this, suggestions can be
made to the NOS about acceptable network states and leave low-level network
configuration along with the creation of new NOS instances to the NOS. The
Internet Engineering Task Force (IETF) has adopted the NEMO specifications
[65], an intent-based networking policy language.

e. Application layer traffic optimization (ALTO)
The ALTO [66] is an IETF-WG specification for providing end-user applications
to access accurate network performance information. The vision of development
is that, in the distributed application environment, major intelligence improve-
ment is possible based on the network routing information to serve the end
users. Improvement toward bandwidth-intensive or latency-sensitive applications
is expected from ALTO. Its secondary work is to enable a service orchestrator to
manage and action deployment decisions.

f. Virtual tenant networks (VTNs)
In NEC [67], the proposal is made by NEC regarding VTNs with the vision
that they will able to provide an abstraction of the network that virtually
separates the virtual overlay networks from the topology of the underlying
network infrastructure. It allows users to map requested topology over the
physical topology and also to enable service deployment for the service
orchestrator.

In Trivisonno et al. [34], the SDN-based plastic architecture for 5G mobile net-
works is covered, together with its functionality and compatibility. The architecture
presented in Trivisonno et al. [34] describes dynamic control plane instantiation,
device attachment, backward compatibility, and service request and mobility man-
agement in detail. More often, the flexibility required to support heterogeneous
and homogeneous networks is one of the major expectations of the SDN-based
model. Further, these requirements often produce a set of challenging issues, such
as latency, dependability, reliability, and scalability. Suggestions have been made
regarding the decoupling of control and data planes, which also comes with its set
of gains and losses. With decoupling, network equipment is only responsible for
forwarding a data packet based on the control message received and enhancing the
flexibility of the architecture. Although suggestions for an SDN model are often
made regarding decoupling the control and data planes, NFV, on the other hand,
anticipates the instantiation of network functions for resources (hardware, software).
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5.2 Network function virtualization (NFV)

The high level NFV framework can be generalized in the four components as
follows:

a. NFV infrastructure
b. Virtualized network framework
c. OSS\business support systems (BSS) layer
d. Management and network orchestration (MNO)

NFV Infrastructure

The NFV infrastructure is a type of cloud data center containing hardware and
virtual resources to build the NFV environment. It includes sensors, switches, virtual
machine, and virtual switches (Fig. 3).

• Hardware resources It contains computing resources such as RAM and the
processing unit, storage resources such as disk storage, and network resources
such as a switch, firewall and routers, and many more.

• Virtualization layer It abstracts hardware resources and decouples the software
from the hardware. Moreover, it enables the software to progress independently
from the hardware. There are multiple open source and proprietary options
available, such as KVM, QEMU, VMWare, etc.

• Virtualization resources It contains a virtual computer, virtual storage, and a
virtual network.

Virtualized Network Framework (VNF)

The VNF is the basic building block of NFV architecture and its acts as a software
implementation of the network function. It can connect or be combined as building
blocks to offer a full-scale network communication service. When more than one
VNF is connected in a string fashion to accomplish the larger task, then it is known
as service chaining. Examples of VNFs are vIMS, vFirewall, and VRouter.

Management and Network Orchestration (MNO)

• Virtual infrastructure manager It controls and manages interaction of VNF with
NFV computing, storage, and network resources. Further, it also ensures the
workability of deployment and monitoring tools for virtualization layers.

• VNF manager It manages the life-cycle of VNF instances and is also responsible
for initialization, updating, scaling, and termination of the VNF instances.

• Orchestrator The main task is to manage the life-cycle of network services,
which includes instantiation, policy management, performance measurement,
and monitoring of key performance indicators.
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OSS\BSS Layer

While the OSS deals with network management fault management, configurational
management, service management, and element management, the BSS administers
the client’s side issues, such as customer management, order management, and
billing and revenue management.

6 Service Architectures and Potential Direction

At the center of most present-day systems and services is commonly a cloud-
and virtualization-based stage. This is also the case for 5G systems. These are
programmable stages that enable the wide range of capacities and need to be
manufactured, designed, associated, and deployed on a large scale that is required
at the given time. One case of such a stage is the Open Source Project of NFV
(OPNFV) [68], an open source venture supporting NFV.

In any case, interest in smooth scalable frameworks that can be custom-fitted
for new circumstances does not stop at the platform. The capacity to grow new
capacities effortlessly, time-to-market, and the utilization of off-the-rack innovation
additionally drive changes in the system capacities themselves. The objective is to
move from telecom-style convention interfaces to electronic APIs. The 5G center
system will be founded on what is called “Administration Based Architecture”
(ABA), revolving around administrations that can enroll themselves and buy
in to different services. This empowers a more adaptable improvement of new
administrations, as it winds up conceivable to associate with different parts without
presenting individual new interfaces. The new framework design is indicated in the
3rd Generation Partnership Project Service (3GPP) technical specification [69].

One observation that we would make is that when building cloud-native, opti-
mized executions, it is valuable to contemplate the design of the architecture to finish
everything. Present-day stages offer numerous services and conceivable outcomes
that were unrealistic before, including creating process examples at locations when
they are required, at a low cost and short delay. Completely advanced outlines can
profit from these highlights, and we expect that the most ideal network system
frameworks continue to evolve along this path.

6.1 Industry Initiatives

To begin with, some organizations in their individual capacity or with the support
of regional players explore the key features of 5G, such as architectural design,
technology, hardware resources, transition feasibility research, etc. This initiative
overview of the standardization road map related to 5G has been summarized [39,
70] in Table 3.
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Table 3 Initiative overview for the standardization road map of 5G

Initiative Standardization description

International
Telecommunications
Union (ITU)

Focus on the developing the framework for future 5G systems,
proposed as IMT-2020

3rd Generation Partner-
ship Project (3GPP)

Responsible for addressing a subset of requirements that are impor-
tant for current commercial needs with the features, use cases,
detailed requirements, etc.

European Telecommuni-
cation Standards Insti-
tute (ETSI)

Responsible for addressing industry specifications applicable in
fields such as SDN, NFV, and autonomic network management with
open and inter-operable NFV ecosystem

Evolution and Ecosys-
tem Work Group (EVE
WG)

Development of the framework for feasibility studies and require-
ments in relation to new NFV use cases and associated technical
features, interfaces, and architectures with the support of interoper-
ability

The Institute of Electri-
cal and Electronics Engi-
neers (IEEE)

The initiation of the standardization work on future 5G systems.
It has also started its pre-standardization research group on cloud-
based mobile core to analyzing SDN/NFV concepts applied to 5G

Open Networking Foun-
dation (ONF)

The user-driven organization that is dedicated to the promotion
and adoption of SDN through the development of open standards.
It has been an open, collaborative development process from the
end-user perspective. Moreover, mobile networks, opportunities
identification in 5G (e.g., NGMN, 3GPP) are related to SDN.
The main outcome of ONF is the OpenFlow standard, which is
one of the first SDN standards. It enables remote programming
of the forwarding plane from a centralized control plane element.
ONF encourages conformity certification for devices supporting
OpenFlow. A number of hardware vendors such as Cisco, Juniper,
Dell, HP, BigSwitch Networks, Brocade Communications, and
Alcatel-Lucent include OpenFlow implementation in some of their
products

FP-7 (Europe) The Radio Access and Spectrum (RAS) is a cluster activity that
comprises the research efforts on radio access and spectrum in
the area of future networks in the EU. This cluster is analyzing
architectural aspects of 5G mobile and wireless communication
systems, considering both wireless and wired parts, targeting a fully
integrated solution

Public Private Partner-
ship Program:

Many individual countries (5G-PPP (Europe), 5G America’s,
5GMF (Japan), 5G Promotion Group (China), 5G Forum (Korea))
have taken the initiative in development and ease of adoption
for transformation. The objective is to participate in the current
architectural design process, SDN/NFV adoption, mobile commu-
nications infrastructure, regulatory considerations, etc.

NGMN: It is responsible for the process needed for mobile network oper-
ators to establish clear functionality and performance targets in
addition to fundamental requirements for deployment scenarios and
network operations, and leading to the implementation of a cost
effective network evolution

(continued)
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Table 3 (continued)

Initiative Standardization description

Small Cell Forum (SCF) It is aimed at driving the wide-scale adoption of small cells and to
influence and deliver technical inputs that inform and enhance the
standards process. The priorities of SCF include the understand-
ing of future network transformations with a particular focus on
virtualization of the small cell layer and the preparation of small
cell technology for mass deployment in heterogeneous networks
exploiting self-organizing capabilities

Network Function
Virtualization Research
Group (NFVRG)

It explores new directions in the development and collaboration of
NFV deployments and applications. This group takes into account
the benefits of the SDN paradigm applied to NFV

Software Defined Net-
working Research Group
(SDNRG)

Works in the definition of models, interfaces, abstractions, metrics,
operation of network devices, protocols, among others, to leverage
the SDN concept

I2RS The Working Group I2RS defines use cases and a basic architecture
based on blocks to increase the routing system (hardware and
software) based on a set of interfaces and protocols. I2RS takes
into account the SDN and NFV requirements

In this section, the potential directions are listed based on the suggestions made
by ongoing research and development.

a. Interference management and cancellation in 5G networks in an FD radio
network is still an open problem for multi-cell.

b. Hand-off management in 5G networks.
c. QoS management in 5G networks as it is supposed to satisfy the highest level of

QoS.
d. Load balancing in 5G networks as channel access control management is still an

open research issue.
e. Security and privacy in 5G networks as current security and privacy solutions

are unable to handle massive connections.

7 Conclusion

In this chapter, the requirement for a transition from existing networks to 5G and
its key technological progression is discussed. In most of the 5G-based architecture,
SDN and NFV have been gradually used to implement network hardware virtual-
ization. The primary consideration is to retain a conventional operational model and
make a smooth transition in software architecture. 5G networks require continuous
innovation through cloud adoption to customize network functions. In this chapter,
a detailed insight and ongoing research into CLDs, SDN-based models, and NFV
models are explained. Finally, service architecture and potential research into the
improvement of 5G technology have been suggested.
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Appendix

NEMO

It is a domain-specific language (DSL), following the declarative programming
paradigm. Its progressing project is to make abstract specification on an end-point,
describe a network end-point, a connection, describe connectivity requirements
between network end-points, and an operation describes packet operations.

Huawei is currently leading an implementation initiative, based on ODL and the
OPNFV project [71]. In parallel, the ONF has recently organized a work group to
standardize a common intent model. The group aims to fulfill two objectives:

a. Define the architecture and requirements of intent implementations across con-
trollers and define portable intent expressions.

b. Develop a community-approved information model that unifies intent interfaces
across controllers.

The particular standard is combined with the improvement of the Boulder
structure [72], an open-source [73], OpenStack Neutron [74], and portable intent
system that can be incorporated into all major SDNs. Its intent toward the goals
through a grammar, which comprises subjects, predicates, and targets. The dialect
can be extended to incorporate imperatives and conditions. The reference support
execution has set up similarity with ODL through the Network Intent Composition
(NIC) project, whereas ONOS support is currently being worked on.
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A Survey on the Security
and the Evolution of Osmotic
and Catalytic Computing for 5G
Networks

Gaurav Choudhary and Vishal Sharma

1 Introduction

The next generation of wireless networks exponentially adopts various emerging
technologies to facilitate the service with a high-speed data rate [1–5]. The 5G
technology is adopted in various applications like Industrial-Internet of Things
(IIoT), smart city, and smart grid, to fulfill the user requirements and fasten the speed
with low latency and high reliability for remotely accessing the regular services
[6–8]. The 5G setup aims at exploiting different types of nodes which ensure on-
demand as well as reliable connectivity to other devices [9–11]. With a tremendous
increase in the number of devices, the pressure of maintaining the quality as well
as the quantity will increase which also puts considerable impact on the security
policies of a network.

Different technology enablers such as blockchain, distributed mobility manage-
ment, edge computing, osmotic computing, catalytic computing, or fog networks
can help to sustain this pressure imposed by the security requirements. However,
there is gap in the literature as there are not sufficiently evident solutions which can
cover both the performance as well as the security aspects of 5G networks. Use of
diversified sensor nodes, drones, and autonomous vehicles can further impose exten-
sive challenge on using 5G services without being compromised [6, 7, 10, 11]. Thus,
with the rapid development of technologies in the 5G era, security becomes a major
concern for successful implementations. Moreover, threats and vulnerabilities have
been evolving continuously with the networks because of an increase in the number
of users where attackers try to exploit the potential weaknesses. To easily follow
these issues and aspects, an overview of 5G applications, technologies, features,
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Fig. 1 An illustration of 5G applications, technologies, features, and challenges

and performance challenges and standardization is presented in Figs. 1 and 2.
Current 5G networks are supported by different technology enablers, which include
multiple-input multiple-output (MIMO), Massive-MIMO, non-orthogonal multiple
access (NOMA), simultaneous wireless information and power transfer (SWIPT),
orthogonal frequency division multiple access (ODFMA), radio access networks
(RAN), network function virtualizations (NFV), software-defined networks (SDNs),
device-to-device communications (D2D), network slicing, low-power wide area
networks (LPWAN), etc. [12–21].

1.1 Applications of 5G Networks

The major applications of the 5G networks are provided below:

1. Autonomous Vehicle: The automatic controlled driving car and vehicles are key
enablers of Vehicle-to-Vehicle (V2V), Vehicle-to-Infrastructure (V2I), and other
Intelligent Transport Systems (ITS). The 5G network supports large bandwidth
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Fig. 2 An illustration of 5G evolution, standardization, and known security attacks

and low latency for these applications with high connection reliability. This
network supports collision avoidance and intelligent navigation for the reliable
transportation systems [6, 7].

2. Public Safety Communications (PSCs): The PSCs facilitated various commu-
nication services in case of emergencies when the primary communication
infrastructure is not available. The PSCs incorporated rapid deployment and
accessibility of communication setup. Therefore, 5G-enabled communications
support a wide range of applications and long-term connectivity for the services
in case of emergencies [12].

3. Military Applications: The military involved mission-critical control application
which requires high data rate and long-term connectivity including the security
parameters. The real-time surveillance and monitoring of suspected areas require
a network with the large bandwidth and low latency. The 5G-enabled network
application is the best fit for such mission-oriented applications.

4. Industrial Applications: Industrial automation composes massive IoT networks
which require high connection density and low-power consumption that can be
ensured through 5G setups [22–24].

5. e-Health Applications: The e-Health application requires remote diagnosis
and long-term monitoring. The e-Health setup involves video streaming-
embedded devices and advanced robotics which operate over the network that has
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low-power, low-latency, and high-throughput requirements. The 5G facilitates
these requirements and serve as the best solution for these applications.

6. Smart City Applications: Smart city adopts IoT devices, connected utilities,
transportation, healthcare, education, smart grid, etc. These applications scenario
requires automation, cloud infrastructure, and artificial intelligence which oper-
ate over a network composing large bandwidth, high throughput, high connection
density, and low latency [10]. The 5G networks can also be adopted by new
technologies and industry enablers like robotics and drones, etc.

1.2 Attacks and Threats in 5G Networks

Security holds a three-way relationship with the ease of deployment and user-
friendliness. A more user-friendly setup often has poor security considerations and
ease of deployment also reduces the level of security for any application. Such
a trade-off results in a large number of security attacks, which are the result of
intentional or unintentional vulnerabilities. In most of the scenarios, adversaries take
advantage of known vulnerabilities and launch attacks while exploiting them over a
period of time. Some of the most hazardous attacks include zero-day attacks, self-
exploitable attacks, or side channel attacks [3, 15]. Along with these attacks, there a
certain set of known attacks, as shown in Fig. 2, which impose a huge impact on the
performance of any network. Considering the reachability and number of devices
active in 5G networks, the scale and the impact of these attacks become severe and
allow zero time to respond.

Efficient mutual authentication and strong key agreements should be followed
while deploying applications in 5G networks; however, these should come without
affecting the performance of the network [25–27]. Although 5G networks aim
at increasing the speed as well as the quality of the transmissions, this reduces
the time window for applying security mechanisms to prevent any active attacks
on the networks. Thus, new mechanisms are needed for securing these fast
communications or applicability approach of existing solutions needs to be changed
to cope with the low-latency requirements of these networks [28–30]. Along with
these attacks, it is desired the network should be free from insider threats as these
may expose the internal functionalities which may lead to different types of attacks
that are next to impossible to detect at the real time. Further, it is recommended to
develop low-cost lightweight intrusion detection systems (IDS), which can fixate on
these requirements and can help identify attacks prior to their launching.

2 Preliminaries: Osmotic Computing

Osmotic computing is a network integration paradigm inspired by the chemical
process of osmosis. In chemistry, the osmosis is a spontaneous mechanism of
transferring or movement of the solvent through a semipermeable membrane into
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solute concentrated solution. The solution is a mixture in which one substance is
dissolved in another, the solute is the substance that is getting dissolved, and the
solvent is the substance that is causing the dissolving. The standard mechanism of
osmosis was molded with respective of available information by Villari et al. [31]
to form this new paradigm of osmotic computing. This type of computing supports
load balancing by enabling the movement of micro-services between a data center
and the edge devices. It also reduces the latency of the overall application; however,
in the initial drafts, the authors do not fully identify the mechanisms that can be used
to support and facilitate such service migrations as stated in Sharma et al. [32].

As per the standard mechanism of osmosis, the model contains a solution of
the solute and the solvent and a semipermeable membrane for filtering the solute.
The participants of any model are interchanged with the respective terminologies to
allow applicability of osmotic computing, like information and services, refer loads,
process time, and energy of the system. The server can play the role of solvent for
the interchangeable services through a semipermeable membrane and is configured
as a controller for the movement of services between the senders and the receivers.
The basic principle of osmosis is used for load balancing of incoming requests. In
case a server receives a lot of requests and is unable to handle in those instances,
the service provider can act as a semipermeable membrane and can shift the load
to another server. To further enhance the understanding, the standard procedures
without osmosis and load balancing with the osmosis principle are conceptualized
in Fig. 3.

The primary objective of osmotic computing is to balance the load and resource
utilization among servers without affecting the connectivity of services and per-
formance. The real-time distribution of services as per the requirements helps to
enable the new service migration concepts with the osmotic computing. Maksimović
[33] defined the osmotic computing as “It enables the dynamic arrangement and
migration of services and micro-services across cloud data centers and Edge
resources according to different infrastructure demands and software.” The author
also conceptualizes the role of osmotic computing in the IoT and discusses the
issues associated with the efficient execution of IoT services and applications across
different computing infrastructures.

In the era of osmotic computing development, there have been limited but
qualitative works that have highlighted the significance of using this new computing
paradigm. Sharma et al. [32] focused on the efficient distribution and allocation
of services via a concept of osmosis. The authors present a fitness-based osmosis
algorithm which is used to provide support for osmotic computing. The algorithm
utilizes a fitness function to distribute and allocate the services into micro- and
macro-components. As per the authors, security concerns of the osmotic computing
are still an open issue and future aspects should be considered with these issues.
Furthermore, Sharma et al. [34] presented an efficient implementation of the
osmotic computing, which is used for the pervasive trust management framework to
perform computational off-loading. The authors used three solutions which include
the models fitness-based movement, probabilistic movement, and threshold-based
movement.
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Fig. 3 The standard osmosis procedure and the use of osmosis principle for load balancing on
servers

Nardelli et al. [35] presented the osmotic flow model, which supports multiple
types and the mix of data transformation tasks on shared EDC+CDC infrastructures.
The proposed model helps to assign the edge and cloud nodes among multiple
and concurrent data transformation functions. As per the authors, the concept of
machine learning with the distribution of data analysis tasks in various cloud
environments imposes various solutions in a holistic manner. Morshed et al. [36]
emphasized the deep learning concept in osmotic computing. The authors discussed
the implementation issues and challenges of deep learning formations in the osmotic
setup.

Rausch et al. [37] emphasized the applicability of osmotic computing to the
message-oriented middleware for enhancing reliability, ultra-low-latency, and
privacy-aware message routing. The proposed solution enables the facilities for
brokers to enable or diffuse the edge resources on the demand and support device-
to-device communication in the IoT environment. Despite the facilities associated
with osmotic computing, lots of challenges are also linked with the emerging
technologies. Buzachis et al. [38] addressed the issues of connectivity in the
environment which imposes network degradation and failures concerning osmotic
nodes.
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3 Preliminaries: Catalytic Computing

Catalytic computing is obtained from the principle of catalysis. In chemistry, cataly-
sis involves the addition of a substance or material to move forward a reaction, where
the added substance or material gets used by components of the chemical reaction.
In the catalysis procedure, the substance which plays a significant role in the
acceleration of chemical reactions is known as catalysts. The principle of catalysis
is used with a network for providing efficient resource sharing without affecting
the operations of other components and without concerning its own performance.
As given in [39], the catalytic computing can be considered as a new paradigm to
provide efficient resource sharing in wireless networks comprising users with high
mobility. The authors used a homogeneous discrete Markov model for user mobility
patterns to decide on the applicability of catalytic computing, selection of catalyst,
and procedures to fixate the activation energy. Furthermore, the authors present
future aspect of newly coined paradigm for solving the problems like multi-network
optimization problems, spectrum-sharing decision systems, scheduling problems,
priority-based swarm communication, etc.

The standard process of catalysis and catalytic computing paradigm are illus-
trated in the Fig. 4. The catalyst in catalytic computing has the most important
role to play, and it operates between the entities allowing efficient management
and utilization of network resources. The network catalysts are the supporting
entities which facilitate the network activity and allow zero-downtime services to the
users by acting as a decision system. The catalytic computing obeys the properties
of the catalysis process and supports continuous decisions through centralized or
distributed operations.

4 Existing Surveys and Their Applicability

Over the last few years, various surveys have been published on the security
issues and the challenges of 5G networks. Chopra et al. [40] discussed the security
issues of the physical layer in Massive-MIMO, jamming, vehicular ad hoc network
(VANET), and D2D along with challenges and solutions for 5G ultra-dense wireless
networks. The authors find the attacking regions in the ultra-dense networks. The
authors also presented the types of jammers and their countermeasures. Ferrag et
al. [41] discussed the authentication and privacy-preserving schemes in 5G. The
authors presented the classification of the threat models and respective counter-
measures against the attacks. Fang et al. [42] discussed the recent development
of security solutions in 5G. The authors included a discussion on the security
features with the recent technologies focusing heterogeneous networks (HetNet),
D2D, Massive-MIMO, SDN, and IoT. The authors also paid attention to the 5G
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Fig. 4 An exemplary illustration of the standard catalysis process and inspired catalytic computing
for networks

wireless security services like identity management and flexible authentications.
Furthermore, the security services are also analyzed on the basis of the proposed
architecture.

Lin et al. [43] presented the taxonomy of the network security-related data
collection technologies. The authors analyzed the data collection nodes, mechanism,
and tools. The authors also proposed the objective and requirements for the
security-related data collections in a heterogeneous network. Furthermore, the
research issues and future research challenges are considered in their survey.
Rupprecht et al. [44] emphasized the main root cause of attacks and their
defense in the mobile networks. The authors presented the challenges and
research directions for the 5G security. The authors highlighted the limitations
and drawbacks of existing works and security requirements for new 5G
technologies.
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The attacks and vulnerabilities of attacks, like DoS, are considerable issues
for the future mobile generations. Ahmad et al. [45] presented the review of the
challenges and privacy and security issues in the clouds, software-defined net-
working, and network function virtualization along with their perspective security
solutions. The major contribution of the authors includes the analysis of the attack
vulnerabilities and mitigation for making a secure 5G network.

The physical layer security approaches are robust and help to protect against
eavesdroppers and man in the middle attacks. In addition, these provide flexibility
for the secret key generation in 5G networks. Wu et al. [21] presented the survey
on the physical layer security technologies Massive-MIMO, mmWave communi-
cations, heterogeneous networks, NOMA, full duplex technology, and challenges
associated with these technologies. Furthermore, Gau et al. [46] gave a study of
the physical layer security in the 5G-based social networks. The authors discussed
the challenges of the physical layer security in the 5G-based large networks. The
authors presented the solutions like security enhancement in the system layer, link
layer, and cross-layer optimization.

Some more kinds of studies have been presented in Ji et al. [47] who analyze
the security requirements of 5G business applications, network architecture, the air
interface, and user privacy and in Panwar et al. [48] who discussed the limitations of
4G networks and the features of 5G networks. The authors discussed the challenges,
technologies, and implementation issues of these networks. Le et al. [49] presented
the technology enablers for 5G communication and security challenges of the
emerging technologies. From these studies, it can be marked that the security is
a significant constraint for the 5G architecture, and to facilitate the reliable services
on the mobile communication, it is necessary to consider privacy and trust of the
user. The details of comparative evaluations and roadmap of existing surveys are
presented in Table 1 and Fig. 5.

5 Taxonomy of Security Concerns for 5G Networks

This section discusses the five major paradigms identified for the security of
5G networks as shown in Fig. 6. The section provides an overview of existing
approaches along with their comparative evaluations.

5.1 Secure Resource Allocation in 5G

In wireless communications, resource allocation plays a significant role. The
resource allocation is defined as the management of resources and increases the
capacity for a better communication. The various resources like power, load,
spectrum, etc. are shared according to the user requirement for an optimized
connectivity. The resources in the cellular networks can be assigned locally or
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Table 1 A comparative overview of the existing surveys on the security of 5G networks

Survey Year Application area Key contribution

Chopra et al. [40] 2017 Ultra-dense
network

Discuss security issues, challenges, and
respective solutions for 5G ultra-dense
wireless networks

Ferrag et al. [41] 2017 Cellular networks Presents the classification and
comparisons of the authentication and
privacy-preserving schemes, threat
models, and respective countermeasures
against the attacks

Fang et al. [42] 2018 5G mobile
wireless networks

The authors discuss the recent
development of security solution in the
era of 5G. The author includes discussion
on the security features with the recent
technologies like HetNet, D2D,
Massive-MIMO, SDN, and IoT

Lin et al. [43] 2018 Network security The authors present the taxonomy of the
network security-related data collection
technologies. The authors analyze the
data collection nodes, mechanism, and
tools

Rupprecht et al.
[44]

2018 Mobile network
generations

The authors discuss the root cause for
attacks and their defense. The authors
discuss the challenges and research
directions on the 5G security

Ahmad et al. [45] 2018 5G networks The authors review the challenges and
issues of privacy and security in the
clouds, software-defined networking, and
network functions virtualization and
presents respective solution for these
issues

Wu et al. [21] 2018 5G wireless
networks

The author presents the survey on the
physical layer security techniques,
challenges associated with these
technologies, and future trends

Ji et al. [47] 2018 5G networks The authors analyze the security
requirements of 5G business applications,
network architecture, the air interface,
and user privacy

Panwar et al. [48] 2016 5G mobile
communication

The authors discuss the limitations of 4G
and features of 5G. The authors discuss
challenges, technologies, proposed
architecture, and implementation issues

Le et al. [49] 2016 5G networks The authors discuss the technologies
which enable 5G mobile
communications. The authors emphasized
on the challenging issues and future
directions in 5G mobile access networks
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Fig. 5 The roadmap of existing surveys on the security descriptions of 5G networks

Fig. 6 An illustration of classification of security concerns in 5G networks

globally. The traditional solutions emphasized the research allocations strategies by
incorporating mathematical game theory problems but do not put a compatibility
with security facilities. The security among resource sharing is essential from
the perspective of optimization and better use of resources. The eavesdropper or
an attacker can use the resources in a falsified way and increase the network
degradation rate. Therefore, the secure resource allocation in the 5G networks is
a crucial challenge and should be focused for improved connectivity.

Various studies have been presented in the era of secure resource allocation in 5G
networks. Yu et al. [50] presented the optimal resource sharing scheme on the basis
of the matrix game theory. The user adopts the concept of enhanced cloud radio
access network (EC-RAN) for supporting data-heavy applications in the vehicular
networks in a 5G communications environment. The authors also discussed the
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cloudlet resource management approach. Luong et al. [51] focused the economic
and pricing approaches for resource management in the 5G networks. The authors
use the resource management issues like user association, spectrum allocation,
interference, and power management to define appropriate models. Zhang et al.
[52] emphasized the secure resource allocation for orthogonal frequency division
multiple access. The mixed integer programming and non-convex models are used
for solving the optimization problems. The authors proposed a system model on the
concept of secrecy two-way relay WSNs without cooperative Jamming. Abedi et
al. [53] presented the limited rate feedback scheme by formulating the optimization
problem.

The spectrum sharing enables various unlicensed bands, including the indus-
trial, scientific, and medical (ISM) band, and visible light communication for
the dedicated application by improving the utilization efficiency of the available
spectrum. Akhtar et al. [54] proposed an SDN-based spectrum-sharing technique.
Liu et al. [55] discussed the 3-D resource allocation techniques. For the sum rate
maximization, the authors combined the antenna selection and the user scheduling
algorithms. Yang et al. [56] presented the random-based radio resource allocation
approach for D2D communications. In addition, network slicing can be a con-
siderable solution for enhancing the capacity and flexibility of the networks in
secure resource allocation and management schemes. Tremendous adoption of the
5G network with different application facilitates massive traffic and data on the
networks [57]. The details of comparison between the state-of-the-art solutions for
secure resource allocation in 5G Networks in presented in Table 2.

5.2 Secure Mobility Management in 5G

The 5G network imposes a high data rate transmission in the communication and
delivery of services. The high data rates can be achieved through better traffic
control and mobility management. Various technologies incorporated handover as
a key concept for mobility management. For the better communication in the 5G
scenario, various researches have been conducted for mobility management with the
security consideration of the communications. In the era of mobility management in
5G, Sharma et al. [39] presented a resource-based mobility management scheme.
The proposed solution is based on the catalytic computing. The authors used a
homogeneous discrete Markov model for analyzing mobility patterns of the user and
congestion control algorithm. The handover mechanism is presented on the basis of
activation energy.

Furthermore, for the handover schemes for the 5G networks, Sharma et al. [71]
presented a secure key exchange and authentication protocol for fast handover in
the 5G Xhaul networks. The proposed protocol provides security over the links for
the moving terminals in the networks. The authors discussed the security of the
backhaul, fronthaul, and Xhaul. You and Lee [72] gave a ticket-based handover
approach for the 5G networks. The proposed mechanisms rely on the concept of
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reducing messages involved in the authentication procedure with the authentication
server. The user anonymity in the handover is considered by Fan et al. [73] in their
ReHand scheme. Their scheme reduces the communication cost compared with the
existing solutions.

Munir et al. [75] presented a secure fault tolerance mechanism for 5G networks
based on the concept of the distributed hash table of access nodes and ticket-
reuse approach. The authors presented an analytical model for analyzing the
processing time of a location query with the minimum authentication latency. To
support distributed mobility management (DMM), Sharma et al. [76] developed a
blockchain-based DMM handover scheme. Their solution focused on the resolution
of hierarchical security issues without affecting the network layout. Some other
solutions can be studied from refs. [77–80]. In short, 5G should be adopted with
a reliable and scalable architecture for the mobility management to support a high
data rate with the minimum delays and latency. The details of comparison between
the state-of-the-art solutions for secure mobility management in 5G networks are
presented in Table 3.

5.3 Secure Routing in 5G

The 5G networks enhance the connectivity of various applications with the high
speed, low latency, and high availability. The standard architecture considers
various network management challenges. One of the major considerations in these
challenges is the secure routing. With the increase in traffic, it is very difficult
to manage services and data in a real-time along with their secure deployments.
The standard network management mechanisms pay attention to the routing and
monitoring of data flow. The data transmission and routing should be protected
against various kinds of attacks like the man in the middle, downgrading attacks,
location spoofing, and resource depletion attacks.

For the efficient and reliable data communication in the 5G era, secure routing
is an emerging research area. Over the years, an extensive research has been
conducted on the secure routing in the 5G networks. Guan et al. [81] presented
a GRBC-based network security functions placement scheme with applicability to
the software-defined security. The authors focused on the loop-free routing schemes
and independent routing decisions. Sharma et al. [39] discussed the routing-
based mobility management, SDN-based mobility management, and cluster-based
mobility management mechanisms. The routing-based mobility management is used
in the older concept with the benefit of the optimal path for traffic flow. The proposed
approach, based on the catalytic computing, supports the user movement control and
routing-based handovers.

Jung et al. [82] presented a joint operation protocol for the group key man-
agement and routing. Routing control helps to maintain the change in state of
the links. Wang and Yan [83] discussed various secure routing schemes like the
Secure Message Delivery (SMD) protocol and Secure Optimized Link State Routing
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protocol (SOLSR) that have a functionality to protect the messages relayed between
the source and the destination. The authors also analyzed the secure routing, access
control, and physical layer security requirements for D2D communications.

Choyi et al. [84] focused on the hybrid routing through network slicing. The
authors also discussed the static and the dynamic mechanisms of routing. The static
and the functional overviews of the service negotiation framework and flexible
routing with network slicing are also discussed. In their framework, routing is used
by the static path defined by packets. Naqvi et al. [85] presented the study for
the acceptance possibilities of the IPv6 within 5G wireless networks. The authors
presented a study of inter-domain routing and the comparison study with the IPv4.

Schmittner et al. [86] focused the PSCs and presented a novel secure multi-hop
D2D scheme. The proposed scheme is used for forwarding decision that is based on
reliability metric for the routing. Zhao et al. [87] presented a cluster-based technique
focusing security-based transmission protocol for ultra-dense networks (UDNs).
The authors analyzed the security issues and resource management schemes for
better network formations. Furthermore, a secure routing protocol is presented for
the multi-hop networks. The protocol is based on the concept of Weil paring [88].
The secure routing enables a better communication and service management via
traffic flow and optimized use of resources. Therefore, the secure routing mechanism
should be included in the 5G network for a reliable and secure communications. The
details of comparison between the state-of-the-art solutions for secure routing in 5G
networks are presented in Table 4.

5.4 Secure Physical Layer Formations in 5G

The physical layer security gains a hike in the 5G network communications. The
conventional cryptographic solutions for security impose the difficulties in the
distribution and management of secret keys. But the physical layer has provided
reliable and flexible security levels through various protocols. The concept of the
physical layer is to “utilize the intrinsic randomness of the transmission channel to
guarantee the security in physical layer” [21]. The existing approaches to security
require strong constraints and high additional costs for the users of public networks.
Therefore, the new concept on physical layer security focuses on the secrecy
capacity of the propagation channel, which is adopted by the 5G networks.

Gomez et al. [89] analyzed the physical layer security for uplink NOMA in 5G
large area networks. The key mechanism of coverage probability and the effective
secrecy throughput is used in their solution. The signal-to-interference plus noise
ratio (SINR) is measured with the legitimate user and attackers. Furthermore,
Forouzesh et al. [90] analyzed the physical layer security for Power Domain (PD)-
NOMA in HetNet. The novel concept of resource allocation scheme is presented
to maximize the sum secrecy rate in PD-NOMA-based HetNet. The interference
in the signals is considered as an eavesdropper in their approach. An alternative
search method algorithm is adopted for the optimization problem. Furthermore,
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Liu et al. [94] discussed the physical layer security for 5G-NOMA on the basis
of stochastic geometry approaches and the location of the user. Asymptotic secrecy
outage probability is used for the multiple antennas, and the simulation result is
verified with the Monte Carlo mechanisms.

Massive-MIMO has the capability to handle 100+ antenna elements and a
large number of independent transceiver chains. The increasing adaptability of
Massive-MIMO opens the feasibility of adaption to physical layer security against
the eavesdroppers. Kapetanovic et al. [91] presented the opportunities and the
challenges of physical layer security for Massive-MIMO. The authors presented
various possible attack methods and detection of the active attacks on the Massive-
MIMO. Wang et al. [92] discussed the physical layer security in cellular HetNet.
The authors proposed a threshold-based secrecy mobile association policy and
calculated secrecy and connection probabilities of the random users. The closed-
form expressions are used with the secrecy and connection probabilities.

Zhang et al. [95] presented the cooperative anti-eavesdropping techniques on
the basis of graph theory. In their approach, on the basis of network topology,
a secrecy weighted graph is calculated. The proposed techniques facilitate the
low complex security on the large-scale networks. Chen et al. [96] analyzed the
physical layer security for cooperative NOMA systems. Pan et al. [97] presented
hierarchal physical layer security architecture for the 5G networks based on the
cross-layer lightweight authentication scheme and a physical layer security-assisted
encryption scheme. These schemes are based on the key streams and the channel
information. An overview of the state-of-the-art solutions for the physical layer
security technologies in the 5G secure communications is presented in Table 5.

5.5 Secure Autonomous and Smart Services in 5G

Various architectures for autonomous services have been discussed that support the
flexibility, performance, cost, security, safety, manageability, etc. [100]. Cheng et
al. [101] discussed the architecture of 5G-based IIoT in the three application modes,
namely, enhance mobile broadband (eMBB), massive machine-type communication
(mMTC), and ultra-reliable and low latency communication (URLLC). The authors
presented the applicability of the IIoT and cyber-physical manufacturing systems
(CPMS) in the 5G wireless communication network and also discussed the key
challenges in the adaptability of these networks.

Mavromatis et al. [102] presented architecture for connected and autonomous
vehicles. This architecture relies on the mechanism of multilayer application data
streaming. The authors presented the next-generation ITS for intelligent traffic
planning, smart emergency vehicle routing, and multimodal commuting. Han et al.
[104] discussed the mobile sensing and cloud computing and presented a combined
concept of mobile cloud sensing.

The low latency applications in 5G networks have emerged stronger and are
adopted widely for the business perspective. Lema et al. [105] discussed the
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applications that rely on the low latency in the area of healthcare, automotive and
transport systems, entertainment, and manufacturing from the market perspectives
and respective models. Saghezchi et al. [106] emphasized the smart grid for smart
cities and presented secure network architecture on the basis of detection of price
integrity or load alteration attacks. Furthermore, Arfaoui et al. [107] presented the
security architecture for 5G networks. From these studies, it is conclusive that the
adaptable architecture for autonomous services in the 5G networks should provide
flexible solutions and benefits for industries and leverage the new technology
enablers for the overall development, especially security features, as a perspective
of reducing the research and deployment cost. The details of comparison between
the state-of-the-art solutions for secure services in 5G networks are presented in
Table 6.

6 CATMOSIS: A Generalized Model for 5G Security

Both the osmotic and the catalytic computing can be united together to form an
efficient security module which can be used by all types of applications. One such
example is shown in Fig. 7. The figure shows four different catalytic managers for
four different types of applications each of which are handled through the osmotic
servers for cross-platform exchange of information. The intra-mode security of
each application can be obtained through traditional mechanisms; however, with the
amalgamation of osmotic and catalytic computing, it becomes convenient to secure
the cross- or inter-platform services. This generalized model operates in two parts
to form a CATMOSIS module for security as given below:

• Catalytic Manager: The module is responsible for handling all the intra-mode
services and generate dependencies for secure communications. This module is
similar to the one proposed by the original authors. It uses activation energy-
based resources to decide on the policies and security requirements which are to
be shared over the network platform.

• Osmotic Manager: This module is responsible for fetching the services to and
from the catalytic manager while keeping intact the general flow of traffic. It
helps to distinguish the security requests from the general traffic and allows
categorization feature for providing enhanced security. However, the security is
enhanced depending on the protocol or the methodology opted for authentication
of devices as well as services. At the moment, flow authentication and catego-
rization can be attained through this module, and other possibilities of extending
this are left to future works.
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Fig. 7 An illustration of the CATMOSIS general model for security enhancement of 5G networks

7 Open Issues and Future Directions

5G era is focusing on the enhancement of applications which otherwise are difficult
to attain at current network functionalities. Some of the other works to follow for
enhancing the understandings on the 5G and its security are discussed in Table 7.
Features like virtual reality networks, connectivity to billions of IoT devices,
and information on the go are some of the major enablers in 5G setup [128].
However, with applications gaining new heights, security becomes primary as well
as tedious objective to attain [129]. Thus, following these requirements, this article
summarizes major security directions to be followed for further research as provided
below:

1. Secure and flexible architecture: The standard architecture should be formed to
support generalized applications from different domains. The flexibility in terms
of adoption of various add-on features with the compatibility of the application
perspectives is needed in the security architectures [130]. The security should
be considered in different domains to handle attacks and security threats.
Various secure architectures have been suggested to support the domain-specific
application with the facilities of reliability and efficiency [131–133]. But from
the research perspective, the adopted architecture should be enabled to follow
generalized implementation mechanism within the application domains and
sustain the security within the architecture.
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2. Secure and continuous connectivity: The massive increase in IoT devices in
the 5G networks raises various connectivity issues. The connection should
be continuous and stream less to facilitate real-time monitoring and service
scheduling. The 5G network should facilitate security policies without affecting
the services and connectivity of the network while maintaining the privacy of its
users [134].

3. Sustainability and reliability: The application dependability is measured in terms
of the reliability and the sustainability of the network. The resource depletion and
unwanted service consumes a lot of resources over the network and impose an
extra load on the network which results in sudden failures. The sustainability
should be a considerable issue to resolve along with the efficiency and the
reliability. The 5G-based applications require a wide range of the devices to
connect with high connection density and low-power consumption, which require
a focus on the reliability and the sustainability to enhance the network tolerance
level [135, 136].

4. Strong and efficient mutual authentications: The security mechanisms in 5G
should incorporate strong mutual authentication to verify the originality of both
the receiver and the sender. The authentication mechanisms can be performed in
various phenomenons over the network such as handover, mobility management,
and D2D communications [137, 138]. Therefore, a strong and efficient mutual
authentication mechanism is required which maintains the freshness of keys and
session while securing the applications in the 5G setup.

5. Secure spectrum-sharing and network slicing: Network slicing is a key concept
of resource allocation and management. The interference in the network imposes
signal distortion and noise. To reduce such kinds of issues, optimized and
secure spectrum-sharing should be adopted to enable large applications with
different user priorities. Such a requirement can be attained through SDN-NFV
technologies while leveraging the properties of network slicing [139].

8 Conclusions

This paper provided a detailed description of the security for the 5G networks. The
evolution of osmotic and catalytic computing and the details of their implementation
and utilization are also presented in this article. The roadmap of different kinds of
attacks and their possible solutions are highlighted in the initial parts of this article.
Furthermore, the taxonomy on the basis of security requirements is presented,
which also includes the comparison of the existing state-of-the-art solutions. In
addition, existing surveys, open issues, and security challenges are discussed to
provide a research direction. Moreover, this article also provides a security model,
“CATMOSIS,” which idealizes the incorporation of security features on the basis of
catalytic and osmotic computing in the 5G networks.
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Physical Layer Security in 5G Hybrid
Heterogeneous Networks

Anum Umer and Syed Ali Hassan

1 Introduction

The paradigm of communication is shifting toward fifth-generation (5G) technology
as the increased traffic demands cannot be met with existing conventional sub-6 GHz
communication. This is because today’s era is saturated with widespread usage
of smart devices and ever-increasing wireless data traffic. The 5G communication
encompasses certain key enabler technologies at the physical layer that makes
5G networks plausible. This includes the massive multiple-input multiple-output
(MIMO) technology and millimeter wave (mmW) communication, at 10 to 300 GHz
radio frequency bands with bandwidth above 2 GHz, which are envisioned in
conjunction with heterogeneous cellular networks (HetNets) [1, 2]. The HetNets
provide enhanced coverage and throughput to the end users by operating in such
a fashion that they create a layer of overlay deployment of small cells over the
existing sub-6 GHz macro cells, thus, bringing network close to the user. Small cells
consist of low-powered base stations (BS) with variable operating frequencies and
communication ranges [3].

In HetNets, massive MIMO technology works by deploying a range of large-
scale antenna arrays at the transmitting nodes to produce highly directional beam
gains and optimal radio spectral efficiency [4]. Whereas mmW communication cells
have limited coverage because of operation at smaller wavelength and higher path
loss [5] due to sensitivity to blockages and severe propagation losses, however,
the small wavelength of mmW communication allows placement of large array of
antennas in small area; therefore, beamforming can be implemented to compensate
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for path losses, additional noise power, and out-of-cell interference [7]. It has been
proved through measurements that there are significant differences in path loss of
line-of-sight (LoS) and non-line-of-sight (NLoS) mmW propagation paths [2, 6].

Shifting the focus from coverage probability and achievable rate at the end user,
in 5G communication, investigation of its secrecy and information integrity aspects
has recently become an important discussion in both academia and industry. The
subsequent discussion will aim to analyze the aspects of physical layer security
(PLS) in massive MIMO-enabled hybrid HetNet with mmW small cells, since the
physical layer security (PLS) presents an important, low complexity solution for
protection of confidential information in complex networks and the aforementioned
network presents a common deployment scenario for future 5G communication
networks.

In this chapter, we study the PLS in three-tier hybrid HetNets with massive
MIMO in macro tier and mmW frequency and sub-6 GHz small cells. Specifically,
we analyze the performance of the proposed network, through analytical modeling
and simulation, in terms of secrecy outage probability, secrecy spectral efficiency
(SSE), and secrecy energy efficiency (SEE). The developed tractable approach
of analysis of the network accounts for key features of mmW communication,
massive MIMO technology, beamforming gains, number of transmitting antennas
at BSs, and node densities. Secrecy outage probability modeling for each tier of the
network is performed to quantify the effects of various system parameters on secrecy
outage. Following it, tractable model is developed for achievable ergodic rate at the
legitimate users and eavesdropper to model average achievable secrecy rate of the
network. The SSE and SEE of massive MIMO-enabled three-tier hybrid HetNet
are modeled and studied based on the aforementioned average achievable secrecy
rate. Finally, with the help of numerical simulations, analytical models are verified,
and relation between secrecy outage probability (SOP), SEE, SSE, key features of
mmW communication, massive MIMO technology, beamforming gains, number of
transmitting antennas at BSs, and node densities is studied.

2 Background

PLS in 5G communication networks is an emerging field of study in wireless
technologies. In this respect, major research studies have been done in recent years.
Liang et al. [9] and Wang et al. [10] have shown in their work the effects of fading on
secrecy outage probability of the network. Wang et al. [8] and Wang et al. [11] inves-
tigated that the secrecy performance can be improved by degrading the eavesdropper
channel with the help of techniques such as jamming, artificial noise, beam forming,
and Wyner codes. Lv et al. [12] designed the techniques for spectrum allocation and
transmit beamforming that can improve secrecy rate in two-tier HetNet. Wu et al.
[13] stochastically modeled secrecy outage probability and throughout of a HetNet
and studied the model for different system parameters. Wang et al. [14] proposed a
mobile association policy, based on access threshold, for K-tier HetNet, and Deng
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et al. [15] worked on secrecy rate in massive MIMO-enabled HetNets. Wang et al.
[16] investigated jamming aspects of secrecy in a network where multiple antenna-
aided transmitter transmits to a single-antenna user. Xu et al. [17] studied secrecy in
HetNets based on coordinated multipoint scheme, and Wang et al. [18] derived and
analyzed energy efficiency and secrecy rate in massive MIMO-based heterogeneous
centralized radio access network (C-RAN) and showed that secrecy improves with
both centralized and distributed large-scale antenna systems in such networks. All
the aforementioned works are focused on PLS in conventional sub-6 GHz networks.
Sharma et al. [19] present the novel methodology for secure exchange of 3D way
points between unmanned aerial vehicles (UAVs), and Sharma et al. [20] discuss a
DMM scheme for secure and energy-efficient handover between the mobile nodes in
5G communication empowered fog networks. Jameel et al. [21] studied the secrecy
rate outage probability at the legitimate transmitter and receiver in the presence of
eavesdroppers capable of energy harvesting and information decoding.

mmW communication has different propagation properties from sub-6 GHz
communication, and investigation of its PLS properties is an emerging study. For
instance, Wang et al. [22] studied the secrecy properties of point-to-point mmW link
and showed that mmW systems have better secrecy as compared to the conventional
systems. Vuppala et al. [23] derived the effects of blockages on secrecy rate of
a networks with both sub-6 GHz and mmW frequency cells. Wang et al. [24]
analyzed the secrecy outage probability in a mmW communication network with
omnidirectional single-antenna-assisted users and eavesdroppers. Gong et al. [25]
proposed a beamforming scheme for mmW communication networks to maximize
their secrecy rate. This approach has been specifically developed for two-way
amplify-and-forward MIMO relaying mmW networks. Umer et al. [26] studied
the coverage and rate trends of a network with mmW base stations installed in
combination with massive MIMO-enabled hybrid HetNets. Umer et al. [27] used
stochastic geometry to model and discuss the secrecy outage probability aspects of
aforementioned network model.

The rest of the chapter is organized as follows. We first develop the system model
and channel model before proceeding to derive the analytical model for the secrecy
outage probability, SEE, and SSE of the network. Subsequently, the numerical
results for secrecy outage probability and other parameters are discussed. Finally
we draw conclusion at the end of the chapter.

3 The System Layout

Consider a time-division duplex-based downlink transmission scenario of three-
tier hybrid HetNet consisting of macro cells operating at sub-6 GHz at tier 1 and
small cells operating at sub-6 GHz and mmW band at tier 2 and tier 3, respectively,
as shown in Fig. 1. The BSs of each tier, legitimate users and eavesdroppers,
are spatially distributed, following a two-dimensional homogeneous Poisson point
process (HPPP) with intensity �k and density λk where k ∈ {1, 2, 3}, �u, and its
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Fig. 1 Proposed three-tier massive MIMO-enabled hybrid HetNet with mmW small cells

density λu and �e with density λe, respectively. Each BS of kth tier has transmit
power Pk and path loss exponent αk . Thus, the transmission from BS to the
legitimate user takes place in the presence of spatially distributed eavesdroppers.
The users and eavesdroppers are equipped with single omnidirectional antenna, and
massive MIMO is implemented at macro cells where each macro base station (MBS)
is equipped with multiple antennas forming an array, i.e., each MBS has N antennas
that simultaneously transmit to U users (N � U ≥ 1) with equal power distribution
among all users [28]. Assume that channel state information (CSI) is known at the
MBS that uses zero-forcing beamforming (ZFBF) to transmit U data streams [29].
Following Slivnyak’s theorem, we perform the analysis of the network for a typical
user located at the origin. A set of parameters used in this paper are outlined in
Table 1.

Since mmW frequencies suffer significant path loss, therefore, directional beam-
forming is implemented at the mmW small cells BSs. We employ a sectored model
to define the antenna pattern at the BSs of mmW tier such that constant array gains
are assumed for the main lobes as well as the side lobes. Beam direction is uniformly
distributed between (0, 2π ]. The effective antenna gain, Gl , at a typical receiver, r ,
for an interferer, t , for possible directions l = {1, 2, 3, 4} is given as

Gl =

⎧
⎪⎪⎨

⎪⎪⎩

al = MrMt with prob. pl = ( θr

2π
θt

2π
)

al = Mrmt with prob. pl = ( θr

2π
(1 − θt

2π
))

al = mrMt with prob. pl = ((1 − θr

2π
) θt

2π
)

al = mrmt with prob. pl = ((1 − θr

2π
)(1 − θt

2π
)),

(1)
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Table 1 Table of nomenclature

Parameter Description Parameter Description

λk Tier k BS density fk Operating frequency of kth
tier

Bk Bandwidth of kth tier αk Path loss exponent of kth tier

λu User density Pk kth tier BS transmission
power

λe Eavesdropper density N Number of antennas at MBS

U Users served by a MBS αL Patloss exponent of LoS
mmW BS

αN Patloss exponent of NLoS mmW BS NN Nakagami parameter at NLoS
mmW BS

NL Nakagami parameter at LoS mmW BS Mr Main lobe gain at receiver

Mt Main lobe gain at transmitter/
interferer

mr Side lobe gain at receiver

mt Side lobe gain at transmitter/ interferer θr Beamwidth at receiver

θt Beamwidth at transmitter/ interferer σ 2 Noise power

RSk Average achievable secrecy rate at kth
tier

β Blockage density [30]

Rk Achievable ergodic rate at user
associated with kth tier

SINRu
k SINR at user associated with

kth tier

SINRe∗
k SINR at most malicious eavesdropper

associated with kth tier
P total

k Power consumption in kth
tier

where Mj , θj , mj , and pl donate the main lobe gain, beamwidth, side lobe gain, and
the probability of occurrence of certain gain Gl , where j = {t, r}. It is assumed that
the typical transmitting BS, t , and receiver, r , are perfectly aligned; hence maximum
directivity gain MrMt can be achieved.

Following the legitimate typical user, antenna gain seen at the eavesdropper e ∈
�e from serving BS, t , is defined as

Ge =

⎧
⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

MeMt with prob.
(

θe

2π
θt

2π

)

Memt with prob.
(

θe

2π

(
1 − θt

2π

))

meMt with prob.
((

1 − θe

2π

)
θt

2π

)

memt with prob.
((

1 − θe

2π

) (
1 − θt

2π

))
,

(2)

where Me is the main lobe gain, me is the back lobe gain, and θe is the main lobe
beamwidth at the eavesdropper e, respectively.

Analysis is performed for the typical user to whom mmW BS can form line-of-
sight (LoS) or non-line-of-sight (NLoS) link. Moreover, we infer that the typical
user at the origin will only form the LoS link to the mmW small cell BS when
there is no blockage in path of their link. Thus, to define blockage model for mmW
communication in this network, in accordance with independent thinning theorem,
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we divide �3 to �L
3 and �N

3 = �3/�L
3 , with densities p(x)λ3 and (1 − p(x))λ3,

using LoS probability function p(x), as independent PPPs of LoS and NLoS mmW
small cells, respectively [30]. We define p(x) as a probability measure that a link
of length x is LoS, i.e., 1 − p(x) is NLoS probability of a link. Based on stochastic
blockage models, p(x) is given as p(x) = e−βx where β is dependent on statistics
of blockages at a certain cell location and x is the measure of link distance from the
serving BS to the typical user [31].

It is assumed that the small-scale fading in sub-6 GHz links is independent
and identically distributed (i.i.d) and follows a Rayleigh distribution, whereas for
mmW links, it is assume to be independent Nakagami fading with Nakagami fading
parameter NL and NN for LoS and NLoS links, respectively. Nakagami fading
parameters are considered as positive integers for ease of tractability [37].

An open access scheme for users’ connectivity to BSs is assumed where user
connects with any tier BS based on the maximum average received power. Thus, the
typical user will connect to tier j if

j = arg max
k∈{1,2,3}PkLk(x), (3)

where Pk = Pk

( 4π
λc

)2
and Lk(x) = x

−αk

k are the normalized transmission power of the

kth tier and path loss function. λc is the carrier wavelength and x is the link distance
from typical user to serving BS.

We define the average received power at a typical user connected with the MBS
tier as

Pr,1 = GM

P1

U
Lj,M(x), (4)

where GM = (N − U + 1) is the array gain for ZFBF transmission and Lj,M(x) =
x

−α3
3 is the path loss function [29]. Likewise, we define average received power at

the typical user associated with small cell tier BS as

Pr,i = PiGiLi(x), where i ∈ {2, 3}, (5)

where Gi is given as

Gi =
{

1, sub − 6 GHz small cell,

Gl, defined in (1), mmW small cell,

For the channel modeling of considered three-tier HetNet, we model the signal-
to-interference-plus-noise ratio (SINR) for the entire network. It is assumed that the
transmission channels of eavesdroppers and legitimate user are independent of each
other, and distortion of eavesdropper channel with interference leads to enhanced
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secrecy performance of overall network. We define most malicious eavesdropper for
any transmission link as one with the highest received SINR; thus it dominates the
secrecy rate. The SINRs discussed below are for the most malicious eavesdropper,
i.e., SINRe∗

i = max
e∈�e

{SINRe
i } where i ∈ {M,S,m}.

We define received SINR for a typical receiver and any eavesdropper connected
with the MBS bo,M as

SINRu
M =

P1
U

ho,MLo,M(x)

σ 2 + ∑
v∈�1\bo,M

P1
U

hv,MLv,M(xv) + IS

, (6)

SINRe∗
M =

P1
U

he,Mr
−α1
e

σ 2 + ∑
v∈�1

P1
U

hv,MLv,M(xv) + IS

, (7)

where Ls(xs) = x
−α2
s , Lo,M(x) = x−α1 , and IS = ∑

s∈�2
P2hsLs(xs) are the

intercell interferences from sub-6 GHz small cells and hs ∼ exp(1), hv,M ∼
	(U, 1), and ho,M ∼ 	(N − U + 1, 1) are the small-scale fading gains at the
typical user from the interfering channel, interfering MBS, and from serving MBS
for U users [29]. Here, he,M ∼ exp(1) is fading gain at eavesdropper at the distance
re from the serving BS, xs and xv are the distances between the receiver and small
cell BS and receiver and MBS v, and σ 2 is the noise power.

We define the SINR of a typical receiver with link distance x and an eavesdropper
with link distance re connected with the sub-6 GHz band small cell BS bo,S as

SINRu
S = P2ho,SLo,S(x)

σ 2 + ∑
s∈�2\bo,S

P2hs,SLs,S(xs) + IM

, (8)

SINRe∗
S = P2he,Sr

−α2
e

σ 2 + ∑
s∈�2

P2hs,SLs,S(xs) + IM

, (9)

where Ls,S(xs) = x
−α2
s , Lo,S(x) = x−α2 , and IM = ∑

v∈�1

P1
U

hvLv(xv) are the
intercell interferences from macro cells and hs,S ∼ exp(1), ho,S ∼ exp(1), he,S ∼
exp(1), and hj ∼ 	(U, 1) are the small-scale fading gains from the interfering
channel. Here, xs and xv are the link distance between typical user and small cell
BS s and MBS v, respectively.

The SINR for the typical receiver and an eavesdropper connected with mmW
small cell bo,m is defined as

SINRu
m = P3MrMtho,mLo,m(x)

σ 2 + P3
∑

q∈{L,N}
∑

l∈�
q
3\bo,m

Glhl,mLl,m(xl)
, (10)

SINRe∗
m = P3Gehe,mr

−α
(q)
3

e

σ 2 + P3
∑

q∈{L,N}
∑

l∈�
q
3
Glhl,mLl,m(xl)

, (11)
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where Lo,m(x) = x−α
(q)
3 is path loss, ho,m and he,m are small-scale fading gains,

and Gl and Ge are the directivity gains of interfering BSs, given by (1) and (2).
Here, q ∈ {L,N} identifies the interfering link as either LoS (L) or NLoS (N),
respectively.

The power consumption model for the assumed three-tier hybrid HetNet needs to
be quantified for the evaluation of SSE and SEE, respectively. We define total power
consumption at MBS as

P total
1 = ρ1 + P1

ε1
+

3∑

t=1

(U)t (�t + N
t), (12)

where ρ1 and ε1 are load-independent circuit power of BD and efficiency of
power amplifier, respectively. Parameters �t and 
t are dependent on the length
of transceiver chains and coding, decoding, and precoding involved in the transmis-
sion [32].

The power consumption in sub-6 GHz and mmW small cells is defined as

P total
i = ρi + Pi

εi

for i ∈ {2, 3}, (13)

where i ∈ {2, 3}, ρi is load-independent circuit power, and εi is the efficiency of
power amplifier of the BS of the i-th tier.

To characterize the secure transmission scenario for the proposed network, we
first assume that all tier links are eavesdropped such that eavesdroppers do not
attempt attacks to change information transmitted from BS to legitimate receiver,
i.e., passive non-colluding eavesdropping. A secrecy coding scheme, Wyner code,
is adopted at each transmission link for the protection of confidential messages from
intrusion from eavesdroppers. Under the Wyner coding scheme, each BS encodes
data using this scheme before transmitting it to the legitimate user [33]. Thus, the
rate of the transmitted confidential message signal Rm and rate of transmitted code
words Rc are defined at the BS before data transmission commences. The cost of
maintaining the confidential message secrecy from eavesdroppers is Rc−Rm [33]. It
is assumed that the aforementioned rates remain fixed during transmission [34, 35].
During transmission from BS to the legitimate user, whenever the wiretapping
capacity of the link from the serving BS to the eavesdropper Re is higher than the
rate Rc − Rm, secrecy outage event occurs. Thus, the secrecy outage probability
is defined as P k

so(γe) = Pr(SINRe
k > γe), i.e., the SINR at any eavesdropper

node is higher than threshold. We quantify SSE and SEE based on secrecy outage
probability where SSE is the average secrecy rate per unit bandwidth and SEE
is the secrecy performance of a three-tier hybrid HetNet based on unit energy
consumption.
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4 System Performance Evaluation

We specify the average achievable rate associated with successful transmission of
confidential information from BS to the legitimate user in proposed hybrid HetNet
as secrecy transmission capacity constraint [33, 36]. Thus, the average achievable
secrecy rate for the network tiers is represented as

RSk = [Rk − Re
k]+ for k ∈ {1, 2, 3}, (14)

where [y]+ = max{0, y}, Rk = E[log2(1+SINRu
k )], and Re

k = E[log2(1+SINRe∗
k )]

are the average achievable ergodic rates of the channel between the serving kth tier
BS and the typical receiver and most malicious eavesdropper . As we are performing
the analysis for the most malicious eavesdropper, therefore, the average achievable
ergodic rate cannot exceed Re

k . The ergodic transmission rate of the serving BS is
dependent on the CSI of the link between itself and legitimate user only as CSI of
eavesdroppers is unknown at the BS because of their non-colluding nature.

4.1 Achievable Rates

Following up from (14), we derive the achievable ergodic rate at the legitimate user
connected with MBS as

R1 = 1

ln2

∫ ∞

0

P 1
C(γ )

1 + γ
dγ, (15)

where P 1
C(γ ) = ∫ ∞

0 P 1
C(γ, x)fX1(x)dx is the complementary cumulative distribu-

tion function (CCDF) of SINRu
M , fX1(x) is the probability density function (PDF) of

the distance between the MBS and typical receiver, and P 1
C(γ, x) is the conditional

coverage probability for the given distance x between the typical user and serving
MBS [27]. In this scenario when the legitimate receiver is connected with MBS,
the average ergodic rate on the link between serving BS and the most malicious
eavesdropper is given by

Re
1 = 1

ln2

∫ ∞

0

1 − P 1
so(γe)

1 + γe

dγe, (16)

where P 1
so(γe) is CDF of SINRe∗

M . Following up from (14), we derive the achievable
ergodic rate at the legitimate user connected with sub-6 GHz small cell as

R2 = 1

ln2

∫ ∞

0

P 2
C(γ )

1 + γ
dγ, (17)
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where P 2
C(γ ) = ∫ ∞

0 P 2
C(γ, x)fX2(x)dx is the CCDF of SINRu

S , fX2(x) is the
PDF of the distance between the serving sub-6 GHz small cell BS and typ-
ical user, and P 2

C(γ, x) is the conditional coverage probability of the typical
user.

In a scenario when the legitimate receiver is connected with sub-6 GHz small cell
BS, the average ergodic rate on the link between serving BS and the most malicious
eavesdropper is given by

Re
2 = 1

ln2

∫ ∞

0

1 − P 2
so(γe)

1 + γe

dγe, (18)

where P 2
so(γe) is the CDF of SINRe∗

S .
Following up from (14), we derive the achievable ergodic rate at the legitimate

user connected with mmW small cell as

R3 = 1

ln2

∫ ∞

0

P 3
C(γ )

1 + γ
dγ, (19)

where P 3
C(γ ) = ∑

q∈{L,N}
A3,qP

3,q
C (γ ) is the CCDF of SINRu

m and P
3,L
C (γ ) and

P
3,N
C (γ ) are defined as the conditional coverage probability when the typical

receiver, connected with mmW small cell, connects with the BS in �L
3 and �N

3 ,
respectively. A3,q are the probabilities of typical receiver associating with LoS or
NLoS link.

In a scenario when the legitimate receiver is connected with mmW small cell
BS, the average ergodic rate on the link between serving BS and the most malicious
eavesdropper is given by

Re
3 = 1

ln2

∫ ∞

0

1 − P 3
so(γe)

1 + γe

dγe, (20)

where P 2
so(γe) is the CDF of SINRe∗

m . By substituting (19) and (20) in (14), we
obtain the average achievable secrecy rate for mmW tier.

4.2 Physical Layer Security Parameters

The secrecy outage probability, Pso, for the entire network is defined as

Pso =
3∑

k=1

P k
soAk, (21)
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where Ak is the association probability of tier k. Similarly, a lower bound on the
SSE, using the law of total expectation, is given by

SSEL =
3∑

k=1

Ak × SSEk, (22)

where SSE1 = U ×RS1 is the value of SSE for massive MIMO-enabled sub-6 GHz
macro tier and SSEk = RSk for k ∈ {2, 3} is the value of SSE for sub-6 GHz and
mmW small cell tiers, respectively. Average achievable secrecy rate RSk for each
tier k of the network is given by (14).

The lower bound on SEE for the proposed network is defined as [28, 38]:

SEEL =
3∑

k=1

Ak × SEEk, (23)

where SEE1 = U×RS1

P total
1

is the value of SEE for massive MIMO sub-6 GHz enabled

macro tier and SEEk = RSk

P total
k

for k ∈ {2, 3} is SEE for sub-6 GHz and mmW small

cell tiers, respectively. Average achievable secrecy rate RSk for each tier k of the
network is given by (14).

5 Simulation Results and Performance Analysis

In this section, numerical results are shown to study and understand the impact
of massive MIMO large antenna arrays and mmW channel characteristics on the
secrecy outage probability, SSE, and SEE of the network. The simulation parameters
are outlined in Table 2. Monte Carlo simulations are used to study the system
performance.

We begin by studying the performance of the proposed network’s secrecy outage
probability in terms of density of eavesdropper nodes, as shown in Fig. 2. This
plot has been obtained using (21) while taking varying small cell BS densities and
directional antenna gains at the eavesdroppers nodes of the network. The secrecy
outage probability of the network increases with increasing eavesdropper’s density,
thereby notifying that a large number of eavesdropping nodes in the network harm
the network secrecy. However, there is another important observation to be noted
that higher small cell BS density optimizes the secrecy of the network even though
the eavesdropper’s density might be high. These results allude to the fact that higher
small cell density results in the increase in interference in the network. Thus, the
uncertainty at eavesdropper nodes elevates leading to their SINR falling below the
threshold. This results in improvement in secrecy outage probability of the network.
The reader may notice that when the small cell density in the network is kept fixed,
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Table 2 Simulation
parameters

Parameter Value Parameter Value

λ1
(
5002 × λ

)−1
f1 = f2 1 GHz

B1 = B2 10 MHz α1 3.5

α2 4 P1 46 dBm

P2 30 dBm λe 1 × 10−6

f3 28 GHz B3 100 MHz

P3 30 dBm αL 2

αN 4 NN 2

NL 3 Mr 10 dB

Mt 10 dB mr −10 dB

mt 0 dB θr 90◦

θt 30◦ σ 2 −90 dBm

Noise figure 10 dB 1/β 141.4 m [30]

ε1 = ε2 = ε3 0.38 [28] ρ1 4 W

�1 4.8 �2 0

�3 2.08 ×10−8 
1 1


2 9.5 ×10−8 
3 6.25 ×10−8

ρ2 13.6 W [39] ρ3 13.6 W [39]
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Fig. 2 Secrecy outage probability of the three-tier network as the function of λe for γe = 40 dB,
N = 5

the secrecy rate of the transmissions in the network improves with small directional
antenna gains at the eavesdroppers. We conclude that lower directional gains at the
eavesdroppers and higher cell density in the network are the two major settings
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Fig. 3 SSE versus varying small cells BS density as multiple of MBS density for λ3 = λ2, Ge =
15 dB, N = 40, U = 5

that reduce the probability of eavesdroppers having SINR above the predefined
threshold.

Now, we study the SSE behavior based on varying small cell BS density of tier 2
and tier 3 for various eavesdropper’s densities. Figure 3 plots the SSE of the network
versus varying small cell densities. It can be seen that the SSE increases with
the increase in small cell density and falls when the eavesdropper node’s density
increases. This is because, the average cell radius decreases when small cell density
is increased. Therefore, more users are offloaded to small cells so the transmission
from the BS to the intended legitimate user becomes better. When the cell sizes
decrease, the distance from the intended receiver to the transmitting nodes decreases
that causes stronger links and enhanced secrecy rate between them. If we consider
the case of mmW small cells, the LoS probability function p(R) is directly related to
distance; thus, the LoS association probability increases with decrease in distance.
In such scenario, low path loss LoS links between mmW BSs and legitimate users
are more likely to be formed than NLoS links. Another interesting observation is
that user’s association with MBSs declines in the presented scenario though they are
high-power nodes but have low BS density compared to the small cells. Interference
in the network increases as transmitting node density is notably high; therefore, an
increase in eavesdropper’s density has little impact on SSE of the network.

Figure 4 illustrates the relationship between the SEE and the small cell density.
This plot has been obtained using (23). As a preliminary observation, it may be
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Fig. 4 SEE versus varying small cells BS density as multiple of MBS density for λ3 = λ2, Ge =
15 dB, N = 30, U = 5

stated that the SEE is higher for greater values of λ2 and λ3, respectively . This
is because of the increase in SSE over the identical power consumption, shown in
Fig. 3. Moreover, on increasing small cell densities, λ2 and λ3, more users associate
with low-power small cell BSs compared to high-power macro cell BSs. This shift
in association leads to a power-efficient network; however, it comes at the cost of
small cell BS deployment. Here again it may be noted that the interference in the
three-tier network is higher with dense transmitting BS nodes; therefore, an increase
in eavesdropper’s density has little impact on SEE of the network.

Extending the previous discussion, we now vary the number of transmitting
antennas on the massive MIMO-enabled MBS of the network and then observe the
effects on SSE of the three-tier hybrid HetNet over different small cell densities.
The results are shown in Fig. 5. It can be seen that the SSE of the network falls with
the increasing number of antennas at the MBSs and shows significant increase with
higher small cell density. This is because, when N increases, spectral efficiency of
MBSs increases. As the MBSs are high power nodes, transmission to eavesdroppers
in the network improves significantly that results in increases secrecy rate, Re.
Legitimate user to BS association gets biased toward MBSs because of their high
array gains at increased number of antennas. Thus, fewer portion of users connect
with small cells BSs. Hence, interference in the network reduces leading to better
reception at eavesdroppers.
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Fig. 5 SSE versus different number of antennas at macro BS for Ge = 15 dB, U = 5

Figure 6 illustrates the variation in SEE with increasing number of antennas at
massive MIMO-enabled MBSs. Plot is based on (23). It can be seen that SEE of
the network drops with increasing N . It follows from the previous result that SSE
drops over the identical power consumption. In addition, users are more likely to
connect to macro cell BSs with increase in transmitting nodes at their BSs, and
since macro cells are higher-power-consuming entities compared to small cells,
therefore, overall network setting shifts to a power-inefficient network. As a result,
SEE of the network decreases with the increase in average achievable rate at eaves-
droppers. The reader may notice that the interference in the network elevates with
small cell density; therefore, SEE improves with drop in eavesdroppers’ secrecy
rate Re.

Early on, we mentioned that mmW and massive MIMO technologies are the
candidates for being the enabling technologies for 5G networks due to their
higher gains and superior bandwidth as for mmW technology. We conclude the
Results section by highlighting these very important points that we cannot increase
the directional beamforming gains at mmW nodes neither can we increase the
number of antennas at massive MIMO-enabled nodes limitlessly to have optimum
coverage in the proposed network, without entertaining drop in the overall secrecy
performance of the network.
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Fig. 6 SEE versus different number of antennas at macro BS for Ge = 15 dB, U = 5

6 Conclusion

In this chapter, we characterized the secure communication in massive MIMO-
enabled three-tier hybrid HetNet based on the unique features of massive MIMO and
mmW communication by using PLS. Particularly, we evaluated the secrecy outage
probability and achievable ergodic rate at each of the three network tiers and most
malicious eavesdropper node. The expressions were then used to develop a tractable
approach to determine network-wide SSE and SEE. It was observed that network-
wide interference elevates on high BS density that in turn dominates the secrecy
performance of the network. Moreover, the secrecy performance of the networks
drops at higher beamforming gains at mmW cells; therefore, a tradeoff exists
between optimal coverage and secrecy in the network. The relationship between the
secrecy outage probability, SSE, and SEE of the network and number of antennas at
MBS, BS density, antenna gains, and eavesdropper’s density has also been studied
through simulation results. Through these results, we conclude that the number of
antennas at the massive MIMO-enabled macro cell BSs and beamforming directivity
gains at mmW cells shall be carefully chosen for optimal secrecy performance of
the network.
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Physical Layer Security of Energy
Harvesting Machine-to-Machine
Communication System

Furqan Jameel, Muhammad Awais Javed, and Dushantha Nalin K. Jayakody

1 Introduction to Machine-to-Machine Communications

The dawn of Internet of Things (IoT) has given birth to efficient methods of commu-
nication between devices. In fact, Ericsson predicts that there will be about 15 billion
devices in 2021, and most of them will be low-power devices with short-range
communication [1]. To achieve this landmark, one of the key enabling technologies
would be machine-to-machine (M2M) communications. M2M communication is
defined as the communication between two or more devices in which direct human
intervention is not necessarily needed [2]. These networks are generally installed
for industry production automation, smart housing, and environmental monitoring.
The name machine-type communications (MTC) or M2M communications has been
given by 3rd generation partnership project (3GPP). One of the critical issues faced
by M2M communication is safely connecting an enormous number of machine-type
communication devices (MTCDs) to the web.

The existing mobile cellular systems are expected to evolve in high-density
access points (APs) and distributed antenna system (DAS). Thus, the mechanism to
maintain communication between machines in the dual designs like small cells and
DAS is still an open research issue. The user devices, entries, and base station (BS)
can be used as a relay in-between MTCDs and M2M servers. Routing setups are
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also critical issues and need to be resolved along with the appropriate allocation of
cellular resources by formulating reliable and secure communication mechanisms.

1.1 Applications of M2M Communications

As shown in Fig. 1a, M2M communication architecture consists of three domains,
namely, M2M domain, network domain, and application domain. Among these

M2M 
Network

Backend 
Servers

Applica�on

MTCD

MTCD

MTCD

Wired/ Wireless
Network

M2M DOMAIN

NETWORK
DOMAIN

APPLICATION DOMAIN

(a)

Capillary M2M 
Communica�on

Intelligent Transporta�on 
System (ITS)

Health Care 
System

Home Energy
Management 

MTCDs

MTC Gateway

MTC Gateway

MTCDs

MTCDs

MTC Gateway

(b)

Fig. 1 M2M communications systems (a) M2M architecture showing M2M, network and appli-
cation domains (b) M2M applications that include energy management, healthcare, and intelligent
transportation system
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domains, MTCDs mainly exist in the M2M domain and connect to the rest of the
network through MTC gateways. The MTC gateways provide certain computational
capabilities and process the data from other MTCDs using short-range transmission
[3]. These gateways also prevent BSs in network domain from getting overwhelmed
and act as relaying devices between MTCDs and BSs. Some major applications
of M2M communications have been shown in Fig. 1b. In the field of healthcare,
M2M communications have several applications which include wireless body
area networks (WBANs) by interconnecting multiple short-range communication
devices [4]. Particularly, an M2M-aided gateway node gathers the complete sensor
statistics from the network and directs that data to a remote online server. Here,
the task of managing the health-associated software requests is accomplished. The
server is also connected to the web with the help of technologies like wireless local
area networks (WLANs) and wireless metropolitan area networks (WMANs). The
characteristics of M2M communications allow the distant monitoring of vigorous
signs. The information about the critical condition of a patient and some medical
treatment, done remotely, can also be performed [5]. It can also facilitate reliable
data exchange between patient and hospital monitoring units. The authors of
[6] suggested the applicability of M2M communications in smart grid systems.
They showed that MTCDs can transfer information to the end user by using
low- powered communication equipment. Automotive vehicular networks can also
greatly benefit from M2M communications. Specifically, vehicle telematics and
remote traffic management can be performed using M2M communications [7].
Other applications include automation system in buildings, surveillance and security
systems, multimedia distribution networks, and fleet management systems [8].
It is worth highlighting that these applications have different quality of service
(QoS) requirements in terms of their immediacy and transmission frequency. These
requirements have been summarized in Table 1.

Table 1 Classification of QoS requirements of M2M applications

M2M application Immediacy/Priority Transmission cycle Packet length

Smart grid Medium, due to large volume of
packets to collection centers

Periodic Long

Railway systems High, due to transmission of
real-time alert messages

Periodic Short

Mobile streaming Medium, due to continuous
transmission of video messages

On-demand Long

E-health services High, due to transmission of
sensitive and critical data

Periodic Short

Surveillance/
Monitoring

High, due to transmission of
continuous data to monitoring
centers

On-demand Short

Emergency
services

High, due to bursty traffic demands Random Short/Long

Navigation system Medium, due to exchange of
real-time data

Random Short
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1.2 Design and Performance Analysis of M2M
Communications

High-speed transfer of data has become an indispensable part of day-to-day life. In
fact, the growing demand for data exchange has highlighted some key limitations of
existing wireless networks. The present cellular infrastructure is primarily designed
to support mobile devices having random transmission behaviors and mobility pat-
terns. In contrast, M2M communications follow a specific duty cycle for information
transfer, and it is delay tolerant with the ability to transfer small data packets
between stationary terminals [9]. Thus, it can be deduced that connecting a large
number of MTCDs with cellular networks can saturate uplink data transmission
[3]. In this context, noncellular connections can serve as an important supplement
to cellular networks. Noncellular networks can be classified into the following two
types:

1. Widely used wireless local/personal area networks
2. Emerging low power wide area (LPWA) networks

The representative technologies for local/personal area networks are WLANs,
smart utility networks (SUNs), Zigbee, Bluetooth, and ultra-wideband (UWB)
networks. The analysis on the aforementioned networks has been carried out in
the literature. For instance, a comparative analysis was presented by GreenPeak
in [10] and by Chen et al. in [3], while experimental solutions were suggested
by Keysight. Among these techniques, UWB is different from the other wireless
technologies, which generates little interference for narrow-band signals and uses
a large bandwidth. UWB is suitable for demanding indoor applications, such as
video cameras and surveillance. For most applications of M2M communications,
transmissions over narrow-band channels are sufficient to meet communication
requirements. Also, devices may need to operate with a low power consumption
and work for a considerably long period with batteries.

1.3 M2M Security Challenges and State-of-the-Art Solutions

The abovementioned applications of M2M communications can only be feasible if
the issue of security is properly addressed. Although security is a critical aspect of
M2M communication, different aspects and characteristics of MTCDs may create
challenges to design an efficient and secure communication mechanism. Several
key contributions have been made in the security domain of IoTs [11], device-to-
device (D2D) communications [12], and wireless sensor networks (WSNs) [13];
still the M2M paradigm requires dynamic and energy efficient security solutions for
its long-term implementation.

In this regard, the authors of [14] present recent advances on architecture and
standardization of the M2M system. The main focus of the said work was on security
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issues due to the heterogeneous nature of the devices. This, in turn, raises some
serious problems as devices of different vendors having different technologies have
to coexist in the same environment. Mainly, the following are concerning issues:

• How to identify the devices in an ultra-dense network setup?
• How to avoid information leakage to unauthorized devices/users?

In order to deal with the first problem, the same authors propose a unique identifying
mechanism. The said mechanism allowed devices to identify each other despite
difference in their technologies. For the second problem, the authors analyzed
different key establishment techniques and define a basic process for secure
transmission on the data.

In another work [15], Lu et al. presented two mechanisms, namely, bandwidth
efficient cooperative authentication (BECAN) and early detection node. The main
objective of both schemes was to filter the unauthentic and false data. In the BECAN
scheme, the false data can be detected by filtering through an en route node. The
filtering is performed based on two metrics, namely, filtering ratio and en route
filtering probability. For the case of the early detection mechanism, the malicious
node is detected by coupling with its neighboring nodes. The authors have shown
that the en route filtering probability increased with an increase in the number of en
route nodes in the network.

Kitagami et al. in [16], proposed a long polling communication method to
satisfy the requirements of security and immediacy. A load-balancing server was
introduced by the authors that increase the duration of communication sessions
among devices. The performance of the said scheme was evaluated against two
performance metrics and load index. The simulation results presented by the authors
validated that the load balancing mechanism functions efficiently.

In addition to above-stated works, some other techniques have also been
proposed in the literature to offer further insights into the security of M2M networks.
The authors of [17] unveiled that MTCDs mainly operate in sleeping (energy saving)
or operating (data exchange) modes. However, the unattended sleeping MTCDs
may be most vulnerable to cyberattacks. Moreover, during a wake up cycle, these
compromised nodes may inject false information into the network. Due to this
reason, it is essential to secure and monitor the unusual events in the network. These
unusual events may include irregularities in sleep-wake cycles of devices, rapid
change in the location of MTCDs, and frequent occurrence of hardware-related
issues [18]. Other privacy and security issues include protocol attacks, configuration
attacks, identity attacks, and physical attacks [19].

2 Energy Harvesting

Energy harvesting (also called power harvesting) is a technique through which
energy is scavenged from external sources (e.g., solar power, thermal energy,
wind energy, salinity gradients, and kinetic energy) [20]. Energy harvester gives a
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Table 2 Energy harvesting
estimates by Texas
Instruments [22]

Energy source Harvested power

Vibration/motion

Human 4 μ W/cm2

Industry 100 μ W/cm2

Temperature difference

Human 25 μ W/cm2

Industry 1-10 μ W/cm2

Light

Indoor 10 μ W/cm2

Outdoor 10 mW/cm2

RF

GSM 0.1 μ W/cm2

WiFi 0.001 mW/cm2

little supply of power which is consumed by low-energy electronics. The energy
providing source for the energy harvesters is mostly available in a large-scale
environment and is free of cost. For example, due to the radio, cellular, and
television broadcasting, electromagnetic energy is always available and is free to
use for harvesting. The concept of energy harvesting has been around for many
years as it is persistently evolving. Energy harvesting has several advantages as it
is mostly infinite and available in bulk, and the process is generally environment-
friendly with minimum maintenance cost [21]. Texas Instruments studied statistics
of various sources to determine the amount of harvested energy, as shown in
Table 2.

2.1 Energy Harvesting Sources

The assorted sources of energy harvesting are photovoltaic cells, solar energy, wind
turbine, electromagnetic waves, and mechanical vibration devices like piezoelectric
and electromagnetic devices. At present, the main sources of ambient energy which
are suitable for use in wireless devices are RF energy, solar, wind energy, thermal,
and vibration energy [23, 24]. Solar power is the most mature form among other
harvesting sources, but it only generates energy in presence of sunlight or artificial
light which is a drawback of solar power [25].

There are different ways of harvesting energy from the energy sources. For
instance, in an RF energy harvesting system, radio waves from a nearby cellular
tower are used to exploit the dual nature of RF waves. The voltage level stored in
the diode is then boosted to a higher level and stored in a supercapacitor. Thermal
energy uses temperature gradient to produce electricity from both the human body
and surrounding environment [26]. Thermal energy harvesting system is integrated
with tiny devices. Thermoelectric generator (TEG) is used to convert human body
heat into DC voltage and is stored in a supercapacitor. The resultant harvested DC
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voltage by these sources is then boosted to a higher voltage level and is used by the
sensors. As a result, sensors may operate without changing batteries which saves
time and money and increases the reliability of a sensor network.

Rechargeable batteries are modeled as energy buffer in the energy harvesting
sensor network, where scavenged energy is stored with respect to charging charac-
teristics of the battery. In energy harvesting wireless networks, energy management
policy is taken into consideration in energy refilling process. Since the energy supply
is random and uncertain, the design consideration of harvested energy system is
different as compared to the non-rechargeable battery system. Moreover, energy
management policy can be taken into consideration for energy refilling process and
for increasing the lifetime of wireless devices [27]. The definition of the lifetime of
devices varies and mostly depends on the application and network topology. Some
of the major definitions are appended below:

1. Time period during which certain numbers of nodes have consumed batteries
[28].

2. Lifetime of the device/node which has maximum energy consumption rate [29].
3. Time when first data collection failure occur [30].
4. Time duration when first node of network is unavailable [31].

Although energy harvesting is a vast topic, however, our focus here is toward
RF energy harvesting as it is one of the emerging paradigms for future 5G
communications [32]. Moreover, RF signals can be used to transfer both information
and energy to a remote user, thus having dual use in modern communication
systems.

2.2 RF Energy Harvesting

Due to rapid advancements in communication technologies, RF signal is broad-
casted from several sources including radio transmitters including BSs, handheld
phones, cellular phones, television broadcasting terminals, etc. The capability of
harvesting RF energy from ambient or dedicated sources can revolutionize the usage
of existing mobile device [20]. An efficient scheme can theoretically remove the
dependency of battery charging or its restoration. In either case, devices become
free of wires, connectors, and battery entry board, thus providing much-needed
portability in the process of charging. Low-powered devices can be charged from the
nearest range of dedicated power transmitter [32]. Moreover, this energy can be used
to charge many devices simultaneously which may include global positing system
(GPS), wearable medical sensor, and end-user electronics like e-book readers
and headsets. In a highly populated urban area, electromagnetic waves are easily
available over a wide spectrum of frequencies and at different potential levels. As
the power consumption of electronics components is continuously increasing, the
demand of applications like thread-free charging with the help of RF harvester will
grow in the future.
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Recent Developments in Wireless Power Transfer

In recent years, wireless power transfer for powering mobile terminals began
to attract increasing research interest [33, 34]. Wireless power transfer has been
performed using free-space beamforming and antennas with large apertures in
order to overcome propagation loss for large power transfer. Huang et al. in
[33] proposed an overlaying uplink cellular network architecture for RF charging
stations. In [34], a harvest-then-transmit protocol was introduced, and different
beamforming techniques were employed to improve power transfer efficiency for
mobile applications. It is until recently that the dual use of RF signals for delivering
energy as well as for transporting information has been advocated [35]. Particularly,
simultaneous wireless information and power transfer (SWIPT) technology have
been proposed as a potential candidate for transmission of information and energy
over the same frequency band. It provides the advantage of delivering controllable
and efficient on-demand wireless information and energy at a low-cost option
for sustainable operations of wireless systems. Due to this reason, SWIPT has
several applications in 5G networks including cooperative beamforming, ad hoc
communications, D2D communications, etc. [36], as illustrated in Fig. 2.

Recent research has shown that optimizing wireless information and energy
transfer simultaneously brings trade-off with respect to the design aspect of wireless
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systems [37]. Thus, the majority of research efforts nowadays are directed toward
receiver operation designs. Various operation policies have also been proposed
for multiuser downlink systems with single-input single-output (SISO) channels
[38] and multiple-input single-output (MISO) channels [39]. The work of [38]
investigates an orthogonal frequency division multiple access (OFDMA) system
with SWIPT from an energy efficiency perspective. Beamforming design problems
for a two-way relay system were studied by the authors of [40]. Two single-antenna
source nodes exchange information through multiple relay nodes and harvest RF
energy from the transmission of these relays. In a similar work [41], Michalopoulos
et al. investigate the relay selection techniques under Rayleigh-faded network
conditions with a separated information receiver and energy harvester.

3 Principles of Physical Layer Security

In almost all forms of wireless communication, the issue of security and confiden-
tiality is dealt at the upper layers of the protocol stack. Such security measures
assume that the physical layer is error free. The mathematical models generate keys
for such security mechanisms and are called computational security. Even though
computational security has proven itself to be a very fruitful mechanism, the variety
of emerging network architectures (ad hoc networks) requires additional security
measures [32]. The information security techniques using shared key assume that
the channel is perfect which is not the case in practice, and if either the key or
information is changed, security will be lost. The idea of securing information
by harnessing the randomness of the channel characteristics has turned into a
research area called physical layer security (PLS) [42]. PLS utilizes the randomness
of the wireless channel to ensure reliable and secure communication. While
traditional security techniques are limited by the processing power of the wireless
nodes, PLS can achieve communication secrecy without requiring computationally
expensive cryptographic operations [43]. Using PLS, message confidentiality and
authentication can be achieved in the presence of malicious eavesdroppers. A list of
recent research trends in PLS is given in Table 3.

3.1 Categorization of Eavesdroppers

Eavesdroppers can be categorized into the following two major categories:

Based on Cooperation

In case of multiple adversaries, eavesdroppers may work independently or
cooperatively.

• Non-colluding eavesdroppers are mutually independent and do not share received
information to cooperatively decode the confidential message.
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Table 3 Recent research trends in PLS

Security issue Reference Network type Solution

Key agreement [44] Mobile networks Deep fade detection for
randomness extraction;
Light-weight information
reconciliation

Authentication [45, 46] Wireless network Fingerprinting

[47] Wireless body area
networks

Wireless channel exploitation

[48] Mobile network Time varying carrier frequency
offset

[49] Cognitive radio
networks

Authentic tag generation by
one way hash chain

Secrecy capacity
enhancement

[50, 51] Cooperative wireless
network

Secrecy optimization

[52] Cognitive radio
networks

Cooperative jamming

[51] Cellular networks Stochastic geometry and
random matrix theory

• For colluding eavesdroppers, multiple adversaries try to intercept the communi-
cation and mutually share the information such as received SNR, to decode the
message.

Based on Activity

An eavesdropper can try to intercept or jam the communication between legitimated
users.

• Radio eavesdroppers, also called passive eavesdroppers, are capable to detect and
intercept the main transmission without bringing any changes in the network.
Also, they cannot make any modification in the message that is received at
intended receiver. Due to this reason, these types of attacks are difficult to detect.

• Active attacks can intercept and monitor the transmission and have the capability
to bring modifications in the main channel. The major aim of this type of attack is
to degrade the received SNR at the intended receiver which causes more decoding
errors.

3.2 Comparative Analysis of Secure Energy Harvesting
Protocols

It has now been well established that wireless signals can be used to carry both
information and energy. However, the band allocated for information transmission
cannot be used for power transfer [53]. Resultantly, the reduction in bandwidth
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Fig. 3 SWIPT receiver architectures (a) Separated architecture (b) Integrated architecture

undermined the information transmission capability of devices. The separated and
integrated receiver architectures of SWIPT [54] and techniques like time switching
(TS) and power splitting (PS) were introduced for information and energy transfer,
as shown in Fig. 3. Information transfer over relays has also been actively researched
area of communication as it holds the promise to increase coverage area without
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increasing transmit power [55]. However, the performance of these relay-assisted
networks is mostly limited to the lifetime of relays especially when constant
power is not available. In this context, SWIPT has been applied to wireless relays
whose operation is mainly or exclusively dependent on the amount of harvested
energy [56].

Due to broadcast nature of wireless networks, secure transmission of data over
the wireless channel is one of the fundamental issues. The design of SWIPT
systems can be naturally formulated as a dual-objective optimization problem,
one for secure information transmission, the other for efficient power transfer. In
general, these two objectives may conflict with each other. If a power receiver is a
potential eavesdropper, then the effort in improving the power transfer efficiency
via increasing the power of information signal may result in a loss of secrecy
rate. A few studies have recently investigated the PLS for energy harvesting full
duplex (FD) relays. Security in FD relays with SWIPT systems was studied in
[57]. An optimization problem was formulated for minimizing power consumption
and ensuring link security for MIMO FD relays. In addition to this, the authors
in [58] proposed strategy based on energy accumulation and then jamming the
eavesdropper reception. Secrecy performance was evaluated for two modes of
system operation: (1) opportunistic energy harvesting and (2) dedicated energy
harvesting. Wu et al. in [59] maximize the secrecy performance of FD energy
harvesting relays by solving the non-convex problem using Lagrange dual method.

The authors of [60] suggested two-stage cooperative jamming procedures to
improve the secrecy rate of a wireless communication system. The key benefits of
the scheme were the following: (1) global information is not required for the helpers,
which makes the scheme more practical; and (2) secure performance is better even
when the malicious user’s channel quality is better than the main communication
link. The same authors have shown that their scheme works well even without the
eavesdropper’s channel state information (CSI). In [61], the authors have studied
the transmission strategy in a distributed relay networks for PLS and proposed a
scheme in which destination has to transmit a jamming signal to complicate the
malicious user, which results in significant decrease in malicious user SINR. They
have proposed a relay selection technique to overcome the tighter secrecy constraint
in the first slot when the number of relays increases. With the relay selection, the
secrecy rate improves with an increasing number of relays. A power allocation
method among the first/second slot and jamming/data signals has been proposed
to further improve the secrecy rate.

The authors of [62] proposed relay selection methods to overcome the tighter
secrecy constraint under known eavesdropper CSI and unknown eavesdropper
CSI when the relaying nodes are increased. Using the proposed relay selection
scheme, the secrecy rate is improved even with a small increase in the number of
relaying devices. The authors of [63] proposed a transmission strategy in which
destination transmits a jamming signal to confuse the eavesdropper thus improving
the secrecy rate. In this scheme, the system gets benefit in the form of increment
in total transmission power, and secrecy rate improves when the number of relays
is increased. Proposed optimal power allocation among the first/second slot and
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jamming/data signals helps to enhance the secrecy rate. They proposed a distributed
limited feedback scheme to reduce the feedback payload. Results have shown that
the system can avoid a secrecy rate ceiling until feedback bits increase beyond a
pre-specified rate for a fixed number of relays.

In [64], the authors analyzed a nulling noise scheme in which each helper uses
its own link to the destination and independently transmits noise which leaks no
interference to the destination. They proposed an optimal jamming noise structure
and showed that nulling noise has secrecy rate performance very close to optimally
designed noise with considerably small CSI requirements. Closed form of outage
probability for nulling scheme is provided based on the statistics of malicious
user CSI. They used a single antenna for the transmitter, the legitimate receiver,
and malicious user, while helper has multiple antennas. To perform nulling at the
destination, the helper must have more antennas than the destination. In [65], the
authors proposed a cooperative jamming scheme for multiple helpers transmit-
ting nulling noise to maximize the secrecy rate depending power under outage
probability constraint. They formulated and solved outage-constrained secrecy rate
maximization problem. It was considered that only transmitter has information
about its channel to the legitimate receiver, while CSI to the channel of the
eavesdropper is unknown. The proposed cooperative jamming scheme outperformed
the existing benchmarking scheme.

In [66], the authors analyzed PLS of a bi-hop communication model constituting
several AF relays and an eavesdropper. Their aim was to maximize the secrecy rate
while efficiently allocating resources under certain constraints. They considered
perfect knowledge of CSI such that base station (BS) had the knowledge of all
the channels between BS and the eavesdropper. However, the CSI from BS to
the users and from the BS to eavesdropper was unknown at the relay due to a
large distance. All the eavesdroppers receive information message through relaying
nodes. Essentially, the subcarrier allocation was used to allocate resources to
individual users. The authors proposed a relay assignment and power allocation
strategy over different subcarriers at the transmitting nodes. A suboptimal solution
was derived and was shown to achieve significant secrecy performance gains as
compared to conventional solutions. Results have also shown that the proposed dual-
hop strategy provides performance improvement for different values of network
parameters.

If artificial interference is added in a controlled manner, it can make a noteworthy
difference between the way signal is interpreted at legitimate receiver and at the
eavesdropper. Jamming can be used to enhance the PLS by performing antenna
selection along with artificial interference [67]. Here, the authors consider a network
consisting of a source, a destination, an eavesdropper, and a single relay. All the
nodes have multiple antennas, and the artificial interference is added. The secrecy
performance of the system is evaluated again and again by adding more interference
to the point where the secrecy rate is considerably improved. It has been shown
through the simulations that the information leakage to the eavesdropper reduces as
the numbers of antennas are increased.
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Optimum power allocation between data and interference is a critical aspect
in PLS; therefore, the authors of [68] provided a robust artificial interference
generation technique under channel uncertainty. Generally, they focused toward
downlink multiuser scenarios and derived closed-form expressions for optimum
power. The eavesdropper acts passively and the users, as well as eavesdroppers,
have perfect knowledge of CSI of all the links. The signal is the first precoded using
any one of the three precoding techniques including channel inversion (CI), zero-
forcing (ZF), and regularized channel inversion (RCSI). Here, the authors found
that the secrecy performance of RCI is better than the others. It was also shown that
the secrecy rate decreases with an increase in the ratio of the large-scale path loss
of main and wiretap channels. The authors also note that the secrecy rate becomes
independent of path loss exponent at higher values of transmitting power.

When the CSI of the eavesdropper is not known at the receiver, the authors of
[69] improved the secrecy performance of the system by transmitting an interference
signal from the receiver. Similarly, the secrecy performance of a MIMO precoding
system under optimum power allocation was improved in [70]. The authors derive
the closed-form expression of the power allocation factor for maximizing the
secrecy rate. They concluded that the tightness of bounds depends upon the number
of transmitting antennas. The authors showed that the artificial interference can
be added to impair the eavesdropper channel, and the scheme was called “mask
beamforming.” The proposed scheme divides the total power between noise and
signal in order to ensure that a positive secrecy rate is achieved even if the
eavesdropper’s noise variance approaches 0. The simulation results have shown that
as the transmitter antennas increase, the secrecy rate also increases proportionally.

4 Secrecy Performance of Energy Harvesting M2M
Networks

We now provide secrecy performance analysis of an energy harvesting M2M
communication system. In particular, we derive the closed-form expression of
intercept probability of destination-assisted jamming technique under Rayleigh
fading. We consider that imperfect channel knowledge is available at the transmitter;
thus previously derived results for destination-assisted jamming are the special case
of our system setup. For comparative analysis, we consider direct transmission as a
benchmark method and also assume imperfect channel knowledge for this case.

4.1 System Model

This work considers a SWIPT-based transmission model, wherein a source S
communicates with destination D in the presence of a single eavesdropper E. All
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the channels are assumed to be independent Rayleigh distributed. Fading remains
constant for a single block of time and randomly changes from one block to another.
This scenario can take place when eavesdroppers act as legitimate nodes for one
transmission and wiretapping node for another. Both S and E are equipped with
single antenna, whereas D is equipped with two isolated antennas [71].

Assumptions

This section explicitly states the definitions and assumptions used to facilitate the
analysis in this chapter.

• We assume the case of reciprocal channels where the channel impulse response
of uplink and downlink is alike. Furthermore, a feedback channel exists between
transmitter and receiver and transmitter and eavesdropper which allows both
parties to share the CSI.

• We consider the case of unicast communication where a transmitter sends a
message to only one legitimate receiver. In this context, the receiver acts as a
passive entity and does not send information in uplink. We also assume a block
fading model in which channel remains unchanged during one block and changes
randomly from one block to another.

• We also assume the case of passive eavesdropping in which eavesdropper cannot
alter the information at legitimate receiver.

• We do not consider limited processing capability of the eavesdropper.

Dedicated Jamming

Let us first consider the benchmark scheme, as shown in Fig. 4, where D does
not operate in FD mode, and, therefore, it does not transmit an interfering signal
to E using its second antenna. We consider that both information decoding (ID)
and energy harvesting receivers are co-located in D which uses time-switching
(TS) protocol to decode information and harvest energy from RF signal. When S
transmits the signal s to D, the transmission is also eavesdropped by E. At the same
time, a helping interfering device I also transmit the interference signal to E. It is
assumed that the interference signal can be canceled at D due to previously shared
information regarding the jamming signal. The signal received at E is given as

yE =
√

P

d
χ
SE

ĥSEs +
√

P

(1 − α)d
χ
IE

ĥIEsI + nE, (1)

where dSE is the distance between S and E, χ is the path loss exponent, ĥSE is
the estimated channel gain between S and E, and nE denotes the additive white
Gaussian noise (AWGN) with zero mean and N0 variance which is normally
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Fig. 4 System model for dedicated jamming

distributed as N (0, N0). Also, ĥIE is the estimated channel gain between I and E,
dIE is the distance between I and E, and sI is the interfering signal at E. In practice,
it is not possible to estimate the channel perfectly due to random nature of wireless
channel and hardware impairments. Therefore, to adopt a more practical approach,
we use the following channel error model for our analysis:

ĥ =
√

1 − δ2h + δv, (2)

where h is the actual channel gain and 0 ≤ δ ≤ 1 is the percentage accuracy of
channel estimation. It is obvious that for δ = 0, the estimation is perfect without any
errors. In contrast, when δ = 1, then channel estimation is completely inaccurate.
Additionally, v is a complex Gaussian random variable with zero mean and unit
variance. Replacing (2) in (1) yields

yE =
√

P(1 − δ2
SE)

d
χ
SE

hSEs +
√

P

d
χ
SE

δSEsv +
√

P(1 − δ2
IE)

(1 − α)d
χ
IE

× hIEsI +
√

P

(1 − α)d
χ
IE

δIEsI v + nE, (3)

where δSE and δIE are estimation accuracy parameter for channel between S and E
and that between I and E, respectively. The instantaneous SNR of the wiretap link
can then be written as
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γE =

(
P(1−δ2

SE)

N0d
χ
SE

)

|hSE |2

P(1−δ2
IE)

N0(1−α)d
χ
IE

|hIE |2 + P

N0(1−α)d
χ
IE

δIE + P

N0d
χ
SE

δSE + 1
. (4)

FD Destination-Assisted Jamming

When D operates in FD mode, as illustrated in Fig. 5a, b, then it can use one antenna
for reception and other for transmission. More specifically, there are two phases of
transmission within a single time slot T. During the first phased, D harvests energy
from S for αT amount of time. For the second phase, S transmits the information to
D and D simultaneously receives the information and generates artificial noise.

Let S transmits the normalized energy signal s with transmission power PS .
Then, the received signal at D using (2) can be expressed as

yD =
√

P(1 − δ2
SD)

d
χ
SD

hSDs +
√

P

d
χ
SD

δSDsv +
√

P(1 − δ2
ID)

d
χ
ID

× hIDsI +
√

P

d
χ
ID

δIDsI v +
√

ζPα(1 − δ2
SD)(1 − δ2

DD)

(1 − α)d
χ
SD

× hSDhDDsAN+
√

ζPα(1−δ2
SD)

(1 − α)d
χ
SD

δDDhSDsANv

+
√

ζPα(1 − δ2
DD)

(1 − α)d
χ
SD

δSDhDDsANv +
√

ζPα

(1 − α)d
χ
SD

× δSDδDDsANv + nD, (5)

where dSD is the distance between S and D, hSD is the estimated channel gain
between S and D, and nD is the AWGN with zero mean and N0 variance.
The harvested energy at D is represented as E1 = ζP |hSD |αT

d
χ
SD

, where 0 ≤
ζ < 1 is the energy conversion efficiency. Also, hDD represents the loop-back
interference channel coefficient. The instantaneous SNR at destination can then be
represented as

γD=

(
P(1−δ2

SD)

d
χ
SD

)

|hSD|2
{

ζPα(1−δ2
SD)(1−δ2

DD)

(1−α)d
χ
SD

|hDD|2|hSD|2 + P(1−δ2
ID)

d
χ
ID
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SD)

(1−α)d
χ
SD

× (δDD|hSD|2+δSD|hDD|2)+ ζPα

(1−α)d
χ
SD

δSDδDD+ P

d
χ
ID

δID+ P

d
χ
SD

δSD+N0

}

.

(6)
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After some straightforward simplifications, we obtain

γD = P(1 − δ2
SD)|hSD|2(1 − α)d

χ
ID{

d
χ
IDζPα(1 − δ2

SD)(1 − δ2
DD)|hDD|2|hSD|2 + (1 − α)d

χ
SDP (1 − δ2

ID)|hID|2



Physical Layer Security of Energy Harvesting Machine-to-Machine. . . 141

+ d
χ
IDζPα(1 − δ2

SD) × (δDD|hSD|2 + δSD|hDD|2) + d
χ
IDζPαδSDδDD

+ (1 − α)d
χ
SDPδID + (1 − α)d

χ
IDP δSD + (1 − α)d

χ
SDd

χ
IDN0

}

= (1 − α)�1

α�2 + (1 − α)�3 + α�4 + α�5 + (1 − α)�6 + (1 − α)�7 + (1 − α)�8
(7)

where �1 = P(1 − δ2
SD)|hSD|2dχ

ID , �2 = d
χ
IDζP (1 − δ2

SD)(1 −
δ2
DD)|hDD|2|hSD|2, �3 = d

χ
SDP (1 − δ2

ID)|hID|2, �4 = d
χ
IDζP (1 −

δ2
SD)(δDD|hSD|2 + δSD|hDD|2), �5 = d

χ
IDζP δSDδDD , �6 = d

χ
SDPδID ,

�7 = d
χ
IDP δSD , and �8 = d

χ
SDd

χ
IDN0.

Using this power, D can send artificial noise to degrade the received signal at the
eavesdropper E with power given as

PD = E1

(1 − α)T
= ζP |hSD|2α

(1 − α)d
χ
SD

, (8)

Now the signal received at E, after receiving destination generated noise, can be
written as

yE =
√

P(1 − δ2
SE)

d
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SE
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√
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d
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√
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Using (9), the instantaneous SINR at E can be written as

γE=
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(10)
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4.2 Secrecy Outage Probability Analysis

In this section, we will derive the expression of secrecy outage probability for both
direct and FD mode. It is worth highlighting that secrecy performance analysis
in previous works (see [65, 66, 69] and references therein) does not differentiate
between secure and reliable communications. In other words, the outage event
occurs when some information is leaked to the eavesdroppers or the receiver
cannot successfully decode the transmission [72]. However, to fully understand the
dynamics of secrecy outage probability in M2M networks, we analyze the secrecy
performance under the condition of successful message transmission at the receiver.
Thus, the secrecy outage probability can be defined as the likelihood of the event
when the channel capacity from source-to-eavesdropper link becomes greater than
the increment rate under nonadaptive encoding [72], and it can be represented as

Psop = Pr{Ce > Rt − Rs |successf ul decoding} (11)

where Ce = log2(1 + γe) is the channel capacity of the wiretap link, Rt is the rate
of transmitted code word, and Rs is the rate of embedded information secrecy bits
[73]. The difference between Rt and Rs actually determines the cost of the secrecy.
In fact, (Rt −Rs) is the information rate sacrificed to incorporate randomness in the
signal to provide security against the eavesdropper.

Dedicated Jamming

As explained earlier, in direct transmission scheme, no jamming is performed by
the destination node, and all the harvested energy is used for information decoding.
Thus, we use (11) and (4) to find the expression of secrecy outage probability which
is given as

Psop,d= Pr

⎧
⎪⎪⎨

⎪⎪⎩
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⎢
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δSE+1

⎤

⎥
⎥
⎦>Rt−Rs

⎫
⎪⎪⎬

⎪⎪⎭

(12)

Since Rayleigh fading is assumed between all the links, the power gains of the
wireless channel will follow exponential distribution. Thus, we can simplify the
above equation as

Psop,d = 1 −
exp

(

− Pγ0
N0(1−α)λSEd

χ
IE

δIE − Pγ0
N0d

χ
SEλSE

δSE − γ0
λSE

)

λIE
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∫ ∞

0
exp

(

− P(1 − δ2
IE)γ0x

N0(1 − α)d
χ
IEλSE

− x

λIE

)

dx, (13)

where λSE = E = {|hSE |2}, λIE = E = {|hIE |2} and γ0 = 2Rt−Rs − 1. After
applying some straightforward mathematical steps, the expression in (13) resolves
to
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IEλSE exp
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IEλIE
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(14)

FD Destination-Assisted Jamming

Note that the eavesdropper SNR expression in (10) is too complex and cannot
be used to obtain a closed-form expression of secrecy outage probability. Instead,
we use the approximate expression of eavesdropper SNR which using (10) can be
written as

γE ≈ �1X1

�2X2X3 + �3X4 + �4X3 + �5X2 + �
, (15)
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Now, the secrecy outage probability for FD transmission scheme can be
written as

Psop,f d = Pr(γE > γ0)= Pr

(
�1X1

�2X2X3 + �3X4 + �4X3 +�5X2 + �
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The above integrations can be simplified as

Psop,f d = 1− exp
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With the help of [74, (8.21)], the above expression resolves to

Psop,f d = 1 − exp

(

− �γ0

�1λ1
+
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�1λ1

�2λ2
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)
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2

�1�2λ1 + �2�3λ4γ0

× Ei

(
�4γ0

�2λ2
+ �5�4γ0

�2�1λ1

)

(18)

where Ei(.) is the exponential integral function.

4.3 Results and Discussion

This section provides some numerical results on the analytical results derived in
previous sections. Unless stated otherwise, we have used the following values of
system parameters for generation of upcoming result: P = −5 dB, α = 0.4, δ =
δSD = δID = δSE = δDE = 0.2, χ = 2, zeta = 0.8, Rt = 2, and Rs =
1 bit/sec/Hz.

In Fig. 6, we have plotted secrecy outage probability for increasing values of
power conversion efficiency (ζ ). Here, we have only shown the results for FD
destination-assisted jamming as ζ has no impact on the dedicated jamming scheme.
It can be observed that an increase in ζ results in decreasing the secrecy outage
probability of the system. At lower values of increment rate (i.e., Rt − Rs), the
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impact of ζ on secrecy outage probability is not much prominent. However, as the
increment rate increases from 1 to 3, the secrecy outage probability decreases from
threefolds for the same value of ζ . Additionally, the simulation results closely follow
the analytical results which verify the analytical expressions derived in the above
sections.

Figure 7 illustrates the effect of transmit power on the secrecy outage probability.
In this figure, we have compared the secrecy performance of dedicated and FD jam-
ming techniques. It can be noted that the dedicated jamming technique outperforms
the FD jamming. However, this performance gain comes at a cost of introducing
dedicated jamming node with additional power requirements. Moreover, we observe
that the secrecy outage probability decreases with an increase in transmit power for
the case of dedicated jamming, but the same is not true for FD jamming. Specifically,
the secrecy outage probability for FD jamming technique first decreases and then
becomes constant at higher values of transmit power. This is mainly due to the
self-interference caused by the jamming antenna. At higher powers, the effect
of self-interference becomes more prominent, hence introducing a secrecy outage
floor.

In Fig. 8, we have shown secrecy outage probability as a function of increment
rate. For comparative purposes, we have plotted the analytical and simulation curves
for both dedicated and FD jamming techniques. It can be seen that the dedicated
jamming technique again outperforms the FD jamming. Moreover, at lower values
of increment rate, the difference between secrecy performance of FD and dedicated
jamming techniques is nominal. However, as the increment rate increases, the
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difference between the two techniques becomes more vivid. Still, for both cases,
an increase in Rt − Rs results in decreasing the secrecy outage probability.

Figure 9 plots the secrecy outage probability against increasing values of channel
estimation accuracy factor δ. It can be observed that an increase in the value of
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δ results in increasing the secrecy outage probability for both dedicated and FD
jamming. It is because the channel estimation errors increase resulting in less
accurate knowledge of the channels. Again, the dedicated jamming outperforms
the FD jamming. However, interestingly, as the values of α increases from 0.2 to
0.6, the secrecy performance of FD jamming becomes approaches that of dedicated
jamming technique. It is because more portion of time is being used for harvesting
energy which is then used for performing jamming in the second phase.

4.4 Conclusions

This chapter starts with an introduction to M2M communications, its applications,
and communication requirements. The chapter also provides a brief overview of
energy harvesting techniques with special focus on RF energy harvesting. This is
followed by a detailed discussion on recent trends in the domain of PLS and recently
introduced secure energy harvesting protocols. By building on this knowledge,
we analyzed the secrecy performance of an M2M communication system under
the availability of imperfect CSI. We then compared two jamming techniques,
namely, FD jamming and dedicated jamming. We have shown that the dedicated
jamming outperforms FD jamming at the cost of introducing an additional node with
additional power requirements. We have also shown that by increasing the duration
of energy harvesting, the FD destination-assisted jamming can also perform very
close to dedicated jamming.

4.5 Future Research Directions

M2M communication promises to assist IoTs to provide seamless connectivity
between devices of future networks. Exploiting M2M communication between
MTCDs in close proximity presents many advantages. But existing techniques for
M2M networks would not be able to meet the extreme capacity demands of future
networks. Discussions of new standards are underway in the academia and industry
in order to envision the requirements of M2M networks. There is no doubt that M2M
communications have a wider range of use cases and have the ability to support
existing and emerging technologies to meet the increase in demand for data rates.
However, the same would not be possible unless the issues of energy and security
are addressed.

Since M2M communication manages information exchange between two differ-
ent machines without control (or with limited control) of the humans, therefore,
new procedures need to be created with a specific end goal to improve range,
vitality, and effectiveness of M2M networks. Moreover, there is a need to lessen
the communication interval in cell-based M2M networks. One way to lessen the
communication gap is through cooperative M2M communications. Cooperative
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relaying is a better technique to cope with noise enhancement, but trusting a
relay may cause information leakage. In other words, cooperative communication
can compromise the security of transmitted messages due to the involvement of
untrusted intermediate relays. An MTCD has to forward information to another
MTCD without knowledge of its network state. Furthermore, the handover of infor-
mation can take place often over multiple hops which can result in compromising
both the authenticity and the privacy of the data. Thus, there is a need to design
efficient PLS techniques for M2M communications which can ensure secrecy over
multiple hops.

In addition, PLS-aided M2M communication is yet to see improvements owing
to the fact that many research domains are new, and research done is limited in
several different aspects. PLS-aided M2M networks can also apply relay selection
to have superior secrecy performance. As it is obvious from the discussion, the area
of PLS is still being explored, and a number of variations and improvements are
possible for each discussed area, while a number of new areas need to be explored
to make sure that security is provided in the worst possible eavesdropping cases.

References

1. V. Vijayaraghavan, R. Agarwal, Security and privacy across connected environments, in
Connected Environments for the Internet of Things (Springer, Cham, 2017), pp. 19–39

2. A. Elmangoush, A. Al-Hezmi, T. Magedanz, The development of M2M standards for
ubiquitous sensing service layer, in Globecom Workshops (GC Wkshps), 2014 (IEEE, 2014),
pp. 624–629

3. M. Chen, J. Wan, S. González-Valenzuela, X. Liao, V.C. Leung, A survey of recent develop-
ments in home M2M networks. IEEE Commun. Surv. Tutorials 16(1), 98–114 (2014)

4. J. Rico, B. Cendn, J. Lanza, J. Valio, Bringing IoT to hospital logistics systems demonstrating
the concept, in 2012 IEEE Wireless Communications and Networking Conference Workshops
(WCNCW), 2012, pp. 196–201

5. A.S. Lalos, L. Alonso, C. Verikoukis, Model based compressed sensing reconstruction
algorithms for ECG telemonitoring in WBANs. Digital Signal Process. 35, 105–116 (2014)

6. S. Subhani, H. Shi, J.F.G. Cobben, A survey of technical challenges in wireless machine-
to-machine communication for smart grids, in 2015 50th International Universities Power
Engineering Conference (UPEC), 2015, pp. 1–6

7. M. Alsabaan, W. Alasmary, A. Albasir, K. Naik, Vehicular networks for a greener environment:
a survey. IEEE Commun. Surv. Tutorials 15(3), 1372–1388 (2013)

8. Y. Zeng, N. Xiong, L.T. Yang, Y. Zhang, Cross-layer routing in wireless sensor networks for
machine-to-machine intelligent hazard monitoring applications, in 2011 IEEE Conference on
Computer Communications Workshops (INFOCOM WKSHPS), 2011, pp. 206–211

9. A. Laya, L. Alonso, J. Alonso-Zarate, Is the random access channel of LTE and LTE-A suitable
for M2M communications? A survey of alternatives. IEEE Commun. Surv. Tutorials 16(1), 4–
16 (2014)

10. E. Ronen, A. Shamir, A.-O. Weingarten, C. O’Flynn, IoT goes nuclear: creating a ZigBee chain
reaction, in 2017 IEEE Symposium on Security and Privacy (SP) (IEEE, 2017), pp. 195–212

11. F. Jameel, M.A. Javed, D.N.K. Jayakody, S.A. Hassan, On secrecy performance of industrial
Internet of things. Internet Technol. Lett. 1(2), e32. https://doi.org/10.1002/itl2.32

12. F. Jameel, F. Khan, M.A.A. Haider, A.U. Haq, Secrecy analysis of relay assisted device-
to-device systems under channel uncertainty, in International Conference on Frontiers of
Information Technology (FIT), 2017, pp. 345–349

https://doi.org/10.1002/itl2.32


Physical Layer Security of Energy Harvesting Machine-to-Machine. . . 149

13. F. Jameel, S. Wyne, I. Krikidis, Secrecy outage for wireless sensor networks. IEEE Commun.
Lett. 21(7), 1565–1568 (2017)

14. I. Ganchev, M. Curado, A. Kassler, Wireless Networking for Moving Objects: Protocols,
Architectures, Tools, Services and Applications, vol. 8611 (Springer, Cham, 2014)

15. R. Lu, X. Li, X. Liang, X. Shen, X. Lin, GRS: The green, reliability, and security of emerging
machine to machine communications. IEEE Commun. Mag. 49(4), 28–35 (2011)

16. S. Kitagami, Y. Kaneko, T. Suganuma, Method of autonomic load balancing for long polling in
M2M service system, in 26th International Conference on Advanced Information Networking
and Applications Workshops (WAINA) (IEEE, 2012), pp. 294–299

17. M. Saedy, V. Mojtahed, Ad Hoc M2M communications and security based on 4G cellular
system, in Wireless Telecommunications Symposium (WTS) (IEEE, 2011), pp. 1–5

18. Z. Fu, X. Jing, S. Sun, Application-based identity management in M2M system. IET Conf.
Proc. 211–215 (2011)

19. C. Hongsong, F. Zhongchuan, Z. Dongyan, Security and trust research in M2M system, in
IEEE International Conference on Vehicular Electronics and Safety (ICVES) (IEEE, 2011),
pp. 286–290

20. T.D.P. Perera, D.N.K. Jayakody, S.K. Sharma, S. Chatzinotas, J. Li, Simultaneous wireless
information and power transfer (SWIPT): recent advances and future challenges. IEEE
Commun. Surv. Tutorials 20(1), 264–302 (2018)

21. D.N.K. Jayakody, J. Thompson, S. Chatzinotas, S. Durrani, Wireless Information and Power
Transfer: A New Paradigm for Green Communications (Springer, Cham, 2017)

22. M. Raju, M. Grazier, Energy harvesting. ULP meets energy harvesting: a game-changing
combination for design engineers. http://focus.ti.com/lit/wp/slyy018/slyy018.pdf (2008) 3413–
3423

23. W.K. Seah, Z.A. Eu, H.-P. Tan, Wireless sensor networks powered by ambient energy harvest-
ing (WSN-HEAP)-survey and challenges, in Wireless Communication, Vehicular Technology,
Information Theory and Aerospace & Electronic Systems Technology, 2009. 1st International
Conference on Wireless VITAE 2009 (IEEE, 2009), pp. 1–5

24. B.H. Calhoun, D.C. Daly, N. Verma, D.F. Finchelstein, D.D. Wentzloff, A. Wang, S.-H. Cho,
A.P. Chandrakasan, Design considerations for ultra-low energy wireless microsensor nodes.
IEEE Trans. Comput. 54(6), 727–740 (2005)

25. C. Alippi, C. Galperti, An adaptive system for optimal solar energy harvesting in wireless
sensor network nodes. IEEE Trans. Circuits Syst. I Regul. Pap. 55(6), 1742–1750 (2008)

26. L. Mateu, C. Codrea, N. Lucas, M. Pollak, P. Spies, Human body energy harvesting thermo-
generator for sensing applications, in 2007 International Conference on Sensor Technologies
and Applications (SENSORCOMM 2007), 2007, pp. 366–372

27. F. Mansourkiaie, L.S. Ismail, T.M. Elfouly, M.H. Ahmed, Maximizing lifetime in wireless
sensor network for structural health monitoring with and without energy harvesting. IEEE
Access 5, 2383–2395 (2017)

28. M. Najimi, A. Ebrahimzadeh, S.M.H. Andargoli, A. Fallahi, Lifetime maximization in
cognitive sensor networks based on the node selection. IEEE Sens. J. 14(7), 2376–2383 (2014)

29. H. Salarian, K.W. Chin, F. Naghdy, An energy-efficient mobile-sink path selection strategy for
wireless sensor networks. IEEE Trans. Veh. Technol. 63(5), 2407–2419 (2014)

30. Y. Chen, Q. Zhao, On the lifetime of wireless sensor networks. IEEE Commun. Lett. 9(11),
976–978 (2005)

31. J.W. Jung, M.A. Weitnauer, On using cooperative routing for lifetime optimization of multi-hop
wireless sensor networks: analysis and guidelines. IEEE Trans. Commun. 61(8), 3413–3423
(2013)

32. F. Jameel, S. Wyne, Secrecy outage of SWIPT in the presence of cooperating eavesdroppers.
AEU Int. J. Electron. Commun. 77, 23–26 (2017)

33. K. Huang, V.K. Lau, Enabling wireless power transfer in cellular networks: architecture,
modeling and deployment. IEEE Trans. Wirel. Commun. 13(2), 902–912 (2014)

34. L. Liu, R. Zhang, K.-C. Chua, Multi-antenna wireless powered communication with energy
beamforming. IEEE Trans. Commun. 62(12), 4349–4361 (2014)

http://focus.ti.com/lit/wp/slyy018/slyy018.pdf


150 F. Jameel et al.

35. L.R. Varshney, Transporting information and energy simultaneously, in IEEE International
Symposium on Information Theory, 2008. ISIT 2008 (IEEE, 2008), pp. 1612–1616

36. F. Jameel, Z. Hamid, F. Jabeen, S. Zeadally, M.A. Javed, A Survey of device-to-device
communications: research issues and challenges. IEEE Commun. Surv. Tutorials 1–1 (2018).
https://doi.org/10.1109/COMST.2018.2828120

37. P. Grover, A. Sahai, Shannon meets Tesla: wireless information and power transfer, in 2010
IEEE International Symposium on Information Theory Proceedings (ISIT) (IEEE, 2010), pp.
2363–2367

38. D.W.K. Ng, E.S. Lo, R. Schober, Wireless information and power transfer: energy efficiency
optimization in OFDMA systems. IEEE Trans. Wirel. Commun. 12(12), 6352–6370 (2013)

39. Q. Shi, L. Liu, W. Xu, R. Zhang, Joint transmit beamforming and receive power splitting for
MISO SWIPT systems. IEEE Trans. Wirel. Commun. 13(6), 3269–3280 (2014)

40. D. Li, C. Shen, Z. Qiu, Two-way relay beamforming for sum-rate maximization and energy
harvesting, in 2013 IEEE International Conference on Communications (ICC) (IEEE, 2013),
pp. 3115–3120

41. D.S. Michalopoulos, H.A. Suraweera, R. Schober, Simultaneous information transmission
and wireless energy transfer via selecting one out of two relays, in 2014 6th International
Symposium on Communications, Control and Signal Processing (ISCCSP) (IEEE, 2014), pp.
318–321

42. F. Jameel, S. Wyne, G. Kaddoum, T.Q. Duong, A comprehensive survey on cooperative
relaying and jamming strategies for physical layer security. IEEE Commun. Surv. Tutorials
1–1 (2018). https://doi.org/10.1109/COMST.2018.2865607

43. F. Jameel, M. Faisal, A.A. Haider, A.A. Butt, Physical layer security under Rayleigh/Weibull
and Hoyt/Weibull fading, in 2017 13th International Conference on Emerging Technologies
(ICET), 2017, pp. 1–5. https://doi.org/10.1109/ICET.2017.8281715

44. A. Zhang, L. Wang, X. Ye, X. Lin, Light-weight and robust security-aware D2D-assist data
transmission protocol for mobile-health systems. IEEE Trans. Inf. Forensics Secur. 12(3), 662–
675 (2017)

45. G. Verma, P. Yu, B.M. Sadler, Physical layer authentication via fingerprint embedding using
software-defined radios. IEEE Access 3, 81–88 (2015)

46. L.Y. Paul, G. Verma, B.M. Sadler, Wireless physical layer authentication via fingerprint
embedding. IEEE Commun. Mag. 53(6), 48–53 (2015)

47. L. Shi, M. Li, S. Yu, J. Yuan, BANA: body area network authentication exploiting channel
characteristics. IEEE J. Sel. Areas Commun. 31(9), 1803–1816 (2013)

48. W. Hou, X. Wang, J.-Y. Chouinard, A. Refaey, Physical layer authentication for mobile systems
with time-varying carrier frequency offsets. IEEE Trans. Commun. 62(5), 1658–1667 (2014)

49. K.M. Borle, B. Chen, W.K. Du, Physical layer spectrum usage authentication in cognitive
radio: analysis and implementation. IEEE Trans. Inf. Forensics Secur. 10(10), 2225–2235
(2015)

50. L. Wang, H. Wu, G.L. Stüber, Cooperative jamming-aided secrecy enhancement in P2P
communications with social interaction constraints. IEEE Trans. Veh. Technol. 66(2), 1144–
1158 (2017)

51. W. Wang, K.C. Teh, K.H. Li, Enhanced physical layer security in D2D spectrum sharing
networks. IEEE Wirel. Commun. Lett. 6(1), 106–109 (2017)

52. Z. Shu, Y. Qian, S. Ci, On physical layer security for cognitive radio networks. IEEE Netw.
27(3), 28–33 (2013)

53. L. Liu, R. Zhang, K.-C. Chua, Secrecy wireless information and power transfer with miso
beamforming, in Global Communications Conference (GLOBECOM), 2013 IEEE (IEEE,
2013), pp. 1831–1836

54. F. Jameel, D.N.K. Jayakody, M.F. Flanagan, C. Tellambura, Secure communication for
separated and integrated receiver architectures in SWIPT, in IEEE Wireless Communications
and Networking Conference (WCNC), 2018, pp. 1–6

55. I. Krikidis, S. Timotheou, S. Nikolaou, G. Zheng, D.W.K. Ng, R. Schober, Simultaneous
wireless information and power transfer in modern communication systems. IEEE Commun.
Mag. 52(11), 104–110 (2014)

https://doi.org/10.1109/COMST.2018.2828120
https://doi.org/10.1109/COMST.2018.2865607
https://doi.org/10.1109/ICET.2017.8281715


Physical Layer Security of Energy Harvesting Machine-to-Machine. . . 151

56. H. Ju, R. Zhang, Optimal resource allocation in full-duplex wireless-powered communication
network. IEEE Trans. Commun. 62(10), 3528–3540 (2014)

57. O. Taghizadeh, A. Zamani, R. Mathar, Physical-layer security for simultaneous information
and power transfer in full-duplex multi-user networks, in Proceedings of the 20th International
ITG Workshop on Smart Antennas (WSA 2016) (VDE, 2016), pp. 1–8

58. Y. Bi, H. Chen, Accumulate and jam: towards secure communication via a wireless-powered
full-duplex jammer. IEEE J. Sel. Top. Sign. Proces. 10(8), 1538–1550 (2016)

59. W. Wu, B. Wang, Z. Deng, H. Zhang, Secure beamforming for full-duplex wireless powered
communication systems with self-energy recycling. IEEE Wirel. Commun. Lett. 6(2), 146–149
(2017)

60. B. Yang, W. Wang, B. Yao, Q. Yin, Destination assisted secret wireless communication with
cooperative helpers. IEEE Signal Process Lett. 20(11), 1030–1033 (2013)

61. Y. Liu, A.P. Petropulu, H.V. Poor, Joint decode-and-forward and jamming for wireless physical
layer security with destination assistance, in Conference Record of the Forty Fifth Asilomar
Conference on Signals, Systems and Computers (ASILOMAR) (IEEE, 2011), pp. 109–113

62. Y. Liu, A.P. Petropulu, Relay selection and scaling law in destination assisted physical layer
secrecy systems, in Statistical Signal Processing Workshop (SSP), 2012 IEEE (IEEE, 2012),
pp. 381–384

63. Y. Liu, J. Li, A.P. Petropulu, Destination assisted cooperative jamming for wireless physical-
layer security. IEEE Trans. Inf. Forensics Secur. 8, 682–694 (2013)

64. S. Luo, J. Li, A.P. Petropulu, Uncoordinated cooperative jamming for secret communications.
IEEE Trans. Inf. Forensics Secur. 8(7), 1081–1090 (2013)

65. S. Luo, J. Li, A. Petropulu, Outage constrained secrecy rate maximization using cooperative
jamming, in Statistical Signal Processing Workshop (SSP), 2012 IEEE (IEEE, 2012), pp. 389–
392

66. W. Aman, G.A.S. Sidhu, T. Jabeen, F. Gao, S. Jin, Enhancing physical layer security in dual-
hop multiuser transmission, in Wireless Communications and Networking Conference (WCNC)
(IEEE, 2016), pp. 1–6

67. Z. Ding, Z. Ma, P. Fan, Asymptotic studies for the impact of antenna selection on secure two-
way relaying communications with artificial noise. IEEE Trans. Wirel. Commun. 13(4), 2189–
2203 (2014)

68. Y. Tang, J. Xiong, D. Ma, X. Zhang, Robust artificial noise aided transmit design for MISO
wiretap channels with channel uncertainty. IEEE Commun. Lett. 17(11), 2096–2099 (2013)

69. W. Li, M. Ghogho, B. Chen, C. Xiong, Secure communication via sending artificial noise by
the receiver: outage secrecy capacity/region analysis. IEEE Commun. Lett. 16(10), 1628–1631
(2012)

70. S.H. Tsai, H.V. Poor, Power allocation for artificial-noise secure MIMO precoding systems.
IEEE Trans. Signal Process. 62(13), 3479–3493 (2014)

71. C. Zhong, H.A. Suraweera, G. Zheng, I. Krikidis, Z. Zhang, Wireless information and power
transfer with full duplex relaying. IEEE Trans. Commun. 62(10), 3447–3461 (2014)

72. X. Zhou, M.R. McKay, B. Maham, A. Hjorungnes, Rethinking the secrecy outage formulation:
a secure transmission design perspective. IEEE Commun. Lett. 15(3), 302–304 (2011)

73. X. Zhou, Y. Zhang, L. Song, Physical Layer Security in Wireless Communications (CRC Press,
Baton Rouge, 2016)

74. I.S. Gradshteyn, I.M. Ryzhik, Table of Integrals, Series, and Products (Academic, Amsterdam,
2014)



152 F. Jameel et al.

Furqan Jameel received his BS in Electrical Engineering
(under ICT R&D funded Program) in 2013 from the Lahore
Campus of COMSATS Institute of Information Technology
(CIIT), Pakistan. In 2017, he received his Masters degree in
Electrical Engineering (funded by prestigious Higher Education
Commission Scholarship) at the Islamabad Campus of CIIT. In
September 2018, he visited Simula Research Laboratory and
the University of Oslo, Norway. Currently, he is a first-year
Ph.D. student at the University of Jyvaskyla, Finland where his
research interests include modeling and performance enhance-
ment of vehicular networks, physical layer security, ambient
backscatter communications, and wireless power transfer. He is
the recipient of outstanding reviewer award 2017 from Elsevier.

Muhammad Awais Javed is currently working as an Assistant
Professor at COMSATS University Islamabad, Pakistan. He
completed his Ph.D. in Electrical Engineering from The Univer-
sity of Newcastle, Australia in Feb. 2015 and B.Sc. in Electrical
Engineering from University of Engineering and Technology
Lahore, Pakistan in Aug. 2008. From July 2015-June 2016,
he worked as a Postdoc Research Scientist at Qatar Mobility
Innovations Center (QMIC) on SafeITS project.

Dushantha Nalin K. Jayakody received his Ph.D. in Elec-
tronics, Electrical, and Communications Engineering in 2013
from the University College Dublin, Ireland. He received his
M.Sc. in Electronics and Communications Engineering from the
Department of Electrical and Electronics Engineering, Eastern
Mediterranean University, Turkey (under the University full
graduate scholarship) and ranked as the first merit position
holder of the department, and B.E. in Electronics Engineering
(with first-class honors) from Pakistan and was ranked as the
merit position holder of the University (under SAARC Scholar-
ship). From 2014 to 2016, he was a Postdoc Research Fellow at
the Institute of Computer Science, University of Tartu, Estonia,
and Department of Informatics, University of Bergen, Norway.
From 2016, he is a Professor at the School of Computer Science
& Robotics, National Research Tomsk Polytechnic University,
Russia, where he also serves as the Director of Tomsk Infocomm
Lab. As of 2019, he also serves as the Director of School
of Graduate Studies at the Sri Lanka Technological Campus
(SLTC), Sri Lanka. Dr. Jayakody has received the best paper
award from the IEEE International Conference on Communi-
cation, Management and Information Technology (ICCMIT)
in 2017. Dr. Jayakody has published over 100 international
peer-reviewed journal and conference papers, and he is an
IEEE senior member. His research interests include PHY layer



Physical Layer Security of Energy Harvesting Machine-to-Machine. . . 153

prospective of 5G communications, cooperative wireless com-
munications, device-to-device communications, LDPC codes,
unmanned aerial vehicle, etc. Dr. Jayakody is a member of
IEEE and he has served as workshop chair, session chair, or
technical program committee member for various international
conferences, such as IEEE PIMRC 2013/2014, IEEE WCNC
2014-2018, IEEE VTC 2015-2018, etc. He currently serves as
an area editor of journals such as Physical Communications
(Elsevier), Information (MDPI), and Internet Technology Letters
(Wiley) and is on the advisory board of the journal Sci (MDPI).
Also, he serves as a reviewer for various IEEE Transactions and
other journals.



Beam-Domain Full-Duplex Massive
MIMO Transmission in the Cellular
System

Kui Xu, Xiaochen Xia, Yurong Wang, Wei Xie, and Dongmei Zhang

1 Introduction

The ever-growing challenges for significant traffic growth driven by mobile Internet
and Internet of Things have made system capacity enhancement one of the most
important features in next-generation wireless communication systems. The general
consensus is that the aggregate data rate will increase by roughly 1000 by 2020.
Massive multiple-input multiple-output (MIMO), which is first advocated in [1], is
identified as one of the key enabling technologies to achieve this goal due to its
strong potential in boosting the spectral efficiency (SE) of wireless networks [1, 2].
The term massive MIMO indicates that the base station (BS) employs a number
of antennas (typically several tens to hundreds) much larger than the number of
active data streams per time-frequency resource. The benefits of massive MIMO
are twofold. First, massive MIMO produces a large surplus of degrees of freedom,
which can be used to create asymptotically orthogonal channels and deliver near
interference-free signals for each user equipment (UE). In this way, the network
SE is enhanced significantly because more UEs can be served in parallel and each
UE suffers from less interference. On the other hand, the tremendous array gain of
the large-scale antenna array also helps to save transmit power and thus potentially
improves the energy efficiency.

Massive MIMO was originally designed for time-division duplex (TDD) system
[1–7], since by exploiting the channel reciprocity in TDD setting, the required
channel state information (CSI) for downlink transmission at the BS can be easily
obtained via uplink training [1]. The training overhead scales linearly with the
number of user equipments (UEs) and is independent with the number of BS
antennas, which is acceptable in most of the typical scenarios. As frequency-division
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duplex (FDD) dominates the current wireless cellular systems, the application of
massive MIMO in FDD system is even more desirable. In FDD massive MIMO,
the downlink training and corresponding CSI feedback yield an unacceptably high
overhead, which poses a significant bottleneck on the achievable SE. One attempt
of practical FDD massive MIMO is called joint spatial division and multiplexing
(JSDM) [8], where the correlation between channels is exploited to reduce the
training and feedback dimensions. Another scheme that enables FDD massive
MIMO is called beam division multiple access (BDMA) [9]. The BDMA gets rid
of the need of CSI at transmitter and provides strong potential to realize massive
MIMO gain in FDD system. Moreover, other innovative approaches, such as the
phase-only beamforming [10] and two-stage beamforming [11], are also promising
solutions to the FDD massive MIMO.

In TDD and FDD massive MIMO systems (namely, half-duplex (HD) massive
MIMO systems), the uplink and downlink UEs must be allocated with orthogonal
time slots or frequency bands, which results in insufficient utilization of time-
frequency resources. Inspired by the recent development of full-duplex (FD)
communication [17], co-time co-frequency uplink and downlink (CCUD) trans-
mission becomes another option in the cellular system. Although attractive in SE,
CCUD transmission is considered challenging due to the strong self-interference
(SI) caused by the signal leakage between BS transmitter and receiver, especially
when the BS is equipped with large-scale antenna arrays. In the small-scale MIMO
system, the SI can be mitigated by the active SI cancellation (SIC) scheme, such
as digital/circuit domain SIC and spatial suppression [17]. However, the impractical
requirement of instantaneous high-dimension SI channel knowledge makes these
technologies difficult when applied in the large-scale antenna system. The passive
SIC can be applied in the SI channel-unware environment, but it fails to provide
satisfactory SIC level when used alone [17]. On the other hand, to support the CCUD
transmission, the BS employs a separate antenna configuration1 where two separate
large-scale antenna arrays are used for transmission and reception, respectively
[18]. In this case, the downlink channel reciprocity is commonly considered as
unavailable [19]. Without reciprocity, the training overhead to obtain the downlink
CSI scales linearly with the number of BS antennas, which poses another big
challenge. In [18], to make the system feasible, the authors assumed that each
transmit antenna of BS is also connected with a receive radio-frequency chain so
that it can receive the pilot signal. In this case, the downlink reciprocity can still be
exploited, however, at cost of additional hardware complexity.

Note that the CCUD transmission in the cellular system with massive MIMO
BS has been investigated recently in several works (see [12–16] and the references
therein). For example, the authors in [12–14] studied the SE performance of

1We mention that there exists another choice of shared antenna configuration which uses a single
antenna array for transmission and reception. However, under the current technologies, the shared
configuration is still difficult in the multi-antenna system due to the significant cross talk between
different antennas [20]. Therefore, it will not be considered in this chapter.
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CCUD transmission in both macro-cell and small-cell environments. The linear
beamforming design of the BS for CCUD transmission has been considered in [15]
and [16]. However, most of these works are based on the assumption that the SI
has been suppressed to a reasonable level and the uplink/downlink channel can be
efficiently obtained. As a result, the aforementioned challenges are still not fully
addressed.

In this chapter, we investigate the feasibility of CCUD transmission in the cellular
system with massive MIMO BS. The contributions are summarized as follows.

1. By exploiting the beam-domain representation of channels based on the basis
expansion model [23], we prove that massive MIMO channel matrix (vector)
can be represented by a low-dimension effective beam-domain channel matrix
(vector). Based on this property, we propose a beam-domain full-duplex (BDFD)
massive MIMO scheme (BDFD scheme for short) to enable CCUD transmission
in the cellular system. We show that the BDFD scheme achieves significant
saving in uplink/downlink training and achieves the uplink and downlink sum
capacities simultaneously as the number of BS antennas approaches to infinity.

2. Then, we investigate several important components for the practical imple-
mentation of BDFD scheme in the cellular system, including UEs grouping,
effective beam-domain channel estimation, beam-domain data transmission, and
interference control between uplink and downlink.

3. Finally, we examine the SE of BDFD scheme using the third-generation partner-
ship project long-term evolution (3GPP LTE) simulation model for macro-cell
environment. The results demonstrate the superiority of BDFD scheme over the
TDD/FDD massive MIMO.

The rest of the paper is organized as follows. The system and channel models
are described in Sects. 2, 3, and 4 considering the basic ideal and practical
implementation of BDFD scheme, respectively. Section 5 presents the simulation
results. Section 6 draws the conclusions.

Notation E (·) denotes the expectation. δ(·) denotes the Dirac delta function.
A{B1,B2} denotes the submatrix of A by keeping its rows indexed by set B1 and
columns indexed by set B2. A{B, :} (A{:, B}) denotes the submatrix of A by keeping its
rows (columns) indexed by set B. (·)T , (·)∗ , (·)H , |·|, ‖·‖, and tr(·) denote transpose,
conjugate, conjugate-transpose, determinant, Frobenius norm, and trace of a matrix,
respectively. A
0 means that A is Hermitian positive semi-definite matrix. The
frequently used symbols in this paper are summarized in Table 1.

2 System and Channel Models

Consider a single-cell system with a FD BS, a number of uplink UEs, and a number
of downlink UEs as shown in Fig. 1a. We assume that all UEs are HD and have
single antenna. To support the CCUD transmission, the BS employs two separate
large-scale antenna arrays for transmission and reception, respectively. The uniform
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Table 1 Summary of frequently used symbols

Symbols Descriptions

hku

(
hkd

)
The channel vector between uplink UE ku (downlink UE kd) and BS

HSI The SI channel matrix from transmit antenna array to receive antenna
array of the BS

Hgu

(
Hgd

)
The channel matrix between uplink group gu (downlink group gd) and
BS

N The number of transmit/receive antennas of BS
Mu,Md ,MSI The numbers of scattering clusters for uplink, downlink, and SI channels
[
θmin
ku,i , θ

max
ku,i

]
The DOA region of uplink signal from UE ku resulting from the ith
scattering cluster

[
θmin
kd ,i , θ

max
kd ,i

]
The DOD region of downlink signal to UE kd resulting from the ith
scattering cluster

Sω,i(·),ω ∈ {ku, kd , SI} The product of the large-scale fading and channel power angle spectrum
gu,k(gd,k) The kth UE in the uplink group gu (downlink group gd)
Bku

(
Bkd

)
The active beam set of uplink group UE ku (downlink group UE kd)

Bgu

(
Bgd

)
The active beam set of uplink group gu (downlink group gd)

BSI,R,BSI,T The active beam sets of SI channel
Gu(Gd) The set of all uplink (downlink) group
Kgu

(
Kgd

)
The number of UEs in uplink group gu (downlink group gd)

bu(bd) The number beams in uplink (downlink) UE group
σ The variance of AWGN

linear arrays are assumed. In the practical implementation, the transmit and receive
antenna arrays of the BS can be deployed on the opposite sides of a building with
distance of tens of meters to reduce the SI.

We use hku ∈ C
N×1 to denote the channel vector from the uplink UE ku to the

receive antenna array of BS and use hkd
∈ C

N×1 to denote the channel vector from
the transmit antenna array of BS to downlink UE kd, where N denotes the number of
transmit/receive antennas at the BS.2 We use HSI ∈ C

N × N to denote the SI channel
matrix from transmit antenna array to receive antenna array of the BS.

We consider the general cluster-based channel model [21] where the received
signal at the BS from the uplink UE ku is a sum of the contributions from Mu

scattering clusters. The direction of arrival (DOA) of signals resulting from the

ith cluster is within the region
[
θmin
ku,i , θ

max
ku,i

]
. Thus, the channel vector between the

uplink UE ku and the BS can be expressed as [21]

hku =
Mu∑

i=1

∫ θmax
ku,i

θmin
ku,i

a (θ) rku,i (θ) dθ (1)

2To simplify the notation, we assume the symmetric antenna deployment at the BS. Extension to
the situation with different numbers of transmit and receive antennas is straightforward.
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Fig. 1 TDD/FDD massive MIMO and FD massive MIMO systems. (a) TDD/FDD massive
MIMO. (b) Full-duplex massive MIMO

where a(θ ) = [1, exp(j2πd sin (θ )/λ), · · · , exp(j2πd(N − 1) sin (θ )/λ)]T is the
array response vector with d and λ denoting the antenna spacing and carrier
wavelength, respectively. rku,i (θ) denotes the complex-valued response gain. In
the above model, the DOA regions of signals from different scattering clus-
ters are disjoint (otherwise, these signals should be considered from the same
scattering cluster). Therefore, the number of scattering clusters is finite because
∑Mu

i=1

(
θmax
ku,i − θmin

ku,i

)
≤ 2π .
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Similarly, let
[
θmin
kd ,i , θ

max
kd ,i

]
be the direction of departure (DOD) region of signals

resulting from the ith scattering clusters and let rkd ,i (θ) denote the associated
complex-valued response gain; the channel vector from the BS to downlink UE
kd can be written as

hkd
=

Mu∑

i=1

∫ θmax
kd ,i

θmin
kd ,i

a (θ) rkd ,i (θ) dθ (2)

The SI signal can be viewed as the contributions of signals from MSI scattering
clusters with different DOA and DOD regions. Thus, the SI channel matrix HSI can
be expressed as

HSI =
MSI∑

i=1

∫ θmax
R,i

θmin
R,i

∫ θmax
T ,i

θmin
T ,i

rSI,i (θR, θT ) a (θR) aH (θT ) dθRdθT (3)

where rSI,i(θR, θT ) denotes the complex-valued response gain. In real systems, the
BS is commonly elevated at a relatively high altitude, e.g., on the top of a high
building or a dedicated tower, so that there are few surrounding scatterers [24].
Moreover, we assume that the passive SIC scheme for infrastructure nodes in [25]
has been used, and the direct path between transmit and receive antenna arrays of
BS is virtually cancelled. Therefore, in this chapter, we assume that the number of
scattering clusters for SI channel is small.

In (1), (2), and (3), the complex-valued response gains with different incidence
angles are uncorrelated [22], that is,

E
[
rku,i (θ) r∗

ku,i (θ)
] = Sku,i (θ) δ

(
θ − θ ′)

E
[
rkd ,i (θ) r∗

kd ,i (θ)
] = Skd ,i (θ) δ

(
θ − θ ′)

E
[
rSI,i (θR, θT ) r∗

SI,i (θR, θT )
] = SSI,i (θR, θT ) δ

(
θR − θ ′

R

)
δ
(
θT − θ ′

T

)
(4)

where Sω,i(·),ω ∈ {ku, kd, SI} represents the product of the large-scale fading and
channel power angle spectrum. Note that the considered model can be easily trans-
formed into several well-known massive MIMO channel models. For example, by
setting Mu = Md = 1, we obtain the “one-ring” model studied in [8]. The “one-ring”
model is typically used in the macro-cell environment where the uplink/downlink
received signals are resulted from the scattering process in the vicinity of the UEs
[21]. Moreover, by setting

rku,i (θ) =
∑

j

rku,i,j δ
(
θ − θj

)
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rku,i (θ) =
∑

j

rku,i,j δ
(
θ − θj

)

rSI,i (θR, θT ) =
∑

j,l

rkSI ,i,j,lδ
(
θR − θR,j

)
δ
(
θT − θT ,j

)
(5)

we arrive at the ray-cluster-based spatial channel model which is usually used for
millimeter wave MIMO systems [26]. Therefore, the results in this chapter can be
readily applied in these scenarios.

3 Beam-Domain Full-Duplex Transmission Scheme

In this section, we propose a BDFD scheme to realize CCUD transmission in the
cellular system. Using the basis expansion model, we first derive the beam-domain
channel representation which is the projection of channel vector (matrix) on a
common basis. The benefit of the beam-domain representation is that the channel
becomes compressible in the beam domain under certain basis. Using this property,
channel dimension required to be estimated can be greatly reduced. Moreover, by
exploiting the structure of SI channel in the beam domain, it is possible to eliminate
the SI without using the instantaneous SI channel knowledge and hence realize
efficient CCUD transmission.

3.1 Beam-Domain Channel Representation

Under the basis expansion model [23], the uplink channel vector can be expanded
from a set of uniform basis vectors {f1, f2, · · · , fN} ∈ C

N × 1, that is

hku =
N∑

m=1

h̃ku,mfm = Fh̃ku (6)

where F = [f1, f2· · · , fN]. Following [9], the basis vector fi is also called a beam, and

h̃ku =
[
h̃ku,1, h̃ku,2, · · · , h̃ku,N

]T

is called the beam-domain channel.3 According

to (1) and (6), we have

3Note that the idea of beam-domain channel was also studied in [9] for FDD massive MIMO
system. However, we investigate the beam-domain properties of a more general channel model
and present new capacity achieving scheme using these properties.
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h̃ku = FH hku =
Mu∑

i=1

∫ θmax
ku,i

θmin
ku,i

FH a (θ) rku,i (θ) dθ (7)

To investigate the compressibility of beam-domain channel, we propose the
following lemma.

Lemma 1 Consider the basis F = [f1, f2· · · , fN] with fn = 1√
N

[
1, exp (j2πdθn/λ) ,

· · · , exp (j2πd (N − 1) θn/λ)
]T . θn is defined as the beam angle of nth beam fn,

which is selected so that the different beams are orthogonal. As the number of BS
antennas N tends to infinity, the average beam-domain channel gain for the uplink

UE ku associated with the nth beam fn, i.e., E

[∣
∣
∣h̃ku,n

∣
∣
∣
2
]

, has non-negligible value

only when θn ∈ ∪Mu

i=1

[
sin θmin

ku,i − ε, sin θmax
ku,i + ε

]
, where ε ≥ 0 and limN → ∞ε = 0.

Proof Using (7) and [28, Eq. (5)], E

[∣
∣
∣h̃ku,n

∣
∣
∣
2
]

can be written as

E

[∣
∣
∣h̃ku,n

∣
∣
∣
2
]

=
Mu∑

i=1

∫ θmax
ku,i

θmin
ku,i

∣
∣fHn a (θ)

∣
∣2Sku,i (θ) dθ

=
Mu∑

i=1
N

∫ θmax
ku,i

θmin
ku,i

asinc2
N

(
d

λ
θn − d

λ
sin θ

)

Sku,i (θ) dθ

︸ ︷︷ ︸
Yi

(8)

where asincN(x) is the aliased sinc function, which is defined as asincN(x)=
sin(Nπx)/(N sin (πx)). The envelope of the squared aliased sinc function is shown
in Fig. 2. Assuming θn = sin θmax

ku,i + ε with ε > 0 and i ∈ {1, 2, · · · , Mu}, the ith term
in the summation of (8), named as Yi, can be upper bounded as

Yi ≤ N max
θ∈

[
θmin
ku,i ,θ

max
ku,i

]Sku,i (θ)
∫ θmax

ku,i

θmin
ku,i

asinc2
N

(
d
λ
θn − d

λ
sin θ

)
dθ

≤ N max
θ∈

[
θmin
ku,i ,θ

max
ku,i

]Sku,i (θ)

Lmax
i∑

l=Lmin
i

∫ ϑl

ϑl+1
asinc2

N

(
d
λ
θn − d

λ
sin θ

)
dθ

≤ N
(
Lmax

i − Lmin
i

)
max

θ∈
[
θmin
ku,i ,θ

max
ku,i

]Sku,i (θ)
∫ ϑ

Lmin
i

ϑ
Lmin

i
+1

asinc2
N

(
d
λ
θn − d

λ
sin θ

)
dθ

≤
(
Lmax

i −Lmin
i

)
(

ϑ
Lmin

i
−ϑ

Lmin
i

+1

)

N
(
πLmin

i

)2 max
θ∈

[
θmin
ku,i ,θ

max
ku,i

]Sku,i (θ)

(9)

where Lmin
i =

⌈
Nd

(
θn − sin θmax

ku,i

)
/λ

⌉
and Lmax

i =
⌊
Nd

(
θn − sin θmin

ku,i

)
/λ

⌋
.

ϑl = arcsin (θn − λl/dN) is the lth zero point of the function asinc2
N(d(θn− sin θ)/λ).
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Fig. 2 Envelope of the squared aliased sinc function, where N = 100

The lth term in the summation of the second step is the integral over the lth side
lobe of the squared aliased sinc function as shown in Fig. 2. The third step is based
on the fact that the power of the side lobe of aliased sinc function is a decreasing
function of its index. The last step is obtained by using the property that the aliased
sinc function converges to the standard sinc function as N → ∞ [29, Ch. 3] and
using the fact sinx ≤ 1.

Note that Lmax
i −Lmin

i scales with O(N). Moreover, as N → ∞, ϑLmin
i

−ϑLmin
i +1

can be replaced by the differential of the arcsinx at point x = θn − λLmin
i /dN , i.e.,

ϑLmin
i

− ϑLmin
i +1 = λ

dN
d(arcsin x)

dx

∣
∣
∣
x=θn− λLmin

i
dN

= λ
dN

(

1 −
(

θn − λLmin
i

dN

)2
)−1/2

= O
(

1
N

) (10)

Recall that we have assumed θn = sin θmax
ku,i + ε. Thus, we have Lmin

i =
�dNε/λ�. Based on the results in the above, the upper bound of Yi given by
the last step of (9) converges to zero when N → ∞ as long as ε ≥ O (Nu)

with u > − 3/2. If we can choose ε = O (
N−1

)
, then ε approaches to 0 if

N → ∞. In the same way, we can obtain the similar result if θn = sin θmax
ku,i − ε.

Therefore, as N → ∞, Yi (∀i ∈ {1, 2, · · · , Mu}) has non-negligible value only

if θn ∈
[
sin θmin

ku,i − ε, sin θmax
ku,i + ε

]
, where limN → ∞ε = 0. This completes the

proof.
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Note that the upper bound of Yi in (9) is generally not tight. However, this

does not impact the analysis because Yi
N→∞→ 0 as long as its upper bound

converges to 0.
If we consider sinθ as the virtual DOA of the uplink signal, in Lemma 1 we actu-

ally select the beam angle to mimic virtual DOA. That is why only the beam-domain

channel elements with beam angles within ∪Mu

i=1

[
sin θmin

ku,i − ε, sin θmax
ku,i + ε

]
have

non-negligible gains. From Lemma 1, the beam-domain channel vector exhibits the
desired compressibility in the large N regime when the considered basis is used.
Therefore, the basis in Lemma 1 will be employed in the following.

Example 1 As a concrete example of the compressibility, we consider a scenario

with N = 128, Mu = 1, and
[
θmin
ku,1, θ

max
ku,1

]
= [

24.3
◦
, 35.7

◦]
. This corresponds

to “one-ring” model with about 30 m scattering radius and 300 m BS-to-UE
distance [21]. The normalized average beam-domain channel gain, which is defined

as E

[∣
∣
∣h̃ku,n

∣
∣
∣
2
]

/ max
n′=1,2,··· ,N

E

[∣
∣
∣h̃ku,n′

∣
∣
∣
2
]

, is plotted in Fig. 3. The beam-domain

channel elements whose beam angles are within
[
sin θmin

ku,1, sin θmax
ku,1

]
are marked

in red. From the figure, we can see that the gains of these channel elements are
much higher than the remaining, which matches well with the results in Lemma 1.
In fact, from the simulation results, about 96.6% of channel power is captured by
these channel elements (less than 10% of the all elements) when N = 128. This
value becomes 96.9% and 98.1% if we increase N to 256 and 512, respectively.

Fig. 3 Normalized average beam-domain channel gain as a function of index of the associated

beam, where θn = λ
d

(
n
N

− 1
2

)
, and d = λ/2
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Based on Lemma 1, we can approximate the channel vector from uplink UE ku

to BS as

hku ≈
∑

m∈Bku

h̃ku,mfm = F{:,Bku}h̃{Bku ,:}
ku

(11)

where Bku is called the active beam set which contains the indexes of beams
with non-negligible beam-domain channel gains. F{:,Bku} is called the active beam
space, whose columns are consisted of the beams in Bku . The reduced-dimension

beam-domain channel vector h̃{Bku ,:}
ku

∈ C|Bku |×1 is called the effective beam-
domain channel. Note that (11) holds with equality as N → ∞ according to
Lemma 1. Based on (1) and (11), the effective beam-domain channel vector can be
expressed as

h̃{Bku ,:}
ku

=
(

F{:,Bku})H

hku =
Mu∑

i=1

∫ θmax
ku,i

θmin
ku,i

(
F{:,Bku})H

a (θ) rku,i (θ) dθ (12)

From (11), the original channel vector can be recovered from the effective beam-
domain channel vector if the DOA (and hence the active beam set) information
is known. As a result, in order to obtain hku , it is enough to estimate the

∣
∣Bku

∣
∣-

dimension effective beam-domain channel during the training phase. This can
potentially result in significant saving of the training resource.

In the practical scenario with arbitrary finite number of BS antennas, the active
beam set Bku can be obtained by solving a cardinality minimization problem, with
constraint that most of the channel power is captured by the effective beam-domain
channel vector, i.e.,

min
Bku

∣
∣Bku

∣
∣

s.t.

⎧
⎪⎪⎪⎨

⎪⎪⎪⎩

E

[∥
∥
∥
∥h̃

{Bku
,:}

ku

∥
∥
∥
∥

2
]

E

[∥
∥
∥h̃ku

∥
∥
∥

2
] =

Mu∑

i=1

∫ θmax
ku,i

θmin
ku,i

∥
∥
∥
∥

(
F{:,Bku})H

a(θ)

∥
∥
∥
∥

2

Sku,i (θ)dθ

Mu∑

i=1

∫ θmax
ku,i

θmin
ku,i

‖FH a(θ)‖2
Sku,i (θ)dθ

≥ η

η < 1

(13)

where η < 1 denotes the threshold and should be chosen closed to 1 in real
implementation. The problem is combinatorial and difficult to solve in closed form.
However, since (13) is related only with DOA information which is slow time-
varying,4 we can build off-line table of Bku for different DOA regions to reduce
the computation load. If N is large enough, to further reduce the complexity, we can

4Since the DOA/DOD information is slow time-varying, we assume that these parameters can be
obtained perfectly at the BS through the long-term estimation [27].
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simply select the beams whose angles are in θm ∈ ∪MSI

i=1

[
sin θmin

R,i − ε, sin θmax
R,i + ε

]

to constitute Bku . According to Lemma 1 (also demonstrated by in Example 1), the
beam-domain channel elements associated with these beams contain almost all the
channel power in the large N regime.

Similarly, with the basis expansion model, the channel vector from the BS to
downlink UE kd and the associated effective beam-domain channel vector can be
expressed as

H̃{BSI,R,BSI,T }
SI =

(
F{:,BSI,R})H

HSI F{:,BSI,T }

=
MSI∑

i=1

∫ θmax
R,i

θmin
R,i

∫ θmax
T ,i

θmin
T ,i

rSI,i (θR, θT )
(

F{:,BSI,R})H

a (θR) aH (θT ) F{:,BSI,T }dθRdθT

(14)

where the active beam set Bkd
can be design by solving a similar problem as that in

(13).
To exploit the compressibility of SI channel, the basis expansion is performed for

column and row spaces of HSI simultaneously, which results in HSI = FH̃SI FH .
As a generalization of Lemma 1, we have the following Lemma.

Lemma 2 The average beam-domain SI channel gain E

[∣
∣
∣
∣

[
H̃SI

]

m,n

∣
∣
∣
∣

2
]

=

E

[∣
∣fHm HSI fn

∣
∣2
]

has non-negligible value only when the beam angle of fm lies

in ∪MSI

i=1

[
sin θmin

R,i − ε, sin θmax
R,i + ε

]
, and meanwhile the beam angle of fn lies

in ∪MSI

i=1

[
sin θmin

T ,i − ε, sin θmax
T ,i + ε

]
, where ε approaches to zero in the large N

regime.

Lemma 2 can be simply proved by using a similar procedure at that in
the proof of Lemma 1. Therefore, the detailed proof is omitted due to space
limitation. From Lemma 2, the SI channel matrix can be approximated as HSI ≈
F{:,BSI,R}H̃{BSI,R,BSI,T }

SI

(
F{:,BSI,T })H

, where the effective beam-domain SI channel

matrix H̃{BSI,R,BSI,T }
SI ∈ C|BSI,R |×|BSI,T | can be expressed as

H̃{BSI,R,BSI,T }
SI =

(
F{:,BSI,R})H

HSI F{:,BSI,T }

=
MSI∑

i=1

∫ θmax
R,i

θmin
R,i

∫ θmax
T ,i

θmin
T ,i

rSI,i (θR, θT )
(

F{:,BSI,R})H

a (θR) aH (θT ) F{:,BSI,T }dθRdθT

(15)

The active beam sets BSI,R and BSI,R can be determined by solving the problem
(16) on the top of the next page, where H̃SI is defined as H̃SI = FH HSI F and η < 1
denotes the threshold in (16), shown at the bottom of the page.
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min
BSI,R,BSI,T

max
{∣
∣BSI,R

∣
∣ ,

∣
∣BSI,T

∣
∣
}

s.t.
E

[∥
∥
∥
∥H̃

{BSI,R ,BSI,T }
SI

∥
∥
∥
∥

2
]

E

[∥
∥
∥H̃SI

∥
∥
∥

2
]

=

MSI∑

i=1

θmax
R,i∫

θmin
R,i

θmax
T ,i∫

θmin
T ,i

SSI,i (θR,θT )

∥
∥
∥
∥

(
F{:,BSI,R})H

a(θR)aH (θT )F{:,BSI,T }∥∥∥
∥

2

dθRdθT

MSI∑

i=1

θmax
R,i∫

θmin
R,i

θmax
T ,i∫

θmin
T ,i

SSI,i (θR,θT )‖FH a(θR)aH (θT )F‖2
dθRdθT

≥ η

(16)

3.2 Beam-Domain Full-Duplex Transmission

The key idea of the BDFD scheme lies in partitioning UEs according to their active
beam sets to realize efficient CCUD transmission. In particular, we divide the UEs
into groups according the following two criteria (UE grouping criteria):

1. Criterion 1: The uplink/downlink UEs with the same active beam set are collected
in the same group. The active beam sets of different uplink/downlink groups are
non-overlapping. Mathematically, letting Bgu and Bg′

u
be the active beam sets of

two arbitrary uplink groups gu and g′
u, and letting Bgd

and Bg′
d

be the active beam
sets of two arbitrary downlink groups gd and g′

d , we have Bgu ∩ Bg′
u

= ∅ and
Bgd

∩ Bg′
d

= ∅.
2. Criterion 2: Let Gu and Gd be the sets of uplink UE groups and downlink UE

groups, respectively. The active beam sets Bgu and Bgd
satisfy

(∪gu∈GuBgu

) ∩
BSI,R = ∅ or

(∪gd∈Gd
Bgd

) ∩ BSI,T = ∅.

For the sake of illustration, in the following we assume that each active beam
set contains the same number of beams, i.e.,

∣
∣Bgu

∣
∣ = bu and

∣
∣Bgd

∣
∣ = bd . Define

the index gu,k = k + ∑gu−1
g′
u=1Kg′

u
to denote the kth uplink UE of the uplink group

gu, where Kgu is the number of UEs in the group gu. Similarly, letting Kgd
be the

number of UEs in the downlink group gd, we can define the gd,k = k + ∑gd−1
g′
d=1Kg′

d

to denote the kth downlink UE of the group gd. Define Hgu =
[
hgu,1 , · · · , hgu,Kgu

]

and Hgd
=

[
hgd,1 , · · · , hgd,Kgd

]
as the channel matrix from the uplink group gu to

the BS and that from the BS to the downlink group gd, respectively, and define H̃gu

and H̃gd
as the corresponding beam-domain channel matrices.

During the data transmission phase, the uplink UEs transmit data to the BS,
and meanwhile, the BS transmits data to the downlink UEs. Assuming the above
UE grouping criteria, the received signals at the BS and downlink group gd can be
expressed as

yu =
∑

g′
u∈Gu

Hg′
u
sg′

u
+ HSI

∑

g′
d∈Gd

xg′
d

+ nu (17)
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ygd
= HH

gd

∑

g′
d∈Gd

xg′
d

+
∑

g′
u∈Gu

Hg′
u→gd

sg′
u
+ ngd

(18)

where nu and ngd
denote the additive white Gaussian noises (AWGNs) with

variance σ . Hg′
u→gd

denotes the interference channel from uplink group gu to
downlink group gd. Since the UEs have single antenna and are geographically
distributed, the elements of Hg′

u→gd
are assumed to be independent Gaussian

random variables with zero mean. sgu ∈ C
Kgu×1 denotes the transmit signal

of uplink group gu. xgd
∈ C

N×1 denotes the precoded transmit signal of
the BS. In the BDFD scheme, the UEs of the downlink group gd detect
signal only on their active beam space. Therefore, we let xgd

= F
{:,Bgd

}

x̃gd
,

where x̃gd
∈ C

bd×1 is referred to as the beam-domain precoded transmit
signal.

By multiplying both sides of (17) with
(

F{:,Bgu}
)H

and using the definition

xgd
= F

{:,Bgd

}

x̃gd
on (18), we arrive at the beam-domain received signal at the BS

from uplink UE group gu and the beam-domain received signal at downlink group
gd

ỹgu = H̃{Bgu ,:}
gu

sgu +
∑

g′
u∈Gu/{gu}

H̃{Bgu ,:}
g′
u

sg′
u
+

∑

g′
d∈Gd

H̃

{
Bgu ,Bg′

d

}

SI x̃g′
d

+ ñgu (19)

ỹgd
=

(

H̃
{
Bgd

,:}
gd

)H

x̃gd
+

∑

g′
d∈Gd/{gd }

(

H̃

{
Bg′

d
,:
}

gd

)H

x̃g′
d

+
∑

g′
u∈Gu

Hg′
u→gd

sg′
u
+ ngd

(20)

where ñgu =
(

F{:,Bgu}
)H

nu. Note that (20) is in fact the same with (18). To

emphasize that (20) is the beam-domain received signal and be consistent with (19),
we introduce the new notation ỹgd

. The second terms on the right-hand sides (RHSs)
of (19) and (20) indicate the inter-group interferences (IGIs). The third term of RHS
of (19) denotes the received SI. From (19), bu should satisfy bu ≥ Kgu in order to
support Kgu independent data streams. Similarly, we require bd ≥ Kgd

in downlink
according to (20). As will be shown in Sect. 4.4, with simple UE scheduling, the
interference from uplink UEs to downlink UEs can be made negligible compared to
AWGN. Thus, we temporarily neglect this interference term in the analysis below.
In this case, we build the optimality of the BDFD scheme using the following
theorem.

Theorem 1 Assuming the UE grouping criteria is satisfied and the effective beam-
domain channel matrices for all uplink and downlink groups are perfectly known,
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the BDFD scheme achieves the uplink and downlink sum capacities5 simultaneously
as the number of BS antennas approaches to infinity.

Proof Recalling the UE grouping Criterion 1 and Lemma 1, we can deduce that the
IGI approaches to zero in the large N regime. Since we require

(∩gu∈GuBgu

) ∩
BSI,R = ∅ or

(∩gd∈Gd
Bgd

) ∩ BSI,T = ∅ in UE grouping Criterion 2, the

elements of H̃

{
Bgu ,Bg′

d

}

SI SI converge to zero6 for very large N according to Lemma
2. Therefore, as N → ∞ the beam-domain received signal ỹgu reduces to

ỹgu = H̃{Bgu ,:}
gu

sgu + ñgu (21)

Let Rsum
u (Pu) be the uplink achievable sum rate with total power constraint Pu,

and let 
gu = E

[
sgusH

gu

]
be the diagonal input covariance matrix of the uplink

group gu. Assuming the minimum mean square error with successive interference
cancellation (MMSE-SIC) is employed to detect sgu from (23), the uplink achievable
sum rate can be expressed as (22) [30] on the top of the next page, where the second
step is based on the property �I+AB � = � I+BA�. The last step follows from Lemma

1, i.e., Hgu = F{:,Bgu}H̃{Bgu ,:}
gu

is satisfied as N → ∞. Note that the last line of (22)
is exactly the uplink sum capacity [30].

Rsum
u (Pu)= max

�gu�0,
∑

gu∈Gu

tr(�gu)≤Pu

∑

gu∈Gu

log2

∣
∣
∣
∣Ibu+ 1

σ
H̃{Bgu}

gu
�gu

(
H̃{Bgu}

gu

)H
∣
∣
∣
∣

= max
�gu�0,

∑

gu∈Gu

tr(�gu)≤Pu

∑

gu∈Gu

log2

∣
∣
∣
∣IN+ 1

σ
F{Bgu}H̃{Bgu}

gu
�gu

(
H̃{Bgu}

gu

)H(
F{Bgu}

)H
∣
∣
∣
∣

= max
�gu�0,

∑

gu∈Gu

tr(�gu)≤Pu

∑

gu∈Gu

log2

∣
∣
∣IN+ 1

σ
Hgu�guHH

gu

∣
∣
∣

(22)

Similarly, as N → ∞, according to Criterion 1 and Lemma 1, the downlink
beam-domain received signal ỹgd

reduces to

ỹgd
=

(

H̃
{
Bgd

,:}
gd

)H

x̃gd
+ ngd

(23)

5Herein, the uplink and downlink sum capacities indicate the maximum achievable rates of stan-
dard MIMO multiple access channel (MAC) and MIMO broadcasting (BC) channels, respectively
[30].
6In (III-B) and (III-B), the terms of IGIs and SI are not exactly equal to zero for the general N. So
we keep these terms in the equations.
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Let Rsum
d (Pd) be the downlink achievable sum rate with total power constraint

Pd. Assuming the beam-domain transmit signal x̃gd
is generated according to the

rule of dirty paper code and using the MAC-BC duality [30], we have

Rsum
d (Pd) = max


gd
�0,

∑

gd∈Gd

tr
(

gd

)≤Pd

× log2

∣
∣
∣
∣
∣
∣
IN + 1

σ

∑

gd∈Gd

F
{:,Bgd

}

H̃
{
Bgd

,:}
gd

�gd

(

H̃
{
Bgd

,:}
gd

)H(
F
{:,Bgd

})H

∣
∣
∣
∣
∣
∣

(24)

where �gd
denotes the diagonal input covariance matrix of the dual MAC channel.

To show the optimality of the BDFD scheme, we examine the following equality.
Letting G′

d ⊂ Gd and G′
d �= ∅, for arbitrary gd ∈ G′

d , we have

∣
∣
∣
∣
∣
IN+ 1

σ

∑

gd∈Gd

F
{:,Bgd

}

H̃
{
Bgd

,:}
gd


gd

(

H̃
{
Bgd

,:}
gd

)H(
F
{:,Bgd

})H

∣
∣
∣
∣
∣

= ∣
∣Kgd

∣
∣

∣
∣
∣
∣
∣
IN+ 1

σ
K−1

gd

∑

g′
d∈Gd/{gd }

F

{
:,Bg′

d

}

H̃

{
Bg′

d
,:
}

g′
d


g′
d

(

H̃

{
Bg′

d
,:
}

g′
d

)H(

F

{
:,Bg′

d

})H
∣
∣
∣
∣
∣
∣

= ∣
∣Kgd

∣
∣

∣
∣
∣
∣IN+ 1

σ

(

IN−F
{:,Bgd

}

H̃
{
Bgd

,:}
gd

(


−1
gd

+
(

H̃
{
Bgd

,:}
gd

)H

H̃
{
Bgd

,:}
gd

)−1(

H̃
{
Bgd

,:}
gd

)H

×
(

F
{:,Bgd

})H
)

∑

g′
d∈Gd/{gd }

F

{
:,Bg′

d

}

H̃

{
Bg′

d
,:
}

g′
d


g′
d

(

H̃

{
Bg′

d
,:
}

g′
d

)H(

F

{
:,Bg′

d

})H
∣
∣
∣
∣
∣
∣

= ∣
∣Kgd

∣
∣

∣
∣
∣
∣
∣
IN+ 1

σ

∑

g′
d∈Gd/{gd }

F

{
:,Bg′

d

}

H̃

{
Bg′

d
,:
}

d,g′ 
d,g′

(

H̃

{
Bg′

d
,:
}

d,g′

)H (

F

{
:,Bg′

d

})
∣
∣
∣
∣
∣
∣

(25)

where Kgd
= IN + 1

σ
F
{:,Bgd

}

H̃
{
Bgd

,:}
gd


gd

(

H̃
{
Bgd

,:}
gd

)H(
F
{
Bgd

,:})H

. The second

step is obtained by applying the matrix inversion lemma on K−1
gd

and the third step is
based on Criterion 1. Using (25) repeatedly, we can rewrite the achievable downlink
sum rate (24) as

Rsum
d (Pd) = max


gd
�0,

∑

gd∈Gd

tr
(

gd

)≤Pd

× ∑

gd∈Gd

log2

∣
∣
∣
∣
∣
IN + 1

σ
F
{:,Bgd

}

H̃
{
Bgd

,:}
gd


gd

(

H̃
{
Bgd

,:}
gd

)H(
F
{:,Bgd

})H

∣
∣
∣
∣
∣

= max

gd

�0,
∑

gd∈Gd

tr
(

gd

)≤Pd

∑

gd∈Gd

log2

∣
∣
∣IN + 1

σ
Hgd


gd
HH

gd

∣
∣
∣

(26)
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which is exactly the sum capacity of the dual MAC channel with total power
constraint Pd.

Theorem 1 reveals that only the reduced-dimension effective beam-domain CSI
is enough for the BDFD scheme to achieve the uplink and downlink capacities
simultaneously in the large N regime. Therefore, the BDFD scheme reduces the
difficulty of channel acquisition. Note that conventional TDD/FDD massive MIMO
can only achieve the uplink or downlink capacity on each time-frequency unit, even
full CSI is available. Meanwhile, the BDFD scheme avoids the deployment of active
SIC (which is hardware and energy costly) and does not need the instantaneous
knowledge of the SI channel. However, in the practical application, the passive
SIC may still be needed to suppress the residual SI under the SI channel-unaware
environment.

Remark 1 Note that Theorem 1 is valid for single-cell system. In multicell system
with FD BS, each transmission experiences more interferences compared to the
single-cell situation, which include SI, UE-to-UE interference from both within
the cell and neighboring cells, and BS-to-BS interference. To realize the gain of
FD massive MIMO, efficient multicell interference mitigation technologies from
different aspects, which may include UE scheduling, power control, and multiuser
precoding with limited interference channel knowledge, should be studied.

4 Practical Implementation of BDFD Scheme

In this section, we consider several key components of BDFD scheme in the
practical implementation, which include UE grouping, effective beam-domain chan-
nel acquisition, beam-domain data transmission, and interference control between
uplink and downlink.

4.1 K-Means-Based UE Grouping

In real cellular system, UEs will not naturally partition in groups with exactly the
same active beam set. In order to implement the BDFD scheme efficiently, the UEs
with different active beam sets must be partitioned so that the UE grouping criteria
are satisfied as close as possible. In this subsection, we propose a UE grouping
scheme to achieve this task. Our scheme consists of the following three steps.

Step 1: Compute the active beam sets of all UEs and the SI channel based on the
DOA/DOD information using the method in Sect. 3.1.

Step 2: The aim of the second step is to gather the UEs with similar active beam
spaces into a group based on the K-means principle. Without loss of generality, we
consider the uplink UEs and the operation for downlink UEs is similar. To apply
the K-means algorithm, we need first to define the “distance” between UEs. In the
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proposed scheme, we employ the chordal distance between the active beam spaces
of UEs. In particular, the distance between UEs ku and k′

u can be expressed as

Dchordal

(

F{:,Bku}, F

{
:,Bk′

u

})

=
∥
∥
∥
∥
∥

F{:,Bku}
(

F{:,Bku}
)H − F

{
:,Bk′

u

}(

F

{
:,Bk′

u

})H
∥
∥
∥
∥
∥

2

= ∣
∣Bku

∣
∣ + ∣

∣Bk′
u

∣
∣ − 2

∣
∣Bku ∩ Bk′

u

∣
∣

(27)

where the second equality is based on the orthogonality between columns of F{:,Bku}
and F

{
:,Bk′

u

}

. Moreover, for a group of UEs U , the “centroid” of their active beam
spaces is defined as [31]

F = eigbu

⎧
⎨

⎩

∑

ku∈U

F{:,Bku}(F{:,Bku})H

⎫
⎬

⎭
(28)

where eigbu
{A} indicates the unitary matrix whose columns are composed of bu

dominant eigenvectors of matrix A. Since the columns of F are all eigenvectors of
∑

ku∈UF{:,Bku}
(

F{:,Bku}
)H

, we can obtain F = F
{:,B}

, where B denotes the active

beam set of “centroid.” By examining (28), it is easy to see that B can be expressed
as

B = {
f1, f2, · · · , fbd

}
(29)

where fi is the index of the ith most frequent appeared beam in the sets
{
Bku

}

ku∈U .
With (27) and the notion of active beam set, we can conduct a very simple UE
grouping algorithm based on the K-means principle, as shown in Algorithm 1. Note
that as the output of Algorithm 1, the active beam set for group “centroid” is treated
as the active beam set of that group.

Step 3: After step 2, we get a set of uplink UE groups, a set of downlink
UE groups, and their active beam sets. To meet the SI cancellation condition in
Criterion 2, for each uplink group, if its active beam set (denoted by Bu) is (partially)
overlapped with BSI,R, we update Bu as Bu = Bu/(Bu ∩ BSI,R). The active beam
sets for downlink groups keep unchanged. Alternatively, we can also update the
active beam set of downlink group (denoted by Bd) as Bd = Bd/(Bd ∩ BSI,T ), if
Bd ∩ BSI,T �= ∅, while keeping the active beam sets for uplink groups unchanged.
On the other hand, the active beam sets of different uplink/downlink UE groups after
step 2 may also partially overlapped, which is not allowed according to Criterion
1. To deal with this problem, we further classify the uplink/downlink UE groups
into several clusters so that the active beam sets of uplink/downlink UE groups in
the same cluster are non-overlapping with certain guard interval. On certain time-
frequency resource, only one uplink cluster and one downlink cluster are served
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using the BDFD scheme. Moreover, the UEs groups from different clusters are
served using orthogonal time-frequency resources to eliminate the interference.

Remark 2 Here, we mention that orthogonal time-frequency resource allocation
for different clusters does not mean more time-frequency resource consumption.
The reason is that, in the cellular system, the number of UEs within each cell is com-
monly large. Thus it is impossible to serve all UEs using the same time-frequency
resource. To access to the network, UEs which cannot be served simultaneously
should be allocated to other time-frequency resources using technologies such as
orthogonal frequency-division multiple access. Thus, the UE clustering operation
can actually be viewed as an additional constraint on time-frequency resource
allocation and will not degrade the system SE significantly.

Remark 3 When the active beam sets of uplink or downlink groups are (partially)
overlapped with that of the SI channel, these groups get less beams due to Criterion
2. This may cause some problems in fairness between uplink and downlink UEs.
Note that Criterion 2 can be satisfied by reducing the active beams of uplink UE
groups or downlink groups in step 3. Therefore, if we reduce the active beams of
uplink group to meet Criterion 2 in odd time slots, and reduce the active beams
of downlink group to meet Criterion 2 in even time slots. The fairness can be
improved to some extent. More intelligently, the resource allocation algorithm in
time-frequency dimension can be investigated to achieve some kind of fairness (e.g.,
max-min fairness) among all UEs. This is interesting for future research.

4.2 Full-Duplex Effective Beam-Domain Channel Estimation

In this subsection, we propose a full-duplex channel estimation scheme to estimate
the effective beam-domain channels. During the training phase, all the uplink UEs
transmit pilot signals to the BS, and meanwhile, the BS transmits the pilot signals

to the downlink UEs. Let �u ∈ C
τu× max

gu∈Gu
Kgu

be the orthogonal pilot sequence set
for uplink training, where τ u denotes the length of pilot sequence which satisfies
τu ≥ max

gu∈Gu

Kgu . The pilot sequences allocated for group gu can be given by

�gu = �
{:,1:Kgu}
u . Meanwhile, let �d ∈ Cτd×bd be the orthogonal downlink pilot

sequences, where τ d ≥ bd denotes the length of pilot sequence. The downlink pilot
sequence for group gd is precoded by multiplying the matrix F

{:,Bgd

}

. This operation
is essential to suppress the IGI during training phase as will be seen below. The
received pilot signals at the BS and the downlink group gd can be expressed as

Yu =
∑

g′
u∈Gu

Hg′
u
�T

g′
u
+ HSI

∑

g′
d∈Gd

F

{
:,Bg′

d

}

�̇T
d + Nu (30)
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Ygd
= HH

gd

∑

g′
d∈Gd

F

{
:,Bg′

d

}

�T
d + Ngd

(31)

where �̇d = �
{1:τu}
d if τ d ≥ τ u and �̇d =

[
�T

d , 0T
(τu−τd )×bd

]T

if τ d < τ u. Nu and

Nd denote the AWGNs with variance σ .

Uplink Effective Beam-Domain Channel Estimation

By multiplying both sides of (30) with
(

F{:,Bgu}
)H

, we arrive at the beam-domain

receive pilot signal from uplink group gu

Ygu =
(

F{:,Bgu}
)H

Yu

= H̃{Bgu,:}
gu

�T
gu

+ ∑

g′
u∈Gu/{gu}

H̃{Bgu ,:}
g′
u

�T
g′
u
+ ∑

g′
d∈Gd

H̃

{
Bgu ,Bg′

d

}

SI �̇T
d +

(
F{:,Bgu}

)H

Nu

(32)

With (32), the least squares (LS) estimator of the effective beam-domain channel
vector for the uplink UE gu,k can be obtained as

h̃{Bgu ,:}
gu,k,LS = 1

τupu
Ygu�

∗
uek

= h̃{Bgu ,:}
gu,k

+ ∑

g′
u∈Gu/{gu}

h̃{Bgu ,:}
g′
u,k

+ 1
τupu

∑

g′
d∈Gd

H̃

{
Bgu ,Bg′

d

}

SI �̇T
d �∗

uek

+ 1
τupu

(
F{:,Bu,g})H

Nu�
∗
uek

(33)

where pu denotes the power of each uplink pilot symbol, i.e.,
∣
∣
∣
[
�gu

]

i,j

∣
∣
∣
2 = pu.

The second term of RHS of (33) indicates the pilot contamination due to the use of
same pilot sequences over all the uplink groups. The third term is the SI due to the
simultaneous uplink and downlink training. Recalling Criterion 1 and Criterion 2
in the last section, and using Lemma 1 and Lemma 2, we can deduce that the pilot
contamination and SI approach to zero in the large N regime.

In the practical scenario with finite number of BS antennas, the LS estimate
in (33) can be further refined by a linear minimum mean square error (LMMSE)
procedure to mitigate the residual pilot contamination and SI. Based on the
general expression of LMMSE estimator [32, Ch. 12], the refined estimates can be
expressed as
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h̃{Bgu ,:}
gu,k,LM =

Mu∑

i=1

∫ θmax
gu,k,i

θmin
gu,k,i

(
F{:,Bgu})H

a (θ) aH (θ) F{:,Bgu}Sgu,k,i (θ) dθ

×
⎛

⎝
σ

τupu

Ibu+
∑

g′
u∈Gu

Mu∑

i=1

∫ θmax
g′
u,k,i

θmin
gu,k,i

(
F{:,Bgu})H

a (θ) aH (θ) F{:,Bgu}Sg′
u,k,i

(θ) dθ

+
(

1

τupu

)2 ∑

g′
d ,g′′

d∈Gd

MSI∑

i=1

∫ θmax
R,i

θmin
R,i

∫ θmax
T ,i

θmin
T ,i

G

{
Bgu ,Bg′

d

}

θR,θT
�k

(

G

{
Bgu ,Bg′′

d

}

θR,θT

)H

× SSI,i (θR, θT ) dθRdθT

)−1h̃{Bgu ,:}
gu,k,LS

(34)

where G

{
Bgu ,Bg′

d

}

θR,θT
�

(
F{:,Bgu}

)H

a (θR) aH (θT ) F

{
:,Bg′

d

}

and �k
∧=

(
1

τupu

)2

�̇T
d �∗

uekeH
k �T

u �̇∗
d .

Downlink Effective Beam-Domain Channel Estimation

By exploiting the beam-domain presentation and using (31), the LS estimator for
the effective beam-domain channel vector of the downlink UE gd,k can be obtained
as

h̃
{
Bgd

,:}
gd,k,LS = 1

τdpd

(
Ygd

�∗
d

)H ek

= h̃
{
Bgd

,:}
gd,k

+ ∑

g′
d∈Gd

h̃

{
Bg′

d
,:
}

gd,k
+ 1

τdpd

(
Ngd

�∗
d

)H ek

(35)

where pd denotes the power of each downlink pilot symbol, i.e., |[�d]i,j|2 = pd.
The second term indicates the pilot contamination due to the use of same pilot
sequences over all the downlink UE groups. Using Criterion 1 and Lemma 1, the
pilot contamination converges to zero as N → ∞. Similarly, we can refine the
estimates with the LMMSE procedure, resulting in

h̃
{
Bgd

,:}
gd,k,LM = ∑

g′
d∈Gd

Md∑

i=1

∫ θmax
gd,k,i

θmin
gd,k,i

(
F
{:,Bgd

})H

a (θ)

× aH (θ) F

{
:,Bg′

d

}

Sgd,k,i (θ) dθ

(
∑

g′
d ,g′′

d∈Gd

Md∑

i=1

∫ θmax
gd,k,i

θmin
gd,k,i

(

F

{
:,Bg′

d

})H

a (θ)

×aH (θ) F

{
:,Bg′′

d

}

Sgd,k,i (θ) dθ + σ
τdpd

)−1

h̃{Bd,g,:}
gd,k,LS

(36)
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Table 2 Minimum required lengths of pilot sequences in the proposed estimation scheme and
conventional schemes

BDFD

TDD massive
MEMO (linear
transceiver [3])

FDD massive
MIMO
(JSDM [8])

FD massive MIMO
(linear transceiver
[18])

Minimum
length of pilot
sequence max

{

max
gu∈Gu

Kgu , bd

}

∑

gu∈Gu

Kgu +
∑

gd∈Gd

Kgd

max
gu∈Gu

Kgu + bd

(Approximate)
∑

gu∈Gu

Kgu + N

To estimate the channels of all
∑

gu∈Gu
Kgu uplink UEs and

∑
gd∈Gd

Kgd

downlink UEs, the minimum required lengths of pilot sequences in the proposed
full-duplex estimation scheme and conventional schemes used in the TDD/FDD/FD
massive MIMO systems are summarized in Table 2. It is seen that the proposed
scheme improves the training efficiency significantly.

Example 2 Considering the channel model in Example 1, we have bd ≈ 12 if the
BS is equipped with N = 128 antennas. If three uplink groups and three downlink
groups are scheduled and each group contains five UEs, the minimum required
length of pilot sequences in the proposed scheme is 12 (symbol times).

However, this number becomes 30, 17, and 143 (symbol times), respectively,
in the reference schemes listed in Table 1. After downlink channel estimation, the
estimated CSI should be feedback to BS in order to perform downlink transmission.
This can affect the system from two aspects. First, the feedback error due to
quantization error, noise, and feedback delay decreases the accuracy of downlink
CSI. Moreover, CSI feedback increases the load of feedback channel and, hence,
can degrade the overall system SE. However, the results in [33] showed that the CSI
error (in term of mean-square error) due to imperfect feedback can be made much
smaller than that caused by estimation error in downlink training phase, especially in
the high signal-to-noise ratio (SNR) region. Moreover, since the effective downlink
channel dimension is greatly reduced in proposed BDFD scheme, we assume that
the additional load caused by CSI feedback is negligible when compared with the
other feedback information. Therefore, for simplicity, we consider the optimistic
situation of error-free CSI feedback and neglect the SE penalty due to feedback. A
similar approach is also adopted in [8].

4.3 Beam-Domain Data Transmission and Achievable Rate
with Noisy CSI

To keep the complexity low, we assume that the BS employs linear processing in the
beam domain. In uplink, to detect the signals from group gu, the BS combines the
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beam-domain received signal (Sect. 3.2) by multiplying the receive beamforming

matrix Wgu =
[
wgu,1 , wgu,2 , · · · , wgu,Kg

]
∈ Cbu×Kg , i.e., ẏgu = WH

gu
ỹgu . The kth

entry of ẏgu

ẏgu,k
= wH

gu,k
h̃{Bgu ,:}

gu,k
sgu,k

+ wH
u,gk

Kgu∑

k′=1,k′ �=k

h̃{Bgu ,:}
gu,k′ sgu,k′

+ wH
gu,k

∑

g′
u∈Gu/{gu}

H̃{Bgu ,:}
g′
u

sg′
u
+ wH

gu,k

∑

g′
u∈Gd

H̃

{
Bgu ,Bg′

d

}

SI x̃g′
d

+ wH
gu,k

ñgu

(37)

is used to decode the symbol of UE gu,k. In downlink, the intended signal of
group gd, i.e., sgd

∈ CKgd
×1, are precoded by the beamforming matrix Wgd

=[
wgd,1 , wgd,2 , · · · , wgd,Kgd

]
∈ Cbd×Kgd in the beam domain. Thus, the beam-

domain transmit signal vector for group gd can be expressed as x̃gd
= Wgd

sgd
.

Using these on (III-B), the beam-domain received signal at UE gd,k can be expressed
as

ỹgd,k
=

(

h̃
{
Bgd

,:}
gd,k

)H

wgd,k
sgd,k

+
(

h̃
{
Bgd

,:}
gd,k

)H K∑

k′=1,k′ �=k

wgd,k′ sgd,k′

+ ∑

g′
d∈Gd/{gd }

(

h̃

{
Bg′

d
,:
}

gd,k

)H

Wg′
d
sg′

d
+ ngd,k

(38)

The optimal beamforming scheme to maximize the sum rate has been proved
NP-hard [34]. Thus, we consider the suboptimal scheme to provide a bound on
the system performance. In general, the (suboptimal) beamforming matrices can be
designed with different criteria, e.g., maximizing the desired signal power which
corresponds to the eigen beamforming or minimizing the inter-UE interference
which corresponds to the zero-forcing (ZF) beamforming. In this work, we adopt
the latter one since the ZF beamforming is known to approach the asymptotic limit
of achievable rate faster as the number of BS antennas increases [2]. Assuming the
channel estimators in (34) and (36), the transmit and receive beamforming matrices
of the BS can be expressed as

Wgu = H̃{Bgu ,:}
gu,LM

((
H̃{Bgu ,:}

gu,LM

)H

H̃{Bgu,:}
gu,LM

)−1

Wgd
= H̃

{
Bgd

,:}
gd ,LM

((

H̃
{
Bgd ,:

}

gd ,LM

)H

H̃
{
Bgd

,:}
gd ,LM

)−1

ϒ
−1/2
gd

(39)
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where ϒgd
is a diagonal normalized matrix with

[
ϒgd

]

l,l
=

eH
l

((

H̃
{
Bgd

,:}
gd ,LM

)H

H̃
{
Bgd

,:}
gd ,LM

)−1

el . Due to the requirement of matrix inversion,

the complexity of ZF beamforming becomes high when the number of UEs in
each group is large. Some low complexity linear beamforming schemes, such as
eigen beamforming, can be employed to deal with this problem at the cost of a
few performance loss. To do so, we need just replace (39) with the beamforming
matrices of these schemes. No other change is required.

According to (37) and (38) and using the bounding technique in [35], the average
achievable rates at the uplink UE gu,k and downlink UE gd,k can be expressed as

Rgu,k
=T − max{τu,τd }

T
log2

(

1+ pgu,k

E

[
CEgu,k

]
+E

[
IUIgu,k

]
+E

[
IGIgu,k

]
+E

[
SIgu,k

]
+E

[∥
∥wu,gk

∥
∥2

]

)

Rgd,k
= T −max{τu,τd }

T
log2

⎛

⎝1 +
pgd,k

E

[[
ϒ−1

gd

]

k,k

]

E

[
CEgd,k

]
+E

[
IUIgd,k

]
+E

[
IGIgd,k

]
+1

⎞

⎠

(40)

where T denotes the channel coherent time. pgu,k
= E

[∣
∣sgu,k

∣
∣2
]

and pgd,k
=

E

[∣
∣sgd,k

∣
∣2
]

denote the transmit powers. CEi, IUIi, IGIi, and SIi (i ∈ {gu,k, gd,k})
denote the powers of channel estimation error, inter-UE interference (IUI) within
the group, IGI, and SI, respectively, whose expressions are summarized in Table 3.

Table 3 Expressions of powers of channel estimation error, IUI within the group, IGI, and SI

Uplink Downlink

Useful signal power pgu,k
pgd,k

[
ϒ−1

gd

]

k,k

Channel
estimation error

CEgu,k
= pgu,k

∣
∣
∣wH
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∣
∣
∣
2
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∣
∣
∣
∣
∣
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∣
∣
∣
∣
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Inter-UE
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∣
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∣
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∥
∥
∥
∥

wH
gu,k

H̃

{
Bgu ,Bg′

d

}

SI Wg′
d



1/2
g′
d

∥
∥
∥
∥
∥

2



Beam-Domain Full-Duplex Massive MIMO Transmission in the Cellular System 179

The exact expressions of the average achievable rates are difficult to obtain under
the considered channel model. Instead, in the following we focus on the question
how do the above negative factors (i.e., channel estimation error, IUI, IGI, and
SI) affect the achievable rate performance in the BDFD scheme. To answer this
question, we present the scaling behaviors for powers of channel estimation error,
IUI, IGI, and SI in the following theorem.

Theorem 2 Assume the cardinalities of the active beam sets scale linearly with N,
i.e., lim

N→∞
bu

N
> 0 and lim

N→∞
bd

N
> 0. The scaling behaviors for average powers of

channel estimation error, IUI, IGI, and SI in the large N regime are given by Table 4.

Proof See the Appendix.

Theorem 2 reveals that, in the BDFD scheme, the powers of IGI and SI decrease
faster than other terms when the number of BS antennas increases. As a result, the
effect of IGI and SI diminishes in the large N regime. In this sense, the BDFD
scheme in fact decomposes the original system into several lower dimension uplink
or downlink massive MIMO systems operating on the (asymptotically) orthogonal
beam spaces. Another important observation from Theorem 2 is that the SI power
decreases faster than O (

N−1
)

in the BDFD scheme. This is quite different from
the FD massive MIMO with linear transceiver [18], where the SI power changes
exactly with O (

N−1
)

in the large N regime. The reason is that, with the UE
grouping criteria (Criterion 2), the signals of uplink or downlink groups occupy
asymptotically orthogonal beam spaces with the SI. Thus, better SI suppression can
be achieved in the BDFD scheme.

Remark 4 In theorem 2, we have assumed that bu and bd scale linearly with
N. This is a standard assumption in the field of massive MIMO [8] in order to
use the analytic tools developed for large-scale antenna systems. The assumption
indicates that bu and bd, and hence the required length of pilot sequences, tend to
infinity as N → ∞, which is contrary to the purpose of this paper. However, in
the practical implementation, the BS cannot be equipped with too many antennas
due to the realistic constraints on hardware complexity and power consump-
tion. With reasonable N, the training overhead is still low (See the Example 2
in Sect. 4.2).

Table 4 Scaling behaviors of channel estimation error, IUI within the group, IGI, and SI in the
large N regime

Useful
signal power

Channel
estimation error

Inter-UE
interference

Inter-group
interference

Self-
interference

Uplink O(1) O (
N−1

) O (
N−1

)
{

O
(
Nσu

IGI

)

σu
IGI < −1

Downlink O(N) O(1) O(1)

{
O

(
Nσd

IGI

)

σd
IGI < 0

{
O (NσSI )

σSI < −1
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Fig. 4 Cell sectorization

4.4 Interference Control Between Uplink and Downlink

When multiple uplink UEs and downlink UEs are active simultaneously at the same
frequency band, the resultant network suffers from increased interferences from
uplink UEs to downlink UEs. One simple approach to alleviate the interference is
cell sectorization. As shown in Fig. 4a, on the particular time-frequency resource,
we only schedule the uplink UEs and downlink UEs in two opposite 120

◦
sectors.

This ensures that the uplink UE and downlink UE with small distance will not be
scheduled on the same time-frequency resource. In the worst case where the uplink
and downlink UEs are both located on the boundaries of the sectors as shown in
Fig. 4a, the interference channel between uplink and downlink is still much weaker
than the useful channel. For example, when the distance between BS and UEs is
300 m, the interference channel between two boundary UEs is 46 dB weaker than
the useful channel according to the 3GPP LTE BS-to-UE and UE-to-UE path loss
models [36, Table 6.4–1] (note that the UE-to-UE channel suffers from more path
loss than the BS-to-UE channel even though the transmission distances are the same
[36]). On the other hand, to cover the whole cell evenly, we can schedule the UEs in
the rotated sectors, as shown in Fig. 4b, c, using different time-frequency resources.

5 Simulation Results

In this section, the performance of BDFD scheme is evaluated using the 3GPP LTE
simulation model for macro-cell environment [36]. The simulation parameters are
summarized in Table 5. It is assumed that the passive SIC scheme for infrastructure
nodes proposed in [25] has been employed at the BS. In such scheme, the
suppression is from two parts, namely, (i) the path loss introduced by the 20 m
separation between transmit and receive antenna arrays and (ii) an additional
cancellation of 45 dB provided by techniques, such as radio-frequency absorber
material and cross-polarization. No other active SIC scheme is used.
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Table 5 Simulation parameters

Parameter Value

Bandwidth 20 MHz
Central frequency 2.4GHz
Thermal noise density −174 dBm/Hz
Channel coherent time 200(Symbol times)
Path loss (BS-to-UE) 2.7+42.8log10(R)[dB]R: distance in meter
Path loss(UE-to-UE) 55.78+40log10(R)[dB]R: distance in meter
Number of scattering clusters Mu = Md = 1

We first consider a scenario where the uplink/downlink UEs gather perfectly
in three groups and the DOA/DOD regions of UEs in each group are identical.
We assume that each group contains five UEs. The DOA regions of three uplink
groups are [−33

◦
, −23

◦
], [7

◦
, 17

◦
], and [34

◦
, 44

◦
], respectively. Since we assume

Mu = 1, the DOA region of uplink group is [a, b] means
[
θmin
gu,k,1

, θmax
gu,k,1

]
= [a, b].

Similarly, the DOD regions of three downlink groups are [−39
◦
, −29

◦
], [10

◦
, 20

◦
],

and [19
◦
, 30

◦
], respectively.

The DOA and DOD regions of SI channel are set to [−15
◦
, −5

◦
], [54

◦
, 66

◦
],

and [−25
◦
, −35

◦
], [19

◦
, 30

◦
], respectively. The resulting active beam sets for all the

groups satisfy the UE grouping criteria.
Figure 5 compares the SEs7 of BDFD scheme, TDD massive MIMO with linear

transceiver [3], FDD massive MIMO with JSDM [8], FD massive MIMO with linear
transceiver [18], and FD massive MIMO with spatial SI suppression [37]. For the
scheme with spatial SI suppression [37], the instantaneous CSI of SI channel is
required at the BS in order to perform SI cancellation in spatial domain. With perfect
effective beam-domain CSI, it is seen that the SE of BDFD scheme approaches the
sum of uplink and downlink capacities as the number of BS antennas increases.
With estimated effective beam-domain channels, the performance gap increases as
N becomes larger. The reason is that, although the BDFD scheme can reduce the
required length of pilot sequence significantly, the training overhead still increases
linearly with N. Due to the same reason, when downlink reciprocity is available
(at the cost of higher hardware complexity), the reference schemes in [18] and
[37] achieve better SE over the BDFD scheme in the large N region. On the other
hand, significant SE gain can be achieved by the BDFD scheme over the TDD
and FDD massive MIMO systems. Interestingly, the performance gain can even be
greater than 2 × (e.g., 2.08 × gain is observed over the TDD massive MIMO when
N = 200), which is impossible in the conventional FD system. This is because the
TDD massive MIMO spends more resource for pilot signaling as discussed in Sect.

7The SEs of BDFD scheme and FD massive MIMO with linear transceiver are defined as the sum
of achievable rates of all uplink and downlink UEs. The SEs of TDD/FDD massive MIMO are
defined in the same way but penalized by a factor of 1/2 due to the orthogonal uplink/downlink
resource allocation.
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Fig. 5 Spectral efficiency with perfect UE grouping. The transmit powers of BS and uplink UEs
are 20.2 dBm. The distance between UEs and BS is set to 500 m. This setup ensures the average
uplink/downlink receive SNR is 3 dB

4.2. At last, without downlink reciprocity, it is observed that the FD massive MIMO
with linear transceiver becomes infeasible if the number of BS antennas exceeds
175, since almost all the time resource is allocated for downlink training.

To examine the scaling results in Theorem 2, Fig. 6 simulates the average powers
of useful signal, channel estimation error, IUI, IGI, and SI in the BDFD scheme.
From the figure, it is seen that the powers of IGI and SI decrease faster than other
negative factors in the large N regime, which coincides with Theorem 2. Then, in
Figs. 7 and 8, we consider a more realistic scenario where the UEs are not naturally
partitioned in groups with exactly the same active beam set. We assume that 50
uplink UEs and 50 downlink UEs are located in two opposite 120

◦
sectors, as

shown in Fig. 4a. The BS is equipped with N = 128 transmit/receive antennas.
The signal of each uplink/downlink UE is within a 10

◦
DOA/DOD region which

is randomly distributed in the sectors. The distance between uplink/downlink UE
and BS is randomly distributed in the interval [200, 1000] m. After UE grouping,
three UE clusters are formed using the method in Sect. 4.1, and the UEs groups in
different clusters are served with orthogonal time-frequency resources. Without loss
of generality, the active beam sets of uplink groups which are (partially) overlapped
that of the SI channel are updated using the method in Sect. 4.1 (step 3).

Figure 7 depicts the SE of BDFD scheme as a function of average receive SNR.
Since the UE groups are divided into three clusters, the SE is defined as the average
of SEs for three clusters. The number of scattering cluster for SI channel is set to
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Fig. 6 Average powers of useful signal, channel estimation error, and interferences in the BDFD
scheme. The simulation setup is the same with Fig. 5. (a) Uplink. (b) Downlink

MSI = 2. The DOA and DOD regions of SI channel are [−15
◦
, −5

◦
], [54

◦
, 66

◦
],

and [−25
◦
, −35

◦
], [19

◦
, 30

◦
], respectively. Again, it is seen that the BDFD scheme

achieves the best performance. In particular, the BDFD scheme achieves 1.80× and
1.87 × SE gain over the TDD massive MIMO when the SNRs are 3 dB and 12 dB,
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Fig. 7 Spectral efficiency of BDFD scheme with imperfect UE grouping for different average
receive SNRs

respectively. The performance gain is generally smaller compared with that in Fig. 5.
The reason is that, different from Fig. 5, the UEs in each group may not have exactly
the same active beam set. Thus, not all the beams in the active beam set of that group
can be fully used by all the UEs. This will result in some performance degradation.
Moreover, there is no performance floor in the large SNR region for the BDFD
scheme, even the interference from uplink UE to downlink exist. At last, we mention
that, with the UE scheduling scheme in Sect. 4.4, the powers of interferences from
uplink UEs to downlink UEs are much smaller than the background noise. That is
why no obvious performance floor is observed for BDFD scheme in the large SNR
region.

In the previous simulations, the number of scattering clusters for SI channel is
fixed to MSI = 2. In Fig. 8, we consider the SE of BDFD scheme with larger MSI .
In particular, we let MSI increase from 2 to 10. The SI signal from each scattering
cluster is within a 10◦ DOA/DOD region which is randomly distributed [−90

◦
, 90

◦
].

It is seen the SE of BDFD scheme approaches to that of the TDD/FDD massive
MIMO as MSI increases. This is because the numbers of uplink groups and the active
beams for each uplink group decrease according to algorithm in Sect. 4.1. In fact, for
large MSI , the performance gain of BDFD scheme over TDD/FDD massive MIMO
is mainly due to the saving in the training resources. Moreover, since the scheme
in [37] cancels the SI completely using the instantaneous CSI, it achieves better SE
when MSI ≥ 6. However, the gain can be realized only when the instantaneous SI
channel can be efficiently estimated.
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Fig. 8 Spectral efficiency of BDFD scheme for different numbers of scattering clusters for SI
channel

6 Conclusion

This paper proposes a BDFD massive MIMO scheme to realize CCUD transmission
in the cellular system. By exploiting the compressibility of beam-domain channel,
the BDFD scheme can eliminate SI due to CCUD transmission efficiently. The
simulation results show that the BDFD massive MIMO scheme outperforms the
TDD/FDD massive MIMO and FD massive MIMO with linear transceiver signif-
icantly in the macro-cell environment. Due to the above advantages, we suggest
BDFD massive MIMO as a potential enabling technology for evolution toward
future wireless cellular system.
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Appendix

As in [6], we assume that the number of channel paths is very large within the
DOA/DOD regions. As a result, we can assume that the uplink/downlink channel
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is Gaussian distributed from the law of large numbers, i.e., hgu,k
∼ CN (

0, Cgu,k

)

and hgd,k
∼ CN (

0, Cgd,k

)
. According to (1) and (2), the correlation matrices can be

expressed as

Cgu,k
= E

[
hgu,k

hH
gu,k

]
=

Mu∑

i=1

∫ θmax
gu,k ,i

θmin
gu,k ,i

a (θ) aH (θ) Sgu,k,i (θ) dθ

Cgd,k
= E

[
hgd,k

hH
gd,k

]
=

Md∑

i=1

∫ θmax
gd,k ,i

θmin
gd,k ,i

a (θ) aH (θ) Sgd,k,i (θ) dθ (41)

Based on the above assumption, we have h̃

{
Bg′

u
,:
}

gu,k
∼ CN
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0, C̃

g′
u

gu,k

)
and
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,:
}
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(
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d
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)
, where C̃
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u
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=

(
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}
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g′
d
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=

(

F

{
:,Bg′

d

})H

Cgd,k
F

{
:,Bg′

d

}

. With this and the standard result for LMMSE estimator

[32, Ch. 12], the LMMSE estimates for uplink and downlink channels have

distributions h̃{Bgu ,:}
gu,k,LM ∼ CN

(
0, C̃gu

gu,k,LM

)
and h̃

{
Bgd

,:}
gd,k,LM ∼ CN

(
0, C̃gd

gd,k,LM

)
,

where the correlation matrices can be expressed as

C̃gu

gu,k,LM = C̃gu
gu,k

(

σ
τupu
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C̃gu

g′
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+ ∑
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Moreover, as N → ∞, we have [3]

1

N

(
h̃{Bgu ,:}

gu,k,LM

)H

h̃{Bgu ,:}
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tr
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{
Bgd

,:}
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N
tr
(

C̃gd

gd,k,LM

)
(43)

With (41), (42), and (43), the scaling behaviors for average powers of useful
signal, channel estimation, IUI, and IGI can be readily obtained by using the
technique in [38, Proof of Theorem 4] as shown in (44) at the bottom of the page.
Then we focus on the scaling behavior of SI power. According to Table 3, the
asymptotic result in (43) and the property tr(AB) = tr(BA), we can rewrite the
average SI power as

E
[
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The expression of Xgu,k,g
′
d,k

can be rewritten as
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where
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∫
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In (45), the first step is based on the independence between h̃{Bgu ,:}
gu,k,LM,
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d
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d
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SI . The second step is based on the relation C̃gm
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and the SI channel model (3).

By substituting (41) into (46), the integral IR can be rewritten as
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Note that according to Lemma 1 and Lemma 2, we have ∩Mu
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with a same procedure as that in the proof of Lemma 1, we can obtain 1
N

IR < O(1)

or IR < O(N) as N → ∞; otherwise, IR = O(N). In the same way, we can prove

that IT < O(N) if ∩Md
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otherwise. Combining the results in the above, we have IR × IT < O (
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)
.
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Moreover, it has been shown in [38] that tr
(

C̃gu

gu,k,LM

)
and tr

(
C̃

g′
d

gd′,k′ ,LM

)
scale

with O(N) as N → ∞. Using these results on (44), we have E
[
SIgu,k

]
< O (

N−1
)
,

which is exactly the result in Table 3.
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