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Preface

This book introduces wireless powered communication networks (WPCNs) as a
promising paradigm to overcome the energy bottleneck suffered by traditional
wireless communication networks as well as emerging Internet-of-Things (IoT)
networks. It selectively spans a coherent spectrum of fundamental aspects in
WPCNSs, such as wireless energy transfer (WEH) techniques, radio frequency
(RF) energy harvesting receiver model, simultaneous wireless information and
power transfer (SWIPT) as well as the rate-energy tradeoff arising from the joint
transmission of information and energy using the same waveform. It also reviews
existing literature on the network models for WPCNs, including the baseline and
dual-hop WPCN models and a variety of related extensions. This book further
examines the key factors including throughput, fairness, and security that must be
taken into account for impeccable operation of WPCNs. The new IoT applications
are targeted as a key element in those factors.

The steady growth in wireless communications, fostered by the prosperity of
mobile services, has resulted in an unprecedented awareness of the potential of
physical layer security (PLS) to significantly strengthen the security level of current
systems. The fundamental idea of PLS is to exploit the inherent randomness of
fading and interference of wireless channels to restrain the amount of information
that can be gleaned at the bit level by a passive eavesdropper. Although having been
studied extensively in various kinds of networks such as wireless sensor networks,
cellular networks, cognitive networks, it is fair to acknowledge that the practicality
of PLS in WPCN:s is still an open problem.

This is the first book examining the current research to provide a unified view
of wireless power transfer (WPT) and information transmission in WPCNs from
a PLS perspective. Focused on designing efficient secure transmission schemes,
analyzing energy evolvement process, and evaluating secrecy outage performance
under different channel state information (CSI), the results presented in this book
shed light on how to best balance security and throughput with prudent use of
harvested energy in WPCNs.

From the IoT point of view, this book highlights the opportunities and challenges
for the lately emerged WPCN to seamlessly integrate into the emerging IoT ecosys-
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tem. It specifically addresses the maximization problem of uplink and downlink
sum-throughout in a dual-hop WPCN, while taking fairness among WPCN users
as a constraint. The results provided in this book reveal valuable insights into
improving the design and deployment of future WPCNs in the upcoming IoT
environment.

This book could not be completed without contributions from our graduate stu-
dents at the Wireless Networking Lab, Center of Excellence in Telecommunications,
the University of Sydney. Our Lab’s former graduate student, Parisa Ramezani, has
contributed to some of simulations and analysis provided in Chap. 3. We would like
to acknowledge all members of the Lab and the Center of Excellence. We would like
also to thank our respective families for their patience while we were preparing the
materials and scripts for this book. The book could not be materialized without the
precious support from Springer International Publishing AG and in particular Susan
Lagerstrom-Fife, as well as the production editors at Springer Nature. Finally, we
thank all researchers who will read this book, and we hope that the book provides a
useful text in their future research endeavors.

Sydney, Australia Abbas Jamalipour
July 2018 Ying Bi
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Chapter 1 ®
Introduction to Wireless Powered Chock or
Communication Network

Abstract Wireless power transfer (WPT) plays a critical role in relaxing concerns
related to limited operational lifetime of wireless networks. Different from tradi-
tional network devices, which rely on batteries for their energy need, devices in
wireless powered communication networks (WPCNs) are able to scavenge energy
from radio-frequency (RF) signals. As such, it eliminates the burden of battery
recharging and/or replacement and hence provides networks with theoretically
perpetual lifespans. However, due to the dramatic growth of wireless data traffic
and the rapid movement towards the so-called Internet of Things (IoT), WPCNs
are facing security and throughput challenges in which the traditional mechanisms
are not sufficient to satisfy the user requirements. Its network performance is
therefore compromised. In this chapter, we first provide an overview of the WPCNs
by introducing the background of WPT, followed by a summary of the research
conducted in the field. We then describe the physical-layer security (PLS) problem
in WPCNs, including the causes and the impacts of the problem on the performance
of WPCNs. At last, we close this chapter by discussing the applications of WPCN5s
in the IoT.

1.1 Overview of Wireless Powered Communication Networks

1.1.1 Wireless Power Transfer

The initial work on wireless power transfer (WPT) dates back to more than a century
ago [1, 2], when Nikola Tesla used the microwave technology to do experiments
on WPT and demonstrated the transmission of wireless power over a distance of
48km. He then lit up a bank of 200 light bulbs and ran one electric motor by
transmitting 100 million volts of electric power wirelessly over a distance of 26
miles. He also achieved another breakthrough by inventing the “Tesla coil” which
produces high-frequency and high-voltage alternating currents and constructing
the “Tesla tower” as a wireless transmission station for electrical energy transfer
through the Ionosphere. After Tesla, the contributions in the WPT field were limited
until William C. Brown successfully converted microwave energy to DC power via
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arectenna in 1960s and powered a model helicopter completely through microwave
power transfer [3]. In 1975, he beamed 30 kW microwave power over a distance of
1 mile, achieving an efficiency of 84% [4].

Despite the early efforts on wireless power transmission, serious steps toward
the widespread realization of this technique were not taken until recently when
the rapid advances of electronic devices and the need for on-demand and cable-
free energy transmission motivated the research community and the industry to pay
earnest attention to the development and commercialization of WPT techniques.
Generally, WPT can be in the form of inductive coupling [5], magnetic resonant
coupling [6], or RF-enabled WET. The former two are near-field wireless charging
technologies, where the generated electromagnetic field dominates the region close
to the transmitter or scattering object and the power is attenuated according to the
cube of the reciprocal of the charging distance [7]. In contrast, RF-enabled WPT is a
far-field charging technology used for transferring wireless energy over long ranges,
in which the power decreases with the square of the reciprocal of the charging
distance.

Inductive coupling refers to the energy transfer from one coil to another as a
result of the mutual inductance between the two coils. It occurs when an alternating
current in the transmitter coil generates a magnetic field across the terminals of the
receiver coil. This magnetic field induces voltage in the receiver coil which can
be used for powering devices. This technique is very efficient when the magnetic
coupling between the two coils is large enough, i.e., when the transmitter and the
receiver coils are close to each other. Magnetic resonant coupling uses the principle
of resonance for increasing the energy transfer range and efficiency. Indeed, if the
two coils are tuned at the same resonant frequency, they can exchange energy with
greater efficiency at a longer operating distance compared to inductive coupling [8].
However, charging distance with magnetic resonant coupling is still limited to a few
meters which makes it inapplicable for mobile and remote charging.

In RF energy transfer, radio signals with frequency range from 3 kHz to 300 GHz
are used as a medium to carry energy in the form of electromagnetic radiation [9].
Compared to inductive coupling and magnetic resonant coupling, RF-enabled WPT
can operate in longer ranges thanks to radiative properties of electromagnetic waves.
The harvested RF power in the free space can be calculated using the Friis equation
[10] as follows:

GTGR)»2

Pp = Pp—L2R%
R =T 4ra)?

(1.1.1)

where Pg is the received power, Pr is the transmitted power, G is the transmit
antenna gain, G g is the receive antenna gain, A is the wavelength used, and d is the
distance between the transmit antenna and the receive antenna.

Figure 1.1 shows the block diagram of an RF energy harvesting system. The
antenna collects RF signals from available RF sources. The matching circuit is
used to ensure that the maximum RF power is delivered to the rectifier, which
then converts RF power to DC power. And finally, the DC power is stored in the
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Fig. 1.1 Block diagram of an RF energy harvesting system

energy storage which can be either a rechargeable battery or a super-capacitor. The
efficiency of the RF energy harvester depends on the efficiency of the antenna,
the accuracy of the matching circuit between the antenna and the rectifier, and the
efficiency of the rectifier that converts the received RF signals to DC voltage [11].

RF energy harvesting sources can be classified into two categories [12]: ambient
RF sources and dedicated RF sources. Ambient RF sources are not intended for
RF energy transfer and are freely available in the environment [13, 14]. TV and
radio towers, WiFi access points, mobile phones, and mobile base stations are some
of the ambient RF energy sources available around us. As another example, in a
cognitive radio network, secondary users can take advantage of the primary users’
transmissions as an ambient RF source to harvest their required energy [15, 16].
On the other hand, dedicated RF sources are specifically intended for on-demand
RF energy transfer and are more suitable for applications with quality of service
(QoS) constraints due to their high power density and controllable behavior. The
TX91501 Powercaster transmitter is an example of a dedicated RF energy source
which broadcasts radio waves in the unlicensed 915 MHz ISM band [17].

With this brief background on WPT techniques, we are now ready to review two
prominent topics of research in this area which constitute the basis of our work.

1.1.2 Simultaneous Wireless Information and Power Transfer

Simultaneous wireless information and power transfer (SWIPT) is a spectrum-
efficient method for powering energy-constrained devices. Instead of occupying the
spectrum for separate energy and information transfer, SWIPT technique utilizes
the same RF signal for both energy harvesting (EH) and information decoding (ID).
This objective is achievable because any information-bearing signal also carries
energy that can be harvested by either the information receiver who exploits the
received RF signal for both EH and ID or ambient devices who use the RF signal
only for collecting their needed energy. However, a practical limitation exists for
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implementing a SWIPT receiver who wants to utilize the same RF signal for both
purposes because the energy harvesting operation performed in the RF domain
destroys the information content [18]. For this reason, some practical SWIPT
receiver architectures have been proposed in the literature which will be reviewed
later in this section.

The idea of transmitting energy and information simultaneously was first intro-
duced in [19] for noisy single-input single-output (SISO) channels. The author
proposed a capacity-energy function to characterize the trade-off between energy
and information transmission rates. This work has been extended to frequency-
selective channels and multiple-access channels in [20] and [21], respectively. These
early studies have assumed an ideal SWIPT receiver implementation in which both
information and energy can be extracted from the same radio frequency signal at the
same time.

Reference [22] addressed the practical constraint of a SWIPT receiver for
simultaneous EH and ID from the same RF signal. Indeed, any information
embedded in the received signals sent to the EH circuit is lost during the EH process.
Accordingly, two practical receiver implementations have been proposed in [22],
namely, time switching (TS) receiver and power splitting (PS) receiver depicted in
Fig. 1.2a and b, respectively.

In a TS receiver, time is divided into two orthogonal time-slots. The receiver
periodically switches between EH and ID. In this receiver setup, the transmitter can
optimize the waveforms for EH and ID in the corresponding time-slots because there
is a fundamental difference in the optimal waveforms for information and energy
transmissions [23]. A PS receiver differs from a TS one in that both EH and ID are
performed at the same time. To achieve this, the received signal power is split into
two streams with power ratios p and 1 — p to be fed into the energy harvester and the
information decoder, respectively. Different rate-energy trade-offs can be obtained
by changing the time-slot durations in the TS architecture and the power splitting
ratio in the PS receiver.

In [24], the SWIPT receiver setups proposed in [23] have been generalized to
a dynamic power splitting design in which the received signal is dynamically split
into two streams with adjustable power ratio for energy harvesting and information
decoding. The authors also proposed two receiver architectures, namely, separated
and integrated information and energy receivers. A separated receiver splits the
received signal in the RF band and transfers the two streams to the conventional
energy receiver and information receiver for harvesting energy and decoding infor-
mation, respectively. In the integrated architecture, the RF-to-baseband converter
is replaced by a passive rectifier. Here, the signal is split after being converted to
the DC current. The authors characterized rate-energy (R-E) trade-offs for both
receivers taking into account the circuit power consumption.

Xiang and Tao considered a three node MISO system in [25] with one multi-
antenna transmitter, one single-antenna energy receiver, and one single-antenna
information receiver. Assuming that the transmitter only has imperfect knowledge
of the channels, they studied the robust beamforming problem for maximizing the
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harvested energy of the energy receiver while guaranteeing a specific target rate for
the information receiver.

Reference [26] integrated SWIPT with relaying networks and proposed two
relaying protocols based on TS and PS receiver architectures. The authors con-
sidered a three-node amplify-and-forward (AF) relaying network with a source-
destination pair and a relay in between, assuming that there is no direct link between
the source and the destination. The energy-constrained relay node uses the signal
transmitted by the source node for both energy harvesting and information relaying.
The relay applies either the TS or the PS approach in order to harvest energy from
the source’s RF signal and forward the contained information to the destination
using its harvested energy. The throughput performance of the proposed protocols
has been analyzed in both delay-limited and delay-tolerant transmission modes.
Their study revealed that in such a cooperative setup, locating the relay node closer
to the source results in higher throughput.

Lee et al. extended the work in [26] by considering the presence of a direct link
between the source and the destination [27]. The outage probability of the system
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and the power-splitting factor at the relay have been found in closed form. According
to their results, the cooperative scheme with direct link shows superior performance
to both the non-cooperative approach (i.e., absence of the relay) and the cooperative
approach without a direct link between the source and the destination.

In [28], a framework was developed for realizing SWIPT in broadband wireless
systems. Utilizing OFDM, the broadband channel has been divided into orthogonal
sub-channels with all sub-channels assigned to one user in a single-user system
and a single sub-channel assigned to each of the users in a multi-user setup. This
frequency diversity is shown to help improve the efficiency of SWIPT.

Reference [29] considered a large-scale network with multiple transmitter-
receiver pairs. The author studied both non-cooperative and cooperative schemes:
The former consists of a random number of energy-stable transmitters and energy-
constrained receivers, whereas the latter also includes a random number of energy-
stable relays which assist the energy and information transfer. The receivers employ
the PS technique for collecting their needed energy. The fundamental trade-off
between the outage probability and the harvested energy has been investigated in
both scenarios.

Reference [30] pointed out the disadvantages of TS and PS methods and
proposed an antenna switching (AS) technique for SWIPT. According to [30], the
main drawback of TS is that using dedicated time slots for energy harvesting leads
to a non-continuous transmission of data. What’s more, TS techniques require strict
synchronization as any timing inaccuracy may result in loss of information. On the
other hand, PS suffers from additional complexity and cost since it requires ideal
power splitting circuits. For these reasons, a low-complexity AS SWIPT protocol
has been proposed for MIMO relay channels based on the principles of generalized
selection combiner.

A practical scenario for SWIPT has been presented in [31], where a multi-
antenna access point (AP) transmits information and energy to a single-antenna user.
To model a realistic system, the authors assume imperfect channel state information
(CSI) at the AP, presence of penalties in CSI acquisition, and non-zero power
consumption for the receiver in CSI estimation and signal decoding procedures.
Three cases have been studied: (a) no CSI at the AP, (b) imperfect CSI obtained
by means of pilot estimation, and (c) imperfect CSI obtained by means of analog
symbols feedback. The findings revealed that the availability of CSI knowledge
at the AP is always helpful even though some resources are used in the channel
estimation procedure and the resulting information is not perfect.

Reference [32] investigated SWIPT in a cognitive radio network, where a number
of energy-limited SUs receive both energy and information from a secondary base
station (SBS). The objective is to minimize the transmit power of the SBS by jointly
optimizing the transmit beamforming vector at the SBS and the power-splitting
ratios at the SUs. By doing so, the EH and QoS constraints of each SU can be met
whilst the interference level to the primary network is also kept below a threshold.



1.1 Overview of Wireless Powered Communication Networks 7

Hybrid AP

- == Energy transfer
<-—— Information transfer

Fig. 1.3 A wireless powered communication network [33]

1.1.3 Wireless Powered Communication Networks

A wireless powered communication network (WPCN) basically consists of a
hybrid access point (HAP) and a number of energy harvesting users which rely
on RF energy transmission of the HAP to scavenge the needed energy for their
communication. An example model is depicted in Fig. 1.3, where the HAP and the
users are equipped with a single antenna each and operate in the half-duplex (HD)
mode meaning that they cannot perform transmission and reception at the same
time. A harvest-then-transmit protocol has been proposed in [33] which divides the
frame into a wireless energy transfer (WET) and a wireless information transmission
(WIT) phase as plotted in Fig. 1.4. In the first 7o fraction of time, the HAP broadcasts
an energy signal to the users in the downlink. The users store the energy harvested
during the WET phase in a rechargeable battery and then transmit their information
to the HAP in the uplink by time division multiple access (TDMA) utilizing their
harvested energy.
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Fig. 1.4 The harvest-then-transmit protocol [33]

The time duration allocated for WET and WIT play an important part in the
overall network performance. A greater tp results in more harvested energy for the
users leading to a higher throughput accordingly; however, as more time is dedicated
for energy transfer, less time is left for information transmission which subsequently
degrades the throughput. Hence, there should be an optimal 79 which maximizes the
uplink throughput. This optimal value depends on the channel conditions between
the HAP and the users. According to [33], as uplink and downlink channel power
gains become larger, the optimal policy is to allot more time for WIT instead of
WET. That’s because when the downlink channel gets better, users can harvest
sufficient energy in shorter time while in good uplink channel conditions, the users
need less power to achieve the same throughput performance, both of which help
reduce the energy transfer duration and save time for information transmission.
Furthermore, the allocated information transmission time to each user also affects
the sum-throughput. Generally, the users who can contribute more to the total
throughput of the network get a larger transmission time. As a consequence, the time
assigned for each user’s data transmission is coupled with its uplink and downlink
channel power gains which results in unbalanced time allocation among the users
due to the so-called doubly near-far problem.

The doubly near-far problem stems from unequal distance of different users
from the HAP. In a WPCN, users far away from the HAP receive less amount of
wireless energy than near users in the WET phase, but need to transmit with greater
power in the WIT phase. To achieve the best possible throughput performance for
the entire network, the optimal design is to allocate a small amount of time to
the far users and leave more transmission time for the users with better channel
conditions. Such a strategy sacrifices the far users’ throughputs for the sake of total
throughput maximization and induces serious unfairness among WPCN users. To
tackle the doubly near-far problem, the authors of [33] solved a common-throughput
maximization problem which provides all users with equal throughput by allotting
more data transmission time to further users.

The work in [33] was extended in [34] for improving energy harvesting of the
users. In this work, employing a full duplex (FD) HAP has been proposed which
is able to perform energy transfer and data reception simultaneously on the same
frequency, allowing time and spectrum resources to be used more efficiently as com-
pared to the HD scenario. The FD HAP transfers energy signals in all time-slots of
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the frame and at the same time, receives information from the users who transmit to
the HAP by TDMA. In [34], each user can harvest energy in all the time-slots other
than the one in which it is transmitting information to the HAP. Thus, the amount
of the harvested energy of the users is substantially increased. Another pioneering
work in using FD HAP is [35] which takes energy causality into account by letting
users harvest energy only until their allocated information transmission slot.

The performance gain achieved by FD operation mode relies heavily on the
ability of the HAP to perform self-interference cancellation (SIC). The reason is
that the transmitted energy signal can severely affect the information signal of the
users received by the HAP as the power of the energy signal overrides that of
the attenuated information signal. The achievable throughput thus depends on the
extent to which the self-interference (SI) can be canceled. Reliable SIC techniques
are needed to ensure the effect of the SI is significantly reduced. So far, a number
of methods for SIC have been proposed which can be classified into propagation-
domain, analog-circuit-domain and digital-domain approaches [36]. A combination
of the aforementioned techniques can considerably reduce the amount of SI; though
at the expense of increased complexity. As reported in [34], FD WPCN outperforms
the HD counterpart in terms of the overall throughput when SI can be effectively
canceled.

FD operation is also possible at the user side [37]. FD users can transmit
information and harvest energy at the same time which results in increased harvested
energy for them. Here, there is no need for SIC and the user can treat its own
transmitted signal as a viable source for energy harvesting.

When a single-antenna HAP transmits energy in an omni-directional manner, the
severe signal power loss over distance leaves only a limited amount of harvestable
energy for the users. For this reason, exploiting multi-antenna HAP has been
proposed to improve the RF energy transfer efficiency [38—40]. When the HAP is
equipped with multiple antennas, energy beamforming can be employed to design
the phase and amplitude of the energy signal at each antenna in a way that the
combined energy transfer performance is optimized. Not only the harvested energy
of the users would be increased by this technique, but the higher efficiency of energy
transfer also enables faster charging of devices [41], leaving more time for data
transmission. What’s more, multi-antenna HAP makes it possible for multiple users
to transmit information in the uplink simultaneously using space division multiple
access (SDMA) which substantially increases the throughput. [40] studied the sum-
throughput maximization problem in the multi-antenna WPCN and found optimal
energy beamforming, receive beamforming, and time-slot allocations. Similar to
the baseline single-antenna WPCN, the sum-throughput maximization problem
sacrifices some of the users’ throughputs. Therefore, the total throughput of the
network is maximized at the cost of low fairness arising from the doubly near-far
problem. To overcome this problem and ensure fairness, references [38] and [39]
optimized time and energy allocations plus beamforming vectors to maximize the
minimum throughput among users under the perfect and imperfect CSI assumptions,
respectively.
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A large-scale WPCN has been studied in [42] in which multiple HAPs are
responsible for energy/information transmission coordination to/from a large num-
ber of users. The large-scale WPCN is modeled based on homogeneous Poisson
Point Processes and a scalable energy/information transfer scheme is devised
to serve the large number of network users. The harvest-then-transmit protocol
proposed in this work is slightly different from the one in [33] with T being
the total number of time-slots for energy and information transmission and N
(1 < N < T —1)slots devoted to energy transfer from the HAPs to the users.
Each user randomly picks a slot from the 7 — N time-slots dedicated for information
transfer and transmits its data to the nearest HAP. The objective is to find the optimal
transmit power of the users plus the optimal number of energy transfer slots (N)
using stochastic geometry tools in order to maximize the spatial throughput defined
as sum of the throughputs of all users normalized by the network area. As reported
in [42], increasing the number of users per network area results in greater maximum
achievable spatial throughput; however, more HAPs need to be deployed to achieve
the maximum throughput due to the increased interference level caused by the dense
deployment of the users.

References [43] and [44] investigated the integration of WPCN with cognitive
radio networks and presented cooperation strategies such that WPCN as the
secondary network helps the primary network by relaying the primary transmitter
(PT)’s data to the primary receiver (PR). Assuming that PT’s message is made
known to the HAP, [43] proposed to incorporate the cooperation in the WET phase.
The HAP cooperatively sends PT’s data to the PR using its WET signal. Higher
transmit power is a bonus given to the HAP for this cooperation. Optimal time and
power allocations for WET and WIT phases have been found for maximizing the
WPCN sum-throughput under a primary rate constraint. Non-cooperative cognitive
WPCN has also been studied in [43] in which the secondary network does not assist
the primary communication, but keeps the interference level at the primary side
below a certain threshold. The cooperative scheme is shown to outperform the non-
cooperative approach in terms of both the primary achievable rate and the secondary
sum-throughput. Reference [44] proposed another cooperation strategy, where the
WPCN users are responsible for relaying PT’s data. As a result of this cooperation,
spectrum access is awarded to the secondary network on the condition that the target
primary rate is met. Here, it is important to find the optimal set of relaying users, the
amount of energy they must allocate for relaying, and the time duration dedicated
to each user’s data transmission. In this scheme, the secondary network throughput
highly depends on the target primary rate. A greater target rate makes WPCN users
spend more time and energy on relaying and therefore leaves shorter time and less
energy for their own transmissions resulting in secondary throughput reduction.

In [45], Wu et al. studied a different WPCN setup, where instead of a HAP
responsible for both energy and information coordination, ET and AP are used.
This system model can eliminate the doubly near-far problem as a user which is
far from the access point may be near to the energy transmitter (or vice versa).
Consequently, the severe signal attenuation in uplink information transmission can
be made up by better harvesting conditions in the downlink (or less harvested energy
in the downlink can be made up by good uplink channel conditions). However,
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using separate AP and ET makes the energy/information transfer coordination more
difficult and also adds to the production and operation costs [46]. Assuming an
initial energy for each user and also the capability of storing the harvested energy
for future use, the authors of [45] jointly optimized time allocation and power to
maximize the energy efficiency of the proposed system.

Despite all the efforts made to enhance and extend the newly-emerged WPCNSs,
most of the works in this area are limited to single-hop communication between
the HAP (or AP) and the users. References [47] and [48] are two exceptions to
this single-hop model; they exploit a relaying approach by letting the information
transmission of a user be assisted by either another user [47] or a relay [48].
In [47], a two-user WPCN has been considered where the nearer user to the
HAP with better channel conditions dedicates a portion of its allocated time
and harvested energy to relay the other user’s data. Reference [48] presented
a wireless powered cooperative communication network consisting of a HAP, a
source, and a relay operating under the proposed harvest-then-cooperate protocol.
The source and the relay harvest energy from the HAP during the downlink energy
transfer phase and cooperatively transmit the source’s data to the HAP in the
uplink. Although these two network models can provide insights for implementing
cooperative communication in WPCNSs, they limit the network to a HAP and one
[48] or two [47] users and do not consider a network where multiple users need
to communicate with the HAP. Considering the increasing number of network
users and the large dimension of IoT, WPCN with only one or two users is an
over-simplified and unrealistic scenario. Hence, cooperative and multi-hop commu-
nication in WPCN need much more investigation to satisfy practical implementation
needs.

Moreover, even though remarkable research has been conducted in the fields of
SWIPT and WPCN during the last few years (as reviewed in the previous section
and this section, respectively), integrating these two interesting research topics has
not yet been considered, mainly because the downlink communication (information
transmission from the HAP to the users) in WPCN has been overlooked so far.
However, downlink communication is an inevitable part of wireless communication
networks and the information transmission from the HAP to the users is worthy of
investigation.

1.2 Physical Layer Security Challenges in WPCNs

In WPCNs, the operating power sensitivity of energy receivers (ERs) is typically
much smaller than that of information receivers (IRs). Hence, only the receivers
which are in close proximity to the transmitter are scheduled for RF energy
harvesting, and there may be situations that ERs act as eavesdroppers to overhear
the messages sent to IRs. This near-far problem gives rise to a challenging physical
layer security (PLS) issue. In this section, some major challenges and progress in
the literature for improving PLS in WPCNs are discussed, mainly from a signal
processing perspective.
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1.2.1 Fundamentals of Physical Layer Security

In a typical three-terminal wireless network, the problem of secrecy and confiden-
tiality arises when a transmitter wants to send a secret message to an intended
receiver in the presence of an eavesdropper. Based on the vast majority of research
on PLS, the eavesdropper is treated as an unauthorized receiver that works in
a passive eavesdropping mode; it does not transmit but only listens to conceal
its presence. The wireless channel between the legitimate terminals is called the
main channel, and the one between the transmitter and the eavesdropper is called
the wiretap channel. When the intended receiver and the eavesdropper are not
collocated, signals observed at the outputs of the main channel and the wiretap
channel are usually different; this is principally caused by the physical phenomena
fading and noise. In wireless systems, fading may either be caused by multi-path
propagation, referred to as multi-path induced fading, or due to shadowing from
obstacles affecting the wave propagation, sometimes referred to as shadow fading.
Noise is the intrinsic element of almost all physical communication systems.

In an effort to investigate the role of noise in the context of secure wireless
communications, Wyner introduced the wiretap channel model [49] illustrated in
Fig. 1.5. This model ushers in a new era in information-theoretic security—PLS.
The main characteristics of Wyner’s approach are that

» without the aid of secret keys, Alice uses wiretap coding to encode messages into
codewords;

* the codewords transmitted by Alice propagate over noisy channels;

* the observations of codewords at Bob and Eve are different.

Specifically, Wyner introduced two rate parameters, i.e., the codeword trans-
mission rate R; and the secrecy rate R;. The secret message is encoded by
generating 2Rt codewords X" (m; ¢) of length n, where m = 1,2, ..., 21Rs and
c=1,2,...,2"R=R) The positive rate difference R, := R; — Ry, also called the
rate redundancy, is the coding cost of providing secrecy against eavesdropping. For
each message index m, Alice randomly selects a codeword index ¢ with uniform
probability and then transmits the corresponding codeword X" (m;c) over the
main channel. At the output side, Bob receives a noisy version of the transmitted

g"/AIice Bol:;\“;

‘ [ } X ym
M Encoder — @M

Fig. 1.5 The wiretap channel model of Wyner with noisy wireless channels
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codeword, denoted by Y”. Meanwhile, Eve observes from the wiretap channel a
different but also corrupted version of the codeword, denoted by Z”". Perfect secrecy
is achievable for the wiretap channel model even in the absence of a shared secret
key, provided Z" is more corrupt than Y. In addition, although the use of wiretap
codes make the guaranteed information rates smaller than that in cryptography, PLS
places no restrictions on the computing resources of Eve, and therefore, perfect
secrecy is provable.

1.2.2 Recent Advances in Improving PLS in WPCNs

The authors of [50] are among the first to investigate the beamforming schemes
for secure communication in a MISO downlink system with a multi-antenna
transmitter, a single IR, and multiple ERs. Besides external eavesdroppers, the ERs
are also treated as potential eavesdroppers because of their decoding capability.
The transmitter performs SWIPT to transmit information and wireless energy to
the IR and ERs, respectively. Meanwhile, the transmitter also emits artificial noise
(AN) to combat eavesdropping. With the assumed imperfect CSI of potential
eavesdroppers and no CSI of passive eavesdroppers, the authors designed a resource
allocation algorithm for minimizing the total transmit power radiated by the
transmitter. The formulated optimization problem is non-convex and tackled by
a semi-definite programming relaxation approach to obtain the optimal solution.
The results provide the close-to-optimal performance of the proposed schemes and
demonstrate significant transmit power savings achieved by optimizing the AN and
energy signal generation. A similar worst-case based transmit power minimization
problem is studied by Zhang et al. in [51, 52], but with a more threatening scenario
where ERs collude to perform joint decoding of the confidential messages. Besides,
the authors of [53] explored the transmit power minimization problem and the
max-min fairness energy harvesting problem for a MISO cognitive radio network,
where both the bounded CSI error model and the probabilistic CSI error model
are investigated. Secrecy performance for a SIMO SWIPT system is presented
in [54] in terms of secrecy outage probability and average secrecy capacity. The
system model is extended to a three-node MIMO system with one IR and one
eavesdropping ER in [55, 56], with the same objective of maximizing the achievable
secrecy rate subject to two power constraints including a maximum transmit-side
power constraint and a minimum ER-side power constraint. Motivated by cognitive
radio application, the authors of [56] further extended their work by replacing the
minimum ER-side power constraint with a maximum power constraint to decrease
the interference at the receiver. FD techniques for secure transmission in SWIPT
system are exploited in [57, 58], where the same system model is studied with a
transmitter communicating with a wireless-powered FD receiver in the presence of
a passive eavesdropper. A two-phase secure transmission scheme was proposed; in
the first phase, energy harvesting is conducted from the transmitter to the receiver,
and in the second phase, the transmitter transmits secret information under the
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protection of AN sent from the receiver using the harvested energy in the first
phase. Closed-form expressions for the connection outage probability, the secrecy
outage probability, and the transmission outage probability have been derived.
Furthermore, an optimization problem has been formulated for maximizing the
secrecy throughput in [57], whilst in [58] the formulated problem is to maximize the
secrecy energy efficiency, defined as the total successfully and securely transmitted
bits per unit time to the total energy consumed at the transmitter.

Different from the above literature, the authors of [59] coped with the problem
of secure transmission in a two-hop wireless-powered relay network. In order to
keep the transmitted information confidential from the untrusted relay, destination-
assisted jamming has been proposed. Both power splitting (PS) and time splitting
(TS) energy harvesting policies are adopted at the relay. In the proposed transmis-
sion scheme, the relay harvests energy not only from the source but also from
the jamming signals sent by the destination. As such, the jamming signals are
effectively utilized to protect secrecy as well as to act as an additional energy
source. The simulation results illustrate that the PS policy achieves better optimal
secrecy outage probability and optimal ergodic secrecy rate than that of the TS
policy at higher target secrecy rate and transmit SNR, respectively. The studies
in [60] and [61] consider a four-node relay network consisting of a transmitter,
an intended information receiver, a multi-antenna wireless-powered relay, and an
external eavesdropper. Besides the conventional TS and PS energy harvesting relay,
the authors of [60] also studied the use of an ideal relay which has the capability to
independently and concurrently process the information signal and to harvest energy
from the same received signal. In each case, accurate analytical expressions for the
ergodic secrecy capacity are derived. Also, the TS and PS factors are optimized
to maximize the secrecy capacity in various system configurations. The focus of
[61] is to find the optimal AN-aided secure robust beamformer for minimizing the
transmission power at the relay, while guaranteeing the secrecy rate constraint. The
formulated problem is solved by using the S-procedure and semidefinite relaxation
techniques.

An secrecy rate maximization problem is studied in [62] for an AF relay
network with multiple wireless-powered relays. The authors proposed a block-wise
penalty function method to jointly optimize the PS ratio and beamformer for the
active relays, whilst the rest idle relays are treated as potential eavesdroppers. The
work in [63] considers the same system model as in [62] with a relay-assisted
cooperative jamming (CJ) scheme. Both scenarios with global CSI and local CSI
are investigated. In the global CSI case, closed-form expressions for the optimal
and/or suboptimal AF-relay beamforming vectors are derived to maximize the
achievable secrecy rate, subject to individual power constraints of the relays, using
the technique of semidefinite relaxation. A fully distributed algorithm utilizing only
local CSI at each relay is also proposed as a performance benchmark. Simulation
results validate the effectiveness of the proposed multi-AF relaying with CJ over
other suboptimal designs. Along this line of research, PLS in WPCNSs has also been
studied in other various multiuser relay channels, such as 5G network [64], massive
MIMO network [65], and cognitive radio network [66].
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The impact of a wireless-powered jammer on secrecy performance is first studied
in [67]. The authors proposed a two-phase communication protocol: In the first
phase, the source transfers energy-bearing signal to recharge the jammer. In the
second phase, the source transmits the information-bearing signal to the destination;
meanwhile, the jammer uses the acquired energy in the first phase to transmit
jamming signals to interfere with the eavesdropper. Simulation results reveal that
there exists an upper bound for the secrecy throughput when the jammer is equipped
with only single antenna. In contrast, when the jammer has multiple antennas, the
secrecy throughput grows unbounded with the increasing source transmit power.

Unlike [67], the authors of [68] considered a more general multi-user scenario
where both the jammer and the users harvest energy from a hybrid access-point (AP)
to transmit information. Specifically, the hybrid AP first transfers power to replenish
the batteries of the users and the jammer in the wireless power transfer (WPT)
phase. Then in the subsequent information transmission (IT) phase, each user sends
information to the AP in a time division multiple access manner, whilst the jammer
generates jamming signals to impair the existing multiple eavesdroppers. According
to the availability of CSI of the eavesdroppers, two different secrecy metrics are
used. When the perfect CSI of the eavesdroppers is known, the objective is to
maximize the secrecy rate by optimizing the time allocation between the WPT phase
and the IT phase. Otherwise, when the instantaneous CSI of the eavesdroppers is not
available, secrecy outage probability is minimized. Shafie ef al. extended the work
in [68] by considering multiple jammers in [69]. Specifically, an ordered-based
distributive jamming scheme is proposed for securing the transmission between
the transmitter and an IR and powering an ER equipped with a nonlinear energy
harvester. In each time slot, only one jammer out of N candidates is selected to jam
the eavesdropper and power the ER. The selection criteria is that the channel gain
between the selected jammer and the IR is below a threshold and that between it and
the ER is above another threshold. The motivation of such selection is to make the
interference at the IR as low as possible while making the harvested energy at the
ER as much as possible.

There are also works that consider the transmitter rather than the jammer as
an energy-constrained node. For instance, the authors of [70] studied the secure
transmission from a wireless powered transmitter to a receiver, in the presence of
multiple eavesdroppers. A multi-antenna node, i.e., referred to as a hybrid base
station, is incorporated into the wiretap channel model to assist jamming. For such
setup, the authors proposed a harvest-then-transmit (HTT) protocol, where each
transmission block is divided into two parts: During the first 17 (0 < 7 < 1)
amount of time, the transmitter harvests energy from the RF signals transmitted by
the base station. In the remaining (1 — )7 amount of time, the transmitter uses
the harvested energy to transmit information signal to the receiver, while the base
station transmits jamming signal to confound the eavesdroppers at the same time.
Optimization techniques have been applied to maximize the secrecy throughput via
finding the optimal time partition ratio t. Based on the same HTT transmission
scheme, the authors of [71, 72] considered a similar wireless-powered wiretap
channel, where an energy-constrained source, powered by a dedicated power beacon
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(PB), aims to establish confidential communication with a legitimate receiver, in
the presence of one single eavesdropper. The differences lies in that [71] focuses
on designing various kinds of jamming signals based on the availability of CSI,
whereas [72] concentrates on investigating two popular multi-antenna transmission
schemes at the source, namely, maximum ratio transmission and transmit antenna
selection.

The studies that combine cooperative relaying and cooperative jamming to secure
RF energy harvesting network are conducted in [73] and [74]. The authors in
[73] focused on the use of multiple jammers in a multi-antenna AF relay wiretap
channel. The objective is to maximize the secrecy rate subject to the transmit
power constraints of the AF relay and the jammers. Based on the availability of the
eavesdropper’s CSI at the transmitter, the upper or lower bounds of the achievable
secrecy rate are derived. In [74], FD technologies are fully exploited to secure an FD
relay wireless network assisted by a wireless-powered FD jammer. By taking into
account the energy consumption due to signal processing at the jammer, the authors
derive a sufficient condition for the jammer to operate with reliable energy supply.
Simulation results quantify the secrecy rate benefits brought by the FD relay and the
FD jammer.

1.3 Applications of WPCNs in Internet of Things

With the ever-increasing speed of technological advances, more and more objects
are being connected to the Internet every day, and the world is moving towards
the next generation of the Internet: the so-called Internet of Things (IoT). Different
definitions of the IoT exist in the literature [75]. IEEE defines IoT as a “A network
of items, each embedded with sensors, which are connected to the Internet.” A more
detailed definition of IoT is provided by Uckelmann et al. in the book “Architecting
the Internet of Things”:

The future Internet of Things links uniquely identifiable things to their virtual representa-
tions in the Internet containing or linking to additional information on their identity, status,
location or any other business, social or privately relevant information at a financial or non-
financial pay-off that exceeds the efforts of information provisioning and offers information
access to non-predefined participants. The provided accurate and appropriate information
may be accessed in the right quantity and condition, at the right time and place at the
right price. The Internet of Things is not synonymous with ubiquitous/pervasive computing,
the Internet Protocol (IP), communication technology, embedded devices, its applications,
the Internet of People or the Intranet/Extranet of Things, yet it combines aspects and
technologies of all of these approaches.

Although numerous definitions of IoT exist in the literature, there is a common
understanding in the research community about this concept and its high potential
to change the world. IoT links the objects of the real world with the virtual world,
thus enabling anytime, anyplace connectivity for anything and not only for anyone.
It refers to a world where physical objects and beings, as well as virtual data and
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environments, all interact with each other in the same space and time [76]. An
IoT object is not an ordinary object, but a smart one capable of more than just
its functional specification. It can receive inputs from the world and transform
those into data which subsequently are sent onto the Internet for collection and
processing. It can also produce outputs into the world some of which could be
triggered by data that have been collected and processed on the Internet [77]. IoT
enables physical objects to see, hear, think and perform jobs by having them “talk”
together, to share information and to coordinate decisions [78]. Through the use of
intelligent decision-making algorithms in software applications, objects can respond
appropriately to physical phenomena, based on the very latest information collected
about physical entities and taking into account the patterns in the historical data,
either for the same entity or for similar entities [76]. It is worth mentioning that
IoT objects must be able to perform all of these tasks autonomously, i.e., without
any human involvement. They should be able to self-configure, self-maintain, self-
repair, make independent decision, and eventually manage their own disassembly
and disposal [79]. 10T opens opportunities for the development of a wide range
of application domains which include but are not limited to smart cities, e-health,
logistics, and transportation. Figure 1.6 shows some of the application domains of
IoT.
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Fig. 1.6 IoT application domains



18 1 Introduction to Wireless Powered Communication Network

With its innumerable application scenarios, IoT is expected to improve the
quality of life, create new markets, and bring huge profits for businesses. However,
realizing IoT in a large scale is not an easy task and numerous challenges need to be
overcome before this concept is widely accepted. Lack of standardization, privacy
issues, and security concerns are among the most important challenges IoT needs to
deal with.

Energy scarcity issue is another challenge that has to be surmounted for an
effective and widespread adoption of the IoT paradigm. During the last two
decades, extensive research has been done for designing methods and protocols for
conserving as much energy as possible in order to postpone the inevitable battery
depletion of wireless devices. Specifically, we have observed the trend of designing
energy-efficient MAC and routing protocols for wireless sensor networks (WSNs)—
key enablers of loT—in order to keep the sensors operative for longer periods
(refer to [80-85] for some well-known MAC and routing protocols of WSN).
However, the energy conservation methods proposed in the literature often trade
off performance for lifetime extensions and make a compromise between quality
of service and energy consumption. Even if we neglect this performance trade-
off, the fact is that batteries will ultimately be depleted no matter how efficient the
energy consumption is. As a consequence, battery recharging/replacement will be
required which may not always be a practical solution. For example, take a health-
care application scenario where sensors are implemented inside the human body
to continuously control and monitor health conditions or a structural monitoring
application having sensors deployed inside the building structures. Even in scenarios
where battery replacement is not that difficult, involving humans to keep the things
operational contradicts one of the main objectives of IoT: operating without any
human intervention. Negative environmental impacts caused by improper disposal
of a large number of depleted batteries is another detriment which reinforces the
tendency towards a greener solution for supplying the energy of future IoT objects.
These concerns therefore have aroused wide interests in the adoption of WPCNs
into IoT and also motivated the research in this book.
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Chapter 2 )
Enhancing Physical Layer Security in Qs
Wireless Powered Communication

Networks

Abstract This chapter starts with investigating the problem of secure transmission
between a wireless-powered transmitter and a receiver in the presence of multi-
ple eavesdroppers. To counteract eavesdropping, a transmission protocol named
accumulate-then-transmit (ATT) is proposed. Specifically, the proposed protocol
employs a multi-antenna power beacon (PB) to assist the transmitter with secure
transmission. First, the PB transfers wireless power to charge the transmitter’s
battery. After accumulating enough energy, the transmitter sends confidential
information to the receiver, and simultaneously, the PB emits jamming signals
(i.e., artificial noise) to interfere with the eavesdroppers. A key element of the
protocol is the perfect CSI, with which the jamming signals can be deliberately
designed to avoid disturbing the intended receiver. Based on the assumption that
the eavesdroppers do not collude, the secrecy performance of the proposed protocol
is evaluated in terms of secrecy outage probability and secrecy throughput. This
study reveals that CJ is a critical enabler of PLS in WPCNs. After investigating
the use of a multi-antenna PB with perfect CSI, we exploit the employment of
a wireless-powered FD jammer to enhance the secrecy in the presence of CSI
errors. Noteworthy, due to imperfect CSI, the jamming signals transmitted by
the jammer yield undesired interference at the receiver. This study analyzes the
impact of channel estimation error on the secrecy performance. Besides, due to the
FD capability, the jammer is able to perform simultaneous jamming and energy
harvesting. It hence makes the energy storage of the jammer experience concurrent
charging and discharging. A hybrid energy storage system with finite capacity is
adopted, and its long-term stationary distribution of the energy state is characterized
through a finite-state Markov Chain. The secrecy performance of the proposed
accumulate-and-jam (An]) protocol is evaluated to reveal its merits. Moreover, an
alternative energy storage model with infinite capacity and the use of a wireless-
powered HD jammer are also exploited to serve as benchmarks.
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2.1 Accumulate-Then-Transmit: Secure WPCN in the
Presence of Multiple Eavesdroppers

2.1.1 System Model and Protocol Design

As illustrated in Fig. 2.1, the system model includes a source node, Alice, powered
by a dedicated PB, intends to transmit confidential information to a destination node,
Bob, in the presence of N neighbor nodes. Due to size, cost, or hardware limitations,
all wireless nodes except PB may not be able to support multiple transmit antennas,
e.g., handsets and sensors. As a result, in this chapter, it is assumed that only PB
has K > 1 antennas, whereas all other nodes are each equipped with a single
antenna. With the single antenna setup, the confidential information sent by Alice
is accessible by not only Bob but also other neighbor nodes. Out of curiosity,
these neighbors, although assumed non-colluding, may play the roles of potential
eavesdroppers by intercepting information that are not intended for them to decode.

All wireless channels in the considered system model are assumed as quasi-static
and flat fading. Fading channel coefficients thereby remain constant within each
transmission block of duration 7' and vary independently from one block to another.
Let g, and h,p, denote the channel coefficients of the links PB — Alice and Alice
— Bob, respectively. The entries of g, and &, are assumed to be independent and
identically distributed (i.i.d.) zero mean complex Gaussian variables with variance
Apa and Agp, respectively. Also, denote the set of all eavesdroppers as @g. Let
gpe, and hg,, denote the respective channel coefficients for the channel from PB
and Alice to the n-th (i.e., j € Pg) eavesdropper. The entries of gy, and /g,
are assumed to be i.i.d. zero mean complex Gaussian variables with variances
Age and Age, respectively. To capture the effect of large-scale path loss on the
network performance, the bounded path-loss model' is adopted to define the channel

Fig. 2.1 A schematic
diagram of the proposed
accumulate-then-transmit
protocol
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The considered bounded path-loss model ensures that the path loss is always larger than 1 for any
distance and has been widely adopted in the literature [13-16].
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variance as Axyy = 1/(1 + diY); dxy denotes the distance between nodes X and Y
and § € [2, 5] is the path-loss factor. For all the wireless channels in the considered
system, channel reciprocity is assumed. It is also important to note that since the
eavesdroppers are passive, i.e., they only listen to the transmission of Alice, the
instantaneous CSI of the N eavesdroppers are unknown at other nodes.”

2.1.1.1 Performance Metrics

Since the CSI of the eavesdroppers is unknown, Alice uses Wyner coding for
information transmission [18]. Specifically, Alice chooses two constant rates,
namely the codeword transmission rate R; and the secrecy transmission rate R;.
The rate redundancy, i.e. R, = R; — R;, reflects the coding cost of securing
the confidential message against intercepting. Based on that, the following three
performance metrics are defined:

* Connection Outage: The connection outage is defined as the probability that the
capacity of the channel from Alice to Bob is below the codeword transmission
rate R;.

* Secrecy Outage: The secrecy outage is defined as the probability that the
maximal capacity of the channels from Alice to multiple eavesdroppers is above
the rate redundancy R,.

¢ Secrecy Throughput: With a certain connection outage probability p., and
secrecy outage probability py,, the secrecy throughput &, is defined as

Est = (1 - pco)(l - pso)Rs~ (211)

With the selected Wyner code (R;, R;), the probability of the reliable transmission
is 1 — pco, and the probability that the transmitted signal being secured against
multiple eavesdroppers is 1 — pg,.

2.1.1.2 Protocol Description

At the beginning of each transmission block, Bob sends Alice a pilot signal
for channel estimation, e.g., using channel training methods designed specifically
for WPCNs [19]. With the assumed channel reciprocity, Alice can estimate h,p,
which is further used to calculate the minimum transmit power P, required for
guaranteeing a connection outage-free transmission. Mathematically, P, and A,y
should satisfy

2But it is assumed that the channel distributions of eavesdroppers and their channel variances are
available. This assumption has been widely adopted in the literature [1, 9, 17].
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Palhap|?
log, (1 + “|—;‘”|> = R, 2.1.2)
Oy

where abz is the variance of the AWGN at Bob. After some simple manipulation, we
obtain

QR — Do}

P, =
¢ Hah

: (2.1.3)

where H,), = |hab|2 is the channel gain of the link Alice-Bob.

Next, Alice verifies whether her residual energy E, is sufficient for a connection
outage-free transmission. If E, > P, T, Alice notifies Bob and PB by broadcasting
one single bit “1” that the information transmission (IT) mode should be invoked.
Otherwise, if Alice has insufficient energy, i.e., E, < P,T, Alice sends Bob and
PB one single bit “0” to activate the wireless power transfer (WPT) mode. In the
following, the details of the signal processing occurred in each mode are presented.

In the WPT mode, with a fixed transmit power Py, PB sends Alice an energy-
bearing signal which is randomly generated and contains no secret information.
To maximize energy acquisition, PB implements maximum ratio transmission
(MRT) with beamforming vector w = g,,/||gpsll. By ignoring the negligible
energy harvested from the noise, the amount of acquired energy by Alice can be
expressed as

Ep =nPyGpaT, (2.1.4)

where G, = ||g pa||2 denotes the channel gain of PB-Alice link, and 0 < n < 11is
the energy conversion efficiency of the energy harvesting circuit of Alice [20, 21].

In the IT mode, Alice uses the energy harvested in the WPT mode to transmit
the information signal x, to Bob, under the protection of the jamming signal
X; sent by PB. PB uses the same power level Py for both energy transfer and
signal transmission. It is worth noting that, due to the lack of the eavesdroppers’
instantaneous CSI, finding the optimal x; is infeasible. To tackle the problem, the
artificial interference generation method is used to generate a suboptimal jamming
signal, such that the yielded interference confounds only the potential eavesdroppers
but not Bob [5, 7]. Specifically, the jamming signal is in the form of x; = Wv, where
the K x (K — 1) matrix W is an orthogonal basis of the null space of the link PB
— Bob, and the vector v has K — 1 i.i.d. complex Gaussian random elements with
unit variance. The jamming power of PB uniformly distributes among the K — 1
dimensions.

Based on the design of x;, the received signals at Bob and at the n-th
eavesdropper are given by

o = Pahapxa + np, (2.1.5)
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and
Wy
Yen =V Pahae,Xa + POgLenﬁ + ne, (2.1.6)

where hgp, hae, € C1*1! and Epe, € CX>1 Tt is worth noting that hae, and g, are
unknown by Alice, Bob, and the PB due to the assumption of passive eavesdropping.
np and n, are the AWGN at Bob and the n-th eavesdropper, with the variance abz

2 .
and o, respectively.

2.1.2 Battery State Analysis

Since a practical energy storage with finite capacity is considered in this work,
the analyses designed for infinite battery capacity [9] are not applicable to the
current study. Therefore, we follow [12] and apply a discrete-level battery model to
characterize the dynamic behaviors of Alice’s battery. Specifically, we discretize the
battery storage into L 4 1 energy levels, with the i-th level expressed as ¢; = iC/L,
i €{0,1,..., L}, with C representing the battery capacity. Specifically, in the WPT
mode, the discretized energy saved in the battery can be expressed as

ep = ¢&j, where j = arg_e{(gnlax L le,- 15 < Eh}. 2.1.7)
1 I PN

It is worth pointing out that if £, > C, energy overflow will happen because the
maximum amount of energy that can be saved at Alice is C. Equation (2.1.7) implies
enp < e = Cbylimitingi € {0, 1,..., L}.

On the other hand, in the IT mode, the consumed energy, i.e., P, T, corresponds
to a discrete energy level &;, which is defined as

& = ¢&j, where j = argie{on}in B {8,’ t& > PaT]. (2.1.8)

Based on the principle of the proposed ATT protocol, we can now readily
describe how the residual energy at Alice evolves along the communication process.
Let¢[t] € {¢wpT, ¢17} denote the operation mode of Alice for the ¢-th transmission
block, where {wpr and ¢;r represent the WPT and IT modes, respectively.
Then, ¢[t] is determined by Alice’s residual energy ¢,[¢] at the beginning of that
transmission block. Mathematically, we have

c[] = sir if &,[t] > &. (2.19)

Cwpr otherwise

Further, the energy evolution at Alice can be described as follows:
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min{sr[r]+ah, c] if ¢[t] = twpr,
erlt] — & if ¢[1] = &7

elt +11= (2.1.10)

It is worth noting that the discrete energy model can tightly approximate its
continuous counterpart when the number of the discretization level is sufficiently
large (i.e., L — oo corresponds to a continuous energy storage model).

2.1.2.1 Markov Chain

With the energy discretization described above, the transition of Alice’s energy
states can be modeled as a finite-state MC. Define state S; as the residual energy
of Alice ¢, being equal to &;. Next, we derive the probability p; ; of a transition
from the state S; to the state S; as follows.

1. The battery remains empty (So — Sp): This transition case starts with the state
So, i.e., the battery is empty. In this case, the WPT mode should be invoked.
The case that the transition finishes with the same state Sy indicates that after
discretization, the harvested energy becomes zero, i.e., ¢, = 0. According to the
definition in (2.1.7), the condition E;, < C/L must hold. Hence, the transition
probability of this case can be expressed as

po,o =Pr {8h = 0}

C
=Pr{Gp < ——
nPyTL

C = ( A %TL)k
=1 —exp (— ) 1%pa’0 . 2.1.11)
Whpa POTL) = k!

where (2.1.11) is obtained based on the fact that G, is gamma-distributed with
parameters (K, A pq).

2. The battery is fully charged (Sy — S1): The empty energy state indicates that the
WPT mode is activated. To make the battery become fully charged, the amount
of harvested energy should be no less than the capacity of Alice’s rechargeable
battery. The transition probability is hence given by

Po,L =Pr{8h > C}
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K-1(_—C _ g

C — ( *ra P T)

—exp (——> AMpat” 2.1.12)
WpaPoT ) = K

3. The battery is partially charged (So — S; : 0 < i < L): The state transition
indicates that the discretized amount of harvested energy ¢, should equal iC/L.
Therefore, E;, must fall between the energy level iC/L and (i + 1)C/L. The
transition probability is thus calculated as

Po.i =Pr|ah - iC/L}

Pr iC <G i+ DC
= < —
nPoTL — P 7 nPyTL

K—1 iC k
iC — (nApaPOTL>
—exp - >

N pa PoTL k!

k=0
K,l( (+1)C )k

i+ 1)C % pa PoT L
Cexp (- D Yo el (2.1.13)
NhpaPOTL ) k!

4. The non-empty battery is partially charged (S§; — S; : 0 < i < j < L):
The WPT mode is selected in this transition case, and the discrete amount of
harvested energy equals (j —i)C/L. Therefore, E; must fall between the energy
level (j —i)C/L and (j —i 4 1)C/L. The transition probability is

pij =P > ic/Len = -hHC/L)]

2TL i —i)C i —i+1DC
% pel G =D < Gpo < (G—i+D
iC nPoTL nPyT L

) ozab 2TL
= — €X
P\ mC

k
) [exp (_ (j = i)C )Ki (nilaz%%)

Mhpa POTL ) =

:Pr{Hab <

K—1 ((, i+)C

e i
Cexp(-Y =D Z T POTL) , (2.1.14)
Wpa POTL ) &=

where we define o := 2% — 1 for notation simplicity.
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. The non-empty and non-full battery remains unchanged (S; — S; : 0 <i < L):

In this transition case, the WPT mode is activated, and the discrete amount of
harvested energy equals zero. It requires that the minimum transmit energy &; is
greater than the current residual energy i C /L. The transition probability is given
by

pii =Pr{(er > iC/L)[en = 0}

2
o;TL C
=PrIHab<a'bC }Pr{Gpa<—}
i

C = (nx %TL)k
1— - pa? . 2.1.15
x eXp( nx,,aPOTL) ]; k! @.L1.15)

The non-empty battery is fully charged (S; — Sp : 0 < i < L): Similar to
the previous case, only the discrete harvested energy equals (L — i)C/L. The
transition probability is thus given by

pip =Pr{(e > ic/L)(en = L - DC/L)|

acfTL (L —i)C
=Pr{H, < C PriGps > ———
1

. k
_ (L—)C
@ TL (L e\ (75R5r)
=|l—exp|—— exp| ————— Z—' .
ilgpC NApa PoT L k!

. The battery remains full (Sp — Sr): In this case, the WPT mode is performed

in the current transmission block and the harvested energy can be any arbitrary
value since the full battery cannot save any more energy. The transition probabil-
ity is

Prie >l =Pl o, T\ _ a0, T
=Prig,>C{=Pr < =1—exp|-— :
PL.L t ab C p 7y C

(2.1.17)

. The battery is discharged (S; — S; : 0<i < j < L): According to the definition

in (2.1.10), it can be easily inferred that the energy level reduces only when the IT
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mode is invoked. The state transition from S; to §; indicates that the discretized
amount of energy &; equals (j — i)C/L. Therefore, the consumed energy for
information transmission, i.e., P, T, falls between the energy level (j —i —1)C/L
and (j — i)C/L. Hence, the transition probability is given by

pii =Pr{e = (i - /L

aofTL aofTL
= ———= <Hp < —F"—
(j—0C (j—i-DC
aofTL otaszL
=exp| ——"T""7—=] —-exp|l ——F—"7""""F—=]. (2.1.18)
(J —DAapC (J—i—DrwpC

The objective is to find the stationary distribution & of the MC; m;,i €
{0, 1, ..., L} denotes the probability that the residual energy of the battery is &;.

Let M = (p;,;) denote the (L + 1) x (L + 1) state transition matrix of the MC. By
using the similar method in [12], we can readily verify that the MC transition matrix
M is irreducible and row stochastic. Therefore, there must exist a unique solution
that satisfies the following equation,
— T _ wmT
n = (mwg, q,..., 7)) =M"m. (2.1.19)
Consequently, the stationary distribution of Alice’s energy can be obtained as

=M —1+B)" b, (2.1.20)

where B; ; = 1,Vi, jandb = (1, 1,..., DT.

2.1.3 Performance Evaluation

In this section, the achievable performance of the proposed secrecy transmission
scheme are examined. Under a fixed R; and Ry, the analyses of the connection
outage and the secrecy outage are given in Sects. 2.1.3.1 and 2.1.3.2. In Sect. 2.1.3.3,
the secrecy throughput is characterized.

2.1.3.1 Connection Outage Probability

Since Alice transmits information to Bob only in the IT mode, based on (2.1.5) the
received signal-to-noise ratio (SNR) at Bob is given by
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Palhan® i r —
yo=1 ¢ 2.1.21)

0 it =¢wer.
Consequently, the connection outage probability of the proposed ATT scheme is
Peo = Pr { logy (1 + ) < Rt}. (2.1.22)

and its analytical result is given in Proposition 2.1.

Proposition 2.1 Denoting « = 2R — 1, the connection outage probability in
(2.1.22) of the proposed ATT scheme can be expressed as

L 2
aofTL
=1- 2 7 b . 2.1.23
Pco T eXP( ingyC ) ( )

i=1

Proof Rather than directly deal with the connection outage, we instead calculate
the probability of its complementary event, i.e., the transmission probability p;, =
1 — pco- By applying the total probability theorem, p;, can be expressed as

pix =Pr{log; (1 +7) = R/
=Pr{log2(1 + ) = Rl = CWPT}PY{<§ = CWPT}

+Pr{logy (14 1) = Rl = air | Prfe = ¢,

(2.1.24)

Based on (2.1.21), we have Pr{log, (1 4+ ) > R/¢ = ¢wpr} = 0 and
Pr{log, (1 + y») > R/|¢ = ¢17} = 1. Therefore, we can recast p; as

Pix =Pr{§ = CIT}

L
=Y el =ic/n e <ic/n)]
i=1

owb2TL}

L
= 7w PriHy >
N

aoszL
= miexp|— o) (2.1.25)
. a
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Therefore, we can obtain the connection outage probability by calculating p., =
1 — p;yx. This completes the proof. |

Remark 2.1 Equation (2.1.23) is verified by comparing the theoretical results
obtained in (2.1.23) with Monte Carlo simulation results. In Monte Carlo simula-
tions, the system parameters are setas K = 6,7 = 1,C = 0.01, L = 100, n = 0.5,
dgp =20m, 5 = 2, and crbz = —50dBm. Itis observed that in Fig. 2.2 the theoretical
curves coincide well with the simulation ones, which validates Proposition 2.1. In
addition, Fig. 2.2 also shows the impact of R; on the connection outage probability,
i.e., pco increases with the increasing R; = [1, 4, 6]. This can be easily explained
by the definition of p., in (2.1.22). Furthermore, it is observed that p., decreases
monotonically as Py increases. The reason is that with the increasing Py, Alice can
harvest more energy in each transmission block which would certainly increase the
transmission probability, and thus reduce the connection outage.

2.1.3.2 Secrecy Outage Probability

In this subsection, we characterize the secrecy outage probability p;,. From (2.1.6),
the received signal-to-interference-noise ratio (SINR) at the n-th eavesdropper is

Pl z/(i Tw2+02) if ¢ =7,
Ve, = al a6’n| K—1||g[’en I € ¢ sir (2126)

0 if¢ =¢wer.

Denoting the rate redundancy threshold as R, = R; — R, and the corresponding
channel capacity threshold for the secrecy outage as 8 = 2% — 1, the corresponding
secrecy outage probability is

Fig. 2.2 Connection outage 1 T T T T T - -
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Deo = Pr{ggi{yen} > 5]. (2.1.27)

In the following, the theoretical result of (2.1.27) is derived. We first formalize
the following lemma to facilitate the secrecy outage probability analysis.

Lemma 2.1 Assuming that a random variable X is exponential-distributed with
the rate parameter Lx and a random variable Y is gamma-distributed with the
shape parameter ky and scale parameter Oy, then the CDF of the random variable
Z = X/(Y + a) is given by

/i ky o
Fz(z) =1—e %/ (—) . 2.1.28
2(2) kyOyz/ x + ky ( )

Based on Lemma 2.1, we compute the closed-form expression of p;, as follows.

Proposition 2.2 For a given rate redundancy R, = R; — Ry, the secrecy outage
probability of the proposed ATT scheme is given by

L N N (_1)m+1 K—1 m(K—1)
=2 2(,) 50 (57)

i=1 m=1
bm + 1 omszL
X €X —
exp ") T ic
[ m(K — 1), pm + ! M”ZTLJFK_I (2.1.29)
X m(K —1), ¢pm + —, — . 1.
Ay iC "

where for notation simplicity, we define

_ b = DorpeP 2.1.30)
e o ers @1
pNae pNae
and
00 o
U (n, 1, v) = —  dx
(n, p,v) /O G
1 n—1
= o k- D
n Sl
_,n—1
— ((n'u_—)l)'e’“’Ei(—Mv) (2.131)

Proof See Appendix A. |
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Fig. 2.3 Secrecy outage 0.3 T T T T T
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Remark 2.2 The proof of Proposition 2.2 differs from the existing works as we
have taken the thermal noise at Eves into considerations. Although the noise power
at Eves are typically unknown to Alice, to evaluate the secrecy performance of
the proposed ATT scheme in a practical scenario, in Monte Carlo simulations
we consider the noise power at Eves are as same as the noise power at Bob.
Simulation results plotted in Fig. 2.3 validate Proposition 2.2. From Fig.2.3, it is
also observed that increasing Py and/or R, can significantly improve the secrecy
outage probability. The reason is that for a given Rj, larger R, means that more
code redundancy is used to protect the confidential message.

2.1.3.3 Secrecy Throughput

In this subsection, we characterize the secrecy throughput &, in the following
corollary.

Corollary 2.1 Combining the derived connection outage probability in (2.1.23)
with the secrecy outage probability in (2.1.29), and substituting into (2.1.1), we
can obtain the closed form expression for the secrecy throughput of the proposed
ATT scheme given by

aofTL

L
=R miexp | —
st s Z i €Xp s C

i=1

L N N (_1)m+l K —1 m(K—1)
{225 (5)

i=1 m=1
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Sm + 1 anZTL
xexp|l—|om+ — )| ——
P ) iC
o (mek — 1. ém + 1 adTL K -1 2.132)
X mK-1),¢pm+ —, ——— + ——— . 1.
Aab iC ¥

Remark 2.3 In Remarks 2.1 and 2.2, we elaborate that the increasing R; has a
negative impact on the connection outage probability but a positive impact on the
secrecy outage probability. As a result, based on (2.1.1), there should be an optimal
R} that can find the best trade-off between the probability of 1 — p., and 1 — py,
for maximizing &;;. Figure 2.4 depicts the change trend of the secrecy throughput
versus the increasing R;. It shows that as R; increases, the secrecy throughput first
increases then decreases. The optimal R; with the maximum secrecy throughput
achieves the best trade-off between increasing the transmission probability and
reducing the secrecy outage probability. Unfortunately, due to the complexity of the
considered MC model, a general closed-form solution for R is difficult to derive.
Nevertheless, for a given network setup with a maximum allowable connection
outage probability pi?*, we can calculate the maximum allowable transmission rate
R based on (2.1.23). Then, the optimal R} can be readily obtained by performing
a one-dimensional exhaustive search over its feasible range (R;, R;").

2.1.4 Numerical Results

In this section, more representative simulation results are provided to gain more
insights about the proposed ATT scheme. In line with [9], the simulation set up is

Fig. 2.4 Secrecy throughput 1 T T
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based on a linear topology where Eves, Alice, PB, and Bob are placed in order along
a horizontal line; the distances are set to doy = dup = dpp = 10 m. Throughout
this section, unless otherwise stated, we normalize the transmission block duration
T = 1, and set the pass-loss factor § = 2, the number of eavesdroppers N = 3,
the number of antennas at PB K = 4, the noise power obz = 082 = —50 dBm,
the transmission rate R; = 2, and the secrecy rate Ry = 1. For system parameters
regarding the energy storage at Alice, we choose the energy conversion efficiency
n = 0.5 [9, 22], battery capacity C = 0.01, and discretization levels L = 100.
It is worth noting that since the accuracy of the theoretical results have already
been validated in Sect. 2.1.3, in all the following figures we will omit Monte Carlo
simulation results.

In Fig. 2.5, we evaluate the impact of the distance between PB and Alice d,;), as
well as the number of antennas K at PB on connection outage. It is observed that as
dgp increases from 10 to 15 m, the connection outage probability increases notably.
The reason is that by increasing the distance between PB and Alice, the amount
of energy that Alice can harvest from PB reduces. In this case, according to the
proposed ATT protocol, more blocks are used for the WPT mode. Consequently,
more WPT blocks leads to higher connection outage probability. Additionally, in
both cases of Fig. 2.5 it is observed that increasing K can significantly reduce pc,
when Py is below 30 dBm. This finding suggests that in the low transmit power
regime, equipping more antennas at PB is an effective method to improve network
connection regardless of PB’s position.

Figure 2.6 plots the effect of the number of eavesdroppers N on the secrecy
outage probability. It is observed that the achievable secrecy outage probability
becomes worse as N increases. Furthermore, it is notable that with the increasing
Py, the secrecy outage probability increases first and then declines. When Py is
small, Alice cannot harvest enough energy for supporting information transmission.
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Fig. 2.6 Secrecy outage 10°
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Hence, the WPT mode dominates, and the secrecy outage hardly happens. As Py
increases, more blocks are used for the IT mode. However, since the jamming
power is not adequate to yield sufficient interference at the eavesdroppers, pso
increases consequently. When Py exceeds 10 dBm in Fig. 2.6, the eavesdroppers are
overwhelmed by the jamming signals, and therefore, the secrecy outage probability
keeps decreasing.

Finally, we compare the achievable secrecy throughput of the proposed ATT
scheme with the benchmark harvest-then-transmit (HTT) scheme [2, 10]. In HTT,
each transmission block is divided into two phases. During the first 77 (0 < 7 < 1)
amount of time, the transmitter harvests energy from the RF signals transmitted by
PB. In the remaining (1 — 7)7 amount of time, the transmitter uses the harvested
energy to transmit information signal to the receiver, while PB transmits jamming
signal to confound the eavesdroppers at the same time. Optimization techniques
have been applied to maximize the secrecy throughput via finding the optimal time
partition ratio 7.

In Fig.2.7, it is observed that with the number of antennas at PB equal to 2,
the HTT scheme can achieve larger secrecy throughput than our proposed ATT
when Py < 17 dBm. The reason is that small Py and K in ATT scheme would
lead to transmission blocks mostly used for the WPT mode, hence the IT mode
can hardly take place. But in HTT scheme, a fraction of each transmission block is
always allocated for information transmission regardless of the system parameter.
Nevertheless, in the mid-high Py regime, the performance of ATT rapidly overtakes
that of HTT as expected. When K = 6, our proposed ATT scheme always
outperforms the HTT scheme. As per (2.1.1), the higher throughput of ATT is as
a result of the improved connection outage and the secrecy outage. It suggests that
when the number of antennas at PB is large, it is always superior to enable energy
accumulation at the wireless powered nodes.
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2.2 Accumulate-and-Jam: Secure WPCN via A
Wireless-Powered Full-Duplex Jammer

2.2.1 System Model and Protocol Design

We consider a point-to-point Gaussian wiretap channel which consists of a source
(S), a destination (D), and an eavesdropper (E). Each of these three wireless agents,
either being a handset or sensor, is equipped with a single antenna, as illustrated
in Fig. 2.8. In line with the vast majority of previous studies, the eavesdropper in
this work is considered to be a passive adversary, i.e., it may not transmit but only
listens. As such, the instantaneous CSI of E are unknown by any other nodes in the
network.® Moreover, the passive eavesdropping makes the source (S) impossible to
determine whether the main channel (S — D) is superior to the wiretap channel
(S — E).

2.2.1.1 Jammer Model

The jammer is assumed to be an energy-constrained node without embedded energy
source. It thus needs to acquire energy from ambient RF signals to function.
Specifically, when performing cooperative jamming, J operates in FD mode: it uses
N, (i.e., N, > 1) antennas to harvest energy from S, and N; (i.e., N; > 2) antennas
to transmit jamming signals, simultaneously. When cooperative jamming is not
carried out, J focuses on energy harvesting with all its antennas, i.e., Ny = N; + N,

3But we assume that the channel distribution of the eavesdropper is available. This assumption has
been widely adopted in the literature for secrecy performance analysis [9, 17].
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Fig. 2.8 A schematic
diagram of the proposed
accumulate-and-jam protocol
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antennas, to receive RF signals. By doing so, J can maximize its energy acquisition
by leaving no antennas idle. To enable the aforementioned functionality, J is also
equipped with the following components*:

¢ Ny RF chains for energy harvesting and jamming transmission;

e Ny rectifiers for rectifying the received RF signals into direct currents (DC) [23,
241,

e a primary energy storage (PES), i.e. a chemical rechargeable battery with high
energy density;

» asecondary energy storage (SES), i.e. a super-capacitor with high power density.

Specifically, N, out of the N; antennas are connected permanently to N, rectifiers.
The rest ones, i.e., Ny = Nj — N,, are connected to the remaining N; rectifiers
in a non-permanent manner. For simplicity, we consider this antenna allocation as
predetermined, and the potential antenna selection problem is beyond the scope of
this work. The reason for employing the hybrid energy storage system at J is that
a single energy storage cannot be charged and discharged at the same time, and
therefore cannot support the FD operation. Briefly, PES is directly connected to the
rectifiers and the RF chains. When the RF chains are idle, the harvested energy
is delivered straight into PES. During transmission, PES uses its stored energy to
power up the RF chains. Meanwhile, the harvested energy is temporarily saved in
SES. Once the jamming transmission finishes, SES transfers all its stored energy to
PES.

It is also important to clarify that the FD technique applied at J is for simultaneous
energy reception and information transmission, which does not strictly fall into the
category of conventional FD communications. With a slightly abused terminology,
we refer such a jammer as a wireless-powered FD node.’> In addition, for the
comparison purpose, we also consider the usage of a wireless-powered HD jammer,

“4Note that at the current stage of research, the optimal structure of an RF energy harvesting node
is not completely known. The proposed circuit model in this work provides only one possible
practical design.

31t is also worth noting that such unconventional usage of the term full-duplex is not uncommon in
existing literature [8, 25, 26].
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which performs either energy harvesting or jamming transmission, but not at the
same time. More details are given in Sect. 2.2.5.

2.2.1.2 Channel Assumptions

In Fig. 2.8, fading channel coefficients of the links S - J, S —- D, S — E, ] —
D, and J — E are denoted by hgy, hsp, hse, hyp, and h; g, respectively. We
assume a quasi-static flat fading channel model, in which these fading channel
coefficients remain constant within each transmission block of duration 7,° and
vary independently from one block to another. We apply different small-scale fading
models to the channel hg; that performs energy harvesting and the other channels
that perform information transmission. Specifically, since the up-to-date wireless
energy harvesting techniques will only work within a relatively short distance, a
line-of-sight (LoS) path is likely to present between S and J. Therefore, following
[27, 28], we model hg; as a Rician fading channel. Through adjusting the Rician
factor K, different channels can be modeled, ranging from a fully deterministic
LoS channel (i.e. for short distance) to a weakly dominated LoS channel (i.e. for
relatively large distance). On the other hand, for all other channels performing
information transmission, we apply an independent and identically distributed
(i.1.d.) Rayleigh fading to model the heavily scattered wireless communication.

In this chapter, we also make the following assumptions regarding the CSI:
hsp and h;p are acquired respectively by S and J via channel estimation, but
the estimated h;p at J is imperfect. The CSI of the eavesdropper, i.e., hsg and
h; g, is known only to itself as a result of passive eavesdropping. The rationality
and advantages of considering imperfect h;p at J are two-fold: (1) As an energy-
constrained node, the jammer has limited processing power and capability to
perform accurate channel estimation, and (2) With imperfect h; p, we have extended
the nulling jamming scheme to allow for interference leakage at the destination.
We, therefore, are able to evaluate the impact of imperfect CSI on the system
performance. Finally, channel reciprocity is assumed for all the wireless links in
the considered system.

2.2.1.3 Protocol Description

In this section, we provide a detailed description of the proposed accumulate-and-
jam (AnJ) protocol. Specifically, at the beginning of the kth transmission block (k =
1,2,...), J estimates its residual energy e[k] and compares it with a predefined
threshold E;j,. In the case of ¢[k] > E;j or e[k] < Eyj,J broadcasts a single bit (i.e.

SWithout loss of generality, we normalize the block duration to one time unit, i.e., 7 = 1. As a
consequence, the measures of energy and power become identical in this work and therefore can
be used interchangeably.
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1 or 0) to inform S and D whether it is capable of CJ, with bit O indicating that the
energy at J is not sufficient for CJ, and bit 1 otherwise. If bit 0 is received from J, S
feeds back bit 0 to J and D via a feedback channel to indicate that the current block
will operate in DEH mode, and thus D keeps silent during this block. Otherwise
(i.e. S and D receives bit 1 from J), S keeps listening, and D sends a pilot signal
for S and J to perform channel estimation. With the assumed channel reciprocity,
S can estimate hgp which is then used to verify whether the instantaneous channel
capacity Csp, expressed as,

PsH
Csp = log, (1+ > 25[’) (2.2.33)
°p

can support a secrecy rate R,. In (2.2.33), Pg is the source transmitting power,
Hgp = |h5D|2, and of) is the additive white Gaussian noise (AWGN) at D. When
Csp > Ry, S feeds back bit 1 to D and J to indicate that the current block will
operate in OEH mode. Otherwise (i.e. Csp < Ry), S feeds back bit 0 to indicate
that the DEH mode will be activated. The signaling message exchange among S, D,
and J then terminates here. Let @[k] € {®,, D,} indicate the operation mode (i.e.,
either DEH or OEH) for the kth transmission block, we have

@,, ifelk]> E d Csp > Ry,
Dk] = 4 if e[k] > E an SD Z Ry (2.2.34)
@4, otherwise.

The condition of e[k] > Ey is referred to as the “energy condition”. It is used to
prevent the intensity of the jamming signal from dropping down to the noise level
at E, which wastes the acquired energy at J. The condition of Csp > Rj is referred
to as the “channel condition”. The system will suffer from secrecy outage if the
channel condition is not met. The necessity of the channel condition will be shown
clearly in Sect. 2.2.3 where the secrecy outage is defined.

In the following, we present the details of the signal processing occurred in each
mode. In the DEH mode, with a fixed transmitting power Ps, S sends J an energy-
bearing signal, which is randomly generated and contains no secret information.
To maximize the acquired energy, J employs all the N; antennas for receiving RF
signals. By ignoring the negligible energy harvested from the receiver noise, the
total amount of energy harvested at J during a DEH block is given by [11]

E! =nPsHY,, (2.2.35)

where H g 7 = ||h§ 7 | 2 , hg J € CNix1 . and n denotes the energy conversion
efficiency. The harvested energy is delivered straight into PES.

In the OEH mode, with the same transmitting power Pg, S sends an information-
bearing signal xg to D, with E{|xs|?} = 1. J sends a jamming signal x;, which is
deliberately designed for the purpose of producing a null at D and degrading the
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wiretap channel of E. It is clear that only when J is equipped with N, > 2 antennas
there are enough degrees of freedom to design x;. Specifically, the artificial noise
generation method proposed in [5] is adopted, which requires instantaneous CSI
hy; p for beam design.” Unfortunately, as an energy-constrained node, the processing
capability of the jammer is limited. Therefore, there is a certain degree of mismatch
between the estimated CSI h sp and the real CSI hyp, of which relation can be
expressed as [32, 33]

hyp =P hyp+/1T—phe, (2.2.36)

where h,,, is the error noise vector with i.i.d. zero mean and variance o:2.,.. p, scaling
from O to 1, is the correlation coefficient between h Jsp and hjyp. A larger p means
better CSI accuracy. If p = 1, J has full CSL h;p.

As mentioned earlier, the imperfect estimate h JD is used to design the jamming
signal x;. Specifically, x; = Wv, where W is a Ny x (N; — 1) matrix constructed in
the null-space of h; p, and v is the artificial noise vector with N; — 1 elements. Each
element of v is assumed to be an i.i.d. complex Gaussian random variable with zero
mean and normalized variance. Thus, the received signal at D and E are given by

Wy
= /Pshspxs++ (1 —p)Pshl, ——— +n 2.2.37
YD shspxs (I—-p)Py e N D ( )
and
& Wy
= /Pshspxs +P/h  ———— +ng, 2.2.38
Ve = v/ Pshsexs i N E ( )

respectively, where Pj is the transmitting power of J (i.e., 0 < Py < Ey). np and
ng denote the AWGN with zero mean and variance 012) and aé, respectively. It can
be seen from (2.2.37) that the jamming signal also leaks into D’s receiver due to the
estimation error. We show later at the numerical results in Sect. 2.2.6 the impact of
p on the protocol performance.

Apart from information transmission and reception, wireless energy harvesting
continues in OEH mode. Specifically, the received signal at J is given by

Wy
yy = \/P>Shgjx_g + \/EH@? +ny (2.2.39)
/N, —

where Hy € (CN’.XN' denotes the loop channel at J, ny is the N, x 1 AWGN vector
satisfying E[n; nTj] =1y, ajz, and a} is the noise variance at each receiving antenna.

From (2.2.39), the energy-harvesting circuitry of J not only harvests energy from
the signal that it overhears from S, but also recycles a portion of its own transmitted

7The jammer may estimate h; p via channel training methods, e.g., [19, 29-31].



46 2 Enhancing Physical Layer Security in Wireless Powered Communication Networks

energy. However, to the best of our knowledge, the distribution of the loop channel
H, before applying any interference cancellation is still unknown in open literature.
As aresult, it is extremely difficult to derive the statistical functions for the recycled
energy term. To make the ensuing mathematical analysis tractable and to attain
meaningful results, we have to omit the recycled energy term in the following
theoretical derivations. In this case, the total amount of harvested energy in OEH
mode is expressed as

Ej ~ nPsHY, (2.2.40)

where HZ, = |h¢,| 2 h}, e CM>!. Similar to (2.2.35), the harvested noise
power is also ignored in (2.2.40). The harvested energy is first saved at SES and then
delivered to PES once the jamming transmission finishes. It is noteworthy that due
to the omission of recycled energy, strictly speaking, the ensuing theoretical analysis
in this work draws a lower bound for the secrecy performance of the proposed AnJ
protocol.

2.2.2 Hpybrid Energy Storage State Analysis

The purpose of studying the jammer’s energy storage is to find out the probability
that the energy condition is met. Due to the FD operation mode, the energy status
at J exhibits a complex charging and discharging behavior. We tackle this problem
by first applying energy discretization at PES, then using a finite-state MC to model
the state transition between discrete energy levels.

2.2.2.1 Energy Discretization

As we consider a practical energy storage with finite capacity, the analyses designed
for infinite battery capacity [9] are not applicable to the current study. We, therefore,
follow [12] and apply a discrete-level battery model to characterize the dynamic
behaviors of PES and SES. Specifically, we discretize PES into L + 1 energy levels,
with the i-th level expressed as ¢; :=iC1/L,i € {0, 1, ..., L}, where C| represents
the capacity of PES and is assumed to be greater than E;j, (i.e., otherwise the jammer
can never transmit).

Specifically, in DEH mode, the discretized energy saved in PES can be expressed
as

sff = Si,‘f’ where i}‘f = argie{gllax L}{ei 15 < EZ}. (2.2.41)

.....
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It is worth pointing out that if E;‘f > (1, energy will overflow because the
maximum amount of energy that can be saved in PES is C;. Equation (2.2.41)
implies ¢! < e, = C; by limiting i € {0,1,..., L}. As for the OEH mode,
since the acquired energy E} is first saved in SES and then transferred to PES,
considering energy overflow at SES, the amount of energy exported by SES is equal
to min{E7, C»}. After transferring along the circuitry from SES to PES, the amount
of energy imported to PES can be expressed as

E? = ' x min{EY, C2} (2.2.42)

where 7’ is the energy transfer efficiency from SES to PES [21], and min{x, y}
gives the smaller value between x and y. After discretization, the amount of energy
eventually saved in PES is given by

gp = &g, where i) = argie{(r)nla.).(. L}{si 1g < EZ}. (2.2.43)

On the other hand, the required energy for jamming transmission E;j corresponds
to a discrete energy level g;, which is defined as

& = ¢, wherei; = argie{gr%in L}{si re; > Eul. (2.2.44)

Note that E;; entails all energy consumption occurred at J, i.e., E;, = Py + P,
where P. denotes the constant circuitry power [34, 35]. Furthermore, (2.2.44) can
also be expressed as

E C T
g = —" | == Z¢, (2.2.45)
C/L| L L
where [-] stands for the ceiling function, and t = ’V C’f‘/"L-‘ is defined for notation

simplicity.

At the beginning of the [k 4 1]th transmission block, the residual energy e[k + 1]
is determined by the operation mode @ [k] and the residual energy ¢[k] from the kth
block. Therefore,

min{e[k] — & +¢p, C1} if k] = D,

elk+1] = ) 4 )
min{e[k] + &5, Ci} if ®[k] = D,.

(2.2.46)

It is worth noting that the discrete energy model can tightly approximate its
continuous counterpart when the number of the discretization level is sufficiently
large [36] (L — oo corresponds to a continuous energy storage model). The impact
of L on the secrecy performance of the proposed protocol is presented in Sect. 2.2.6.
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2.2.2.2 Markov Chain

With the energy discretization described above, we are able to model the transition
of the PES energy states as a finite-state MC.® We define state S; as the residual
energy of PES ¢[k] being ¢;. The transition probability p;, ; represents the probabil-
ity of a transition from state S; to state S;. The transitions of the PES energy states
have the following six cases:

1. PES remains empty (So — Sp): In this case, the energy condition cannot be
met. Therefore, the DEH mode is activated. Provided that PES remains empty
after recharging, it indicates that the harvested energy during this DEH block
is discretized to zero, i.e., 82 = g9 = 0. From the definition given in (2.2.35)
and (2.2.41), the condition of E}‘f = nPsHg; < e¢; = C1/L must remain if
the harvested energy is discretized to zero. The transition probability pg ¢ is thus
described as

(2.2.47)

Since the channel between S and J is assumed to be Rician fading, the CDF of
ng is given by [37]

2(K +1
Hd x)=1-0u, (\/ZN‘]K ( + 1 ) , (2.2.48)
SJ
where Oy, (-, ) is the generalized (N;-th order) Macum Q-function [38], and K
is the rician factor. Combining (2.2.48) with (2.2.47), we have

1
=F _— 2.2.49
Poo =g, (ﬁPSL/Cl) (224

2. PES remains full (S — Sr): In this case, the energy condition is certainly
met. The selection of the operation mode thus depends purely on the channel
condition. If Csp > R;, OEH is invoked, where the consumed energy &; is no
larger than the harvested energy &}. Otherwise (i.e. Csp < Ry), DEH is invoked,
and the harvested energy ez can be any arbitrary value as PES is full and cannot
accept more energy. The corresponding transition probability is calculated as

8Note that it is not necessary to model the state transition of the SES since it is used only for
temporary energy storage in OEH mode.



2.2 Accumulate-and-Jam: Secure WPCN via A Wireless-Powered... 49

pr.L =Pr{Csp = R} Pr{ej > &} +Pr{Csp < Ry} (2.2.50)

We first evaluate g, i.e. the probability of the channel condition being satisfied.
After performing some simple manipulations, we have

2R 1
gc =Pr{Csp = Ry} =Pr{Hgp > 5 (2.2.51)
Ps/UD

Since the channel hgp is assumed to be Rayleigh fading, Hgp follows an
exponential distribution with CDF

Frgp(x) = 1 —exp (_QLSD> (2.2.52)

Consequently, the probability for the channel condition is given by

1o py (B2 (2.2.53)
qC - Hs[) PS/O'g L.
and
2R — 1
Pr{Csp < R} =1—qc = Fusp \ 55 (22.54)
Ps/O’D

We now analyze the term Pr {SZ > & } From the definition given in (2.2.42),
we have

Prie; > &} =Pr{(WE}; = &) N(E] < C2)}
+Pr{(n'C2 = &) N (E} = C2)}

Pr{n/EZ >gt) ifCy > H,LLcl

= (2.2.55)
0 otherwise
With the definition of E} given in (2.2.40), we can obtain
Pr{yf E > ¢} = Pr {ng > ,;} (2.2.56)
nn'PsL/Cy

Similar to (2.2.48), the CDF of H§J is

Frg (@) = 1- Qu, (,/21\7 K, [2&+D ) (2.2.57)

257
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Consequently,

T
Pr{nE¢ > =1—Fyo | ——— 2.2.58
rn'Ef = &) HS,(W,PSL/C1> (2.2.58)

By combining (2.2.53), (2.2.54), (2.2.55), and (2.2.58), we can obtain the
transition probability p; 1 as

ac (1= Fuy, (mizes)) i€z 37z
PL,L = (2.2.59)
Fhp, (E) otherwise

Ps/o%

3. The non-empty and non-full PES remains unchanged (S; — S; : 0 <i < L): In
this transition case, we need to first evaluate the energy condition. If the available
energy is less than the required energy threshold, i.e., &; < &, DEH mode is
invoked. If ¢; > ¢;, then the energy condition is met. Next, we need to evaluate
the channel condition. In the case that the channel condition is not satisfied, i.e.,
Csp < Rg, again DEH mode is selected. Similar to the first transition probability
(i.e., So — So) , the unchangeable state transition in DEH mode indicates that
the harvested energy is discretized to zero, i.e., ag = 0. On the other hand, if
gi > & and Csp > Ry are both satisfied, OEH is activated. The unchangeable
state transition in OEH mode indicates that the amount of harvested energy must
equal the amount of the consumed energy, i.e., & = &;. The transition probability
is thus described as

pii =Pr{e; < st}Pr{s,‘f =0}
+Pr{e; > &} Pr{Csp < Ry} Pr{e] =0}
+ Pr{e; > &} Pr{Csp > R} Pr{e] =&}
Pr{sjf =0} ifi <t

= (2.2.60)
Pr{Csp < Ry} Pr{ef =0}

+Pr{Csp > R} Prie) =&} ifi>1

From the definition given in (2.2.42), we have

Prie) =&} =Pr{(0 < n'Ej — & < e1) N(E) < C2)}
+Pr{(0 < n'Ca— & < &) N(E], = C2)}
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0 if Cy < T Cq
= {Pr(nEY > &} if F7C1<Co < 37,—+L1C1
Prie, < W'E) < &1 +&} ifCr> ;,—+L1c1
(2.2.61)

With some simple manipulations, after combining (2.2.47), (2.2.49), (2.2.53),
(2.2.54), (2.2.58) and (2.2.61), the transition probability p; ; is given in (2.2.62).

1 . .
FHfS{/ (m) ifi <t
(1= g0 Fyg, (m) ifi>7&C < 5 C)
1 o 41
pii= (l_qC)FHg_, <m) lle‘L'&n,LLC1§C2<Tn,LC1

4 \1 = Fug, \Grmstres ))

=40 F s (5507 ) ifi>1&C =T

+1 _ o ([ —TFT
+qc (FH;, (W) Frg, (rm’PsL/Cl ))

(2.2.62)

4. PES is fully charged (S; — St : 0 <i < L): In this case, the harvested energy
after discretization satisfies 82’ > ¢, —¢&; inDEH, or &) — &, > g — &; in OEH.
The transition probability p; 1, is thus described as

pi.L =Prie; < &} Pr(efl > e — &)
+Prie; > &) Pr(Csp < Ry} Prlef, > &1 — i}
+Pr{e; > &} Pr{Csp > Rs}Pr{e] — & > e — &}

Pr{eZZEL—ai} ifi <7t

= (2.2.63)
(1—6]c)Pr{EZZEL—E,'} ifi >t
+qcPrie) — & > €1 — &}

Particularly, we have

Pr{sz >ep —¢gi) = Pr{Eﬁ > Ci — &} (2.2.64)
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and

Pr{e) — e > &1 — &}

=Pr{(/ Ej — & = C) — &) N (E < C2))

+Pr{(n'Cy — & = C1 — &) N (E} = C2)}

o if C> < LEEC
= , (2.2.65)
Prin'Ej = C1 —&; + &) if C > LG
Consequently, the transition probability in this case is given by (2.2.66).
L—i P
1_FH§J (m) ifi <t
(=0 (1= Fg, (s )) ifiz &G < e
pi,L =
(1—%) (1 (’)P.SL/C1>> lleT&CZZ L;/iz_tcl
L—itt
+4e (1 Frg (rm’PsL/cl»
(2.2.66)

5. PES is partially charged (S; — S; : 0 < i < j < L): This transition case
can happen either in DEH mode with 8Z = ¢; — &;, or in OEH mode with
&) — & = & — &;. The transition probability p; ; is therefore calculated as

pij =Prie; < &) Priel =¢; — &)

+ Pr{e; > &} Pr{Csp < R, }Pr{sh =¢g; — &}
+ Pr{e; > &} Pr{Csp > R} Pr{e) —&; = ¢; — &}

Pr{sf:sj—si} ifi <t
(1—qC)PI'{EZ=8j—£,'}+qCP1"{8Z—8t=8j—8,'} ifi >1
(2.2.67)
Specifically, we have
Prief =¢; — &) =Prle; —&i <&l <eji1— &) (2.2.68)

and
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Pr{e; — e =¢j — &}
=Pr{(e; —&i <N'E; —& <¢ej31 — &) N(E] < C2)}

+Pr{(ej —ei <n'Cr—e < ejr1 — &) N(E] = Ca)}

i J—itT
0 if Cy < L Ci
=\Pr{n'E} = ¢j — & + &} if %Cl <Cr< j—iﬁﬂcl
Prie; — & +& < WEj <ejy1 —& +&} if G > LHEHC)
(2.2.69)

Therefore, we can obtain the transition probability in this case given by (2.2.70).

j—i+1 _ j—i ies
b () (i) i

=00 (g, (st )~ (sifer)) vz 2 < 2

j—i+1 j—i e
pii =14 000 (Fuy, (7iies) = Fag, (rizres))  ifiz e

=i+t Jj—itrt J—itT+1
F4e (1 — Fy, (rm’PsL/cl)) &S G =G < =70

J—i+l j—i e s j—itT+l
(=00 (Fug, (o) = Fug, (3irer ) ifiz 7 & Co > ey

, Jj—itT+l ) j—itt
e (Frg, (nn'PsL/cl) Frg, (’I’I/PSL/CI))

(2.2.70)

6. PES is discharged (S; — S; : 0 < i < j < L): Since the stored energy is
reduced during this transition case, the OEH operation mode must have been
activated. The amount of reduced energy, i.e., &; — ¢;, equals the difference
between the consumed energy &; and the discretized acquired energy &j. The
transition probability is expressed as

pji =Pr{e; = &}Pr{Csp > R} Pr{e; — ) =¢; — &}
0 ifj<rt

- (2.2.71)
qcPrie; —e) =¢j —¢&} ifj>1
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And,
Prie; — e, = ¢j — ¢}
=Pr{(e; —eip1 <& —n'Ej; <ej — &) N(E} < C2)}

+Pr{(ej —eiy1 <& —1'Ca<gj—&)N(E] = Cy)}

0 if C2 < S C
T i
= Pr{n’EZES;—b“j—i-Si} lfrn/—jL—HC1§C2<%C]
Prie; — & + & <n'Ej < & — & + 41} if Co = =LHC
(2.2.72)
As a result, the transition probability in this case is given by (2.2.73).
0 ifj<rorC2<T;/E'iC1
—j+i . .
Pji = y4c (1 = Fug, (7,],;,;;”!01)) ifj>1
& r:]’JL-H CI<C < z—{]:}—LI+1C1
T—j+i+l T—j+i e T—j+it+l
9e (Fng (WW’PSL/Q) - Fng (Vm’PsL/Cl )) ifjzr&Crz n'L G
(2.2.73)

We then examine the stationary distribution & -, of the PES energy status, where
Erpi,i € {0,1,..., L} represents the probability of the residual energy at PES
being ¢;. We first define Mg p = (p;, ;) to denote the (L+1) x (L+1) state transition
matrix of the MC. By using the similar methods in [39], we can easily verify that
the MC transition matrix Mgp is irreducible and row stochastic. Therefore, there
must exist a unique stationary distribution £ 1., that satisfies the following equation

Erp = Erp.0.&rp1. - Erp.0)" = Mpp) Epp (2.2.74)
By solving (2.2.74), & pp can be derived as
—1
Erp = ((MFD)T I+ B) b, (2.2.75)

where B; ; = 1,Vi, jandb = (1, 1,..., DT,
We are now ready to derive the probability that the available energy at J mets the
energy condition. With the stationary distribution & -, we can obtain

L
Prielk] > En) = ) &rp,i (2.2.76)
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2.2.3 Performance Evaluation

In this section, we characterize the secrecy performance of the proposed Anl
protocol in terms of the secrecy outage probability and the existence of non-zero
secrecy capacity. These two probabilistic metrics are widely used in measuring
secrecy performance when the eavesdropper’s instantaneous CSI is absent.

2.2.3.1 Preliminaries

The secrecy capacity Cy is defined as the rate difference between the maximum
achievable transmission rate of the main channel and that of the wiretap channel
[3]. Mathematically speaking,

c, = 1Cm=Cw YD > VE (2.2.77)

0 ifyp <ye

where Cy = log, (1 4 yp) is the capacity of the main channel between S and D,

and Cw = log, (1 4 yE) is the capacity of the wiretap channel between S and E. In

(2.2.77), yp and yg denote the instantaneous SNRs at D and E, respectively.
Specifically, the secrecy outage probability, i.e., PS“J , is defined as the prob-

ability that the secrecy capacity C, is less than a target secrecy rate R’ [4].
Mathematically speaking,

PAY — Pr{C, < Ry} (2.2.78)

P AnJ

The existence of non-zero secrecy capacity, i.e., P, Zseo

ity that the secrecy capacity is greater than zero, i.e.,

is defined as the probabil-

PAY = Pr{C, > 0} (2.2.79)

nzsc

2.2.3.2 Secrecy Outage Probability

We first derive the signal-to-interference-plus-noise ratio (SINR) and its correspond-
ing PDF and CDF at D and E, respectively. From (2.2.37), the SINR at D is given
by
_ PsHsp

(1= p)PyoZ, /(N = 1) +op,

122 (2.2.80)

Since hgp is Rayleigh fading channel, yp follows an exponential distribution.

9From (2.2.77) and (2.2.78), it is clear that secrecy outage must happen if the channel capacity of
link S — D is less than Ry, which motivates our energy condition presented in Sect. 2.2.1.3.
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From (2.2.38), the SINR at E is given by

Pslhse|?
vE = — 5 (2.2.81)
Pyllthyg)"WI[=/(N; — 1) + o

The PDF of yg depends on lhsg|? and ||(hyg) W[|%. To proceed, we first define

X = Pglhg E|2. Recall that hgg follows a complex normal distribution, and let
25E denote its variance, we thus have the PDF of X as
fx () = — ( - ) (2.2.82)
x(X) = €Xx — L.
PsS2sE P PsS2sE

We also define Y = %@:W”z. Since ||(hy£)T||? is a sum of i.i.d. exponential
distributed random variables, and W is a unitary matrix, ||(hy £)"W]|2 is also a sum
of i.i.d. exponential distributed random variables [6]. Therefore, ¥ follows a Gamma
distribution G(N; — 1, P; 2y /(N; — 1)) with the PDF given by

Nl
ny*ze Py2g”

fr(y) = - (2.2.83)
FN - 1) (PJ.QJE>N’ 1

According to (2.2.81), the expression yg =
obtain the CDF of yg as

Lz then holds. Therefore, we can
Y+og

X
F,.(z) =Pr <z} =Pr <z

00 zy+zc7,%
- /0 /0 Fr() fr (v) dx dy

202 N;—1

__YE N, — 1 !

=1—¢ PssE (t—> (2.2.84)
¢z + Nt -1

where ¢ = };’ g’ 5 and the integral is obtained from [38, Eq. (3.326.2)]. Corre-
spondingly, the PDF of yg is obtained as

02
2

R TEE (N1 \MT ek N N
Jye(@) = E ( > + e Ps9sE (—)
Ps$2sE 0z + Ny — 1 pz+ Ny — 1
(2.2.85)

Proposition 2.3 The exact secrecy outage probability for the proposed AnJ proto-
col is derived as
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Rs _ .
1—¢ lexp (—3195,[1,) i ErDi if Ny =2
2
x (PSUTESE%(L pi, B) + ¥ (2, pi, ﬁ1)>
PAHJ —
So
Ni—1 Rs _ .
— B exp (<255t ) Ll érpa if N, >3
X (pSQSE o (Ny — 1, 1, B1) + (Ny — D (Ny, 1, ,31))
(2.2.86)
where
Ny — 1
B = ——. (2.2.872)
@
2t + % (2.2.87b)
M1 = . L.
K182sp  PsS2sg
Py
Kl = 5 5 (2.2.87¢)
(1 - p)PJUerr/(Nt - 1) +0D
and
Wi (n, p. B) = (n — DB~ — (="~ PHEi(—Bu). (2.2.88a)
n—1
— _ | n—k—1 p—
W(n, u, B) = =P Z(k D!(=p) p* (2.2.88b)
_,\n—1
- %eﬂﬂﬁi(—ﬂm. (2.2.88¢)
(n—1)!
Proof See Appendix A. |

Corollary 2.2 The probability of non-zero secrecy capacity is given by

| L
e P2y Epp

+exp (—ZL) B (B) X €rpi
PAHJ

nzsc

N;—1 _ L
B e Y Epp,

+exp ( :cz!?su) Fyp (B2) S EFDi

ifN: =2

2
X (%‘Pl(l, w2, Br+ B2) + W12, w2, B1 + ,32))

ifN >3

X <PS_QSE U (Nt — 1, o, B1 + B2) + (N — DNy, 2, f1 + ,32)>

(2.2.89)
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where
Ky == Ps /o, (2.2.90a)
2R —1
gy = & — Vet (2.2.90b)
K2
1 0%
Wy = + . (2.2.90c¢)
k12sp  PsQ2sE
Proof See Appendix A. |

Remark 2.4 For a given source transmit power Pg, the probability that the accu-
mulated energy at J is sufficient for jamming decreases with the increase of the
jamming power Pj. Specifically, the threshold t for the last summation term in
(2.2.86) increases with Pj. Accordingly, the probability summation ZiLzr EFD.i
decreases with the increase of P;, which has a negative effect on the secrecy outage.
On the other hand, according to (2.2.80) and (2.2.81), increasing P; will reduce the
SINR at both D and E, but to a lesser extent for yp compared to yg as the null
space jamming is designed. Consequently, larger P; can lead to larger instantaneous
secrecy capacity C,, which has a positive effect on the secrecy outage. To make
a long story short, a higher P; is associated with lower jamming frequency but
higher interference strength. Therefore, we deduce that there would be an optimal
P} that minimizes PZ™. This will be verified by numerical results in Sect. 2.2.6.
Unfortunately, due to the complexity of the considered MC model, it is difficult to
find a general closed-form solution for P}. Nevertheless, for a given network setup,
we can readily obtain Pj by performing a one-dimensional exhaustive search over
the finite range of the discretized energy levels.

2.2.4 Continuous Energy Storage Model with Infinite Capacity

In the proposed AnJ protocol, we employ PES and SES with finite storage capacity
at the wireless powered jammer. It is obvious that the system performance can
be improved via increasing the capacity of PES and SES: A larger capacity can
reduce the energy loss caused by energy overflow, thus the jammer can accumulate
more energy for supporting jamming transmission. On the other hand, one can
infer that the rate of the performance improvement actually decreases as the energy
storage capacity increases, because energy overflow occurs more rarely as the
capacity keeps increasing. Considering the device cost and size, a question then
comes up: “For a given network setup, how much energy storage capacity and
the corresponding discretization level are considered as adequate?” To answer this
question, in this subsection, we analyze the upper bound of the system performance
with infinite energy storage capacity, i.e., C; — 0o, Ca — o0.
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To investigate the long-term behavior of the infinite energy storage, we need to
compare the energy consumption E;, with E[Ez], which is the average amount
of energy acquired by J in OEH mode. Specifically, E[EZ] > E;;, means that, on
average, the harvested energy merely in OEH mode can fully meet the required
energy consumption at the jammer. In this case, the energy stored in PES steadily
accumulates towards infinity during the communication process, which makes the
jammer always meet the energy condition. On the other hand, when E[E 1 < Em,
the harvested energy in OEH mode is, on average, less than the consumed energy. As
a result, the energy level at PES exhibits a sawtooth wave and can never accumulate
towards infinity. In this case, the total amount of harvested energy must equal the
total amount of energy consumption in the long run. Mathematically, with g. being
the probability of meeting the channel condition, and g} indicating the probability
of activating the energy condition, we have

qe@pEIEN + (1 — qeqn)ELEN] = qeqpEm (2.2.91)
Therefore,

E[E;]
qp = Z
gc (Eun + ELEJ] — EIE]))

(2.2.92)

With the CDF of Hglj in (2.2.48), we can calculate E[Eﬁ] as
d d *
E[E,] = nPsE[Hg,] = r)PS/ xF[;gJ (x) dx = nPsN;S2sy (2.2.93)
0
Similarly, with the CDF of H g ; in (2.2.57), we have
E[E] = nn' PSE[HY;1 = nn' PsN, 25, (2.2.94)
When combining (2.2.93) and (2.2.94) with (2.2.92), we can obtain g, as

nPsNjS2sy

qp = 2P _Do?
s —1)o
exp <_P5Tsnn> (Ein +nPsNjS2sy — nn' PsN,S2sy)

(2.2.95)

Corollary 2.3 The closed-form expression of the secrecy outage probability for a
cooperative jammer with an infinite capacity energy storage can be obtained by
replacing ZiLzr Epp.i in (2.2.86) with qp.
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2.2.5 Cooperative Jamming by a Wireless-Powered
Half-Duplex Jammer

In this subsection, we consider an alternative cooperative jamming protocol with
a wireless-powered HD jammer J* to provide a benchmark for evaluating the
performance of the proposed AnJ protocol.

In order to compare our proposed FD jammer and this HD jammer in a fair
manner, we assume that J’ is equipped with the same number of antennas and
rectifiers as J, i.e., Ny RF antennas and N rectifiers. All antennas and rectifiers
are connected in a non-permanent manner. Due to the HD mode, J’ requires only
one energy storage. We let the capacity of the energy storage at J’ be C1, same as
that of the PES at J. It is noteworthy that the analytical approach in [9] for a HD
jammer is not applicable to J°, because our energy storage has a finite capacity,
while the battery capacity in [9] was infinite. Similar to J, J’ also operates in two
modes, i.e., the energy harvesting (EH) mode and the cooperative jamming (CJ)
mode. In EH mode, J* performs exactly like J and harvests the same amount of
energy E,‘f. All acquired energy is saved in its single energy storage. In CJ mode, on
the contrary, J* uses all N antennas to transmit jamming signals, and therefore, does
not acquire any energy. Assuming that imperfect channel estimation also occurs at
J’, the corresponding SINR at D and E are given by

PsH.
vh = 25 SD - (2.2.96)
(I —=p)Pjog,/(Ny—1)+op
and
Ps|hse|?
Vi = slhse| (2.2.97)

Pyll(hyp)WI2/(Ny — 1) + o3

Note that (2.2.96) and (2.2.97) differ from (2.2.80) and (2.2.81) only in the number
of transmitting antennas, i.e., N, is replaced with N;.

Remark 2.5 Owing to the FD operation mode, it is evident that J harvests more
energy than J'. Yet, how much additional energy that J can acquire mainly
depends on how the antennas at J are assigned for energy harvesting and jamming
transmission. The impact of antenna allocation on secrecy performance of the
proposed AnJ protocol will be shown in numerical results.

2.2.5.1 Markov Chain for HD Jammer

We discretize the battery at J’ in the way as described in Sect. 2.2.2.1 (i.e., the
same discretization as J). Different from the MC presented in Sect. 2.2.2.2, all state
transitions at J” without a decrease in energy levels refer to the EH mode, because no
energy is harvested by J* in the CJ mode. The state transition probability of J’, p;’ i



2.2 Accumulate-and-Jam: Secure WPCN via A Wireless-Powered... 61

is characterized in the following six cases. Due to space scarcity, we have skipped
the full details.

1. The battery remains empty (So — So):

1
r_ d _ _

2. The battery remains full (S;, — Sp):
PZ,L =Pr{Csp <R} =1—gq. (2.2.99)
3. The non-empty and non-full PES remains unchangeable (S; — S; : 0 <i < L):
p.; = Pr{e; < &} Pr{ej = 0}
+ Pr{e; > &} Pr{Csp < Ry} Pr{e] =0}
1 o
FHg’J (—nPsL/Cl ifi <t
1 .
(=90 Fys (5pi7;) izt

(2.2.100)

4. PES is partially charged (S; — S;j:0<i < j < L):

pl{‘j =Pr{e; < &) Prief =&; — &)

+ Pr{e; > &} Pr{Csp < RS}PI“{{;‘Z =¢&; — &}

=il ) j—i o
— FH?J (nPsL/CI) FHg’] (UPSL/C_1) ifi <t

,'+] — ep .
FHgJ (’7;)52/(71> N FH?J "PéL;Cl>) - qC) ifizz
(2.2.101)

5. The battery is fully charged (S; — Sp : 0 <i < L):

Pl = Prie; < &} Pr{ef > e — &}
+Pr{e; > &} Pr{Csp < Ry} Priefl > &1 —&;)
L—i cp e
1—Fng(m> lfl<T
L—i P
(1 — C]C) (1 — FH;-IJ (m)) if i >1

6. The battery is discharged (S; — S; : 0 <i < j < L):

(2.2.102)

pi; =Prle; > &} Pr{Csp > Ry} Prie; = ¢ — &}

(2.2.103)

g fi=j—1
0  otherwise
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Based on the above expressions for pl’. o we define the transition matrix of the

above MC as Mygp = ( plf’ j). Similar as (2.2.75), the stationary distribution of the
battery at J’ is given by

Eyp =ML, —14+B)"'b. (2.2.104)

where the i-th entry, £y p ;, denotes the probability of the residual energy in the
battery of I’ being &;. As a result, the probability for the energy condition being met
atl]’is

L
Prielk] = Em) = ) Enp,i- (2.2.105)

i=t1

2.2.5.2 Secrecy Performance for HD Jammer

In this subsection, we derive the secrecy performance for the cooperative jamming
scheme with J’. Based on Proposition 2.3 and Corollary 2.2, we can obtain the
following corollaries.

Corollary 2.4 The closed-form expression of the secrecy outage probability for
cooperative jamming from J’ can be obtained by replacing N; and &pp i in (2.2.86)
with Nj and g p i, respectively.

Corollary 2.5 The closed-form expression of the probability of non-zero secrecy
capacity for cooperative jamming from J' can be obtained by replacing N; in
(2.2.89) with N, and replacing &rp i with&up ;.

2.2.6 Numerical Results

In this section, We provide numerical results based on the analytical expressions
developed in the previous sections, and investigate the impact of key system
parameters on the performance. In line with [9], the simulation is carried out on of
a linear topology where nodes S, J, E, and D are placed in order along a horizontal
line; the distances are set to ds; = 5 m, dsg = 20 m and dsp = 30 m. Throughout
this section, unless otherwise stated, we set the path loss exponent & = 3, the fading
channel variances £2;; = 1/(1 + df‘j), the noise power alz) = —80 dBm, the target
secrecy rate Ry = 1, the Rician factor K = 5 dB, the channel estimation factor
p = 1, and the number of antennas at the jammer N; = 8 (i.e., N, = N; = 4). For
parameters regarding the energy storage, we set the energy conversion efficiency
n = 0.5, the energy transfer efficiency n” = 0.9, the PES capacity C; = 0.02, the
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SES capacity C, = 0.01, the discretization level L = 100, and the constant circuitry
power P, = 0.1 x 1073 watt.!?

2.2.6.1 The Validation of Energy Discretization Model

In this subsection, we examine the accuracy of the energy discretization model
(referred to as EDM hereafter, for notation simplicity) presented in Sect. 2.2.2.2.
Figure 2.9 shows the secrecy outage probability obtained from (2.2.86) with
different PES capacity values and discretization levels. The performance of the
continuous energy storage with infinite capacity obtained from (2.2.95) is also
plotted to serve as an upper bound. In the case of C; = 0.1, it can be seen from
the figure that the performance of EDM approaches the upper bound as L increases.
Specifically, when L = 400, the performance of EDM coincides with the upper
bound. This is because a larger L results in a smaller quantization step size, i.e.,
C1/L, for a given PES capacity C;. As a result, the energy loss caused by the
discretization process reduces. On the other hand, when C; = 0.02, it is observed
that the performance of EDM converges to the upper bound much more rapidly than
the case of C; = 0.1. In particular, even a small discretization level of L = 50
suffices the close match. This is because given a small Cy, a small value of L is
adequate to provide the same discretization granularity. This observation allows the
system designer to reduce computation via choosing a small L, when the energy
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Fig. 2.9 Secrecy outage probability with various C and L versus Ps. P; = 10 dBm

10We note that typical values for practical parameters used in EH systems depend on both the
system application and specific technology used for implementation of RF energy harvesting
circuits.
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Fig. 2.10 Secrecy outage probability with various N and K versus Ps. P; = 0 dBm

storage capacity is low. Besides, when Pg exceeds 25 dBm, the performance of
EDM deviates from the upper bound, which indicates that energy overflow occurs
frequently, and the selected storage capacity should be enlarged.

2.2.6.2 The Effect of the Number of Jammer Antennas and Rician Factor

In this subsection, we investigate the effects of the number of antennas at the
jammer (i.e., Nj) and the Rician factor (i.e., K) on the secrecy outage probability
derived in (2.2.86). In Fig.2.10, the solid lines are for K = 5 dB (i.e., Rician
fading), whereas the dashed lines are for K = —oo dB (i.e., Rayleigh fading). The
performance differences between these two are surprisingly minor, which indicates
that the strength of the LoS path between S and J has limited impact on the system
performance. On the contrary, the effect of N; is remarkable: As N; increases
from 4 to 8, the secrecy outage decreases significantly. In addition, the increase
of Pg also improves the performance notably. The positive association of Ny and
Pg with system performance is because greater N; and/or Ps can increase the
amount of harvested energy at the jammer, and therefore can support more frequent
jamming. The finding suggests that increasing the number of antennas at the jammer
and/or increasing the transmitting power at the source are two effective manners for
secrecy improvement. Monte Carlo simulation results are also provided in Fig.2.10
to validate the closed-form expressions in Eq. (2.2.86). In addition, similar positive
effects of N; and K on the probability of non-zero secrecy capacity derived in
(2.2.89) can be observed in Fig.2.11. Monte Carlo simulation results presented in
Fig.2.11 are in line with the closed-form expressions in Eq. (2.2.89).
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2.2.6.3 The Effect of the Jamming Power

Figure 2.12 shows the association between the secrecy outage probability and
the jamming power P;. The source transmitting power is chosen from Pg =
[20, 25, 30] dBm. Overall, it can be seen that a distinct optimum jamming power P}
with the minimum secrecy outage probability, exists in all considered scenarios. The
existence of P}" is because, in short, a higher P; is associated with lower jamming
frequency but higher interference strength. This finding validates our deduction in
Remark 2.4. It also implies that in a scenario with multiple jammers, the jamming
power at each jammer should be individually optimized. In addition, as expected,
the optimum jamming power of the proposed FD scheme is notably higher than that
of HD.
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2.2.6.4 The Performance Comparison Between FD Jamming and HD
Jamming

In this subsection, we compare the optimum secrecy performance between the FD
and the HD scheme. Figure 2.13 illustrates the secrecy outage probability for the
two schemes with various secrecy rate R. The jamming power for both FD and HD
is chosen to be the corresponding optimum value, i.e., P; = PJ. Itis clear from the
figure that the proposed FD scheme achieves significantly lower secrecy outage than
the HD scheme over the entire range of Pgs. Specifically, when R, reduces from 1 to
0.1, the reduction in secrecy outage for the FD scheme is more notable than that for
the HD scheme, suggesting that reducing R, as a method to mitigate the outage is
more effective in the FD scheme than in the HD scheme. Moreover, the performance
gap between the two schemes can be further enlarged by rearranging the antenna
allocation at the FD jammer, which will be discussed in the next subsection.

2.2.6.5 The Effect of Antenna Allocation at the Jammer

In this subsection, we investigate the impact of antenna allocation at the jammer
on system performance. Figure 2.14 shows the secrecy outage probability of the
proposed protocol with different transmitting/receiving antenna allocations. When
Py increases from 10 to 15 dBm, the allocation of N; = 2, N, = 6 achieves the
smallest secrecy outage; after 15 dBm, equal allocation of N; = 4, N, = 4 overtakes
until Pg increases to 35 dBm. In the high transmitting power regime, the allocation
of N; = 6, N, = 2 finally catches up. The finding suggests that in the cases that
the source is sending with low transmitting power, more antennas should be used
for energy harvesting, whereas in the paradigm where the source is sending with
high transmitting power, more antennas should be used for cooperative jamming, as
fewer antennas are required to receive sufficient energy.
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2.2.6.6 The Effect of Channel Estimation Error

In this subsection, we investigate the impact of p on the secrecy outage proba-
bility of the proposed protocol. From Fig.2.15, as expected, the CSI mismatch
indeed results in performance loss. Specifically, the performance loss is dramatic
when slightly reducing p from 1 to 0.9. The finding indicates that the system
performance in practice can be severely degraded by imperfect CSI. Therefore,
developing advanced CSI estimation technique dedicatedly for wireless-powered
communication network is critical for physical layer security.
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2.3 Summary

This chapter started with studying the secure transmission from a wireless-powered
source to a destination with the help of a multi-antenna PB, in the presence of
multiple eavesdroppers. A secure transmission scheme named ATT was proposed
where PB acted as a power supply during the WPT mode and as a cooperative
jammer during the IT mode. The resultant energy state transitions of the source
were investigated through an energy discretization method and a finite-state Markov
Chain. Additionally, the closed-form expressions were derived for three perfor-
mance metrics, including the connection outage probability, the secrecy outage
probability, and the secrecy throughput. Numerical results validated our theoretical
analysis, investigated the impacts of various system parameters, and revealed the
merits of our proposed ATT scheme over a benchmark HTT protocol.

In addition, the use of a wireless-powered FD jammer has also been exploited to
provide PLS for wireless channels with imperfect CSI. The impact of the channel
estimation error was analyzed on the secrecy performance of the proposed AnJ
protocol based on secrecy outage probability. The results revealed the importance of
the carefully chosen jamming power in this scenario. Regarding the state transitions
taking place at the jammer, we have obtained its long-term stationary energy state
distribution. For comparison, an ideal energy storage model with infinite capacity
and a wireless-powered HD jammer were also investigated. Finally, numerical
results demonstrated that our proposed protocol can not only provide a superior
performance over the conventional HD jammer, but also a satisfactory performance
close to the upper bound when the energy storage is sufficiently subdivided.
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Chapter 3 )
Extending Wireless Powered Qs
Communication Networks for Future

Internet of Things

Abstract In this chapter, we propose a DH-WPCN with one HAP and a number of
relays and users. Assuming that the users have fixed energy supplies and the relays
need to harvest energy from RF transmission of the HAP, we presented uplink and
downlink communication protocols. Optimal values of parameters for maximizing
the total throughput of the network in both directions were found. Specifically, we
formulated uplink and downlink sum-throughput maximization problems to find
optimal time allocation in both uplink and downlink communications as well as
optimal power splitting factors in downlink communication. The convex structure
of the uplink throughput maximization problem allowed us to obtain the optimal
value of the time-slot durations for energy and information transfer in closed form,
while in downlink throughput maximization, we used iterations for finding a near-
optimal solution due to the non-convexity of the problem. We evaluated the uplink
and downlink throughput performance of our proposed schemes via simulations and
identified the existence of the doubly near-far problem in uplink communication
which results in extremely unfair throughput distribution among the users. Due to
the dependence of each user’s achievable throughput on its corresponding relay’s
distance from the HAP, we proposed to dynamically adjust the location of the relays
to attain a more balanced throughput allocation in the network. Numerical results
confirmed that the position of the relays has a major impact on users’ throughputs
and the severity of the throughput unfairness can be controlled by changing relays’
placements. Next in Sect. 3.2, we investigate a more robust solution for tackling
the aforementioned fairness issue and developed a fairness enhancement scheme
to provide all users with equal throughput. We formulated a minimum throughput
maximization problem and proposed a novel algorithm for finding the maximum
common throughput of the users plus the optimal time allocation for achieving
the maximum level of fairness. We also conducted simulations to compare the
performance of the proposed fairness-improving scheme with the strategy presented
in Sect. 3.1. Simulation results revealed a throughput-fairness trade-off in our
DH-WPCN implying that the fairness is achieved at the cost of total throughput
reduction. Therefore, depending on the network requirements in terms of sum-
throughput and fairness, either the strategy proposed in Sect. 3.1 or the scheme
presented in Sect. 3.2 can be chosen as the optimal policy.
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3.1 Throughput Maximization in DH-WPCN

3.1.1 System Model

As shown in Fig.3.1, we consider a DH-WPCN with one HAP, K users, and
K energy-constrained relays. HAP and users are assumed to have stable energy
sources. There is no direct link between the HAP and the users and the ith relay
is responsible for forwarding the ith user’s data to the HAP and vice versa,' but it
needs to harvest energy before assisting the communication. HAP, users, and relays
are all equipped with one single antenna each.

Without loss of generality, we assume that channel reciprocity holds for all
channels. The channel coefficients between the HAP and the relay R; and between
R; and the user U; are denoted by h; and g;, respectively. All channels are quasi-
static flat fading and remain constant over a transmission block, but can change
independently from one block to another. It is further assumed that 4#; and g; are
perfectly known at the HAP and U;.

g
-

Hybrid Access
Point

<— —>» Energy and Information Transfer
4= Information Transfer

Fig. 3.1 A dual-hop wireless powered communication network

IThe relays can also cooperatively serve the scheduled users, however, we assume a single relay
responsible for each user because it reduces the complexity of coordination and implementation
[68]. Furthermore, the number of relays can be different from the number of users, but if there
are less relays in the network than users, some relays will have to serve more than one user which
reduces the energy allocated for information transmission from/to each user and consequently the
throughput will be degraded. It is also obvious that if the number of relays is greater than the
number of users, some of the relays will remain idle during a whole transmission block which is
not efficient. For these reasons, we assume a dedicated relay for each user.
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Fig. 3.2 Frame structures for DL Energy .
dual-hop wireless powered Transfer UL Information Transfer
communication network. (a) I T
Uplink commumcatlpn frame HaP | U, | R, Ue | Ry
structure. (b) Downlink ! !
communication frame 7 7,/2 /2 T/2 T/2
structure (a)
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The frame structures for uplink and downlink communications are illustrated in
Fig.3.2a and b, respectively. For convenience, normalized transmission blocks are
used throughout this chapter. Also, superscripts # and d are used to differentiate
between uplink and downlink communications.

3.1.1.1 Uplink Communication Model

In the first 7o amount of time (0 < 7o < 1), the HAP broadcasts an energizing signal
with a constant transmit power P4 to all relays to power them for their upcoming
forwarding tasks. Uplink information transmission from U; to the HAP takes place
in the ith time slot (i = 1, ..., K) with t;/2amount of time given to U; to transmit
its information to R; and the remaining t;/2devoted to R; to forward U;’s data to the
HAP. The energy harvested by R; during 7o can be obtained as

E!; = ni Palhi|* 10, 3.1.1)

where 0 < n; < 1 (i = 1...,K) is the energy harvesting efficiency at R;.
Assuming all this energy is used up for forwarding U;’s data during the second
half of the ith time slot, the average transmit power of R; is given by
Eu : ‘L’O
Pl = == =2mi Palhil® —. (3.1.2)

— 1

We denote x! ~ CA(0,1) as the signal transmitted by U; during the first half of the
ith time slot, where CA (11, o) stands for a circularly symmetric complex Gaussian
random variable with mean . and variance 2. The sampled baseband signal at R;
can be written as

Y = &iv Puixi' +zris (3.1.3)
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where Py ; represents the transmit power of U; and z,.; ~ CN (0, O’r2’l-) indicates the
overall additive Gaussian noise at R; due to the receiving antenna and RF band to
baseband signal conversion. R; amplifies the received signal and forwards it to the
HAP. The signal received at the HAP in the ith slot is thus given by

. hi /P (i Pu,ixi + zr,i)
YH,i = >
J0gilPPui+ o7,

where the factor . /|g;|2Py.; + arzl. in the denominator is the power constraint factor

at R; [27] and zg ~ CN(O, 012{) is the additive Gaussian noise at the HAP.
Replacing (3.1.2) into (3.1.4), we will have

70

higi/Pu.i /277iPA|hi|2?

u !
= (

+zH, (3.1.4)

YH,i > x;l)
J0gil?Pui+or;
(3.1.5)
/ 70
hi [2n; PA|hi|2?
+( =2 + 2H),

J0gil?Pu.i +0r%i

where the expression within the first parentheses indicates the signal part and the
second parentheses include the noise part. Therefore, signal-to-noise ratio (SNR)
can be expressed as

)
2niPAPU,i|hi|4|gi|2;

d , an 4,250
. |gi|2PU,i +0r2i 2771PAPU,:|hl| l&il o
yi = o ~ % ~. (1)
2n; Palh;] ni g 2n; PAIhiI“G,,i? + Pyilgil*of;
5 21 +(T£] i
1gil“Pui + 0,

Note that we have neglected the term U?I.afl. in the denominator as its amount is

insignificant compared to Py ;|g; |2<7£1. Finally, the achievable uplink throughput
from U; to the HAP is given by

AvZl
T; us T ig
T = 2 log(1 + y*) = Elog(l + o ), (3.1.7)
B!— + C!

lti
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where
AY = 2n; Pa Py ilhi*1gil% (3.1.8)
B! = 2n; Palhi|*0;, (3.1.9)
C! = Pylgil*op. (3.1.10)

3.1.1.2 Downlink Communication Model

In the Oth slot (with duration tp), the HAP broadcasts a signal to all relays which car-
ries both information and energy. Exploiting a power splitting method, R; uses the
proportion p; of the received signal power for harvesting energy which will be used
in the ith time slot (with duration t;) for forwarding HAP’s information to U;. There-
fore, the harvested energy and the average transmit power of R; are expressed as

EZ; = nipi Palhil* 10, (3.1.11)
d 2 70

Pri = nipi Palhil”—. (3.1.12)
1

respectively. The signal with the remaining (1 — p;) proportion of the initial power
will be amplified and forwarded to U;. Denoting xiy ~ CAN/(0,1) as the signal
transmitted by the HAP during 79, the sampled baseband signal at R; is given by

e = hi/(1 = pi) Paxy + 2r.i. (3.1.13)

After the AF process, the received signal at U; is expressed as”

L &y PGy T =p)Paxn + 2ri)
Yu,i = > +zu.i, (3.1.14)
I = o) Pa+ 02,

where zy ; ~ CN(0, 012] ;) is the additive Gaussian noise at U;. Following the same
steps as in uplink communication, SNR at U; is obtained as

70
ni PA1hi*1gi1%pi (1 — P —
i~ —% 2! , (3.1.15)
i Palhil?|gil?07, pi— + Palhil?oj ;(1 — p;)
WP :

21t is assumed that the information forwarded by the ith relay to the ith user cannot be properly
decoded at the jth user (j # i); so, each user only decodes the information received from its
dedicated relay.



76 3 Extending Wireless Powered Communication Networks for Future Internet of. ..

and the achievable downlink throughput from the HAP to U; is given by

d 70
Aipi(l_pi)?
T4 = 5ilog(1 + yf) ~ 7 log(1 + — L, (3.1.16)
B; p,-;+Ci (I —pi)
l

where
AL =0 P hi | g (3.1.17)
B = n; Palhi|*|gil* 0, (3.1.18)
Cd = Palhil*o ;. (3.1.19)

3.1.2 Uplink Throughput Maximization

In this section, we are interested in finding optimal time allocations for energy trans-
fer and information transmission in uplink communication in order to maximize
the total uplink throughput. According to (3.1.7), uplink throughput maximization
problem is formulated as

K
(P1): maxZﬁ“(ro, 7)) =
i=1

70,7 4
70
lggar)l(z Z 7; log(1 + W), (3.1.20)
1= 1
K
s.t. 7 < 1, (3.1.21)
i=0
0<y <1, i=0,...,K. (3.1.22)

The constraint in (3.1.21) is the time constraint implying that sum of time durations
for energy and information transfer must not exceed the length of the transmission
block which is assumed to be 1.

T
Lemma 3.1 7" (t, ;) is concave for 0 < 0 < o0.

T
Alto/Ti

——Lt — ) isa perspective function of f(7g9) =
B}‘to/ti+C;‘) persp S (z0)

Proof T (10, 7i) = %log(1+
u

1 ‘10
—log(l + ———) and f(1p) is concave over 7y > 0. Since the perspective
> g( BI-“fo~I-C,-”) f (7o) 0 persp
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operation preserves concavity, 7.* (o, 7;) is a jointly concave function of (g, 7;).
This completes the proof of Lemma 3.1. ]

A non-negative weighted summation of concave functions is also concave. Hence,
the objective function of P1 is a concave function of 7 = [79, 71,..., Tx].
Moreover, the constraints of P1 are affine. Therefore, P1 is convex and can
be solved using convex optimization techniques [69]. Applying Lagrange duality
method, we have

AM
L(t,)) = Zrl log(1 + )— ,\(Z 5 — 1), (3.1.23)
i
where A > 0 is the Lagrangian multiplier associated with the constraint in (3.1.21).

Then, the dual function is written as

g = max L(t, 7)), (3.1.24)

where D is the feasible set of T determined by (3.1.21) and (3.1.22). The optimal
solution of P1 can be obtained from the following theorem.

Theorem 3.1 Optimal time allocations of P1 are given by

" 1
T=——— (3.1.25)
T+30 =
é‘J
1
T = — (3.1.26)
G+ =)
£

where {*,i =1, ..., K is the solution of

1 AfG A{CHG

~[og(1 + ——1 — i i ]:x*, 3.1.27
3 o= BIG +C) (B + CHATG + BIG 1 C) G127

and \* is the optimal dual solution.

Proof Aswecanfindat € Dsuchthatt; >0( =0,1,...,K) andziKZ0 5 <1,
P1 satisfies Slater’s condition and the duality gap is zero [69]. As a result, P1 can
be solved by applying Karush-Kuhn-Tucker (KKT) conditions:

AL(T*, 1%)

=0, (3.1.28)
RN



78 3 Extending Wireless Powered Communication Networks for Future Internet of. ..

0L(T*, A*) _

0, (3.1.29)
3‘[,‘
K
T <, (3.1.30)
i=0
K
MO o -1 =0. (3.1.31)
i=0
From (3.1.28) and (3.1.29) it follows that
1 AucH
5 > = = = =A%, (3.1.32)
=1 (B s+ CAT S+ B L+ Cf)
T T) T)
1 l l
% %
| Al Al
_[log(l—}— * : ) — * *l * ="
2 7 7 7 7
B! +C' B +CHA L+ B +C)
T; T T T
L l L 1
(3.1.33)
T*
Setting ¢ = _?w it is easy to show that the left hand side of (3.1.33) is a
T’
monotonically incl:reasing function of ¢; for ¢; > 0 and we have
1 A¥g AYCHg;
lim —[10g(1+ m i o) = — - ’u’é‘l - u]
ti—>+o0 2 Bt + C; (Bj'¢i + CH(A{G + B'¢i + C)

1 A
l (3.1.34)

1 AY
Hence, A* is upper-bounded by 5 log(1+ B—L) and there exists a unique ¢;* satisfying

1
u

1 Al
(3.1.33) for 0 < A* < 3 log(1+ B—L). Now, using bisection method, we can find A*

1

such that

1 Afgr Ai Gl gk
5[log(l + ) )] =

BIE G (BIG + COATG + Bl + C]
Vie{l,...,K} (3.1.35)

and
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1 ALCt
= Lt =" (3.1.36)
2Zﬂw¢+quﬁ+w¢+Q)
Then, from (3.1.31) we have
7 7
T+ 2+ + 2= (3.1.37)
¢ Ck
Therefore
N 1
Ty = — 1 (3.1.38)
L+30 =
g
N 1
T = T (3.1.39)
G+ =)
5
This completes the proof of Theorem 3.1. |

3.1.3 Downlink Throughput Maximization

In this section, we want to maximize the total downlink throughput by finding the
optimal time allocations and power splitting ratios. From (3.1.16), we have the
following optimization problem:

K
(P2) : max T (v, 7, pi) =
i=1

0, Ti s Pi
70
i Afpi(1 = p)—
max 7; log(1 + o L), (3.1.40)
R Bipi—+ (1= pi)
14
K
sty 1 <1, (3.1.41)
i=0
o<y <1, i=0,1,...,K, (3.1.42)
0<pi <1, i=1,...,K. (3.1.43)

The above problem is in general non-convex due to the coupled optimization vari-
ables of time allocations and PS ratios and thus cannot be solved optimally. How-
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ever, we can obtain a near-optimal solution by optimizing p = [p1, 02, ..., px] and
T =[19, 71, ..., Tk ] iteratively.

Initializing p, P2 will be equal to finding the optimal value of t which can be
solved following the same steps as in uplink throughput maximization problem in
the previous section. In the kth iteration, we first find 7® given p*~1. Having
7® we can then update power splitting ratios by simply taking the derivative of the
objective function with respect to p. In this case, maximizing the objective function
is equivalent to maximizing yl.d (i =1,...,K). Hence, we will have

(k) (k
Ad 0 [(Cd Bd 0 ),O(k)z 2C1dpl(k)+cld]

9:/d ® N0
8Lpl- B N0 - =0, (3.1.44)
1
[Bd 0 )Pl(k) +Cd(1 (k>)]
l
thus,
(k
cd — Bd (k))p(’f)2 —2cdp® 4+ cd =, (3.1.45)
which results in
cd —
p® = (3.1.46)
cd - B?

(k) Cd + /Bdcd (k)/.[i(k)

Note that p; RGN0
¢ — Bl It

1 for C?’ > B.d (k) /‘C(k) and pl.(k) < 0 for C[d < Bl.d ‘L’ék) / tl.(k) none of which is a

feasible value for ,o(k)
Repeating the above process, we update T and p in each iteration until both
converge to a predefined accuracy.

® o

is infeasible because we will have p;

3.1.4 Numerical Results

In this section, we evaluate the performance of our proposed DH-WPCN through
numerical simulations. Channel power gains are modeled as |h,~| = 01D, i " and

|gi |2 = 62,,‘D2j ?2 with Dj ; representing the distance between the HAP and the ith
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relay and D, ; referring to the distance between the ith relay and the ith user. 6; ; and
6,,; indicate the short-term fading which are assumed to be Rayleigh distributed, i.e.,
01,; and 6, ; are independent exponential random variables with mean unity. o and
oy are path-loss exponents. For simplicity, We assume that ¢ = ap = o, and ¢ = 2
unless otherwise specified. Other parameters are set as follows: n; = 1, Py; =
20dBm, and o}, = o, = of; = —=70dBm/Hz, Vi € {1,..., K}. The results
have been averaged over 1000 simulation runs and the 95% confidence intervals are
also shown.

Figure 3.3 shows the effect of the HAP’s transmit power on uplink and downlink
sum-throughput. It is assumed that there are two users in the network with
Dy;i = Dy; = 10m (i = 1,2). As we can see in Fig. 3.3, both uplink and
downlink throughput increase when the HAP’s transmit power increases. With
higher HAP’s transmit power, the relays can harvest more energy and the power
of the amplified signal is increased accordingly; therefore, the throughput gets
better with increasing HAP’s power. Another important observation is that downlink
throughput increases faster than uplink throughput. That’s because in downlink
communication, increasing HAP’s transmit power not only results in more harvested
energy at the relays but also boosts the power of the HAP’s transmitted information
signal which also improves SNR and throughput.

In Fig. 3.4, we investigate the effect of the number of users on total uplink and
downlink throughput. Here, the transmit power of the HAP is fixed at P4 = 30d Bm.
It is observed that both uplink and downlink sum-throughput are non-decreasing
with the number of users in the network.? This can be clarified as follows: Suppose

3Increasing the number of users means that the number of relays is also increased because we
assume a dedicated relay for each user.
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that there are K users in the network and the optimal time allocation and the
maximum sum-throughput are denoted as 7* and 7%, respectively. Now, we add
one more user to the network and recalculate the optimal time allocation and sum-
throughput. Suppose that t/ and 7" are the new calculated time allocation and
sum-throughput, respectively. Now, if 77 < T*, we can set the time duration of the
newly-added user to 0 and allocate time-slots to other users according to t*. In this
case, the sum-throughput of the DH-WPCN will be equal to 7*. This contradicts
our assumption that 7’ is the optimal time allocation which results in maximum
possible throughput. Hence, 7' > T*.

However, Fig.3.4 shows that the rate at which uplink and downlink total
throughput increase becomes lower when we continue adding new users to the
network. According to Fig. 3.5, adding new users reduces the optimal time for
energy transfer (7o) because increasing the number of users implies that more data
transmission time is needed which in consequence decreases the energy transfer
duration. As energy transfer time gets shorter, users harvest less amount of energy in
the first phase which leads to throughput reduction. Therefore, the throughput boost
offered by incrementing the number of users is being neutralized by the shortened
energy harvesting time of the users. Nevertheless, as explained earlier, both uplink
and downlink throughputs are non-decreasing with the number of network users.

What’s more, Figs. 3.3 and 3.4 demonstrate that the downlink sum-throughput is
greater than the uplink sum-throughput. The main reason behind this observation is
that in downlink communication, the effective transmission time of R; is t; while
only half of the ith time slot is dedicated to R;’s transmission in uplink communi-
cation which makes the effective transmission time of R; equal to t;/2. This less
effective transmission time results in lower throughput in uplink communication.

Next, we want to investigate the doubly near-far problem in our proposed model.
To this end, we consider a two-user DH-WPCN, in which the users are 10 meters
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Fig. 3.5 Energy transfer time vs. number of users

away from their corresponding relays (i.e., D21 = D22 = 10m). We also fix the
location of R at 10 meters from the HAP (i.e., D1,1 = 10m). Now we vary the
location of the second relay (R2) from Dj 2> = 10m to D; 2 = 20m.* Py = 30dBm
and other simulation parameters are the same as before.

Figure 3.6 shows the throughput ratio 72/7; as a function of D 2/Dj 1 in both
uplink and downlink directions. It is observed that increasing the distance between
R, and the HAP drastically decreases both uplink and downlink throughput ratio,
however, we can see that uplink throughput ratio decreases at a faster rate than
downlink throughput ratio. This arises from the doubly near-far-problem which
appears only in uplink communication. Indeed, in uplink communication, the relay
which is located further from the HAP harvests less energy than the other relay,
but has to transmit with more power. As a result of this, less time is allocated for
information transmission of the user whose relay is far from the HAP leading to a
lower throughput for this user. In other words, the throughput of the second user is
sacrificed for the sake of maximizing the total throughput.

If we assume that the distance between the HAP and the users is fixed and the
relays are flexibly positioned between the HAP and the users, we can mitigate
unfairness by adjusting relay locations for a more even allocation of throughput
among different users. For example, the relay whose corresponding user is further
away from the HAP can be placed nearer to the HAP in order to alleviate the doubly
near-far problem. Indeed, such a user still suffers from its long first-hop (user-to-
relay) distance; however, as the second-hop (relay-to-HAP) plays a more important

4Here, changing the location of R, does not alter the distance between U, and R», i.e., D2 > = 10m
regardless of the value of Dj» because the objective of this simulation (Fig. 3.6) is merely to
observe the doubly near-far problem by examining R» in different locations.
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role in individual users’ throughputs, it is more desirable to decrease the distance
between the relay and the HAP for the users who are more prone to getting unfair
throughput share (i.e., further users).

An example is plotted in Fig 3.7, where D1y = 10m, Dy; = 10m, and
D12 4 Dy = 30m. Other simulation parameters are the same as before. We vary
the location of R, between U, and the HAP from D; > = 10m to D; 2 = 20m.
Figure 3.8 shows that when R; is nearer to the HAP, throughput unfairness between
the users is less extreme. In fact, as the doubly near-far problem is related to
the second-hop of uplink communication, the location of the relay nodes is very
important in determining the fairness level in the network.
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Next, we want to demonstrate the importance of optimizing time allocations in
uplink and downlink communications. For this purpose, we propose suboptimal
time allocations and investigate the performance enhancement that our optimal
solution yields compared to the proposed suboptimal ones.

The objective of the suboptimal schemes is to allocate equal transmission time to
all users. It is easy to show that the objective functions in (3.1.20) and (3.1.40) are
monotonically increasing functions of 7g. This indicates that the time constraints in
(3.1.21) and (3.1.41) must be met with equality. Otherwise, we can always increase
70 to achieve a higher throughput. Therefore, for the suboptimal solutions we will
have

1—‘[0
T, =
K

i=1,...,K. (3.1.47)

Replacing (3.1.47) into (3.1.20) and (3.1.40), the uplink throughput maximiza-
tion problem will turn to a one-variable optimization problem which can be
easily solved. For the downlink throughput maximization problem, tp and p =
o1, P2, - .., pk] are optimization variables. Similar to what we did in the previous
section, we iteratively update tp and p until satisfactory convergence is obtained.

Figures 3.9 and 3.10 show uplink and downlink sumthroughput, respectively, as a
function of the HAP’s transmit power for optimal and suboptimal time allocations.
In this simulation, there are two users in the DH-WPCN with D1 = Dy =
Dy = 10m and D; 2 = 20m. o = 3 and other simulation parameters are the same
as in previous simulations.

We can see that using optimal time allocations always results in higher uplink and
downlink throughputs. The figures also illustrate that the throughput gap between
optimal and suboptimal solutions increases with increasing Py4. In other words, the
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Fig. 3.9 Uplink throughput performance with optimal and suboptimal time allocations
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Fig. 3.10 Downlink throughput performance with optimal and suboptimal time allocations

importance of using optimized time allocations becomes more perceptible in larger
values of the HAP’s transmit power.

Finally, we investigate the performance gain achieved by using optimal power
splitting ratios in downlink communication. Again, « = 3 and there are two users
in the network with D11 = D21 = D22 = 10m and D;» = 20m. Figure 3.11
depicts downlink throughput performance with and without using optimal power
splitting ratios. We can see that fixed power splitting ratios (i.e., p; = p, Vi €
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Fig. 3.11 Downlink throughput performance with optimal and fixed power splitting ratios

{1,..., K}) always offer a lower throughput than the optimized ones. This clarifies
that beside optimizing time durations, using optimal ratios for power splitting is also
of paramount importance for downlink throughput enhancement.

3.2 Fairness Enhancement in DH-WPCN

In Sect. 3.1, we studied a dual-hop wireless powered communication network (DH-
WPCN) and investigated throughput maximization in both uplink and downlink
directions. The simulations conducted at the end of Sect. 3.1 revealed a severe
fairness problem in terms of individual users’ throughput in uplink communication.
The user whose relay is located far from the HAP suffers from the so-called
doubly near-far problem and is assigned a small transmission time which leads
to a significantly low throughput for this user. We proposed to flexibly position
the relays between the users and the HAP so as to control the doubly near-far
problem in the network. However, it is not always possible to change the location of
the relays. Hence, a more robust solution is needed to ensure throughput fairness
among network users. The aim of this chapter is to tackle the doubly near-far
problem in our proposed DH-WPCN by optimizing time allocations for energy
and information transfer. We consider the problem of maximizing the minimum
throughput among users in order to guarantee throughput fairness for the users
and yet maximize the total throughput. Our findings show that there exists a trade-
off between sum-throughput and fairness. While the sum-throughput maximization
scheme proposed in the previous chapter demonstrates a better performance in
terms of the total uplink throughput, it experiences a low fairness level and the
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fairness deteriorates with increasing the number of users. On the other hand, the
minimum throughput maximization (MTM) approach presented in this chapter
preserves fairness regardless of the number of users. The content of this chapter
has appeared in [70].

3.2.1 Minimum Throughput Maximization

Similar to the previous section, the system model consists of a HAP, K users, and
K energy-constrained relays (Fig. 3.1). HAP and users are assumed to have fixed
energy supplies, while the relays rely on harvesting energy from downlink energy
signals broadcast by the HAP. As discussed in Sect. 3.1, the achievable uplink
throughput from U; (ith user) to the HAP is expressed as

70
Ai—
T ~ Ti Ti 5
Ti = 5 log(1 +yi) = —log(l + ———), (32.1)
B;i— + C;
T
where

Ai = 2n; Pa Py ilhi*|gi 1%, (3.2.2)
Bi = 2n; Palhil*a};, (3.2.3)
Ci = Pylgil*o}. (3.2.4)

We want to guarantee a minimum throughput for each user, and yet maximize their
sum-throughput. According to (3.2.1), minimum throughput maximization problem
is formulated as follows:

(P3) :max R
Al
st —log(l+ ——) > R (3.2.5)
Bi_ + Cz

T

K

du<l, (3.2.6)

i=0

SWe omit superscript u because only uplink communication is investigated here and we do not
study downlink communication in this chapter.
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where the constraint in (3.2.5) is to ensure a minimum throughput for all users and
(3.2.6) is the time constraint, meaning that the time portions for downlink energy
transfer and uplink information transmission must be no greater than the length of
the transmission block.

Lemma 3.2 For the optimal solution of the above minimum throughput maximiza-
tion problem, the constraints in (3.2.5) and (3.2.6) must be met with equality.

Proof Suppose that 7, = [Tox, T1x, ..., Tkx] 1S the optimal solution of P3 such
that Z,K= oTix < 1. Now, we can form another solution with 7, = [0y +

. T; Aito/Ti .
1-YK 5 , Tlas - - s Tkx]. Since Ti(r) = —log(l + ———"' ) is a
( Zl_o ix), Tlx Kx] i (1) B 0g( Bito/Ti +Ci)

monotonically increasing function of 7o for v > 0, 7i(ry) > 7Ti(zy). This
contradicts our assumption that 7, is the optimal solution. Therefore, the optimal
solution of P3 satisfies (3.2.6) with equality. Similarly, as 7; is a monotonically
increasing function of r; for t; > 0, maximum R is achieved when all users get
equal throughput. Suppose that U = [Uy, ..., Uk] is the set of network users and
U, has the minimum throughput among all users, i.e., 7; > T,, Vi € {1,..., K} #
n. Now we can decrease 7;’s and increase T, to have a higher minimum throughput.
This demonstrates that the optimal solution is obtained when equality holds for the
constraint in (3.2.5). |

From Lemma 3.2, we know that the optimal solution of P3 must satisfy the
following equation:

K0
T* Ai?
* i i .
R* = 210g(1+—1_§ ), Vie{l,...,K}. (3.2.7)
iF‘I'Ct

For a given R and 1, 7;’s are the solution of
g(wi, R) = 7, (3.2.8)
where

Citi(e*R/m — 1)
A — (e2R/T —1)B;

8(ti, R) = (3.2.9)

Given R, P3 is feasible if we can find T = [19, 71, ..., Tk ] such that Z,'Kzo T <
1. In the following, we illustrate the feasibility of this problem with an example
(Fig.3.12).

Consider a DH-WPCN consisting of two users as shown in Fig. 3.12 with
Di,y = 10m, D12 = 20m and D2 | = Dy = 10m, where as explained in the
previous chapter, D ; represents the distance between the HAP and the ith relay
and D» ; refers to the distance between the ith relay and the ith user. Rayleigh fading
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Fig. 3.12 A two-user T T
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channels are modeled as |h;|> = 91’,'D1_f” and |gi|* = 92,,~D2_?2, where 6 ; and

6,; are independent exponential random variables with mean unity. Throughout
this chapter, @y = a» = 2, unless otherwise stated. Other parameters are as
follows: P4 = 20dBm, n; = 1, Py; = 20dBm, and 021 = O’rz’i = ULZ,J. =
—70dBm/Hz, Vi € {1,...,K}.

Figure 3.13 shows 21-2:0 7; versus 1 for different values of R. It can be observed
that R = 2.5 Nats/s/Hz is not feasible for the network setup described above
because its corresponding 21-2:0 7; graph never meets the line Zz‘zzo 7; = 1. On the
other hand, R = 2 Nats/s/Hz and R = 1.5 Nats/s/Hz are feasible solutions
as we can find T = [19, 71, T2] such that the total time duration is less than or
equal to 1. Figure 4.2 also illustrates that the total time duration is shifted upward
as we increase R. Using bisection method, R* is achieved when the corresponding
ZiKzo 7; graph is tangent to the line Z;'K=0 7; = 1 and the point of intersection
determines the optimal value of 7y for which t;’s can be found using (3.2.8).

Algorithm 1 summarizes the process of finding 7* and R* (Fig. 3.13).

Figure 3.14 plots time allocation ratio (72/t1) versus o for the two-user DH-
WPCN of Fig. 3.12. Throughout this chapter, “STM” refers to the sum-throughput
maximization scheme presented in Chap. 3, while “MTM” represents the minimum
throughput maximization approach proposed in this chapter. We can see that the
time allocation ratio decreases in STM and increases in MTM with increasing o;.
As o increases, the channels between the HAP and the relays start to degrade,
however, R, experiences a more severe degradation due to its longer distance to the
HAP. STM allocates more time to the user whose relay has better channel conditions
in order to maximize the total uplink throughput. This unfairness in time allocation
intensifies with increasing «; and results in throughput unfairness. According to
Fig. 3.15, the throughput ratio between the two users (7;/71) drastically decreases
in STM when o is increased and we can see that U, gets negligible throughput
when a = 3. MTM keeps users’ throughputs at the same level by assigning U; a
greater transmission time (Figs. 3.14, 3.15, 3.16, 3.17, 3.18).
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Algorithm 1 Minimum throughput maximization

Initialize Ryin = 0, Riax-

repeat
R= 0~5(Rmin + Rmax)~
70 =0.

while 7p € [0, 1] do
Compute 7;’s using (3.2.8).
Compute Z,K: 0Ti-
if0<1—YK 7 <ethen
Ty = To.
=1
end if
T0 < 170+ A.
end while
if no t = [0, 71, ..., Tk ] was found such that ZiK:O 7; < 1 then
Ryax < R.
else
Rmin <~ R.
end if
until R, — Rpin < 6.
R* = R.

2 T T T T T T T
—— R =2.5 Nats/s/Hz

——— R =2 Nats/s/Hz
|—— R =1.5 Nats/s/Hz

06}

04}

02}
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Fig. 3.13 Total time duration versus g for the network setup of Fig. 4.1

3.2.2 Numerical Results

In this section, we present simulation results to evaluate the performance of our
minimum throughput maximization algorithm in terms of throughput and fairness.
To this end, we compare the proposed scheme with the STM approach discussed
in Chap. 3 which aimed to maximize the sum-throughput of DH-WPCN. Channel
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Fig. 3.15 Throughput ratio in MTM and STM schemes

models and simulation parameters are the same as those used in Sect. 3.2.1 unless
otherwise specified. Simulation results have been averaged over 1000 runs and the
95% confidence intervals are also shown.

Figure 3.16 shows the throughput performance of STM and MTM schemes
versus HAP’s transmit power when we have two users in the network with the setup
depicted in Fig. 3.12. It can be observed that the normalized throughput of STM
is higher than R* which is the normalized throughput of the MTM scheme. That’s
because the STM method sacrifices the second user’s throughput for the sake of
sum-throughput maximization. As we can see in the figure, the main part of the
maximum sum-throughput belongs to the first user and the second user gets only a
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small share of the total throughput. MTM provides all users with equal throughput
in order to realize throughput fairness.
Figures 3.17 and 3.18 plot normalized throughput and fairness index versus

m

number of users (K), where Dy ; = = xiand Dy; = 10m, Vi € {1,..., K}.

P4 = 20dBm and other simulation parameters are the same as before. Fairness
(i )

index is calculated as F = [71], where x; is the throughput of the

X
Ky x}

ith user. Figure 3.17 shows that in both schemes, normalized throughput decreases
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Fig. 3.18 Effect of the number of users on fairness index

with increasing K and STM outperforms MTM in terms of throughput. However,
the lower throughput of the MTM approach is made up by its higher fairness level as
illustrated in Fig. 3.18. According to Fig. 3.18, STM suffers from unfair throughput
allocation and this gets worse when K is increased. On the other hand, MTM always
maintains fairness as all users achieve the same throughput.

3.3 Summary

In this chapter, we investigated fairness enhancement in a dual-hop WPCN (DH-
WPCN), where energy-constrained relays assist the communication between
energy-stable users and the HAP using an amplify-and-forward strategy. To
overcome the doubly near-far problem which occurs due to unequal distance
of the relays from the HAP, we studied the minimum throughput maximization
problem and optimized time allocations to achieve throughput fairness among
users. According to the numerical results, there is a trade-off between throughput
and fairness in the DH-WPCN and the improved fairness is achieved at the expense
of a reduction in throughput. The proposed fairness-enhancing algorithm retains the
highest fairness level with increasing the number of users and in different channel
conditions which makes it suitable for applications that require equal throughput
allocation for all users.
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Chapter 4 ®
Future Direction of Wireless Powered Check for
Communications

Abstract This final chapter draws general conclusions and points out several areas
for future research. The specific contributions of this work summarized at the end
of each chapter are not repeated here.

4.1 Final Remarks

The steady growth in wireless communications, fostered by the prosperity of mobile
services, has resulted in an unprecedented awareness of the potential of PLS to
significantly strengthen the security level of current systems. The fundamental idea
of PLS is to exploit the inherent randomness of fading and interference of wireless
channels to restrain the amount of information that can be gleaned at the bit level
by a passive eavesdropper. Although having been studied extensively in various
kinds of networks such as wireless sensor networks, cellular networks, cognitive
networks, it is fair to acknowledge that the practicality of PLS in WPCN:ss is still an
open problem.

Chapter 2 has been primarily concerned with investigating challenges of PLS
raised especially in WPCNs, with an emphasis on the design and evaluation of
practical transmission schemes exploiting the coordination of information trans-
mission and wireless power transfer. In particular, we developed and analyzed two
practical secure transmission protocols for helper-assisted wiretap channels based
on cooperative jamming. Both proposed protocols exploit the controllability of RF
energy harvesting to allow the wireless-powered node to transmit with optimal
transmit power. In addition, the secrecy performance of these protocols relies
heavily on the availability of CSI; the specifically designed jamming signal takes
advantage of the estimated CSI, either perfect or imperfect, to judiciously direct
interference towards the eavesdropper. Our analysis of the protocols showed that,
in the case with perfect CSI and multiple eavesdroppers, a less capable helper with
only few antennas can maintain confidentiality; however, in another case when the
CSI estimation is imperfect, the occurrence of secrecy outage increases notably as
the estimation error grows, even under the existence of only one single eavesdropper.

© Springer Nature Switzerland AG 2019 99
A. Jamalipour, Y. Bi, Wireless Powered Communication Networks,
https://doi.org/10.1007/978-3-319-98174-1_4


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-319-98174-1_4&domain=pdf
https://doi.org/10.1007/978-3-319-98174-1_4

100 4 Future Direction of Wireless Powered Communications

Nevertheless, the proposed protocol under imperfect CSI still provides superior
performance over the existing solution, owing to the enabled full-duplex capability
of the helper.

In Chap. 3, we proposed a DH-WPCN with one HAP and a number of relays
and users. Assuming that the users have fixed energy supplies and the relays need to
harvest energy from RF transmission of the HAP, we presented uplink and downlink
communication protocols. Optimal values of parameters for maximizing the total
throughput of the network in both directions were found. Specifically, we formulated
uplink and downlink sum-throughput maximization problems to find optimal time
allocation in both uplink and downlink communications as well as optimal power
splitting factors in downlink communication. The convex structure of the uplink
throughput maximization problem allowed us to obtain the optimal value of the
time-slot durations for energy and information transfer in closed form, while in
downlink throughput maximization, we used iterations for finding a near-optimal
solution due to the non-convexity of the problem. We evaluated the uplink and
downlink throughput performance of our proposed schemes via simulations and
identified the existence of the doubly near-far problem in uplink communication
which results in extremely unfair throughput distribution among the users. Due to
the dependence of each user’s achievable throughput on its corresponding relay’s
distance from the HAP, we proposed to dynamically adjust the location of the
relays to attain a more balanced throughput allocation in the network. Numerical
results confirmed that the position of the relays has a major impact on users’
throughputs and the severity of the throughput unfairness can be controlled by
changing relays’ placements. Furthermore, we investigated a more robust solution
for tackling the aforementioned fairness issue and developed a fairness enhancement
scheme to provide all users with equal throughput. We formulated a minimum
throughput maximization problem and proposed a novel algorithm for finding
the maximum common throughput of the users plus the optimal time allocation
for achieving the maximum level of fairness. We also conducted simulations to
compare the performance of the proposed fairness-improving scheme with the
strategy presented in Chap. 3. Simulation results revealed a throughput-fairness
trade-off in our DH-WPCN implying that the fairness is achieved at the cost of
total throughput reduction. Therefore, depending on the network requirements in
terms of sum-throughput and fairness, either the strategy proposed in Section or the
scheme presented in Chap. 4 can be chosen as the optimal policy.

4.2 The Way Forward

4.2.1 Future Research Directions

The scope for future work on PLS that can be extended from this work is extensive.
A few selected directions are discussed below.
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e In this work, only the single-jammer case was considered. When multiple
jammers present, coordinated or uncoordinated jamming schemes need to be
explored. In a coordinated jamming scheme, multiple jammers may generate
and transmit jamming signals in a coordinated manner to avoid interfering with
the intended receiver. Since the jammers are usually spatially distributed, such
coordination requires that the global CSI of each jammer should be collected,
and the collaborative jamming weights should be optimized. Evidently, this
leads to extra communication overhead. Alternatively, uncoordinated jamming
schemes are of great potential to overcome the limitation of coordinated jamming
schemes, albeit with the potential of yielding undesired interference at the
intended receiver.

* Studies on secure communications for large-scale WPCN s need to be carried out.
Unlike point-to-point wiretap channels considered in this work, the communica-
tion between nodes in large-scale WPCNs depends strongly on the location and
the interactions between nodes. Particularly, stochastic geometry tools such as a
Poisson point process model may be adopted to describe the spatial location of
legitimate nodes and/or eavesdroppers.

e Very few studies on PLS are concerned with the joint design of cryptographic
techniques. Indeed, a deeper understanding of the interplay between PLS and
classic cryptographic security is an important, rich, but unexplored area for
further investigation.

In addition, we outline some future directions for enhancing the DH-WPCN
presented in Chap. 3.

* In Chap. 3, we proposed adjustment of the relays’ locations in order to alleviate
the doubly near-far problem in uplink communication. As discussed earlier, for
the users who are placed further away from the HAP, it is more desirable to locate
their corresponding relays closer to the HAP so that the allocated throughput for
these users would be comparable to the ones nearer to the HAP. Nevertheless, it is
obvious that a relay cannot be very distant from its corresponding user because it
must be able to successfully receive the information signal of the user. In light of
this, optimizing the location of the relay nodes can be an interesting problem for
future research. For instance, the optimal location of the relays can be determined
for maximizing the throughput fairness under the first- and the second-hop outage
constraints.

* In the uplink communication of the proposed DH-WPCN, the first half of each
transmission time-slot is dedicated to one of the users to send information to
its relay. During this time, the HAP and the other K — 1 relays and users
remain idle. As an enhancement to our proposed uplink communication protocol,
the HAP can continue transferring wireless energy in the beginning half of all
transmission slots so that the relays which are not receiving information from
their corresponding users can add to their harvested energy.

¢ In our DH-WPCN, we assumed that there is no direct link between the users and
the HAP. The proposed schemes can be extended by considering the presence
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of a link between each user and the HAP to achieve diversity and multiplexing
gains [1, 2].

e The proposed DH-WPCN can be enhanced to FD scenarios, where the HAP
is able to simultaneously transfer energy and receive information on the same
frequency band. This strategy can boost the harvestable energy of the relays
which consequently improves the throughput. Also, activating FD operation at
the relays will enable them to harvest energy from the HAP’s transmitted signals
while they are receiving information from their users.

* The proposed model assumes that the HAP is equipped with one single antenna.
By applying a multi-antenna HAP and taking advantage of the beamforming
technique, the energy transfer efficiency can be improved. In this case, doubly
near-far problem can also be mitigated because the beamforming vector plays an
important role in the amount of available energy at each relay. As such, designing
beamforming weights in the favor of further relays can offset their harsh channel
conditions and bring a more balanced throughput distribution.

e The DH-WPCN presented can be extended to more complicated network setups.
For instance, it would be interesting to consider a large-scale network similar to
the one proposed in [3], where multiple HAPs and a large number of users and
relays are present. In this setup, cooperative energy beamforming can be used to
improve the energy transfer efficiency at the target relays by jointly optimizing
the energy signal waveforms of the HAPs, thus forming a virtual antenna array.
Integrating DH-WPCN with cognitive radio network can be another possible
direction for future research.

e This research extended the baseline one-hop energy and information transfer
model to a scenario in which information transmission is carried out in two hops.
This model can be further extended to include two-hop energy transfer as well.
Assuming that both the relays and the users are energy-constrained, dual-hop
energy transfer may be utilized such that the relays transfer a portion of their
harvested energy to their corresponding users. Studying the resource allocation
problem in this new DH-WPCN setup can be considered for future works.

* In reality, the number of relays may be different from the number of users. This
can be taken into consideration in future research. Relay selection mechanisms
can be implemented to determine which relay should be in charge of data
forwarding for each user. Also, if more than one user is assigned to a relay, it is
important to specify how much time and energy must be allocated for information
transmission/reception of each of them.

4.2.2 A Closer Look into WPCN from the IoT Point of View

IoT consists of heterogeneous devices with different constraints, requirements, and
capabilities which makes it impossible to apply one strategy to all scenarios. For
example, the required energy for the operation of a low-power sensor node is
not comparable to the amount needed for powering a mobile phone. Moreover,
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different IoT devices may be in different conditions in terms of the volume of
data to be transmitted, delay constraints, QoS requirements, etc. One device may
experience long delay (e.g., several weeks) between two transmission cycles while
the other has to transmit once every second. Also, some devices may have critical
data (e.g., urgent medical information) which need to be prioritized for timely
transmission. These dissimilarities between different IoT components have to be
taken into account in designing resource allocation schemes.

Further, information exchange between network devices should also be consid-
ered in [oT. Allocation of time and energy resources in this case may be more
complicated than the scenario in which devices only communicate with the HAP.
The communication between devices also provides them with an extra energy
harvesting source. The receiver can use the transmitter’s signal for the dual purpose
of information decoding and energy harvesting, while other devices treat this signal
as an ambient RF energy source; even the transmitter itself can collect energy from
its own RF signal when operating in the full-duplex mode. In a WPCN having
multiple transmitter-receiver pairs, interference management methods [4] will be
helpful for minimizing the effect of interference at the receivers.

Multi-hop communication is also necessary in future scalable IoT networks, where
a number of nodes cooperate with each other to deliver data to the designated node
(e.g., the HAP). Although our dual-hop WPCN protocol can provide insights for
extending the baseline WPCN to multi-hop networks, extensive research has still
to be done in this area for developing multi-hop WPCNs which perfectly fit into
IoT. In such a multi-hop WPCN setup, in addition to the information routing in
conventional multi-hop networks, energy routing can also be exploited to transfer
energy in multiple hops. In this regard, multi-path energy routing is useful for
increasing RF energy harvesting efficiency and extending the network size [5].
Coexistence of energy-constrained and energy-stable devices is also imaginable in
IoT in which case energy-stable ones can participate in energy transfer process
to help feeding energy-limited devices, thus, mitigating the need for deploying
additional energy sources and saving on the related costs.

To sum up, seamless integration of WPCN into IoT calls for more intelligent
solutions. These solutions can be a combination of the strategies reviewed and
proposed in this work as well as new techniques which cater to the needs of future
IoT networks.
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Appendix A
Proofs for Chap. 2

A.1 Proof of Proposition 2.2

According to the total probability theorem, the secrecy outage probability ps, can
be expressed as

pso =Pr{max{y,,} > B|¢ = tpr}Pr{¢ = ¢pr}
+ Pr{max{y.,} > BI¢ = ¢} Pr{¢ = tir}. (A.1.1)

We first evaluate the secrecy outage in PT mode. Recall that no secret information
is transmitted in PT mode, y, , = 0, Va. Since R; > R, B = 2R—=Rs _ 1 s positive.
It hence can be inferred that Pr {max{ye’n} > Bt =¢ PT} = 0. Therefore, we have

Pr{max{y.,} > BI¢ = ¢pr}Pr{¢ = tpr} =0.
Next, we evaluate the secrecy outage in IT mode.

Pr{max{y,,} > BI¢ = &7} Pri¢ = 7}
=Pr{¢ = ¢} — Pr{max{y,,} < Bl¢ = ¢yr} Pr{¢ = &7}

= Pix — Pr{(maX {ve.,} < B) ﬂ(C = CIT)}

= DPix — anpr{(Hab>U)ﬂ< ah_aGbTL)}

L 2
ao; TL aahTL
:ptx_;ﬂi(Pr{<Hab2 e >ﬂ<U< e

Laq
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2
+Pr {(Hab >0 (U > “";’CTL> } ) (A.1.2)

Lap

where

2
o0,
Tblhaen|2
U := max T 5 5
n€le | 225118 pe, WII= + 0

(A.1.3)

To proceed, we need to derive the CDF of the random variable U which depends
on |hge, |2 and ||g§,enW| |2. For notation simplicity, we define X,, = aabzlhaen 12/B,
Y, = P0||g;enW||2/(K —1),and Z,, =X, /(Y,, + 062). Recall that all wireless
links are assumed to be Rayleigh fading, therefore, X., follows an exponential
distribution with the PDF given by

Jx,, () = f exp (— x). (A.1.4)

aoj Age aaﬁkae

On the other hand, ||gp., | 1 is a sum of i.i.d. exponentially distributed random
variables. Since W is a unitary matrix, ||g;,enW||2 remains a sum of i.i.d. exponen-
tially distributed random variables. Therefore, Y,, follows a Gamma distribution
with parameters (K — 1, PoAp./(K — 1)). The PDF of Y, is given by

yK2exp (_ gﬂ_ple y)

K—1
rK -1 (—ﬁgﬁ"f)

Jr, (y) = (A.1.5)

Therefore, based on Lemma 2.1, the CDF of Z,, can be obtained as

Fz,,(z) =P &
7)) =Pr| —— <z
Zen Y,, + 0?2

e

00 zy—&-zae2
_ /0 /0 Fx., () fr,, (v)dxdy

=1l—exp|— %2'6 Z k-1
aof)me Mz+K—1

otobzkae

K—1 K—1
=1—e % (—) ) (A.1.6)
Yvz+ K —1
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where for notation simplicity ¢ and ¢ are defined respectively as

2
Por
o= 2P g oy =D 2’”’3. (A.1.7)
ooy kae aoyhae
Consequently, the CDF of U can be obtained as
Fy(u) = Pr{max{Z,,} < u} = (Fz, w)" . (A.1.8)
Now we are ready to resolve £>, and £7;.
omgTL
0 i
; aaszL otaszL
lyy = fuU) fu,,(Hap) dU dHgp = exp | — 7nenC Fy o)
aa}%TL 0 ¢
iC
(A.1.9)
and
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omZTL
iC
K O{O'ZTL a0y 2TL
= Fu(Hap)fH,, (Hap) AHap — Fy i exp 7l |
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(A.1.10)

The resultant integral term in (A.1.10) can be calculated as follows,

o]

/ Fu (Hay)fr, (Hap) dHap

ao?TL
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where the last step is obtained from [38, Eq. (3.353.2)]. Substituting (A.1.11) into
(A.1.10), and combining with (A.1.9), (A.1.2), (2.1.25) and (A.1.1), after some
basic mathematical manipulation, we obtain the final closed-form expression of the
secrecy outage probability in (2.1.29).

A.2 Proof of Proposition 2.3

From the definition of secrecy outage probability given in (2.2.78), by applying the
total probability theorem, Psﬁ‘” can be expressed as

PAY — Pr{Cy < Ry|® = @y} Pr{® = &4} 4+ Pr{Cy < Ry|® = ®,} Pr{® = &)
Z| (2

(A2.1)

First, we evaluate the secrecy outage in DEH mode. Recall that no secret data is
transmitted in DEH blocks, yp and yg hence both equal zero, and further, C; equals
0. As Ry is positive, it can be inferred that Pr{Cs; < R;|® = @4} = 1. Therefore we
have ¢1 = Pr{® = ®,}. Invoking the independence between the channel condition
and the energy condition, and also combining (2.2.53) and (2.2.76), we can obtain

£y =1—-Pr{(Csp = Ry) N (e[k] = Ep)}
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=1- (1 ~ Figp ( peal )) > &rp. (A22)
%p

Next, we evaluate the secrecy outage in OEH mode. Considering that Cy and
Csp are not independent with each other, but both are independent with the energy
random variables, we recast £, as,

€y = Pr{(Cs < Ry) N (Csp = Ry) N (e[k] = Ep)}

L
=Pr{(C; < Ry) N (Csp = Rs)}ZEFD,i (A.2.3)

KA 1=T

Substituting (2.2.33), (2.2.78) and (2.2.80) into (A.2.3), and performing basic
mathematical manipulations, we obtain

Ry Ry _
@A=Pr{<HSD<M>ﬂ(HSDZZ ]>}
K2

K1

{2’* -1 (1 + yp)2Rs —1}
Pr _—

< Hsp <
K2 K1

(1+VE)2RS 1

f / Susp (Hsp)fye (vE)dHsp dye

2Rs —
Kz

(1+yp)2® -1
FHSD <K—1

2R —1

where fyq,, (-) represents the PDF of Hgp and

P
ki = — - (A2.5)
(1- IO)PJGerr/(Nt -1 +UD
Ps
Ky = - (A2.6)
°p

Substituting (2.2.52) together with (2.2.85) into (A.2.4), and applying [38,
Eq. (3.352.4) and Eq. (3.353.2)] to solve the resultant integrals, we have
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(A2.7)
Substituting (A.2.7) into (A.2.4), we can obtain
Ry _ .
exp (— 3252“1)) if Ny =2
1B 2 N,—l
PSEQSE ex p( K]-QSD) i, p,
N—l
—gBF exp (—2pik ) i 2., Nt
Ca= Lk T . (A2.8)
exp (— K29s0> if Ny >3
UzﬂNt—l
— T B — exp (=22l ) ea (N — L, B)
R
—¢B)" exp (— 2t ) VaNe, 1. 1)

Therefore, replacing € 4 in (A.2.3) with (A.2.8) and combining with (A.2.2), after
some basic mathematical manipulation, we obtain the final result in (2.2.86), thus
completing the proof.

A.3 Proof of Corollary 2.2

From the definition of the probability of non-zero secrecy capacity given in (2.2.79),
by applying the total probability theorem, PA™. can be expressed as

nzsc

PEM = Pr{Cy > 0|® = &4} Pr{® = @,} + Pr{C, > 0|® = ®,} Pr{®d = ®,}

43 Ly

(A3.1)
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Again, as no secret is transmitted in DEH mode, Pr{C; > 0|® = &4} = 0.
Therefore, we have £3 = 0. And similar to (A.2.3), we can recast £4 as
Ly =Pr{(Cs > 0) N (Csp = Ry) N (elk] = Ewp)}

L
=Pr{(C; > 0) N (Csp = R} Y &rpi (A32)

i=t

lp

Substituting (2.2.33), (2.2.79) and (2.2.80) into (A.3.2), and performing basic
mathematical manipulations, we obtain

2R — 1
K1 K2
VE ve _ 2R —1
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2Rk 1 2R 1
ol )00 )
K2 K1 K2

= / / Sfusp (Hsp)fy (ve)dHsp dyg
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)
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0 (2Rs71)
()

Substituting (2.2.52) together with (2.2.84) and (2.2.85) into (A.3.4), and applying
[38, Eq. (3.352.4) and (3.353.2)] to solve the resultant integrals, we derive £ as
2
(7sz 1 (1 2 B+ B2) + W1 Qo2 B + B2)) it N =2
Ry _
xp~le Pt texp (- 2L ) By (B)
lp =

2
(pedbsr W2 (N = 1, B1 + ) + Ny = DI (N iz, B+ B2)) i Ny 23

Ny—1 _ Rs _
xpl Tt et exp (~ 2L ) By (8)

(A3.4)

Therefore, substituting ¢ p into (A.3.2), after some basic mathematical manipulation,
we obtain the final result in (2.2.89), thus completing the proof.
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