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Introduction to Malware Forensics

Since the publication of Malware Forensics: Investigating and Analyzing Malicious Code m

20081 the number and complexity of prograns developed for malicious and illegal purposes has
grown substantially. The 2011 Symantec Internet Security Threat Report announced that over 286
million new threats emerged in the past year.2 Other anti-virus vendors, including F-Secure, forecast
an increase in attacks against mobile devices and SCADA systens in 20113

In the past, malicious code has been categorized neatly (e.g., viruses, worns, or Trojan horses)
based upon functionality and attack vector. Today, malware is often modular and multifaceted, more
of a “blended-threat,” with diverse functionality and means of propagation. Much of this malware has
been developed to support increasingly organized, professional computer criminals. Indeed, criminals
are making extensive use of malware to control computers and steal personal, confidential, or

otherwise proprietary information for profit. In Operation Trident Breach,2 hundreds of individuals
were arrested for therr mvolverment in digital theft using malware such as ZeuS. A thriving gray market
ensures that today’s malware is professionally developed to avoid detection by current AntiVirus
prograns, thereby remaining valuable and available to any cyber-savvy criminal group.

Of growing concern is the development of malware to disrupt power plants and other critical
mfrastructure through computers, referred to by some as Cyber Warfare. The StuxNet malware that

emerged in 2010 is a powerful demonstration of the potential for such attacks2 Stuxnet was a
sophisticated program that enabled the attackers to alter the operation of ndustrial systens, like those
in a nuclear reactor, by accessing programmable logic controllers connected to the target computers.
This type of attack could shut down a power plant or other components of a society’s critical
mnfrastructure, potentially causing significant harm to people in a targeted region.

Foreign governments are funding teams of highly skilled hackers to develop customized malware

to support industrial and military espionage.2 The intrusion into Google’s systems demonstrates the

advanced and persistent capabilities of such attackers.. These types of well-organized attacks, known
as the “Advanced Persistent Threat (APT),” are designed to maintain long-term access to an
organization’s network in order to steal mnformation/gather mtelligence and are most commonly
associated with espionage. The increasing use of malware to commit espionage and crimes and launch
cyber attacks is compelling more digital mvestigators to make use of malware analysis techniques and
tools that were previously the domain of anti-virus vendors and security researchers.

This Field Guide was developed to provide practitioners with the core knowledge, skills, and
tools needed to combat this growing onslaught against computer systerns.
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How to Use this Book

EZ[ This book is mtended to be used as a tactical reference while in the field.

P This Field Guide is designed to help digital nvestigators identify malware on a computer
system, examine malware to uncover its functionality and purpose, and determine malware’s impact
on a subject system To firther advance malware analysis as a forensic discipline, specific
methodologies are provided and legal considerations are discussed so that digital investigators can
perform this work in a reliable, repeatable, defensible, and thoroughly documented manner.

P Unlke Malware Forensics: Investigating and Analyzing Malicious Code, which uses
practical case scenarios throughout the text to demonstrate techniques and associated tools, this Field
Guide strives to be both tactical and practical, structured in a succinct outline format for use in the
field, but with cross-references signaled by distinct graphical icons to supplemental components and
online resources for the field and lab alike.

Supplemental Components

P The supplementary components used i this Field Guide nclude:

* Field Interview Questions: An organized and detailed mterview question and answer form
that can be used while responding to a malicious code incident.

* Field Notes: A structured and detailed note-taking solution, serving as both guidance and a
reminder checklist while responding in the field or in the lab.

» Pitfalls to Avoid: A succinct list of commonly encountered mistakes and discussion of how to
avoid these mistakes.

* Tool Box: A resource for the digital mnvestigator to learn about additional tools that are
relevant to the subject matter discussed in the corresponding substantive chapter section. The

Tool Box icon (’X—a wrench and hammer) is used to notify the reader that additional tool
mformation is available in the Tool Box appendix at the end of each chapter, and on the
book’s companion Web site, www.malwarefieldguide.com.

* Selected Readings: A list of relevant supplemental reading materials relating to topics
covered in the chapter.






Investigative Approach

mWhen malware is discovered on a system, the importance of organized methodology,
sound analysis, steady documentation, and attention to evidence dynamics all outweigh the
severity of any time pressure to investigate.

Organized Methodology

P The Field Guide’s overall methodology for dealing with malware incidents breaks the investigation
into five phases:

Phase 1: Forensic preservation and examination of volatile data (Chapter 1)
Phase 2: Examination of memory (Chapter 2)

Phase 3: Forensic analysis: exammation of hard drives (Chapter 3)

Phase 4: File profiling of an unknown file (Chapters 5)

Phase 5: Dynamic and static analysis of a malware specimen (Chapter 6)

P Within each of these phases, formalized methodologies and goals are emphasized to help
digital nvestigators reconstruct a vivid picture of events surrounding a malware mnfection and gain a
detailed understanding of the malware itself. The methodologies outlined in this book are not intended
as a checklist to be followed blindly; digital mvestigators always must apply critical thinking to what
they are observing and adjust accordingly.

P Whenever feasible, mvestigations mvolving malware should extend beyond a single
compromised computer, as malicious code is often placed on the computer via the network, and most
modern malware has network-related functionality. Discovering other sources of evidence, such as
servers the malware contacts to download components or structions, can provide useful mformation
about how malware got on the computer and what it did once installed.

P In addition to systems containing artifacts of compromise, other network and data sources
may prove valuable to your investigation. Comparing available backup tapes of the compromised
system to the current state of the system, for example, may uncover additional behavioral attributes of
the malware, tools the attacker left behind, or recoverable files containing exfiltrated data. Also
consider checking centralized logs from anti-virus agents, reports from system integrity checking tools
like Tripwire, and network level logs.
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P Network forensics can play a key role in malware mcidents, but this extensive topic is beyond

the scope of our Field Guide. One of the author’s earlier works® covers tools and techniques for
collecting and utilizng various sources of evidence on a network that can be useful when investigating
a malware incident, including Intrusion Detection Systems, NetFlow logs, and network traffic. These
logs can show use of specific exploits, malware connecting to external IP addresses, and the names of
files being stolen. Although potentially not available prior to discovery of a problem, logs from
network resources implemented during the investigation may capture meaningful evidence of ongoing
activities.

P Remember that well-interviewed network admmistrators, system owners, and computer users
often help develop the best picture of what actually occurred.

P Finally, as digital mvestigators are more frequently asked to conduct malware analysis for
mvestigative purposes that may lead to the victim’s pursuit of a civil or criminal remedy, ensuring the
reliability and validity of findings means compliance with an oft complicated legal and regulatory
landscape. Chapter 4, although no substitute for obtaining counsel and sound legal advice, explores
some of these concerns and discusses certain legal requirements or limitations that may govern the
preservation, collection, movement and analysis of data and digital artifacts uncovered during malware
forensic investigations.

Forensic Soundness

P The act of collecting data from a live system may cause changes that a digital investigator will need
to justify, given its impact on other digital evidence.

« For instance, running tools like Helix3 Pro? from a removable media device will alter volatile
data when loaded nto man memory and create or modify files and Registry entries on the
evidentiary system

* Similarly, using remote forensic tools necessarily establishes a network connection, executes
mnstructions in memory, and makes other alterations on the evidentiary system

P Purists argue that forensic acquisitions should not alter the original evidence source in any way.
However, traditional forensic disciplines like DNA analysis suggest that the measure of forensic
soundness does not require that an original be left unaltered. When sanples of biological material are
collected, the process generally scrapes or smears the original evidence. Forensic analysis of the
evidentiary sample further alters the original evidence, as DNA tests are destructive. Despite changes
that occur during both preservation and processing, these methods are nonetheless considered
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forensically sound and the evidence is regularly admitted in legal proceedings.
P Some courts consider volatile computer data discoverable, thereby requiring digital
mvestigators to preserve data on live systens. For example, in Columbia Pictures Industries v.

Bunnell 12 the court held that RAM on a Web server could contain relevant log data and was
therefore within the scope of discoverable nformation in the case.

Documentation

P One of'the keys to forensic soundness is documentation.

* A solid case is built on supporting documentation that reports on where the evidence originated
and how it was handled.

* Froma forensic standpoint, the acquisition process should change the original evidence as little
as possible, and any changes should be documented and assessed in the context of the final
analytical results.

* Provided both that the acquisition process preserves a complete and accurate representation of
the original data, and the authenticity and mtegrity of that representation can be validated, the
acquisition is generally considered forensically sound.

P Documenting the steps taken during an investigation, as well as the results, will enable others
to evaluate or repeat the analysis.

* Keep n mind that contemporaneous notes are often referred to years later to help digital
mnvestigators recall what occurred, what work was conducted, and who was mnterviewed,
among other things.

* Common forns of documentation include screenshots, captured network traffic, output from
analysis tools, and notes.

» When preserving volatile data, document the date and time that data was preserved and which
tools were used, and calculate the MD5 of all output.

* Whenever dealing with computers, it is critical to note the date and time of the computer, and
compare it with a reliable time source to assess the accuracy of date-time stamp nformation
associated with the acquired data.

Evidence Dynamics
12



P Unfortunately, digital investigators rarely are presented with the perfect digital crime scene. Many
times the malware or attacker purposefully has destroyed evidence by deleting logs, overwriting files,
or encrypting incriminating data. Often the digital mvestigator is called to an incident only after the
victim has taken nitial steps to remediate—and in the process, has either destroyed critical evidence,
or worse, compounded the damage to the system by invoking additional hostile prograrns.

P This phenomenon is not unique to digital forensics. Violent crime mnvestigators regularly find
that offenders attempted to destroy evidence or EMT first responders disturbed the crime scene while
attempting to resuscitate the victim These types of situations are sufficiently common to have earned a
name—evidence dynamics.

P Evidence dynamics is any influence that changes, relocates, obscures, or obliterates evidence
—regardless of ntent—between the time evidence is transferred and the time the case is

adjudicated 1

* Evidence dynamics is a particular concern in malware incidents because there is often critical
evidence in memory that will be lost if not preserved quickly and properly.

* Digtal mvestigators must live with the reality that they will rarely have an opportunity to
examine a digital crime scene i its orignal state and should therefore expect some anomalies.

 Evidence dynamics creates investigative and legal challenges, making it more difficult to
determine what occurred, and making it more difficult to prove that the evidence is authentic
and reliable.

* Any conclusions the digital nvestigator reaches without knowledge of how evidence was
changed may be incorrect, open to criticism in court, or misdirect the nvestigation.

* The methodologies and legal discussion provided i this Field Guide are designed to mmnimize
evidence dynamics while collecting volatile data from a live system using tools that can be
differentiated from similar utilities commonly used by intruders.
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Forensic Analysis in Malware Investigations

@Malware investigation often involves the preservation and examination of volatile data;
the recovery of deleted files; and other temporal, functional, and relational kinds of
computer forensic analysis.

Preservation and Examination of Volatile Data

P Investigations involving malicious code rely heavily on forensic preservation of volatile data.
Because operating a suspect computer usually changes the system, care must be taken to minimize the
changes made to the system; collect the most volatile data first (aka Order of Volatility, which is
described in detail in RFC 3227: Guidelines for Evidence Collection and Archiving) 2 and
thoroughly document all actions taken.

P Technically, some of the information collected from a live system in response to a malware
incident is non-volatile. The following subcategories are provided to clarify the relative importance of
what is being collected from live systens.

* Tier 1 Volatile Data: Critical system details that provide the investigator with insight as to
how the system was compromised and the nature of the compromise. Examples include
logged-in users, active network connections, and the processes running on the system.

* Tier 2 Volatile Data : Ephemeral mformation, while beneficial to the mvestigation and further
illustrative of the nature and purpose of the compromise and infection, is not critical to
identification of system status and details. Examples of these data include scheduled tasks and
clipboard contents.

* Tier 1 Non-volatile Data: Reveals the status, settings, and configuration of the target system,
potentially providing clues as to the method of the compromise and infection of the system or
network. Examples include registry settings and audit policy.

* Tier 2 Non-volatile Data: Provides historical mformation and context, but is not critical to
system status, settings, or configuration analysis. Examples of these data include system event
logs and Web browser history.

P The current best practices and associated tools for preserving and examining volatile data on

Windows systems are covered in Chapter 1 (Malware Incident Response: Volatile Data Collection
14



and Examination on a Live Windows System) and Chapter 2 (Memory Forensics: Analyzng Physical
and Process Memory Dumps for Malware Artifacts).

Recovering Deleted Files

P Specialized forensic tools have been developed to recover deleted files that are still referenced in
the file system. It is also possible to salvage deleted executables from unallocated space that are no
longer referenced in the file system. One of the most effective tools for salvaging executables from
unallocated space is “foremost,” as shown in Figure [.1 using the “-t” option, which uses internal
carving logic rather than simply headers from the configuration file.

FPoremost version 1.5 by Jesse Kornblum, Kris Kendall, and Nick Mikus
Audie File

Foremost started at Tue Jan 22 05:18:1% 2008
Invecaticon: foremost -t exe,dll host3-diskimage.dmp
Qutput directory: fexamination/output

Configuration file: Jusr/localfetc/foremocsat.cont
File: hosti-diskimage.dmp

Scarc: Tuse Jan 22 05:18:19 2008

Length: 1000 MB (1068470100 bytes)

Num Hame (bs=512) Size File Offset Comment

1; aoool50%9, exe 5B KB TTEB61 09,/13 /2007 09:06:10
23 00002965 .d11 393 KB 1518333 01/02,/2007 17:33:10
Z¥; 0ooOD3TEL . 411 517 KB 1936125 08,/25/2006 15:12:52
41 000D4EB37.411 106 KB 24 TETOT 06/20,/2003 D2:44:06
g2 00005077 . 411 17 KB 2599877 0620,/2003 D2 44:22
] 00005133 .d411 17T ¥B 26283405 11/30/1999 05:31:09
Ts 00005197 .d411 &8 KB 2661117 06,/20,/2003 02;44:22

Using foremost to carve executable files from unallocated disk space

T

a¥ Other Tools to Consider

Data Carving Tools

Datalifter http//www.datalifter.com

Scalpel http://www.digitalforensicssolutions.conyScalpel/
PhotoRec http:/www.cgsecurity.org/wiki/PhotoRec
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Temporal, Functional, and Relational Analysis

P One of the primary goals of forensic analysis is to reconstruct the events surrounding a crime. Three
common analysis techniques that are used m crime reconstruction are femporal, functional, and
relational analysis.

P The most common form of femporal analysis is the time line, but there is such an abundance
of temporal nformation on computers that the different approaches to analyzing this information are
limited only by our imagination and current tools.

B The goal of functional analysis is to understand what actions were possible within the
environment of the offense, and how the malware actually behaves within the environment (as
opposed to what it was capable of doing).

* One effective approach with respect to conducting a functional analysis to understand how a
particular piece of malware behaves on a compromised system is to load the forensic
duplicate into a virtual environment using a tool like Live View.12Figure 1.2 shows Live View

being used to prepare and load a forensic image into a virtualized environment.
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B Relational analysis mvolves studying how components of malware mteract, and how various
systems involved in a malware incident relate to each other.

* For instance, one component of malware may be easily identified as a downloader for other
more critical components, and may not require further in-depth analysis.

* Similarly, one compromised system may be the primary command and control point used by
the mntruder to access other nfected computers, and may contain the most useful evidence of
the mntruder’s activities on the network as well as information about other compromised
systers.

P Specific applications of these forensic analysis techniques are covered in Chapter 3, Post-
Mortem Forensics: Discovering and Extracting Malware and Associated Artifacts from Windows
Systens.
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Applying Forensics to Malware

mForensic analysis of malware requires an understanding of how an executable is
complied, the difference between static and dynamic linking, and how to distinguish class
from individuating characteristics of malware.

How an Executable File is Compiled

P Before delving into the tools and techniques used to dissect a malicious executable program, it is
important to understand how source code is compiled, linked, and becomes executable code. The
steps an attacker takes during the course of compiling malicious code are often items of evidentiary
significance uncovered during the exammnation of the code.

P Think of the compilation of source code into an executable file like the metamorphosis of
caterpillar to butterfly: the mitial and final products manifest as two totally different entities, even
though they are really one in the same but in different form

P As illustrated in Figure 1.3, when a program is compiled, the program’s source code is run
through a compiler, a program that translates the programming statements written in a high-level
language mto another form Once processed through the compiler, the source code is converted into

anobject file or machine code, as it contains a series of instructions not mtended for human

readability, but rather for execution by a computer processor.1%
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B After the source code is compiled nto an object file, a /inker assembles any required libraries
and object code together to produce an executable file that can be run on the host operating system,
as seen in Figure [.4.

A linker creates an executable file by linking the required libraries and code to an object
file

B Often, during compilation, bits of information are added to the executable file that may be
relevant to the overall mvestigation. The amount of information present in the executable is contingent
upon how it was compiled by the attacker. Chapter 5 (File Identification and Profiling: Initial Analysis
of a Suspect File on a Windows System) covers tools and techniques for unearthing these useful clues
during the course of your analysis.

Static versus Dynamic Linking

P In addition to the nformation added to the executable during compilation, it is important to examine
the suspect program to determine whether it is astatic or adynamic executable, as this wil
significantly impact the contents and size of the file, and in turn, the evidence you may discover.
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* A static executable is compiled with all of the necessary libraries and code it needs to
successfully execute, making the program “self-contamned.”

» Conversely, dynamically linked executables are dependent upon shared libraries to
successfully run. The required libraries and code needed by the dynamically linked executable
are referred to as dependencies.

* In Windows programs, dependencies are most often dynamic link libraries (DLLs; .dll
extension) that are imported from the host operating system during execution.

* File dependencies in Windows executables are identified n the Import Tables of the file
structure. By calling on the required libraries at runtime, rather than statically linking them to
the code, dynamically lnked executables are smaller and consume less system memory,

among other things.

P We will discuss how to examine a suspect file to identify dependencies, and delve mnto
Important Table and file dependency analysis in greater detail in Chapter 5 (File Identification and
Profiling: Initial Analysis of a Suspect File on a Windows System) and Chapter 6 (Analysis of a

Malware Specimen).
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Class versus Individuating Characteristics

B It is simply not possible to be familiar with every kind of malware m all of its various forns.

* Best mvestigative effort will include a comparison of unknown matware with known samples,
as well as conducting preliminary analysis designed not just to identify the specimen, but how
best to nterpret it.

* Although libraries of malware samples currently exist in the form of anti-virus programs and
hash sets, these resources are far from comprehensive.

* Individual nvestigators instead must find known samples to compare with evidence samples
and focus on the characteristics of files found on the compromised computer to determine
what tools the intruder used. Further, deeper examination of taxonomic and phylogenetic
relationships between malware specimens may be relevant to classify a target specimen and
determine if it belongs to a particular malware “family.”

P Once an exemplar is found that resembles a given piece of digital evidence, it is possible to
classify the sample. John Thornton describes this process well in “The General Assumptions and

Rationale of Forensic Identification’™12

In the “identification” mode, the forensic scientist examines an item of evidence for
the presence or absence of specific characteristics that have been previously abstracted
from authenticated items. Identifications of this sort arve legion, and are conducted in
forensic laboratories so frequently and in connection with so many different evidence
categories that the forensic scientist is often unaware of the specific steps that are taken
in the process. It is not necessary that those authenticated items be in hand, but it is
necessary that the forensic scientist have access to the abstracted information. For
example, an obscure 19th Century Hungarian revolver may be identified as an obscure
19th Century Hungarian revolver, even though the forensic scientist has never actually
seen one before and is unlikely ever to see one again. This is possible because the revolver
has been described adequately in the literature and the literature is accessible to the
scientist. Their validity rests on the application of established tests which have been
previously determined to be accurate by exhaustive testing of known standard materials.

In the “comparison” mode, the forensic scientist compares a questioned evidence item
with another item. This second item isﬁ “known item.” The known item may be a



Standard reference item which is maintained by the laboratory for this purpose (e.g. an
authenticated sample of cocaine), or it may be an exemplar sample which itself is a
portion of the evidence in a case (e.g., a sample of broken glass or paint from a crime
scene). This item must be in hand. Both questioned and known items are compared,
characteristic by characteristic, until the examiner is satisfied that the items are
sufficiently alike to conclude that they are related to one another in some manner.

In the comparison mode, the characteristics that arve taken into account may or may
not have been previously established. Whether they have been previously established and
evaluated is determined primarily by (1) the experience of the examiner, and (2) how
often that type of evidence is encountered. The forensic scientist must determine the
characteristics to be before a conclusion can be reached. This is more easily said than
achieved, and may require de novo research in order to come to grips with the
significance of observed characteristics. For example, a forensic scientist compares a
shoe impression from a crime scene with the shoes of a suspect. Slight irregularities in the
tread design are noted, but the examiner is uncertain whether those features are truly
individual characteristics unique to this shoe, or a mold release mark common to
thousands of shoes produced by this manufacturer. Problems of this type are common in
the forensic sciences, and are anything but trivial.

P The source of a piece of malware is itself a unique characteristic that may differentiate one
specimen from another.

* Being able to show that a given sample of digital evidence originated on a suspect’s computer
could be enough to connect the suspect with the crime.

* The denial of service attack tools that were used to attack Yahoo! and other large Internet
sites, for example, contained information useful in locating those sources of attacks.

* As an exanple, IP addresses and other characteristics extracted from a distributed denial of
service attack tool are shown in Figure L.5.
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Individuating characteristics in suspect malware

* The sanitized IP addresses at the end indicated where the command and control servers used
by the malware were located on the Internet, and these command and control systens may
have useful digital evidence on them

P Class characteristics may also establish a link between the mntruder and the crime scene. For
instance, the ‘“t0m” installation file contained a username and port number selected by the intruder
shown in Figure 1.6.

Class characteristics in suspect malware

P If the same characteristics are found on other compromised hosts or on a suspect’s computer,
these may be correlated with other evidence to show that the same intruder was responsible for all of
the crimes and that the attacks were launched from the suspect’s computer. For instance, examining
the computer with IP address 192.168.0.7 used to break mto 192.168.0.3 revealed the following
traces (Figure 1.7) that help establish a link.
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Examining multiple victim systens for similar artifacts

P Be aware that malware developers continue to find new ways to undermine forensic analysis.
For instance, we have encountered the following anti-forensic techniques (although this list is by no
means exhaustive and will certainly develop with time):

* Multicomponent packing and encryption

* Detection of debuggers, disassemblers, and virtual environments

* Malware that halts when the PEB Debuggmng Flag is set

* Malware that sets the “Trap Flag” on one of its operating threads to hinder tracing analysis

* Malware that uses Structured Exception Handling (SEH) protection to block or misdirect
debuggers

* Malware that rewrites error handlers to force a floating point error to control how the program
behaves

P A variety of tools and techniques are available to digital mvestigators to overcome these anti-
forensic measures, many of which are detailed in this book. Note that advanced anti-forensic
techniques require knowledge and programming skills that are beyond the scope of this book. More
in-depth coverage of reverse engineering is available in 7he IDA Pro Book: The Unofficial Guide to

the World’s Most Popular DisassemblerA% A number of other texts provide details on programming

rootkits and other malware 12
24



From Malware Analysis to Malware Forensics

@T he blended malware threat has arrived; the need for in-depth, verifiable code analysis
and formalized documentation has arisen; a new forensic discipline has emerged.

P In the good old days, digital nvestigators could discover and analyze malicious code on
computer systems with relative ease. Trojan horse prograns like Back Orifice and SubSeven and
UNIX rootkits like tOrnkit did little to undermine forensic analysis of the compromised system
Because the majority of malware functionality was easily observable, there was little need for a digital
mvestigator to perform in-depth analysis of the code. In many cases, someone in the information
security community would perform a basic functional analysis of a piece of malware and publish it on
the Web.

P While the malware of yesteryear neatly fell nto distinct categories based upon functionality and
attack vector (viruses, worns, Trojan horses), today’s malware specimens are often modular,
nultifaceted, and known as blended-threats because of therr diverse functionality and means of

propagation® And, as computer intruders become more cognizant of digital forensic techniques,
malicious code is increasingly designed to obstruct meaningful analysis.

P By employing techniques that thwart reverse engineering, encode and conceal network traffic,
and minimize the traces left on file systens, malicious code developers are making both discovery and
forensic analysis more difficult. This trend started with kernel loadable rootkits on UNIX and has
evolved into similar concealment methods on Windows systens.

P Today, various forms of malware are proliferating, automatically spreading (worm behavior),
providing remote control access (Trojan horse/backdoor behavior), and sometimes concealing their
activitics on the compromised host (rootkit behavior). Furthermore, malware has evolved to
undermine security measures, disabling AntiVirus tools and bypassing firewalls by connecting from
within the network to external command and control servers.

P One of the primary reasons that developers of malicious code are taking such extraordinary
measures to protect their creations is that, once the fnctionality of malware has been decoded, digital
mnvestigators know what traces and patterns to look for on the compromised host and in network
traffic. In fact, the wealth of information that can be extracted from malware has made it an integral
and indispensable part of computer intrusion, identity theft and counterintelligence cases. In many
cases, little evidence remains on the compromised host and the majority of useful mvestigative
mnformation lies in the malware itself.

P The growing importance of malware analysis in digital mvestigations, and the increasing
sophistication of malicious code, has driven advances in tools and techniques for performing surgery
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and autopsies on malware. As more mvestigations rely on understanding and counteracting malware,
the demand for formalization and supporting documentation has grown. The results of malware
analysis must be accurate and verifiable, to the pomnt that they can be relied on as evidence in an
mvestigation or prosecution. As a result, malware analysis has become a forensic discipline—welcome
to the era of malware forensics.
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Chapter 1
Malware Incident Response

Volatile Data Collection and Examination on a Live Windows System
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The “ 4% symbol references throughout this chapter demarcate that additional utilities pertaining to
the topic are discussed in the 700/ Box appendix, appearing at the end of this chapter. Further tool
mnformation and updates for this chapter can be found on the companion Malware Field Guides Web

site, at http:/www.malwarefieldguide.comy/Chapter1.html.

Introduction

This chapter demonstrates the value of preserving volatile and select non-volatile data, and how to do
so in a forensically sound manner. The value of volatile data is not limited to process memory
associated with malware, but can include passwords, Internet Protocol (IP) addresses, Security Event
Log entries, and other contextual details that together can provide a more complete understanding of
the malware and its use on a system

When powered on, a subject system contains critical ephemeral information that reveals the state
of the system. This volatile data is sometimes referred to as stateful information. Incident response
forensics, or live response, is the process of acquiring the stateful mformation from the subject
system while it remams powered on. As we discussed in the mtroductory chapter, the Order of
Volatility should be considered when collecting data from a live system to ensure that critical system
data is acquired before it is lost or the system is powered down. Further, because the scope of this
chapter pertains to live response through the lens of a malicious code incident, the preservation
techniques outlined m this section are not intended to be comprehensive or exhaustive; instead, they
are intended to provide a solid foundation relating to incident response nvolving malware on a live
system

Often, malicious code live response is a dynamic process, with the facts and context of each
incident dictating the manner and means in which the investigator will proceed with his mvestigation.
Unlike other contexts in which simply acquiring a forensic duplicate of a subject system’s hard drive
would be sufficient, mvestigating a malicious code incident on a subject system very often requires
some degree of live response. This is because much of the mformation the mnvestigator needs to
identify the nature and scope of the malware infection resides in stateful information that will be lost
when the computer is powered down.

This chapter provides an overall methodology for preserving volatile data on a Windows system
during a malware incident, and presumes that the digital investigator already has built his live response
tookkit of trusted tools, or is using a tool suite specifically designed to collect digital evidence in an
automated fashion from Windows systens during incident response. There are a variety of live
response tool suites available to the digital mvestigélgor—many of which are discussed in the Tool Box



section at the end of this chapter. Although automated collection of digital evidence is recommend as a
measure to avoid mistakes and madvertent collection gaps, the aim of this chapter and associated
appendices is to provide the digital nvestigator with a granular walk-through of the live response
process and the digital evidence that should be collected.

% Analysis Tip

Field Interviews

Prior to conducting live response, gather as much mformation as possible about the malicious code
incident and subject system(s) from relevant witnesses. Refer to the Field Interview Questions
appendix at the end of'this chapter for additional details.

Local versus Remote Collection

mChoose the manner in which data will be collected from the subject system.

* Collecting results /ocally means storage media will be connected to the subject system and the
results will be saved onto the connected media.

* Remote collection means establishing a network connection from the subject system, typically
with anetcat or cryptcat listener, and transferring the acquired system data over the
network to a collection server. This method reduces system interaction, but relies on the
ability to traverse the subject network through ports established by the netcat listener.

Investigative Considerations

* In some instances, the subject network will have rigid firewall and/or proxy server
configurations, making it cumbersome or impractical to establish a remote collection
repository.

* Remotely acquiring certain data during live response—like imaging a subject system’s physical
memory—may be time and resource consuming and require several gigabytes of data to
traverse the network, depending on the amount of random access memory (RAM) in the
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target system The following pair of commands depicted in Figure 1.1 sends the output of a
live response utility acquiring data from a subject system to a remote IP address
(172.16.131.32) and saves the output in a file named “<toolname>20101020host].txt” on
the collection system

Subject system -= | == Collection systems (172.16.131.32)

ne =1 =p 13579 » <toolnames>20101020hostl . xt

172.16.131.32 13579

IDT R W] Netcat commands to establish a network listener to collect tool output remotely

* The netcat command must be executed on the collection system first so that it is ready and

waiting to receive data from the subject system ‘5(

* Local collection efforts can be protracted in instances where a victim system is older and
contains obsolete hardware, such as USB 1.1, which has a maximum transfer rate of 12
megabits per second (mbps).

* Always ensure that the media you are using to acquire live response data is pristine and do not
contain unrelated case data, malicious code specimens, or other artifacts from previous
mvestigations. Acquiring digital evidence on “dirty” or compromised media can taint and
undermine the forensic soundness of the acquired data.

Volatile Data Collection Methodology

P Data should be collected from a live system in the Order of Volatility. The following guidelines give
a clearer sense of the types of volatile data that can be preserved to better understand malware:

* On the compromised machine, run a trusted command shell from an Incident Response toolkit
* Document system date and time, and compare them to a reliable time source

* Acquire contents of physical memory

* Gather hostname, user, and operating system details

* Gather system status and environment details

* Identify users logged onto the system

* Inspect network connections and open ports
35



* Examine Domain Name Service (DNS) queries and connected hostnames

* Examine running processes

» Correlate open ports to associated processes and programs

* Examine services and drivers

» Inspect open files

* Examine command-line history

* Identify mapped drives and shares

* Check for unauthorized accounts, groups, shares, and other system resources and
configurations using Windows “net’” commands

* Determine scheduled tasks

* Collect clipboard contents

* Determine audit policy

Preservation of Volatile Data

EAﬁ‘er obtaining the system date/time, acquire physical memory firom the subject system
prior to preserving information using live response tools.

* Because each version of the Windows operating system has different ways of structuring data
in memory, existing tools for examining full memory captures may not be able to interpret
memory structures properly in every case.

* Therefore, after capturing the full contents of memory, use an Incident Response suite to
preserve mformation from the live system, such as lists of running processes, open files, and
network connections, among other volatile data. A number of commonly used Incident
Response tool suites are discussed in the Tool Box section at the end of this chapter.

* Some mnformation in memory can be displayed by using Command-line Interface (CLI) utilities
on the system under examination. This same information may not be readily accessible or
easily displayed from the memory dump affer it is loaded onto a forensic workstation for
examination.

Investigative Considerations
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* It may be necessary in some cases to capture non-volatile data from the live subject system,
and perhaps even create a forensic duplicate of the entire disk. For all preserved data,
remenber that the Message Digest 5 (MDS5) and other attributes of the output from a live
examination must be documented independently by the digital investigator.

* To avoid missteps and omissions, collection of volatile data should be automated.

Physical Memory Acquisition on a Live Windows System

mBefore gathering volatile system data using the various tools in a live response toolkit,
first acquire a full memory dump from the subject system.

* Running incident response tools on the subject system will alter the contents of memory.

* To get the most digital evidence out of physical memory, perform a full memory capture prior
to running any other incident response processes.

* There are a myriad of tools that can be used to acquire physical memory, and many have
similar finctionality. Often, choosing a tool comes down to familiarity and preference. Given
that every malware incident is unique, the right tool for the job may be driven not just by the
incident type but by the victim system typology.

Investigative Considerations

* Remember that some tools are limited to certain operating systens and capture only up to 4
gigabytes (GB) of RAM; others can acquire memory from many different operating system
versions, gather up to 64 GB of RAM, and capture the Windows pagefile. If possible,
determine subject system details and select appropriate forensic tools prior to beginning
incident response. Having numerous tool options available in your toolkit will avoid on-scene
frustration.

* In addition to assessing tool limitations based upon operating system and memory capacity,
also consider whether to use a command-line utility or a graphical user interface (GUI)-based
tool.

* This section will explore some of the ways to acquire physical memory contents, but consult
the Tool Box section at the end of this chapter for further tool discussion and comparison.
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Acquiring Physical Memory Locally

EPhysical memory dumps can be acquired locally from a subject system using command-
line or GUI utilities.

Command-line Utilities

» A commonly used command-line tool for physical memory acquisition is HBGary’s FastDump..

« FastDump Community? version is a fiee version of FastDump that supports the acquisition of

memory from 32-bit systens with up to 4 GB of RAM.

* FastDump Community version does not support Vista, Windows 2003, Windows 2008, or
64-bit platforms.

* Using FastDump Community version, the following command captures the contents of memory
froma subject Windows system and saves it to a file on removable media (Figure 1.2):

E:\WinIR\memory>FD.exe e:\WinIR\memory'\memdump.bin

Responder FastDump v1.3.0 (c)2008 HBGary, Inc.

|DM] Dumping phyeical memory asnapshot to: er\WinIRimemory\memdump.bin...
Found Microsoft Windows XP Professional Service Pack 2 [(build 2600)
using driver at E:\WinlR\memory‘\FastDuspx86.sys

Found 1576517632 bytes (1503.48 HB) of physical memory
+= 30 MB dumped (2% complete)

Acquiring physical memory with FastDurmp

« FastDump Pro? is the commercially supported version of FastDump, which supports all
versions of Window operating systens and service packs (2000, XP, 2003, Vista, 2008
Server).

(FastDump Pro can capture memory from both 32-bit and 64-bit systers, including systems
with more than 4 GB of RAM (up to 64 GB of RAM), and supports acquisition of the
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Windows pagefile with the memory dump.

* Using FastDump Pro, the following command captures the contents of both memory and the
pagefile from a subject Windows system and saves it to a file on removable media (Figure
1.3):

E:\WinIR\memory>Fhpre E:\WinlIR\memory'\memdu=p.hpak
-= FDPro v2.0.0.0986 [(c)HBGary, Inc 2008 - 2010 =-
[#] Detected 0S: Micresoft Windows XP Professional {build 2600]
[+] Extracting xE6 driver
| Driver extracted successfully
1 using driver at E:\WinIR\memoryhfastdumpxBE&.ays
1 CreateService success, driver installed
«] Startfervice success, driver started
] Driver imstalled and running
] Strict Mode: Disabled
] Cutput Filesystem Type: FAT32
1111] WARNIMG! You can only dump up to 4GB maximum Lo a
FAT32 formatted wvolume.
You may want to consider dumping to an NTFS formatted
Volume .
[1211] If the machine you're dumping has 4GB of ram or more
you must select a different ocutput volume or the dump will
be incomplete.
[+] Block Read/Write Size: 0x100000: (1024k)
[#] Configured PageFile: C:\pagefile.sys
[ Full Range = 0x0 - O0x40400000 (1028 MB}
o (0x1000 - Ox9£000} Size: 0x9ad00
1 [Dx100000 - OxE£f000) Size: Oxeff000
2 = [0x1000000 Ox402£0000) Size: 0x3£ZE£0000
3 (0340300000 - Ox40400000) Size: 0x100000
[ =+ Dumping from 0Ox0 co Ox40400000 **
[ Reading Memory @ 0: 3300000 - Dumped: 51 MB Complete: 4%]

Acquiring physical memory with FastDump Pro

T

a¥ Other Tools to Consider

Additional command-line utilities to capture physical memory, including Memoryze, Mantech DD and
Moonsols Memory Toolkit, are discussed in the Tool Box section at the end of this chapter and on
the  companon Web site for the Malware  Forensic  Field — Guide,

https// www.malwarefieldguide.con/Chapter].html.

T

GUI-based Memory Dumping Tools
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» Agile Risk Management’s Nigilant322 is a GUI-based incident response tool.

* Nigilant32 provides an intuitive interface and simplistic means of imaging a subject system’s
physical memory using a drop-down menu in the tool’s user console.

* To mage memory from Nigilant32, select the “Image Physical Memory” option from the
“Tools” menu, as shown in Figure 1.4.

Imagmng physical memory with Nigilant32

* At the pronpt, select the location where the memory dump file will be saved; memory imaging
will start thereafter.

Remote Physical Memory Acquisition

mPhysical memory dumps can be remotely acquired from a subject system using F-
Response.

P F-Response is an incident response framework that implements the Microsoft iSCSI initiator
service2 to provide read-only access to the fiill physical disk(s) of a networked computer, as well as
to the physical memory of most Microsoft Windows systems.2
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* There are four versions of F-Response (Field Kit, Consultant, Enterprise, and TACTICAL)
that vary in deployment method, but all provide access to a remote subject system drive as a
local mounted drive.

* F-Response is flexible and “vendor agnostic,” meaning that any tool can be used to acquire an
image of the subject system’s hard drive and physical memory once connected to it.

* F-Response Field Kit and TACTICAL are typically used in the context of live response,
particularly in scenarios where the subject systems are at a third-party location and F-
Response Consultant Edition or Enterprise Edition have not been deployed prior to the
incident.

* F-Response Field Kit requires a single USB key FOB dongle and the Field Kit executable (-
response-fk.exe), both of which are initiated on subject system. Conversely, the examiner
system, which enables the digital investigator to leverage the results of F-Response, simply
requires the mnstallation and mvocation of the Microsoft iSCSI initiator service. F-Response
TACTICAL, which uses a distinguishable paired key FOB deployment, is discussed in the

Tool Box section at the end of this chapter. ‘5(

* To access the physical memory of the remote subject system with an F-Response Field Kit,
connect the USB key FOB dongle to the subject system and execute F-Response. Enter the
proper subject system identifiers, and enable ‘Physical Memory,” using the radio button, as
shown in Figure 1.5.
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Using F-Response to connect to a subject system

* On your local examiner system, invoke the iSCSI nitiator service, select the “Discovery” tab,
and add the subject system as a target, as shown Figure 1.6.
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Adding the subject system as a target through the iSCSI initiator service

* Choose the “Advanced” option and provide the same username and password credentials
used in the F-Response Remote Configuration (Figure 1.7).
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Authenticating through the iISCSI mnitiator to acquire the target system

« After authenticating, the subject system will appear as a target. Select the subject system hard
drive and physical memory from the target list (requiring re-authentication) and connect to the
subject systerm; the connection status will be displayed in the target list (Figure 1.8).
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Connecting to the subject system

* Once connected to the subject system through F-Response, the subject system’s hard drive
can be accessed locally on your examiner system, as shown in Figure 1.9.

Files Stored on This Computer

‘J MALWARE LAE's Documents
[

Hard Disk Drives

gl Local Dk () gl Locdl Disk (E1)

Viewing the remote subject system hard drive through F-Response
* On your local exammer system, use the Disk Management snap-in to verify that the physical

memory is also “mounted.”
* As physical memory does not have a file system or partition table, the physical memory will not

be recognized as a drive, but rather as an unknown disk, as shown in Figure 1.10.
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Identifying physical memory from a remote subject system

« InFigure 1.11, Helix3 Pro’ was used to acquire the memory image fiom the remote subject
system. The Helix3 Pro Live CD was nitiated on the exammer system and identified the
subject system’s physical memory as a local drive (PhysicalDrive2); acquisition was

conducted by selecting PhysicalDrive2 as the item to image.
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13T W8] Acquiring physical memory from a remote subject system

a¥ Other Tools to Consider

Commercial remote forensics tools such as ProDiscoverIR and OnlineDFS have been developed to
capture full memory contents from remote systens. These, and other remote forensics tools, are
discussed further in the Tool Box section at the end of this chapter and on the companion Web site,

http// www.malwarefieldguide.con/Chapter].html.

Collecting Subject System Details

[‘Z[System details are helpful for providing context to the live response and post-mortem
forensic process, establishing an investigative time line, and identifying the subject system
in logs and other forensic artifacts.

P Obtain the following subject system details:

* System date and time
* System identifiers
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* Network configuration
* Enabled protocols

* System uptime

* System environment

System Date and Time

P After acquiring an image of the physical memory from a subject system, the first and last items that
should be collected during the course of conducting a live response examination are the system date
and time. This information will serve both as the basis of your investigative time line—providing
context to your analysis of the system—as well as documentation of the examination.

* The most common method to collect system date and time is to issue the date /t and time /t
commands from a trusted command shell in your live response toolkit.

* After recording the date and time from the subject system, compare them to a reliable time
source to verify the accuracy of the information.

* Identify and document any discrepancies for comparison to the date and time stamps of other
artifacts you discover on the system

System Identifiers

P In addition to collecting the system date and time, collect as much system identification and status
mformation from the subject host as possible prior to launching nto live response examination,
including;

System Identifier |Tool/Command 45



Identify the name of the subject system by using a trusted version of the

Host Name hostname utility, which is native to Windows operating systens.
Current User Identify the current system user with the whoami® command
Operating ) . o 9
System/Environment Collect system environment identifiers by issuing the ver= command.

IP address and The ipconfig/all command is used to display the IP address assigned to the
related network subject system, along with the system hostname, network subnet mask, DNS
identifiers servers, and related details.

Network Configuration

P When documenting the configuration of the subject system, keep an eye open for unusual itens.

* Look for a Virtual Private Network (VPN) adapter configured on a system that does not
legitimately use a VPN.

* Determine whether a network card of the subject system is in promiscuous mode, which
generally indicates that a sniffer is running,

« Several tools are available to query a network configuration, including promiscdetectl? and
Microsoft’s promqrylL (which requires the NET framework).

Enabled Protocols

P Document which protocols are enabled on the subject system to help identify potential vectors of
attack.

* Identify the protocols enabled on the subject system using the URLProtocolView utility from
NirSoft 12

System Uptime
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P Determine how long the subject system has been running, or the system uptinme.

» Knowing that the subject system has not been rebooted since malware was installed can be
important, motivating digital investigators to look more closely for deleted processes and other
mnformation in memory that otherwise might have been destroyed.

« To determine system uptime, invoke the uptimel2 utility from your trusted tookkit, as shown in
Figure 1.12.

IDT AP Querying a system with the uptime command

System Environment

P Documenting general details about the subject system, including operating system version, patch
level, and hardware, is useful when conducting an nvestigation of a Windows system

» System environment nformation may reveal that the system is outdated and therefore
susceptible to certain attacks.

» Knowing the version of Windows can be helpful when performing forensic examnation of a
memory dump.

* A granular snapshot of a subject system’s environment and status can be obtained by querying

the system with psinfo,% as shown in Figure 1.13 on the next page.
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E:\WinIR\Sysinfo=psinfo

Palnfo v1.74 - Local and remote syatem informaticoh viewer
Copyright (C) 2001-2005 Mark Russinovich
Sysinternals www . sysinternals. com

System information for \\KIM-MRETG-WS5:

Uptime: 0 days 0 hour 52 minutes 20 seconds
Kernel weraion: Microsoft Windows XP, Uniprocessor Free
Product type: Professional

FProduct versicn: 5.1

Service pack: 2

Kernel build number: 2600

Registered organization: Thkkwd CAmMDANY

Registered owner: Kim

Install date: Bf27/2007, 1:03:53 PM

Activation status: Error reading status

IE wvergsion: &.0000

System root: i \WINDOWS

Processors: 1

Proceagor apeed: 1.8 GHz

Frocessor Lype: Intel (Bl Core(T™MIZ2 CPU &£320
Physical memory: 1028 MB

Video driver: Radeon X1300 Series

DT MR Collecting system information with psinfo

Identifying Users Logged into the System

mAﬁer conducting initial reconnaissance of the subject system details, identify the users
logged onto the subject system both locally and remotely.

P Identifying logged on users serves a number of nvestigative purposes, such as to:

* Help discover any potential intruders logged into the compromised system

* Identify additional compromised systens that report to the subject system as a result of the
malicious code incident.

* Provide insight into a malicious insider malware incident.

* Provide additional investigative context by being correlated with other artifacts discovered.

* Obtain the following information about identified users logged onto the subject system:

JUsername
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(IPoint of origin (remote or local)

(IDuration of the login session

(IShares, files, or other resources accessed by the user
(IProcesses associated with the user

INetwork activity attributable to the user

P There are a number of utilities that can be deployed during live response to identify users

logged onto a subject system, mcludmg PsLoggedOn,ﬁquser‘,mne‘cuser‘s,H and loggonsessions.ﬁ

X

Pprsioggedon is a CLI utility that is included in the PsTools suite that identifies users logged onto
a subject system both locally and remotely. In addition, pPsLoggedon reveals users that have accessed
a subject system from resource shares, such as shared drives.

Inspect Network Connections and Activity

ENetwork connections and activity on the subject system can reveal vital information
about an attacker’s connection to the system, including the location of an attacker’s remote
data collection server and whether the subject system is beaconing to a command and
control structure, among other things.

P In surveying a potentially infected and compromised system, try to obtain the following
mnformation about the network activity on the subject system:

* Active network connections

* DNS queries made from the subject system
* NetBIOS nane table cache

* ARP cache

* Internal routing table

Investigative Considerations

* In addition to network activity analysis, conduct an in-depth inspection of open ports on the
subject system, including correlation of the ports to associated processes. Port inspection
analysis is discussed later in this chapter. n



Active Network Connections

P An investigator should identify current and recent network connections to determmne (1) whether an
attacker is currently connected to the subject system, and (2) if malware on the subject system is
causing the system to call out, or “phone home,” to the attacker, such as to join a botnet command
and control structure.

» Often, malicious code specimens such as bots, worms, and Trojans have nstructions
embedded i them to call out to a location on the Internet, whether a domain name, Uniform
Resource Locator (URL), or IP address, or to connect to another Web resource to join a
collection of other compromised and “hijacked” systens and await further commands from
the attacker responsible for the nfection.

* To examine current network connections, a common approach is to use a trusted version of
the netstat12 utility on the subject system. Netstat is a utility native to the various Windows
operating systens that displays nformation pertaining to established and “listening” network
socket connections on the subject system

* For granularity of results, query with the netstat -ano command (available on Microsoft

Windows XP and subsequent versions; see Figure 1.14), which along with displaying the
nature of the connections on the subject system, reveals:

(IWhether the session is Transmission Control Protocol (TCP) or UDP protocol
(IThe status of the connection

(IThe address of connected foreign systen(s)

(IThe process ID number of the process initiating the network connection
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E:\WinIR\Network>netstat -ano

Active Connections

Froto Local Address Foreign Address S5tate BPID
TCP 0.0.0.0:113 0.0.0.0:0 LISTENING B6d
TCP 0.0.0.0:135 0.0.0.0:0 LISTENING 988
TCP 0.0.0.0:445 0.0.0.0:0 LISTENING 4
TCP 127.0.0.1:1028 0.0.0.0:0 LISTENING 1196
TCP 192.168.110.134:139 0.0.0.0:0 LISTENING 4
TCP 192.168.110.134:1040 XxX.XXX.XXX.XXX:6667 ESTABLISHED E64
uDe 0.0.0.0:445 bl Bl 4
upp 0.0.0.0:500 hpk 748

IDTYICPME Netstat -ano command

* Alternatively, the netstat -an command reveals the same mformation but without the process
ID associated with the connection.

DNS Queries from the Host System

P Many malware specimens have network connectivity capabilities, whether to gather flrther exploits
from a remote location, join a command and control structure, or await further commands from an
attacker. Many times, the malware is hard coded with connectivity instructions in the form of domain
names, which the program will attempt to query and resolve to identify the location of the network-
based resource to which it is intended to connect.

* To collect the DNS queries made from a subject system, issue the ipconfig/displaydns
command from your trusted toolkit.

NetBIOS Connections

P When native Windows networking is nvolved, additional details about active network connections
may be available that can be useful in an mvestigation. There may be volatile data showing which
computers were recently connected to the subject system and what files were transferred.
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» Windows networking uses the NetBIOS protocol, which supports a variety of services, such
as file and printer sharing.

* Each computer that is configured with NetBIOS is assigned a unique name used to
communicate with others.

* The NetBIOS name cache on a subject system is a section in system memory that contains a
mapping of NetBIOS names and IP addresses of other computers with which the subject
system has had NetBIOS communication.2”

* The NetBIOS name cache is volatile and is preserved for a limited period of time.

* Capture the NetBIOS name cache using a trusted version of the native Windows utility,
nbtstat with the -c option, which displays a list of cached remote machine names and their

corresponding [P addresses.A‘x
* Identify current NetBIOS sessions by using the nbtstat -s option and the net sessions

command. ‘5(

* Identify if any files were recently transferred over NetBIOS using the net file command. ‘5(

ARP Cache

P The Address Resolution Protocol (ARP) resolves Media Access Control (MAC) addresses or
Ethernet addresses (residing at the Data Link Layer in the Open Systens Interconnect (OSI) model)

to IP addresses (residing at the Network Layer of the OSI model).22

* The mapping of these addresses is stored in a table in memory called the ARP cache or ARP
table.

» Examination of a subject system’s ARP cache will identify other systens that currently or
recently have established a connection to the subject system.

« To display the contents of the ARP cache, issue the arp -a command® from your trusted
command shell, which will reveal the IP address assigned to the subject system, along with the
IP addresses and MAC addresses assigned to suspicious systens that are currently or have

recently had connections to the subject system

Collecting Process Information
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mCollecting information relating to processes running on a subject system is essential in
malicious code live response forensics. Once executed, malware specimens, such as worms,
viruses, bots, key loggers, and Trojans, often manifest on the subject system as a process.

P During live response, collect certain information pertaining to each running process to gain
process context, or a full perspective about the process and how it relates to the system state and to
other artifacts collected from the system. To gain the broadest perspective, a number of tools gather
valuable details relating to processes running on a subject system. Although this chapter covers some
of these tools, refer to the Tool Box section at the end of this chapter and on the companion Web site,

http//www.malwarefieldguide.cony/Chapter1.html, for additional tool options. ‘5(

 Start by collecting basic process mformation, such as the process name and Process
Identification (PID), with subsequent queries to obtain the following details:

(IProcess name and PID

(ITemporal context

CIMemory consumption

(IProcess to executable program mapping
(IProcess to user mapping

(IChild processes

(Jnvoked libraries and dependencies
(JCommand-line arguments used to invoke the process
(JAssociated handles

IMemory contents of the process

IRelational context to system state and artifacts

Process Name and Process Identification

P The first step in gaining process context is identifying the running processes, typically by name and
associated PID.

* To collect a simple list of running processes and assigned PIDs from our subject system, use
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t1ist, 2 a multifinctional process viewer utility for Windows distributed with Debugging
Tools for Windows.

Temporal Context

P To gain historical context about the process, determme the period of time the process has been
running.

* Obtain process activity times by using ps1ist in the PsTools suite.
* The ps1ist utility displays, among other details:

(IThe names of running processes
[JAssociated PIDs
(IThe amount of time each process has been running on a system

Memory Usage

P Examine the amount of system resources that processes are consuming. Often, worns, bots, and
other network-centric malware specimens are “active” and can be noticeably resource-consuming,
particularly on a system with less than 2 GB of RAM.

* To get output identifyng running processes, associated PIDs, and the respective memory usage
of the processes, use a trusted version of the task1ist utility with no switches.22

Process to Executable Program Mapping: Full System Path to Executable File

P Determine where the executable images associated with the respective processes reside on the
system. This effort will provide further contextual information, including whether an unknown or
suspicious program spawned the process, or if the associated program is embedded in an anomalous
location on the system, necessitating a deeper invesszigation of the program



* To get an overview of the running processes and associated location of executable program
locations, use PRCView (pv. exe)2l with the -e switch, as shown in Figure 1.15.

E:\WWinIR\Frocesses>py.exe =@

CEXCERET >
PROCESS EID PRID

Emas . exe 520 Hormal

winlogon.exe G632 High

services. exe 7316 Mormal ¢

lsass . exe 748 Hormal C:\WI

svchost . exe 908 Hormal C

gvchost ., exe 10B4 HMNormal FENoSst | axe
Explorer.BEXE 1480 Mormal C plorer .EXE

spoolsv., exe 1600 MNormal C:)\WINDOWS\system32\spoolsv.exe
MEMEGE . BXe 1760 MNormal C:\Program Files\Messengermsmsgs.exe
wscntfy . exe 1700 Hormal C:'\h mi2hwacntiy. axe

WA 1038 HMMormal C L £ exe

dllhost , exe BO4 Normal © em32hdllhost , exe

spooley.exe BG4 Mormal C poclevispoolav. exe
rundll3i2 exe 1292 MNormal C amI2hrundlliz, exe
emd, exe 1644 HMormal f 3

;
PV .exXe 796 Normal e:

Using PRCView to reveal the location of executables associated with running processes

Process to User Mapping

P During the course of identifying the executable program that initiated a process, determine the
owner of the process to gain user and security context relating to the process. Anomalous system
users or escalated user privileges associated with running processes are often indicative of a rogue
process.

* Using task1list with the -v switch, identify the program name, PID, memory usage, program
status, and associated username.

Child Processes
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P Often upon execution, malware spawns additional processes, or child processes. Upon identifying a
potentially hostile process during live response, analyze the running processes in such a way as to
identify the hierarchy of potential parent and child processes.

* Query the subject system with any of the following commands to obtain a structured and
hierarchical “tree” view of processes.

Tool Command
Pslist pslist -t
Tlist tlist -t
PRCViewpv -t

Command-line Parameters

P While nspecting running processes on a system, determine the command-line nstructions, if any,
that were issued to mitiate the running processes. Identifying command-line parameters is particularly
useful if a rogue process already has been identified, or if further information about how the program
operates is sought.

* The command-line arguments associated with target processes can be collected by querying a
subject system with any of the following commands.
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Tool Command

Invoking cmd1ine with no switches displays the process ID number, the full system path,
and the executable file associated with each process running on the system. By issuing the
-pid argument and supplying the PID number of a specific process of interest, cmd1line
will only display information relating to that process.

Tlist tlist -c

PRCViewjpv -1

Cdline

File Handles

P Another important aspect to examining running processes is to identify handles opened by the
respective processes. System resources like files, threads, or graphic images are data structures
commonly referred to as objects. Often, programs cannot directly access object data and must rely
upon an object handle to do so.

* Fach handle has an entry in an internally maintaned handle table containing the addresses of
the resources and the means to identify the resource type.

* To get additional context about the nature of running processes, obtain mformation about which
handles and associated resources the processes are accessing by using the hand1e2Z utility.

* The handle utility has a number of switches that can be applied, but for the purpose of
revealing all handles related to the running processes, use the handile -a command.

Dependencies Loaded by Running Processes

P Dynamically linked executable programs are dependent upon shared libraries to successfully run. In
Windows programns, these dependencies are most often Dynamic Link Libraries (DLLs) that are
imported from the host operating system during execution. Identifying and understanding the DLLs
invoked by a suspicious process can potentially define the nature and purpose of the process.

» Many malicious code specimens, particularly rootkits, use a technique called “DLL njection,”
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wherein malware “ijects” code mto the address space of a running process by forcing it to
load a dynamic link library.28

« A great utility for viewing the DLLs loaded by a running process is 1istd11s,2 which identifies
the modules nvoked by a process and reveals the full path to the respective modules. Other
utilities to consider for this task include Procinterrogate,ﬂ PRCView, 2! and ListModules.32

X

Exported DLLs

P To discover the DLLs exported by an executable program that launched a process—that is,
identifying the functions or variables made usable by other executable programs—consider querying a

subject system with NirSoft’s DLLExportViewer.23

» DLLExport view provides the mvestigator with the exported function name, address, relative
address, file name, and full path of the module.

Capturing the Memory Contents of a Process on a Live Windows System

P During the course of examining running processes on a subject system, potentially rogue processes
may be identified. In addition to locating and documenting the potentially hostile executable prograns,
capture the individual process memory contents of the specific processes for later analysis, as
described in Chapter 2.

Correlate Open Ports with Running Processes and Programs

Eln addition to identifying the open ports and running processes on a subject system,
determine the executable program that initiated a suspicious established connection or
listening port, and determine where that program resides on the system.
P Examining open ports apart from active network connections is often inextricably intertwined
with discoveries made during inspection of running processes on a subject system
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» When examining active ports on a subject system, gather the following information, if available:

(Local IP address and port

[Remote IP address and port

(IRemote host name

(IProtocol

(IState of connection

(IProcess name and PID

JExecutable program associated with process
(JExecutable program path

(User name associated with process/program

* Process-to-port correlation can be conducted by querying a subject system with any of the
following commands. Further details regarding the tools referenced in this table can be found
in the Tool Box section at the end of the chapter and on the companion Web site,

https//www.malwarefieldguide.con/Chapter].html. ‘5(

Tool Command Information Gathered
Displays protocol, status of connection, foreign address in
netstat -ano connection, PID of process initiating connection.

netstat -anb [the |When investigating Windows XP (SP2) and newer Windows

Netstat |D” option requires |operating systens, this command correlates open ports with

escalation (i.e. Run |associated processes and displays the executable program and

As Administrator)] [related components sequentially involved in creating each connection
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or listening port, as shown in Figure 1.16, below.

Provides a clear structured perspective of the active ports associated

Openports|-1ines and -path  |process and executable prograns along with the system path where
the respective prograns reside.
Sort by port

;2 Sort by process
Fport /i Sort by PID
P Sort by process path

Provides a detailed snapshot of the process name, PID, local and

CurrPorts |/stext remote port numbers and IP addresses, port state, protocol,

executable program path, and other detailed identifying information.

Er\WinIk\Ports>netstat —anb

“eXcarpte

Active Connections

Proto Local Address Foreign Addresa State PID
TCF 0.0.0.0:113 0.0.0.0:0 LISTEMNING 264

[spoolsv.exe]

TCP 0.0.0.0:135 0.0.0.0:0 LISTERING 988

— &0 0a

thwindowsh\aystemd2\wWsd_32.d11
AWINDOWS W systemI2\RPCRETS . d11
tiwindowssysteml2irpess.dll
AWINDOWS\ systemi2isvchoat . axe
AWWINDOWS\ayatem3I2\ADVAPIZZ. 411
svchoat.exe]

TCP 192,.168.110,134: 1040 198, 2xx, xxx, xxx ESTABLISHED 864
[spoolsv.axa]

Results of the netstat -anb command on a subject system

Identifying Services and Drivers

[‘Z]Many malware specimens will manifest on a subject system as a service or surreptitiously
install driver files.

Examining Running Services
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P Microsoft Windows services are long-running executable applications that run i their own
Windows sessions; they do not require user initiation or interaction.2* Services can be configured to
automatically start when a computer is booted up, paused, and restarted without showing up in any
user mterface. Malware can manifest on a victim system as a service, silently runnng in the
background, unbeknownst to the user.

* As with the exammation of running processes and ports, explore running services by first
gaining an overview and then applying tools to extract information about the services with
more particularity.

» While investigating running services, gather the following information:

(IService name

(IDisplay name

(OIStatus

(IStartup configuration

(IService description

(IDependencies

(JExecutable program associated with service
Process ID

(JExecutable program path

(User name associated with service

* Gain a good overview of the running services on a subject system by using a trusted version of
tasklist with the /svc switch, which displays services in each process.

* The output from this command provides a concise listing of the executable program name,
PID, and description of the service, if applicable.

* To gather greater detail about running services, refer to the Tool Box section at the end of this
chapter and on the companion Web site, http//www.malwarefieldguide.con/Chapter].html.

S

Examining Installed Drivers

P In addition to determmning the running services on a subject system, consider examining the installed
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drivers on the system, including the nature and status of the drivers.32

* To explore installed system drivers, query the subject system with a trusted version of List

Loaded Driver (drivers. exe 22 and DriverView.2Z

* The output provided by List Loaded Drivers (drivers.exe) is verbose and granular. Compare
a thorough examination of any suspicious files acquired from the subject system against the
collected data to identify artifacts of value.

Determining Open Files

m0pen files may identify the nature of the malicious code that has infected a system by
revealing the services or resources that the specimen requires to effectively launch or
operate.

* Open files may reveal other correlating or identifyng information about suspicious processes
identified during the course of live response.

* [f malware has given the attacker access nto the compromised system, the attacker, during the
course of intrusion, may have opened certain files.

* Identifying open files may explain the purpose of the attack, whether probing financial
databases, sensitive corporate information, or other unique resources on the system

* Examine files opened locally and remotely.

Identifying Files Opened Locally

* To examine files opened locally, query the subject system with OpenF ilesView.ﬁ‘x
* OpenedFilesView displays a list of all opened files on a subject system and additional
mformation about the accessed files, such as:

(IThe process that opened the file
(The associated handle value
(IRead/write/delete access times; and
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(IFile location on the system

Identifying Files Opened Remotely

* A remote connection from an anomalous system or share accessing files on the subject system
are potentially indicia of compromise, so endeavor to identify files that are accessed remotely.
* Query the subject system with a trusted version of the native net file command or the psfile

Collecting Command History

mKe{ystrokes typed by an attacker (or nefarious insider) into a Windows command prompt
that remains open can be retrieved during live response.
« Display all of the commands that are stored in memory by issuing the doskey/history2
command from the toolkit’s trusted command prompt.
* The doskey/history command can be configured to hold a maximum of approximately 61,900
bytes of data.
» Command prompt history can provide valuable contextual evidentiary information, such as:

(The names of files and folders accessed

(ICommands issued

(IPrograms launched

(Unique string names

INetwork identifiers such as domain names, IP addresses, shares, and resources

Identifying Shares
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mAlthough malicious code does not always exhibit the ability to propagate through

network shares, some specimens identify and affect shares on an infected system.*-

* To query a subject system to identify available shares, use a trusted version of the native
Windows utility, net, as seen in Figure 1.17.

E:'\WinIR\Shares»net share

Share name Regource Remark

ADNINS CiA\WINDDWS Remote Admin
[ it Crh Default shape
IPCS Remote IPC
The command completed successfully.

Identifying shares on a subject system

Determining Scheduled Tasks

ESome malicious code variants are “event-driven,” meaning that until a certain date or
event triggers execution, the malware remains dormant.

P Event-driven malware is typically referred to as a logic bomb. Typically, most logic bomb
malware specimens are planted and secreted by a malicious insider, particularly by those users with

administrative access to systens.22 However, some external malicious code threats have displayed

Jogic bomb features. 23 Thus, examine a subject system for scheduled tasks to ensure that a malicious
program is not hidden away waiting to execute.

* Reveal discovered scheduled tasks on a subject machine using a trusted version of the native
Windows utility at. 2
« Confirm your findings by querying with schtasks,2 which is also native to Windows XP and

subsequent versions.



Collecting Clipboard Contents

Eln the instance of a potentially compromised system wherein the infection vector is
unknown, the clipboard contents can potentially provide substantial clues into the nature
of an attack, particularly if the attacker is an insider “threat” and has copied bits of text to
paste into tools or attack strings.

* The clipboard contents may contain:

(IDomain names

(P addresses

OJE-mail addresses

(Usernames and passwords

(JHostnames

OInstant messenger chat or e-mail content excerpts

(JAttack commands

(JOther valuable artifacts identifying the means or purpose of the attack

« Examine the contents of a subject systen’s clipboard with pc11p, 22 which collects and displays
the contents of the clipboard, seen here in Figure 1.18.

Erp. s . net

wwW.gmall . com
MJICOLpEea: ., com

Mike XO000X

Exploring the clipboard contents with pc1ip.exe

Non-Volatile Data Collection from a Live Windows System
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Traditionally, forensic examiners do not access files on the hard drive of a live system because of the
potential risk of altering stored data. However, some situations require selective forensic preservation
and examination of data in files and within the registry of live systens. In some cases, the quantity of
non-volatile data on a computer’s systemis so large that its preservation is not feasible.

Expending resources to create a forensic duplicate of a server that contains terabytes of
documents and other data unrelated to the malware incident may not make sense. Instead, acquiring
only the mformation that is generally the most relevant and useful may be the better approach.
Similarly, in cases mnvolving a large number of computers, forensic duplication of only critical systems
coupled with mformation gathering from the remaining machines may best support the victim’s needs
or ability to pursue legal or other remedies.

% Analysis Tip

Handle with Care

Whether to collect non-volatile data from a live system must be carefully considered. Operating a live
system inevitably makes changes, like updating last accessed dates of files. Whether such changes will
hinder the mvestigation or alternatively be deemed an acceptable loss of information for the benefit of
acquiring usable digital evidence is a judgment call. In certain cases, the only option may be to collect
non-volatile data from a live system From a business interference standpoint, the system owner may
be unable to accept actions that would disrupt the system (ie., transaction server processing
thousands of credit card transactions a minute). In such cases, obtain written confirmation of
authorization to perform actions that could result in a reboot, temporary loss of service, or other
perceived disruption. Once the decision is made to perform preservation processes on a live system,
take great care to mmimize changes and thoroughly document actions taken to both distinguish them
from the effects of malware and defend them in court, if necessary.

Forensic Duplication of Storage Media on a Live Windows System

mWhen dealing with high availability servers and other systems that cannot be shut down,
create a forensic duplicate of the entire system while the computer is still running.

P The same approaches to preserving physical memory on a live system can be used to acquire
a forensic duplicate of any storage media connected to the system

* The following command takes the contents of an internal hard drive and saves it to a file on
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removable media along with the MDS hash (for mtegrity/validation purposes) and an audit log
that documents the collection process (Figure 1.19).

E:\WinIR\nonvolatilesdd.exe if=\)\_.\PhysicalDrive0
of="E:\WinIR\nonvolatilehimages\hostl-diskimage-20070124 . 44"
COnV=8ync, noerror --mdsSsum --verifymds --
mdsout="E:\WinIR\nonvolatilelimages\hostl-diskimage-
20070124 .4d.md5s"

-=log="E: \WinIk\nonvolatile\images\hostl-diskimage-
20070124.dd_audit.log"

Forensic duplication of a hard drive using dd

Investigative Considerations

* Saving a forensic duplicate of the hard drive in a live system onto another computer on the
local area network is generally faster than saving to removable media, depending on the

throughput.

* Save the forensic duplicate on a remote computer either via an SMB share on the remote
system or using the netcat command. Remote forensic tools such as EnCase Enterprise,
OnlineDFS, and ProDiscoverlR also have the capability of acquiring a forensic duplicate of

the hard drive from a remote system

Forensic Preservation of Select Data on a Live Windows System

ECertain areas of a live Windows computer commonly contain information about the
installation and operation of malware.

P Methodical approaches to extracting evidence from these areas are presented in the following
list. These approaches are not intended to be comprehensive or exhaustive, but rather provide a solid
foundation for the discovery of evidence relating to malware resident on a live Windows computer.

* When more extensive forensic analysis is required, such as hash analysis and keyword
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searching, work should be performed on a forensic image, as discussed i Chapter 3.
Although the tools covered in this section are designed to run on live Windows systens, some
also are useful in post-mortem analysis.

* The following non-volatile data analysis can aid in understanding the malware:

(JAssess security configuration
JAcquire host files

CJExamine prefetch

(JReview auto-start
(JExamine logs

(IReview user accounts
(JExamine file system
(CJExamine registry

Assess Security Configuration

mDetermining whether a system was well secured can help assess the risk level of the host
to misuse, vulnerabilities, and possible vectors of attack.

* Collect patch level and version mformation for a Windows system using the WinUpdatesList
utility. 42
49

« Logging level and access control lists can be extracted using auditpo1#8 and dumpsec. 22

* If security logging is not enabled, there will most likely be no log entries in the Security Event
Log

» When a system is configured to record security events but the Security Event Log is empty,
ascertain whether the logs are stored elsewhere or were intentionally cleared.

Assess Trusted Host Relationships

EPreserve the files in “%windir%\system32\drivers\etc\” that contain information about
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trusted hosts and networks.
P These files are used for localized name resolution, without relying on DNS.

* The “hosts” file contains associations between IP addresses and hostnames.

* The “networks” file contains associations between ranges of IP addresses and network names,
which are generally assigned by network administrators.

* The “Imhosts” file contans associations between the IP address and NetBIOS names.

As shown m Figure 1.20, the contents of these files can be displayed without modification and
saved into individual log files using a trusted version of the Windows type command.

Collecting hosts, networks, and Imhosts froma subject system

Investigative Considerations

* Examine these logs for modifications. Some malware alters the contents of these files to block
access to major anti-virus and Microsoft sites, thus preventing a compromised host from
receiving security patches and anti-virus updates.

Inspect Prefetch Files

m]b improve efficiency when a program is executed, the Windows operating system
creates a “prefetch” file that enables speedier subsequent access to the program.
P Anomalous prefetch files are potential artifacts evidencing compromise of the subject system

* Prefetch files are located in “%systemroot%\Prefetch’ and, among other nformation, contain
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the name of the program when it was executed.
* The creation date of a particular prefetch file generally shows when the associated program
was first executed on the system, and the last modified date indicates when it was most

recently executed. ‘5(
* To document the creation and last modified dates of files in the prefetch directory, use a trusted
command shell (cmd . exe) to nvoke the following commands (see Figure 1.21):

\WinIR\Prefetchhemd.exe /C dir "tS5ystemRooti\prefetch” >
\WinIR\Prefetchhprefetch-lastmodified.txt

E
E
E:WWinIR\Prefetchicmd.exe /C dir /TC “"iSystemRooti\prefetech™ =
E:WWinIR\Prefetch\prefetch-created. txt

IDTL WA Listg prefetch files froma trusted command shell

Inspect Auto-starting Locations

mWhen a system is rebooted, the number of places where Windows automatically starts
programs serve as persistence mechanisms for malware.

P These auto-starting locations exist mn particular folders, registry keys, system files, and other
areas of the operating system

* References to malware embed in these auto-starting locations to increase the malware’s

longevity on a computer.
« One of the most effective tools for viewing auto-start locations is AutoRuns,2? which has both
GUI and command-line versions (a utoruns c).

* Query a subject system for all auto-starting entries using the autorunsc -a command. ‘5(
* AutoRuns has a feature to ignore legitimate, signed Microsoft itens, reducing the volume of
output.

Investigative Considerations
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* Be aware that there will generally be a large number of legitimate third-party programs in auto-
start locations. Inspect most, or all, of these executables to best identify the extent of the
malware on the system (see Figure 1.22).

IDT4L WP AutoRuns discovering a suspect program

Collect Event Logs

mMany activities related to a malware incident can generate entries in the Event Logs on
a Windows system.

P Look for failed logon attenpts recorded i the Security Event Log and anti-virus warning
messages recorded in the Application Event Log,

* These logs are stored in a proprietary Microsoft format; extract them in American Standard
Code for Information Interchange (ASCII) text form for examination using log analysis tools
that do not support the native Event Log format.

* Collecting these logs from the live system will extract the native message strings from that
system

* These logs can be collected using e1dump, a utility specifically designed to process Event Logs
from Windows systerss. The same utility also can be used to read saved Event Log files.2!

* As shown in Figure 1.23, to collect specific event logs from a subject system with e1dump use

the -1 switch and the name of the log (security, system, or application). ‘5(
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E:\WinIR\eventlogsheldump =1 Security > l-::‘\.l.k'j:'.:IH\::vnnr.'lQqs;'\:u:nurl.tyu
events. log

E: WinIR\eventlogsieldump -1 system > E:\WinIR‘\eventlogshsystem-
avants.log

E:WWinIRveventlogs\eldump -1 application > E:\WinIR\eventlogsh\application-
events. log

IDT P WR] Collecting Event View Logs with e1dump . exe

Logon and Logoff Events

B To obtain a list of logon and logoff events associated with associated users, use the NTlast utility.22

» This information may be particularly pertinent when a malicious msider is the suspected
wrongdoer, as opposed to an “outside” attacker.

Review User Account and Group Policy Information

mA close inspection of user accounts local to the compromised system, or domain accounts
used to log in, can reveal how malware was placed on the computer.

P Look for the unauthorized creation of new accounts, accounts with no passwords, or existing
accounts added to Administrator groups.

* Check for user accounts that are not supposed to be i local or domain level admmistrator
groups.
* The net user command can be used to list all accounts on the local system. ‘5(

Examine the File System

mA quick review of certain types of files can reveal relevant information and provide
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additional context to collected volatile data.
P Identify hidden files, alternate data streans, and files in the Recycle Bin.

« The HFind and SFind>3 utilities in the Forensic Toolkit from Foundstone can be used to locate
alternate data streams and files that are hidden from the general user by the operating system

and can be listed using HFind. ‘5(
* A list of files that have been placed in the Recycle Bin can be obtained by reading the INFO
file using a tool like Foundstone’s rifiuti 24

Investigative Considerations

* Also consider acquiring file system metadata relating to file time stamps for additional temporal
context.

(IWhen the time frame of the malware incident is known, metadata for all files created, modified,

or accessed during that period can be obtained using the macmatch . exe2> utility.
(JFor instance, the following command (Figure 1.24) lists all files created between March 26
and 28 in 2010.

Et'\WinIR\MACt imea>macmateh Cih -o 20010-03-26:00.00 2000-03-28:00.00

Figure 1.24 Using macmatch.exe

Dumping and Parsing Registry Contents

mAlthough there are tools for examining Registry files in their native format, extracting
the contents in ASCII text form can facilitate examination and searching.
P There are several tools for extracting mformation from the Registry on a live system, such as

the native Windows utilities reg.exe and, regdump. exe,& and the Systentools.com dumpr‘egﬂ utlhty
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* In addition to dumping the entire Registry contents to a text file, particular areas of interest can
be processed individually.

* Details about the Universal Serial Bus (USB) devices that have been plugged nto the system
can be extracted from the Registry with USBView.22 This information may be particularly
valuable in the instance of a malicious insider, wherein the infection vector was froma physical
access to a system, such as a USB device. Alternately, a user may have mnadvertently used a
USB device infected with malware that exploits Windows autorun finctionality.22

* Exammnation of the Registry is covered in more depth in Chapter 3 in the context of a full post-
mortem forensic examination of a compromised system

Remote Registry Analysis

mRegisti:y contents can be acquired from a live subject system remotely with F-Response.

P As a discussed earlier in this chapter, F-Response provides read-only access to the full
physical disk(s) of a networked computer, as well as the physical memory of most Microsoft
Windows systems.

* To access the Registry of a remote subject system with an F-Response Field Kit, initiate F-
Response on the system, as shown in Figure 1.25.

F F-Response - Remole Forensics Field Kit

et Information

Shat Phrysical Memorn
Hastriame: binmakig-wss = ik H
Host 1P Address: | 1 S
[szassram =) -

Remobe Configuration
TCP Pest: [336-'] TP Port must be between | and 65,554

Usermame: | mabvsacelab Usirruis st b [ or more charactirs

Passerord toirk be 12 or mons charachers

Using F-Response to connect to a subject system
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* On your examiner system, invoke the iSCSI iitiator service and select the “Discovery” tab to
add the subject system as a target, as shown Figure 1.26.

e ] ]

= [ o= ]

Adding the subject system as a target through the iSCSI initiator service

* Choose the “Advanced” option and provide the same username and password credentials
used in the F-Response Remote Configuration (Figure 1.27).

Add [argel Puriad

trpm it ks or O] o e b rpmbi o S gl s Dbt et
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B s g e St v, [
s e L

Authenticating through the iISCSI initiator to acquire the target system

» After authenticating, the subject system will appear as a target. Select the subject system from
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the target list (requiring re-authentication) and connect to the subject systemy; the connection
status will be displayed in the target list (Figure 1.28).

Gormeal | Ducovey| PS8 | Parsstert Tangess | Bount Vol farvces

hans

o 052 e igeona ki g Cormacted
P T N R ——

N |

i1 19 W2 Connecting to the subject system

* Once connected to the subject system F-Response, the subject system’s hard drive can be
accessed locally on your examiner system, as shown in Figure 1.29.

Files Stored on This Compauter

’_J MALWARE LAB's Docuiments
[

Hard Disk Drives

gl Local sk () gl Local sk (E1)

Remote subject system hard drive through F-Response

« On your local analysis system, invoke RegRipper,2Y a Windows Registry data extraction and
correlation tool created and mamtained by Harlan Carvey. As F-Response has made the

subject system drive accessible locally, RegRipper can be pointed at the target NTUSER.dat
file of the subject system for data extraction (Figure 1.30).
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Selecting the target NTUSER.dat fiom the subject system using RegRipper

* RegRipper is a Windows Registry data extraction and correlation tool written in Perl. Unlike
other Registry analysis tools, RegRipper is modular and uses plug-ins to access specific
Registry hive files, and in turn, to access and extract specific keys, values, and data.
RegRipper accomplishes this through bypassing the Win32APIL.

* RegRipper’s plug-in-based architecture allows users to develop custom plug-ins, many of
which are shared with the digital forensic community on the RegRipper Web site. &L

* Exammnation of the Registry is covered in more depth m Chapter 3, in the context of a full post-
mortem forensic examination of a compromised system

Examine Web Browsing Activities

EWith the increasing number of vulnerabilities in Web browsers and the potential for
unsafe browsing practices, an examination of Web browser artifacts may reveal how
malware was placed on a system.

P Client-side exploits have become more and more prevalent, particularly through “drive-by-
downloads.”

* Drive-by-downloads often occur when a user with an insecure or improperly configured Web
browser navigates to a compromised (or nefarious) Web site that is surreptitiously hosting
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malware, allowing the malware to silently be downloaded onto the victim system

* As aresult, it is always advisable to examine the subject system Web history to gain nsight nto
whether a Web-based vector of attack caused the malicious code incident.

* Internet Explorer history files (index.dat) can be parsed with Pasco, a free muiltiplatform
command- line utility offered by Foundstone. The results processed by Pasco are output into a
field delimited text file, enabling the digital mvestigator to import into as spreadsheet to further
analyze these data.

* In addition to Pasco, there are numerous utilities available to parse Web history artifacts
associated with specific Web browsers, as described in detail in the Tool Box section of this

chapter. ‘5(

Examine Cookie Files

P Similar to the correlative clues that can be gained through reviewing the Web browsing history on a
subject system, cookie files also can provide insight into how malware may have been placed on a
victim system.

« Information fiom cookie files can be acquired using Galleta®2 for Internet Explorer and
MovzillaCookies View?2 for Firefox. ‘5(

Inspect Protected Storage

P If user accounts accessed from the subject system (such as e-mail accounts and password-
protected Web site logins) were discovered to be compromised after a malicious code incident, it is
possible that malware may have harvested the protected storage (also referred to as “pstore”) from
the subject system (or a key logger was installed).

* Protected storage may contain passwords stored by Internet Explorer and other programs,
providing the attacker with stored user credentials on the system
* This information can be gathered with NirSoft’s GUI and CLI utility Protected Storage

PassView (pspv . exe).&
* Contents of the Firefox AutoComplete and%rotected Storage areas can be extracted using the



DumpAutocomplete® utility.

Malware Artifact Discovery and Extraction from a Live Windows System

EAﬁ‘er identifying suspicious files on a subject system, extract them for further analysis in
your malicious code laboratory. Additionally, consider browsing the system in a forensically
sound manner for additional artifacts of compromise.

P Extraction can be accomplished with a variety or tools, including Nigilant32, F-Response,
HBGary’s FGET,% and Helix3 Pro, among others. ‘5(

Extracting Suspicious Files

P As discussed previously in the Memory Acquisition section of this chapter, Agle Risk
Management’s Nigjlant32%7 is a GUI-based incident response tool usefull for extracting and analyzing
suspicious files. Valuable information about these suspicious files can be obtained using the Nigilant32
File System Review functionality.

* To use this function, select the “Preview Disk’ function within Nigilant32, accessible from the
user console.
» After selecting this option, select the partition of the subject hard drive to explore, as displayed

in Figure 1.31.
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13T Y| Previewing the hard drive of the subject system with Nigilant32

« The Preview Disk finction uses code®® from Brian Carrier’s forensic analysis framework, the
Sleuth Kit,%2 to examine the active file system and minimize any potential modifications caused
by the native Windows API.

» Use this feature on a subject computer to explore its file system, locate hidden files or folders
or recently deleted content, or extract files for additional analysis.

* Double click on a folder of nterest, double click on a file of mnterest, and review the populated
file contents display panels located below the main display pane, as seen in Figure 1.32.
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1Tl Yl Examining file contents with Nigilant32
* Each display panel provides different information pertaining to the selected file.

(IThe first panel displays the hexadecimal offSet for each line in the file.

(IThe second panel shows the contents of the file in hexadecimal format.

(IThe third and final panel reveals the contents of the file in ASCII format, similar to using a
utility to display embedded strings.

» After discovering files of interest, you can extract the files to an external source, such as a USB
ThumbDrive or external hard drive, using the Nigitlant32 “Extract File” function shown in
Figure 1.33. Using this function, you can select the location and name of the suspect file you
want to extract, and in turn, the location where you want to save the extracted file specimen.
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IS4 RR Extracting our suspect file using the Nigilant32 Extract File feature

Extracting Suspicious Files with F-Response

P Recall from the Memory Acquisition and Remote Registry Analysis sections of this chapter that, F-
Response is an incident response framework that implements the Microsoft iISCSI mitiator service to
provide read-only access to the full physical disk(s) of a networked computer.

* Leveraging this functionality, you can locate and extract suspicious files and associated artifacts
froma suspect system drive that is mounted locally with F-Response.

« After initiating F-Response, the subject system drive can be “seen’ locally on your examination
system, as shown in Figure 1.34.
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Extracting suspect files using F-Response

* You can navigate the suspect drive locally to locate and extract files of interest, just as you
would your local hard drive.

Conclusions

* Live Windows systems contain a significant amount of volatile data that will be lost when the
system is shut down. These volatile data can provide critical details about malicious code on
the subject system, such as data that it has captured and network connections that it has
established. There are a wide variety of tools for preserving such data, many of which were
demonstrated i this chapter.

* Independent of the tools used and the operating system under examination, a preservation
methodology nmust be established to ensure that available volatile data are captured i a
manner that is as consistent and repeatable as possible. For forensic purposes, and to
maintain the integrity of the data, keep detailed documentation of the steps taken on the live
system

» The methodology in this chapter provides a general robust foundation for the forensic
preservation of volatile data on a live Windows system. It may need to be altered for certain
situations. The approach is designed to capture volatile data as a source of evidence, enabling
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an objective observer to evaluate the reliability and accuracy of the preservation process and
the acquired data.

* Collecting volatile data is a delicate process and great care must be taken to mmnimize the
changes made to the subject system during the preservation process. Therefore, extensive
examination and searching on a live system is strongly discouraged. If the system is that
mnteresting, take the time to create a forensic duplicate of the disk for examination, as covered
in Chapter 3.

* Do not trust the operating system of the subject system, because it may give incomplete or
false mformation. To mitigate this risk, seek corroborating sources of evidence, such as port
scans and network logs.

B Pitfalls to Avoid

Lacking familiarity with tools, techniques, and protocols prior to an incident

® Do not wait until an actual malicious code incident to become familiar with the forensic process,
techniques, and tools you are going to use to investigate a subject system

mPractice live response techniques by using your tools in a test environment to become and
remain proficient.

mAttend relevant traming when possible. Budget constraints, time constraints, and other factors
often make it difficult to attend formal traming. If you cannot attend, improvise. Attend free
webinars; watch Web-based tutorials; self-study texts, whitepapers, and blogs; and attend
local information security group meetings.

mStay current with tools and techniques. Live response is a burgeoning area of digital
forensics; almost daily there are new tools or tool updates released, new research, and
techniques discussed. Keeping tabs on what is current will likely enhance the scope of your
live response knowledge base and skills.

EStay abreast of new threats. Similar to stayng current with tools and techniques, the
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converse is just as important—staying current on malicious code trends, vulnerabilities, and
vectors of attack.

mUtilize online resources such as social networks and listservs. It is often difficult to find time
to attend training, read a book, or attend a local information security group meeting, A great
resource to stay abreast of live response tools and techniques is with social network media
such as Twitter and Facebook. Joining specific lists or groups on these media can provide
real-time updates on topics of interest.

Failing to test and validate your tools

® Do not deploy tools on a subject system without first having a clear understanding of what your
tools’ functionalities, limitations, and “footprint” on a system are.

EResearch tools that you intend to incorporate into your live response tookit. Are they
generally accepted by the forensic community? Are there known “bugs” or limitations to be
aware of? Have you read all documentation for the tools?

EDeploy the tools in a test environment to verify functionality and gain a clear understanding of
how each tool works and how it impacts the target system it is deployed on.

EDocurmnt your findings—notes regarding your tools are not only a valuable reference, but
can come in handy for report writing,

Using improperly licensed commercial tools

® Do not use “cracked” or “bootlegged” tools.

ERemember that your investigation may end up in a legal proceeding, whether crimmnal, civil,
or administrative. Having to explain that you used tools during the course of your nvestigation
that were illegally or unethically obtained can damage your credibility—and potentially your
mvestigation—despite how accurate and thorough your analysis and work product is.
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Not conducting interviews prior to conducting live response

o Failing to conduct interviews of relevant parties prior to conducting live response may cause you to
miss important details.

EConducting mnterviews of relevant parties prior to conducting live response provides you with
mformation about the subject system, including the circumstances surrounding the incident, the
context of the subject system, and intricacies about the system or network that are salient to
your investigation.

Running non-trusted tools directly from the subject system

®Do not run Live Response tools directly from the subject system

EThe subject system is an unknown and untrustworthy environment in which the collection
of volatile data can be tainted as a result of the infected system. Running tools directly from a
subject system relies on the system’s operating system, which may be compromised by
malware, making the acquired data unreliable.

mMake sure to use a run trusted command shell/tools from an Incident Response toolkit.

Not using forensically sound/clean acquisition media

® Do not contaminate your data by acquiring them on “dirty” media.

EAlways ensure that the media you are using to acquire live response data are pristine and do
not contain unrelated case data, malicious code specimens, and other artifacts from previous
nvestigations.

EAlways mnspect your toolkit and acquisition media prior to deployment.
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EBe cognizant that USB devices are common malicious code vectors—the malware you are
mnvestigating can propagate and infect your live response media by virtue of connecting to the
system

Not following the order of volatility

© Losing critical evidence.

mAs discussed i the mtroduction to this book and Chapter 1, while powered on, a subject
system contains critical ephemeral information that reveals the state of the system

EThe purpose of live response is to gather this volatile information in a forensically sound
manner so that it is not lost. Failing to follow the Order of Volatility and gathering less volatile
mformation impacts the state of volatile data on the system (e.g, memory contents) and
increases the risk of losing the data altogether. Network connections, process states, and data
caches can quickly change if not acquired in timely manner.

Failing to document the system date and time

® Forgetting to docurment the system date and time and compare them to a reliable time source at the
beginning of live response can prove problematic for your investigation.

EThe system date and time are essential details about the suspect system that will serve as the
baseline for temporal context in your investigation.

mMake sure to document the system date and time in your investigative notes in addition to
acquiring the date and time through your live response toolkit.

Not acquiring the contents of physical memory at the beginning of the live response process
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o Contaminating/impacting the evidence by leaving a “deep footprint” in it.

mAs demonstrated in this chapter, the contents of physical memory are impacted by running
live response tools on a subject system

EAcquire physical memory before conducting other live response processes in an effort to
keep the memory contents as pristine as possible when acquired.

Gathering incomplete system details

o Incomplete system details can potentially affect the context surrounding your subject system

EMake sure to gather as many details about the subject system as possible, giving you deep
context about and surrounding the system. For instance, vital details such as system date/time
and system uptime are foundational in establishing a time line surrounding the malicious code
incident.

mGathering the subject system’s hostname, IP address, and other network-based identifiers is
critical in examming the relational context with other systems on the network.

Failing to determine if the attacker is still logged into the subject system

® Do not ket the attacker know you are investigating them

EConducting live response while an attacker is on the subject system will most likely alert the
attacker to your mvestigation.

EAlerting the attacker can potentially have devastating consequences to your investigation and
to the subject system (and other systens on the network), such as destruction of evidence,
escalation of attacks, or additional compromises to mamtain inconspicuous, undiscoverable,
and continual access to the system.
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Failing to conduct a holistic investigation

® Failing to obtain complete context about the suspect system and the malicious code evert.

EConducting a “flat” or incomplete mnvestigation into a subject system will limit your
understanding about the malicious code incident, the impact on the subject system, and the
nature and purpose of the attack.

mConduct a complete and thorough investigation, gathering multiple perspectives on the data
so that a complete analysis can be conducted. For exanmple, in collecting information about
running processes from a subject system, simply gathering a list of running processes without
more provides the digital mvestigator with insufficient information about the processes and
therr relational context to other evidence.

Incomplete or sloppy documentation

® Do not jeopardize your investigation by poorly documenting tt.

mAs discussed in the mtroduction to this book, one of the keys to forensic soundness is
documentation.

EA solid case is built on supporting documentation that reports where the evidence origmated
and how it was handled.

EFrom a forensic standpoint, the acquisition process should change the origmal evidence as
little as possible, and any changes should be documented and assessed in the context of the
final analytical results.
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D Job responsibilities/duties fobjectives:

O Mumber of years emploved in this position:
O Context in relationship to the subject system:
O Scope af authority on systems/networks

Incident Notilication:

OHew did you learn about the infection incidentsubject system’?:
OWhen did you lenrn about the infection incidentsubject system?:
OWhat did you lesrm about the incidentsubject system?:

O Was anyone elve notified about the incidentsubject system?:

O Discoveredimoti cenble symploms of the subject system?:

Svstem Details:

O MukeModel:

O Operating System:

O Service Pack/Match Level:

O How often is the system patchedfapdated:

O How are the patchestupdates deployed:

O Primary system user:

O Who else has acoess to the system?:

O What users are authorized 1o be on the system?:

Q Whe i the System AdministeatorWho maintains the system?:

0 Is the system shared (L., is it 2 system hosting multiple servers with multiple privacy interestsi?:
O Purposefanction of the suhject system: 90
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O What level of privileges does the subject system have?:

O How is the subject system networked?:

3 IP address of the subject system: " A "

O Host NomeMNetwork Name of the system:

O System Classification:

O Top SecretD5ecret OConlidential OUnclassified OOther:

3 Sensitive information on the system?:

3 Have there been previous incidentsinstances of malware on the system?:

Pre-Incident System/MNetwork Baseline & Evidence Map:
0 What programs are known (o be ronning on the system:
O Do any of the programs have particular network connectivity T
O What is the bascline softwane baild out of the system (¢.g., what Web browser, e1c.)™
O What are the soltware programs expected 1o be discovered on the system™?:
O Does the system have host-hased seeurity sollware:
2 Anti-virus:
O Anti-spyware:
O Sofware Firewall;
O Intermet security suite (¢.g., anti-vines and frewally:
O Host-based Intrusion Detection Saftware (HIDS )
O Host-hased Intrusion Prevention System (HIPS):
D File Integrity Monitoring:
O Chber:
O Network-hased security software/appliances:
D Proxy server cache:
O Firewall:
O Rowter:
O DNS Queries monitoredlogged:
O Intrusion Detection System;
O Intruston Prevention System:
O Incident ResponseNetwork Forensics Appliance:
O (hbeer:
O Logs:
O What system and network logs are collected and maintained?:
O Where are the logs maintained™:
O D you have o copy of the logs thul can be provided for the purpose of this investigation™
O Who is responsible for monitonng and analyzing the logs?:
O How often are the logs reviewed™;
O How are the logs reviewed?:
O When wiere the bogs last reviewed T
O How far hack asre the logs maintined/archived?:
3 Security Policy:
O Are particular physical devices disallowed from being connected 1o the system™;
2 What types of physical devices ane allowed to be conngeted to the system?:
0 To your knowledze what physical devices have been connected to the system?:
2 Arc cerfain programs prohibited from being run on the system®:
O Are certaun protocols profubited from being run on the system (.2, file shaning, p2p) 7
2 Previous Indicators of Infection or Compromise:
D System anomalics identified ™
0 What were those anomalies?:
) Hus the system been nccessed or logged imo at unasual times™:
O Network anomalies associrted with the subject system™:
0 Has there been network traffic (o or from the system a1 unusual imes
0 Has there been an unusaal velume of network traffic 1o or from the system™
3 Hawe there been anusual projocols calling to or regressing from the system™
0 Has similar anomalous traffic occurmed from other systemsT;

O Incident Response/Tnvestigation:

O Who reported the subject system™:

O What occurred ance the system was reported ™
O Was the system taken offlineT:

O Was the system boat down?:
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2 What live response steps. if any, werne taken?:
0 Physical Memory Acqguired
0 Valuile Data Collected
O Hard drive{s) imaged
O Chher:
2 What 1ools were used?:
) Who conducted the live response forensics™:
0 15 there a repont associated with the incident response?:
01 Is there an incident response prodocol in place™:
D Were any suspicious files collected and maintained?:
O'Was any analysis done on the suspicious file(s)?:
2 Was an image of the hard drive made and maintained?:
0 Was any analysis done on the drive™:
0 What software was used for the imaging and analysis™
O Weere any third parties invelved in the incident response, analysis, or remediation™:
0 Are the third-party reports available for review™:
O Was the suspect file/malware submitted 1o any online malware scanning/sandboy services™:
O What other investigative or remediation steps were tiken?:
2 Where is the evidence related to this incident maintained?;
O Was a chain of custody form used?:
O During the course of the investigiion were any other systems identified as being involved or
connected with this incident™:
2 What do vou believe the vector of aitack 1o be®;
O Did any other users experience the same type of attack™;

Incident Findings:
O During the course of incident response were any system anomalies wentified?
0 What were those anomalies?
2 Was any anomalous network iraffic discovered that was associated with the subject system?
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Live Response: Field Notes
Case Number: Date/Time:
 Digital Investigator:
Organization/Company: Adddress:
Incident Type: D Trgan Horse BWarm Vs
. Ot g_mmwn AV g!.wu:h_
DSelter. - Diaee D skaenen

System Information: MakeModel

Serial Number: Physical Location of the System:

Operating System: System State: Network State:
D Powered up O Connected 1o Intemet
OHibemating OConnected 1o Intranet
O Powersd down QY Disconnecied

Physical Memory:
D Acquired

DI Dames Time:
DOFile Nume:

D Sire:

OMDS Value:
OSHAL Value:
OTool used:

O Not Acquired [Rexson|:

System Details:
Qe Time:
OIP Address:

D Huost Name/Network Name:
O Current System Liser:

O Nerwork Interface Configuration:
O Promiscuous
Ouher:

O Enabled Protocods:

D System Uptime:

O System Environment:
O Operating Syxtem:
D Service Pack/Patch Level:
D Processon

Users Logged into the System:
QO User. logeed into the system:
O User Point of onigin:
DORemote Login
Olocal login
O Duration of the login session;
¥ Shares, files, or other resources accessed by the user:
2 Processes associated with ihe user;
O Network activity attributable 1o the user;
O User logrged into the system:
D User Point of origin:
DRemote Login
ALacal login
O Duration of the login session;
O Shares, files, or other resources accessed by the wser:
O Processes associated with the user:
O Network activity atributable 10 the user:
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Network Connections and Activity:

O System is connected to the network:
QO Network connections:
0 Protscal:
e
oune
GlLocal Pon:
OStatus:
OESTABLISHED
OLISTEN
O8YMN_SEND
DSYN_RE
OTIME_WAIT
BOther;
DForcign Comnection Address:
(‘.rl-'m'cign Connection Por
D Process I Associaled with Connection

B O Prosocal:
oTce
ounp

DLacal Port:

e LR
OESTABLISHED
OLISTEN
CISYN_5
O5YM_RE
OTIME_WAIT
CHher:

OFencign Connection Addness:

DFonzign Connection Pon:

OProgess 1D Associated with Connection:

ﬁﬂﬁﬂﬂ:\'\u'l:
arce
auvDe

DLaocad Port:

DS rams:
AOESTABLISHED
OLISTEN
O5YN_SEND
OSYMN_REC
OTIME_WAIT
O mlwer:

QFordign Connection Address:

DForcign Conmeciion Port:

DProcess 10 Associated with Connection:

ED

0 OFrowecol
arce
aune

DLacal Port;

O Snatus:

OES
OLISTEN

OsYN_SEND
ASYN_RECEIVED
OTIME_WAIT

DOther:

OForeign Conmection Addresa:

DForcign Comnection Port

DProcess 1B Associted with Conneclion:

QO Protecol;
arce
aune

DLocal Port:

e L8N
OESTABLISHED
OLISTEN
O5YN_SEXND
O5YN_RECEIVED
OTIME_WAIT
OCaher:

DForeign Conneclion Address:

DFoneign Conmection Por:

D Frocess 1D Associnbed with Connectiong

B O Protiscol;
aTcP
Ounp
OLaocal Pon:
e 1R T
AESTABLISHED
OLISTEN
OSYN_SEND
OSYN_RECEIVED
OTIME_WAIT
CHkher:
OForeign Connection Addness:
DFonsign Connection Fon:
Process 1D Associated with Connection:

OMotable DNS Querics made from subject system:

OMNetBIOS connections:
ONetBIOS Name:

DHou Adklress:

DRecemly Transfermed Files:
DMNeABIOS MName:

C¥Host Adidress:

ODRecemly Translemned Fibes:
OXMNeiBIOS Name;

OHoss Adkdress:

DRecenly Trunsfemed Files:

QARP Cache Callected:
ONABIOS Mame:

DHost Adklress:

ORecemly Transfemed Fikes.
ONeBIOS Name:

Mo Address:

ORecemly Transfemed Fibes:
OMNetBI0S Name:

DHo Address:

DRecemly Transfemead Files
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Running processes:
O Suspicious Process Identified:

O Process Name:

DProcess kentification (P10

O Dharation process kas been ranaing:
OMemory used:

DFath w0 Associated executable file:

DAssociated User:
Ohild Processies):
[

o

OCommand-line parmmsesiers;

Running processes:
D Suspicious Process Identified:

OProcess Moame:

OProcess Identification (FI0)

O Duration process ks been nmnaing:
OMemory used:

OPath 1o Associased exccutable file:

D Associsted User:
OChild Processies):
a

a

O Command-line parmeters;

OFile Handles:
[a

a
a
a

OLoaded Modules:

ooooooopoooon

DExported Modubes:

ooo

D Progess Memory Acquired:
O File Name:
0 File Size:
10 M5 Hash Value:

OFile Handlcs:
o_

a

a

o__
O Loaded Modules:

ooooooooooaoon

OExparied Modubes:

ooo

OProcess Memory Acquined:
O Fike Mame:
O File Size;
O MDD Hash Walue:



Running processes:

O Suspicions Process Identified:
OProcess MName:

DProcess Identification (PID):

D ruration process has been minming:
OMemory used:

DPath 1o Associated excowtable file:

Running processes:

O Suspicious Process Identified:
OProcess MName:

OProcess Idemtification (PID):
DDuration process has been minning:
OMemory used:

OFath to Associated exccutable file:

DAssociated User:
DChibd Processiesk:
o

o

n)

DCommand-line parameters:

DAssociated User:
DChikd Process{esk
n]

8]

o

OCommand-line parmmEtirs;

OFibe Handles:
m |

o

a ]
o

Doaded Modules:

googooaooaoQog

OExported Modules:
a

n)

o

DProcess Memory Acguired:
O File Name:
O File Size:
0O M5 Hash Walue:
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O¥Fibe Handles:

DLoaded

§

DDDDEDDDEDDDDEUDDD

OExported Modules:
]

n)

o

OProcess Memory Acquired:
O File Name:
O File Sdae:
O M5 Hash Walue:




Running processes: Running processes:

QSuspicious Process ldentified: QSuspicious Process Identified:
OProcess Name: O Process Name:
DProcess Identification (P10D): OProcess Identification (PID):
D Duration process has been rumming: QDuration process has been running:
OMemory wsed: OMemory wsed:
OPath 10 Associnted excculable file: OPath 10 Associnted executabbe file:
O Associated User: O Associated User:
OChild Processiesk: OChild Processiesh:

a a

a a

a a
O Command-line parameters: O Command-line parameters:
DFile Handbes: DFile Handles:

a

a a

a a

a a
DLoaded Modules: D Loaded Modules:

a a

a a

a a

a o

a a

a a

(u ] a

a a

a a

a 0

a a

a a

a a
OExponed Modules: D Exponed Miodules:

a a

a a

a m]
OProcess Memory Acquinzd: OProcess Memory Acquined:

0 File Mame: O Fibe Mame:

0 File Sie: 0 Fle Size:

0 MD5 Hash Value: O MI¥ Hash Value:
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Port and Process Corr

OSuspicious Port Identified:
OLocal 1P Address; Port Number;
D Remoge 1P Addness: Part Mumber:
DRemole Hiost Name:
OYProtocal;

aTce

fm [4] ]
O onnection Status:

OESTABLISHED

OLISTEN

CISYN_SEND

OSYN_RECEIVED

OTIME_WAIT

Diher:
D Provess name and 10 (PID) asociated with open pon:
D Executihle program mssecinied with the process aml pori:
OPath t Associated Execualable File:

OSuspicious Port Identified:

OLocal IP Address:
ORensote I Adddress:
DHRemote Host Name:
O Protocal:
arce
[miNlb]
O Connection Slxus:
OESTARLISHED
OLISTEN
OSYN_SEND
O8YN_RECEIVED
OTIME_WAIT
Clither:
OProcess name and 1D PID associated with open pom:
O Executable progrm sssociated with the process and por:
DPath 1o Associated Executable Fibe:

Port Mumber:
Fort Mumber:

DAssociated User,

dSuspicious Port Identified:
Olocal IP Address: ... Pom Number:
DRemote IP Address; __ Port Number; __
DFemole Host Name:,
DProtocol:

arce

ouoe
DConpection Status:

OESTABLISHED

OLISTI

O5YN_SEND

OSYMN_RECEIVED

OTIME_WAIT

Db
OProcess mame and 10 (PID) associated with open port:
DExcculable program associated with the process and por:
OPath o Assacialed Executahle Files

D Associnted User;

OSuspicious Port Identified:

Olocal IP Addeess: . . . Port Number:
QRemote I Address: . Port Number; ___
D Rensote Host Name:
DProtocol:

arce

OuUDe

O Connection Staus:
OESTARLISHED
OLISTEN
O5YM (]
05N _RECEIVED
OTIME_WAIT
Odiher:

O Process name ard T (P associated with open post;

OExecutable program assockated with the process and pon:

O Path o Associnted Executahle File:

Dassocinted User

OSuspicious Port Identified:
OLlocal 1P Address: . . . Pon Mumberz
DRemole [P Addeess: - - Part Number:
DRemote Host Name:
OWProdocs]:

oTce

ouUne
DConnection $alus;

OESTABLISHED

DOLISTEN

OSYN_SEND

OSYN_RECEIVED

OTIME_WAIT

Dmher:
OProcess name and 1D (FID) associated with open porn
O Execuiahle program associnted with the process and port:
OFath 10 Associated Executable File:

D Associaed User:

OSuspicious Port Identified:
Olocal IPAddress: . . . Port Number:
ORemote 1P Address: . Porl Number;
ORensose Host Name:
OProtocal:

arce

OuUDF
O Connection Siatus:

OESTARLISHED

OLISTEN

O5YN ]
O5YN_RECEIVED
OTIME_WAIT

Oher:
O Prowcess name and 1D {PIE associated with open po:
D Executnble program sssociated with the progess and pon:
O Path 1o Associated Executahle File:

O Associnled User;
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Services:

O Suspicious Service Identified:
DService Name:
ODisplay Name:
D Status:
ORunning
OStopped
OSrtup Configurstion:
ODescription:
ODependencies:

OExecutable Program Associated with Service:

OProcess 1D (PID)

O Description:

O Executable Program Path:
OUsermame associnted with Service:

O Suspicious Service Identified:
DService Name:
ODisplay Mame:
OStatus:
ORunning
OSopped
O Sarup Configuration:
ODescription:
ODependencies:

O Exceutable Program Associated with Service:

OProcess 1D (PID):

ODescription:

OExecutable Program Path:
DUsername associated with Service:

O Suspicious Service Identified:
OService Name:
O Display Name:
OStatus:
ORunning
OStopped
O &tarup Configuration:
D Deseriplion:
O Dependencies:

OExecutable Program Associaed with Service:

OProcess [D (PID);

O Description:

O Executable Program Path:

O semame associated with Service:

O Suspicious Service Identified:
ODService Name:
ODisplay Name:
DS tatus:

ORunning

O Stopped
OStartup Configurstion:
ODescription:
ODependencies:
ODExecutable Program Associated with Service;
OProcess 1D (PID):
ODescription:
O Executable Program Path:
OUzername associuted with Service:

O Suspicious Service Identified:
DService Name:
ODisplay Name:
S tatus:

ORunning

OStopped
OStartup Configuration:
ODescription:
ODependencics:
OExccutable Program Associated with Service:
DProcess 1D (PID):
ODescription:
OExecutable Program Path:
OUzername associoted with Service:

O Suspicious Service Identified:
O Service Name:
ODisplay Name:
O Status:

ORunning

DO Stopped
OStartup Configuration:
ODeseription:
ODependencies:
OExecuable Program Associated with Service:
OProcess 1D (PID):
O Description:
D Executable Program Path:
DUsermame associated with Service:




QList of installed drivers acquired

ORL|\'|15L"i=1|.I~. Drviver:
OIMame:
OLocation:
OLink Date

OSuspicious Driver:
MName:
DLocation:
OLink Date:

OSuspicious Driver:
OMame:

Open Files:

D¥Suspicious Driver:
OName:
OMLaszation
OLink Dute:

OSuspicious Driver;
DOIName:
OlLocation:
OlLink Dete:

nS1I\|'||':1."iu||\ Driver:
DiNaime:
Olocation
Olink Date:

QOpen File Identified:

DOpened Remotely O Opened Locally
OIFile Name:
D Process that opened filke:
OHandle Value:
OFile location on system:

OOpen File Identified:

O Opened Remotely/DOpened Locally
OFile Name:
OProcess that opened file:
DO Handbe Value:

OFbe location on sysiem:

OOpen File Identified:
OOpened Remotely/OOpened Locally
OIFibe Name:
DIProcess. that opened file:
O Handle Valee
OFile location on sysem:

Command History:

OCommand history acquired

D Commands of interest identified
OYes
by ]

Metwork Shares:

ONetwork Shares Inspected

O Suspicious Share ldentified
O5hare Mame:
OLocation:
|'|I'.luwri|:l||||n;

O Suspicious Share Identificd
O35 hare Mame:
OLocation:
DODescription:

OSU.\FIEL'iHLI\ Share ldentilied
OIShare MNamse:

DL ocatbon:
ODescription:

QOpen File Identified:

OOpened Remotely/O Opened Locally
OFile Name:
CIProcess that opened file:
CIHuandle Value
DOFile location on sysem

QOpen File Identified:

OOpened Remotely/D Opened Locally
OFile Mame:
OProcess that opened file:
OHandle Yalpe:

DIFle loscation on sysiem:

OOpen File Identified:
OOpened Remotely O Opened Locally
OFile Name:
DO Process that opened file:
DO Handle Valse:
OFile locathon on syxiem

Commands of Interest:

ODSuspicious Share [dentified
[IShare Name:
O Location:
DIDescription:
DSU\pm_'iuui Share Identified
DI Shmre Namse:
OLocation:
DODescription:
Dxuqﬁci:mu‘ Share Identified
DIShare Name:
DL ocation:
DDescription:
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Scheduled Tasks:

OScheduled Tasks Examined
OTasks Scheduled on the System
OYes

ONo
OSuspicious Taskis) Identified:
OYes

OSuspicions Taski{s)
O Task Name:
Ofcheduled Run Time:
OStntus;
ODescriplion:
O Task Name:
OScheduled Run Tomse:

OMNo DOSeatus:
Obescription:
Cliphoard Contents: Clipboard Contents

QCHipboard Contents Examined
OSuspicious Contents Identified:
D¥es
OMNo

Mon-Yolatile Data

Forensic Duplication of Storage Media:
OXot Acquired [Reason]:

OAcquired

O Date Time:
QOFile Mame:
QSize:

OMDS Value:
OsSHA I Value:
OTool used:
Notes:

System Security Configuration:
dOperating System Version:

D Service Pack:

OPach Level:

Oldentified Insecure Configurations:

UU{JDU_U_’JOQUG{JDU

Trusted Host Relationships:

Hetevhosts file contents collected:

L‘}ﬂuhpiﬁ:i::m entries identified:
[m |

o
=
n]

Hetaynetworks file contents collected:

DBuspicions entries idennfied:

oooo
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Qetcilehosts file contents collected:
OSuspicious entries identified:
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Prefetch Files:

Suspicious Prefetch Identified:
OPrefetch File Name:

D Associaed Applicaton:

D Embedded Date:

OCrested:

OIWritten:

D Runs:

OSuspicious Prefetch Identified:
O'refetch File Name:
O Associated Application:
OEmbedided Date:
OCreated:
W ritten:
ORuns:

Auto-starting Locations:

QSuspicious Prefetch Identified:
OPrefeich File Mame:

D Associated Application:

D Embedded Dase:

O Created:

OWritten

IR uns:

QSuspicious Prefetch Identified:
OPrefetch File Name:
O Associated Application:
DEmbedded Date:
O Crested:
OIW ritten:
ORuns:

O Suspicious Autorun Entry Identified:

D Associated Registry Location:
OProgram Mame
OProgram Description:
OProgram MetadaiaFublisher:
OProgram Executable Path:

O Suspicious Autorun Entry Identificd:

D Associated Registry Location;
OProgrom Mame
OProgram Description:
OProgram MeladataTublisher:
I-}I"rw_\.'r:lnl Executnble Paidh;

[ Suspicious Autorun Entry Identified:
DAssociated Registry Location:
OProgram Name:
CIProgram Description:
OPropram MetadataPublisher:
OFrogram Excculable Fath

O Suspicious Autorun Entry Identified:
D Associated Registry Location:

OProgram Name:

OProgram Descripgion:

Ofrogram MetadataPublisher:

.-li‘l:n}::.un Execuiahle Path:

Event Logs:

DOSecurity Event Log Acquired
ONor Acquired [Reason]:
OSuspicious Entry Identified

OEvem 10:

OEven Type:
OBuspicious Entry Ientified

OEven 1D

D Event Type:
DSuspicious Entry ldentified

B Evens 11

OEvent Type:
d5ystem Event Log Acquired
DWWewr Acguired [Reason]:
OBuspicious Entry Identified

DOEvent 1D:

OEven Type:
DBuspicious Entry Identified
B Even ID;
OEvent Type:
DSuspicious Entry ldentified

OEven 1D:

OEvent Type:

3 Application Event Log Acquired
3 Ner Acguired [Reason]:
OSuspicious Entry Identificd
OEvem 1D:
OEvent Type:
OSuspicious Entry Identificd
O Event 11D
QEvent Tyvpe:
DSuspicious Entry ldentified
SAEvent 11
OEvem Type:
QOther Logs Acquired:

Q000000
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User and Group Policy Information:

OUser Accounts: OGroups:
e 0
(o] Member names:
[ o
s |
o a
8
o 0
ONotes: Menher names
o
o
a
o)
Member namis:
a
= |
o
File System:
OSuspicious Hidden File Identified: | JADS Discovered: OSuspicious Recyele Bin
OFile Location: DFile Location: File(s) Discovered:
DOFile Mame: g?‘::;ijwﬂ;k
OCreated Dane: o :
Hh;:;iﬁul DD:\::: DOMesdified Dae:
OlAceessed Diate: DAccessed Date:
OSuspicious Hidden File Identified: | =3 ADS Discovered:
OFile Location: OFile Location:
EIFibe Mame: OFile Name:
BWCreated Diate: OCreated Dase:
EMaodified Date: OMuedified Dane:
OlAccessed Date: DAccessed Date:
Registry:

ORegistry contents extracted

Webh Browsing Activities:
OWeb Browser:

Olnternet History Collected:
O Cookie Files Collected:
OOther:
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Extraction:

daiware

dSuspicious File Identificd:
OFile Name:
DSk
EMLocaticn
OMAC Times:
el reatad
Aporised:
Modified
D Assocuated ProcessPID:
D Assacinted Network Activity:
B Associnied Arifacts:
HSuspicious File Extracted:
O¥es

DM HReason:

OSuspicious File Identified:
OFile Name:
DO Size;
EALocaticn
EOMAC Times:
Creatad
EAcoessd:
Madified
D Assoculed Process/PID:
DAssocinled Network Activity:
O Associned Artifocts
HSuspicious File Extracted:
OYes
DN

Reason;

dSuspicious File Identified:
OFile Name:
OSize:;
ALocation:
OMAC Times:
Crested
Avcoisod:
Meaosdtified:
O Aszocialed ProcessPID:
D Associnted Network Activity:
EdAssocinied Artilcts:
HSuspicious File Extracted:
e
DM

Reason:

DSuspicious File Identiffed:
OFile Mame:
DOSire:
OLocation;
OMALC Times:
Creatod
a Ao
Modified:
OAssociated Proces</PID:;
DAssociated Network Activily;
DAssociated Antifacs;
JSuspicious File Extracted:
DYes

DM Reason:

DSuspicious File ldentified:
OFile Mame;

O%are:

Dl ocatinn;

OIMALC Timses:
“Created
Aorad
Modified:

OAssocinted ProcessPID:
OAssociated Metwork Aclivity
DAssociated Amifacts:
dSuspicious File Extracted:
OYes
Do

Reason:

DSuspicious File Identilied:
OFile Name:
OSize:
Ol.ocation;
OMALC Times:
> Ecand
Aceowanl:
Modified
OAssociated ProcessPID:
DAssociated Metwaork Activily:
DA ssociated Amilacs;
JSuspicious File Extracted:
DYes

ONo: Reason:

Live Response Tools for Investigating Windows Systems

In this chapter we discussesd a myriad of tools that can be used during the course of live response
mvestigation. Throughout the chapter, we deployed many tools to demonstrate their functionality and
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output when used on an infected system; however, there are a number of tool alternatives that you
should be aware of and familiar with. In this section, we explore these tool alternatives. This section
can also simply be used as a “tool quick reference” or “cheat sheet,” as there will inevitably be times
during an investigation where having an additional tool that is useful for a particular finction would be
beneficial, since you may have little time to conduct research for or regarding the tool(s) while
responding in the field. As the digital forensic tool landscape is constanly evolving, the companion
Web site for this Field Guide, www.malwarefieldguide.com, will strive to maintain a comprehensive,
dynamic, and up-to-date listing of tools. We welcome tool suggestions via the Web site
http//www.malwarefieldguide.conyContact Us.html.

The tools in this section (and on the companion Web site) are identified by overall “tool type’™—
deliniating the scope of how the respective tools can be incorporated in your malware forensic live
response toolkit. Further, each tool description includes a cross-reference to the page number in
Chapter 1 in which the relevant substantive discussion is provided, along with details about the tool
author/distributor, associated URL, description of the tool, and helpful command switches, when
applicable.

Incident Response Tool Suites

In Chapter 1 we examined the incident response process step by step, using certain tools to acquire
different aspects of stateful data from a subject system There are a number of tool suites specifically
designed to collect digital evidence in an automated fashion from Windows systems during ncident
response and generate supporting documentation of the preservation process.

» Some of these local incident response tool suites execute commands on the compromised
computer and rely on system libraries on the compromised system

* Other programs, commonly known as “remote forensics tools,” address some of the limitations
of local incident response suites and use a servlet that enables remote evidence gathering while
trying to rely on the compromised operating system as little as possible (with varying degrees
of success).

» Using remote forensic tools, digital nvestigators can access many machines from a central
console, making your expertise more effective.

* Furthermore, using a remote forensics tool is more subtle than running various commands on
the system, and 1t is less likely to alert the subject of mvestigation.

* These tool options, including the strengths and weakness of these tools, are covered in this
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section.

Name: Windows Forensic Toolchest

Page Reference: 1]

Author/Distributor: Monty McDougalFoolMoon

Available From: hupe/fwww foolmoon. net/securitywil

Description: Older ree versions of the Helix Live CD provide a powerful suite of tools for incident
response and forensic preservation of volatile data for both Windows and UNIX systems. In addition to
dumping RAM, as discussed carlier in this chapter, the older versions of the Helix CD come with the
Windows Forensic Toolchest (WFT). The WFT provides o framework for performing consistent
information gathering using a vanely of utilities. The WEFT can be configured 1o run any utilities in an
awtomated Fashion and in a specific sequence. In addition, the WFT generates MDS values and supporting
audit information 1o document the collection process and integrity of the acquired data, However, the
WEFT cannot list deleted files.

A significant limitation of the WET is that it relies on the operating system of the compromised host.,
Some malware hides information from incident response tools that rely on the operating system, For
instance, the following figure shows file listing results on a live system on which the HackerDefender
ookl is concealing certain files from the operating system. As such, if a rootkit is installed on the subject
system, even trusted commands in the WFT can provide incormeet resulis.
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mume: Helix3 Pro

Page Reference: 11

Aunthor/Tistribulor: E-Feise

Available From: hitpafsww.e-Fense, comhelin 3pro.php

Description: Helix2 Pro s a live response CD that contains a bootable Linus environment (known as the
“hootible side” and a live response Tmmework Tor wse in Windows environments iknown as a the “live
wiche™), Uil 2008, Helix CD was o freewane tool set, and the live side wax a graphical framework that
uvvoked third-panty utilitnes o collect volande daa from Windows systems, In carly 2008, E-Feme
announced the release of a new proprictary version of Helix, known as Helix3 Pro, which no longer relies
upon the third-pany applications and utilitics. Instead. it relies on a proprictary code. Rich with features,
Helixd Pro, depicied in the following igure, allows the digital investor o image physical memory, collect
wolatile dma, and scquire physical devices, among other Bve response ks, The results acguined with
Helix3 Pro can be saved bocally to extermal media or transfermed remotely over the network using o
propactary remote collection utility called the “Helix3 Pro Imager Receiver.”

Acqguiring Physical Memaory with Helix3 Pro

Volatile Data Acquisition with Helix3 Pro
i scspirn st cuna:
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Name: OnlineDFSILiveWire

Page Reference: 11

Author/Mistributor: Cyber Security Technologics

Available From: httpeffwww _onlinedfs.comfproducts_dfs.asp;

Description: The Online Digital Forensics Suite (OnlineDFS) has the capability 10 caplune volatile data
from a remote Windows computer. and can be used 1o caplure a full memory dump and a forensic
duplicate of the hard drive on a remote compiter, a5 shown in the following fgure.

Initisl Lorjuinkliea

£ 1 et .
n [y T TH g g e el ront

Rather than running o servlet on the evidentiary machine, OnlineDFS/LiveWire uses the SMB protocol 1o
execule commands on the remode system, becawse this approach relics on components of the
compromised system; therelone. it could conceivably be undermined by malware,

Name: ProDiscoveriR

Page Relerence: 11

Author/Distributor: Technology Pathways

Available From: hupfwww techpathways.com/ProDiscoverl B.im

Description: Live response forensic tool suites that do nod rely upon the subject operating system, bul run
agents on the subject system al the bit kevel, such as PRoDiscoverl R (a commercial forensic utility ), are
often capable of unearthing stealth files. In the following figure, PRoDiscoverIR was able to identifly the
HackerDefender rookit,
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Kewp in mind that somie rootkits or anti-forensic technigues may s1ill sececssfully conceal some
information, such as hidden processes, from a remote  Torensic tool like ProDiscoverlR. Another risk of
runming wiilitics on a live system is that they may crash and overwrite valuable digital evidence on the
compromised system. This risk emplasizes the imponance of capturing & full memory dump and forensic
image prior to performing such analysis on a live system. As noted previously, ProDiscoverlR can capture
volatile data from a remote computer via a serviet running on the compromised computer, The following
fgure ilbustrates part of the process list ohtained from a renmecﬁmrmluirll.uling ProlnscoverR,
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open ports that are hidden by the HackerDefender rootkit.

Although the serviel stempts o provide a complete and accurate view of the compromised compater, it
can be tricked by some rootkits. For instance, current versions of ProDiscoverlR cannot see processes and

Name: EnCase Enterprise

Page Reference: 11

Author/Distributor: Guidance Software

Available From: hupaiwww. guidancesoliware com/computer-forensics-Traud-investigation-soltware itm.

Description: EnCase Enterprise can capture full memory contents, and it can be used 1o inspect volatile
dlata on a remode compater and preserve some high level information such as lists of running processes,
network connections, listening ports, and open files. The following figure illustrates the Snapshot module
in EnCase Enterprise as it is used 1o view information aboul processes running on i remole compuier.
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| Name: RPIER (aka The Rapid Assessment and Potential Incident Examination
| Report; RAPIER)

| Page Reference: 11

| Author/Distributor: Steve Mancing and Joseph Schwendt

| Available From: hitp:ffsourcefonge net/projectsirpier; hup:icode. google.com/pirapicr/downloads/list.
| oA number of whitepapers and PowerPoint presentations regarding RPFIER/RAPIER are also available:
Ohupifwww. firstorgiconference/ 2006/ papers/mancini-steve-papers.pdf:
Ohupaivww, firstorg/conference/ 2006 programfrapier_
_a_lst_responders_info_collection_tool.himl,
Ohupalicode. google.comdpirapier/downloadslist,
Ahupaiiorime zotconsulting comfslides/2007_1_CRIME_presentation. pf:
Shupafwww. firstorgfeonferencef 2006 papera/mancini-steve-slides, pdfl

| Deseription: RFIER was developed by Steve Mancini and Joe Schwendt of Intel. It serves as a

| ramework, or “engine” for the awtomatic sequisition of volatile and non-volatile system state data from a
| subject system. In particular, the RPIER framework is intended to be run on a subject machine in a

| munning state from an extenal media, such as a USB thumb drive.

| ®Upon executicn, the RPIER runs a series of individual modules that invoke numerous thind-pany

| utilitics to collect information from a subject system. The collected information is then uploaded o a
cemral secured repository or deposited on local external media where analysts can examine the culpu

| from the program. RPIER can be used on Windows 2000, XP, 2003, and Vista systems, but requires the
| Microsoft, NET framework 1.1 or higher 1o be installed on the subject system.

| ®The RPIER framework can be wsed in three different scanning maodes: Fast, Slow, and Special. The Fast
| scan takes approximately 10 minutes to complete and gathers a variety of volatile and non-volatile system
| data, depending upon the modules selected by the investigator. The Slow mode includes a more in-depth

| acquisition of system data, including acquisition of physical memory, and process memory acquisition for
; every running process on the system, Lastly, the Special Scan includes a series of maore invasive probes,

| which can potentially alter system data, such as ami-virus scanning, networking monitering, and

| steganography detection.

| ®For in-depth discussions abow the differem scan modes, see Mancini and Schwendt’s whitepaper,

| “RAPIER: A 1" Responders Information Acquisition Framework and PowerPoint presentations

| discussing RPIER that are available online (URLs provided abovel

e0nce the investigator selects the scan mode, he or she must select the individual modules w deploy,
using the RPIER user imerface, as shown in the following figure.
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e the investigator has selected the modules, the 100l is deployed by clicking the Bun Rapier button
on the user interface. The results from each module are deposited into a main "Resulis™ folder, which can
be sem over the network oo secure server of directed 10 a local extemal media, such as a USE thumb
drive or external hard drive enclosure,

O, 1
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Remote Collection Tools

Recall that in some instances, to reduce system interaction, it is preferable to deploy live response
tools from your trusted toolkit locally on a subject system but collect the acquired data remotely. This
process requires establishing a network connection, typically with a netcat or cryptcat listener, and
transferring the acquired system data over the network to a collection server. Remember, although this
method reduces system interaction, it relies on the ability to traverse the subject network through the
ports established by the netcat listener.
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Name: Nefcat

Page Reference: 3

Author/Distributor: Hobbit

Available From: hitp:/inetcat. sourceforge.net

Description: Commonly referred to as the “Swiss Army Knife” of tools,
neteat is a versatile networking utility that reads and writes data across
network connections using the TCPIP protocol. Netcat is commonly used
by digital investigators during live response as a network-based iransfer
solution.

Helpful Switches:

Name: Cryptcat

Page Reference: 3

AuthorMistributor: LOpht

Available From: hitpzferypleatsourceforge.net!

Description: Metcat enhanced with twofish enervption

Helplul Switches:
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Name: F-Response TACTICAL

Page Reference: 8

Author/Distributor: Matthew Shannon/F-Response

Available From: hitpofiwww. [-response.com/

Description: A stream lined solution for onsite live response, F-Response TACTICAL wses a unigue
dual-donglefstorage device solution to quickly amd seamlessly allow the digital investigator 1o conduct
remote forensic acquisition with limited knowledge of the subject network typology. The dual-dongles—one
for the subject sytem, one for the examiner system (shown in the following figure }—work as a pair 1o connect
the remote subject system to the digital investigator’s examination system. TACITCAL runs directly from the
dongles and no installation is required on the subject system. Like other versions of F-Response, TACTICAL
can acquire both Linux and Apple 085 X subject systems, in addition 1o windows systems.

Shown in the following story-board figure, the TACTICAL “subject” dongle, when plugged into the subject
system, houses the “TACTICAL Subject” directory, which contains the exectunbles for Windows, Linux, and
Apple O5 X systems.

-
oo | | 7 P

Gy el i i B
|
|
j. v
jq Fapsporan bacri i

Onee invoked, the TACTICAL subject executable brings up the TACTICAL subject interface, which allows
the digital investigator to configure the acquisition paramecters, including host network details, and the option
Lo acquire physical memaory, as shown in the fellowng fgure.
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On the examiner system (the system in which the digital investigator conducts his or her collection of daia),
the companion “Examiner’” dongle is connected. Depicted in the following storyboard figure, the TACTICAL
“Examiner” dongle houses the “TACTICAL Examiner” directory, which contains the Windows executable

o invioke the Examiner imerface.
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Omce invoked, the digital investigator has the option of connecting to the subject system manually by
providing the details of the subject system (shown in the following Nigure), or using the “auto-connection™
feature, which antomatically trys to identifly and acquire the subject system.

Hast Configuration
IPAdd | 152 . 168 . 79 . 137 II'

TCP Port | 3260 Cancel |

Once acquired, the TACTICAL Examiner interface provides the details reganding the acquired subject
system. Similar to with other versions of F-Response, once connected 1o the subject system, the digitial
investigator can use tools of his or her choice 1o collect data from the system.

ff Haspane® TACTICAL Exsminer 3.09.09

Fis Convmct Help
Corect | Messagm |
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Volatile Data Collection and Analysis Tools

Physical Memory Acquisition

Chapter 1 emphasized the importance of first acquiring a full memory dump from the subject system
prior to gathering data using the various tools n your live response toolkit. This is mmportant,
particularly due to the fact that running incident response on the subject system will alter the contents
of memory. To get the most digital evidence out of physical memory, it is advisable to perform a full
memory capture prior to running any other incident response processes. There are a variety of tools to
accomplish this task, as described next.
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Name: Forensic Acquisition Utilities (FAU)Ndd (“dd.exe")

Page Reference: 7

Author/Distributer: George M, Garger, Jr,

Available From: hitp:{gmgsystemsine com/faw

Description: A commonly used approach to caplure the physical memory of a Windows system running
the "dd” {dd.exe) command from removable media and gathering the contents locally to external media
or over a remote collection wiility, such as netcat. Unlike *nix distributions, dd is not a native utility 1o
Windows systems. George M. Gamer, Jr., ported dd and included it in his freely available Forensic
Acquisition Utilities in 2007; versions of the utility were incleded in older versions of the Helix Live
Response CD,

*The following command takes the contents of memory from a Windows system and saves it 1o a file on
removable media along with the MD3 hash for integrity validation purposes and to awdit log documents in
the collection process,

E:\WinIR\memory>dd, exe if=\\.\FhysicalMemory of="E:\images\hostl

memoryimage-20070124 .dd* convesyne, noerror --mdSsum --verifymds

==mdScut="E:\imagesihostl-memoryimage=-20070124 .dd . =d5"

-=loge"E:\impges\hostl -memoryimpge-20070124 .4d_audic.log”

oTo ensure consistency and avoid typographical emors, the same command can be Taunched via an older
version of the Helix graphical user interface:

Fl Gudimrdh Pajs Help
m;&."umrm-nmmmm = AP P SR SR

Live Acqgulisition

* Source
e e Y -
L] L]

Destination

e

ETAge fame

hostl-memanimaga. 200701 24 dd
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Name: FastDump/FastDump Pro

Page Reference: 6
Auth tor: HEGary
" Available From: FasbDump Community version 1 avalame from
hitps:ifaww hbaary comicommunity/Tree-tools; FastDump Pro is available from

hitps:ifwww hbgary, comiproducts-senvicesTastdump!

Description: Command-hing physical memory acquisition tools,

8The FastDump community version (FD . exa) is a free version of FasDump that supports the acquisition
of memony from 32-bil sy=tems with up to 4 gigabytes of RAM (does not support Vista, Windows 2000,
Windows 2008, or 64-bil platfoms).

oFastDump Pro (FOPre . exe] is the commercially supporied version of FastDump, which suppons all
versions of Windows operating sysiems and service packs and can acquine memaory from both 32- and
64-hit systems, including systems with more than 4 gigabytes of RAM (up to 64 gigs of RAM), including
the Windows pagefile.

aMemory dumps acquired by both versions are saved as bin files; FastDump Pro memory file dump files,
including pagefile acquisition, are saved as hpak files and the comminnd switches associated with creating

hpak files stightly vary,

Helplul Switches:
FastDump Comnimity

Name: Memoryze

Page Reference: 7

AuthorMistributor: Moandizam

Avaiiluble From: hitp:ww mandsunt coniproductslree_soltwarememary e/

Description: Memoryee is a physical memory acquistion and analysis (ool for Windows systenms, Unlike
other memory acquesition tools, Memaory e allows the digital investigator to perform advanced analysis of
memory from a live subject sysiem or from an acquined memory dunp, Memoryze officially suppons
memory acquisition from the following operming systems:
o Windows 2000 Service Pack 4 (32-hit)
o Windows XP Service Pack 2 and Service Pack 3 (32-hit)
o Windows Vista Service Pack | and Service Pack 2 (32-bit)
o Windows 2003 Service Pack 2 (32-bit)
eWindows 2003 Service Pack 2 (6d-hith
o Windows T Service Pack 0 (32-it) [Beta]
o Windows 7 Service Pack O (64-hit)
eWindows 2008 Service Pack 0 (6d-hit) [Beta)
The official Memoryee User Goide (version 142900 &= of this writing) ks available from
httpatfweww. mandiant conm produectafree _sediware/memory sef, B
1
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oTo acquire a phvsical memory image with Memoryze, invoke the memoryzeDD.bat senpt from your live
response tool kit

Helpful Switches:

Name: Mantech DD (MDD)

Page Reference: 7

Author/Distributor: Ben Stons/Mantech

Available From: hiip:/cybersolutions. mantech.comproducts. htm;
hitpzffsourceforge.net/projects/mdd/Tiles!

Description: MantechDD is a physical memory acquistion tool for Windows systems.
MDY is capable of acquiring memory images (up to 4 gigabytes) from the following operating systems:
S Windows 2000
*Windows Server 2003
#Windows XP
*Windows Vista
#Windows Server 2008

Helpful Switches:
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* Name: MoonSols Windows Memory Toolkit/Win32dd

Page Reference: 7

Author/Distributor: Matthicu Suiche™oeonSols

Available From: hupfmoonsols.com/product

Description: The MoonSols Memory Toolkit (MMT) is a physical memory scquisition, conversion, and
analysis toolkit that is available in Professional (commercial) and Community (freeware) versions,
Included in the MMT is Win32dd. a command-line-based tool used to acquire physical memory images.
oThe Community edition of Wind2dd suppons memory acquisition from the following Windows operating
systems: Microsoft Windows XP, 2003, 2008, Vista, 2008 B2, and 7 32-hit Editions.

oThe Community edition of Windddd suppons memaory acquisition from the following opesting systems:
Microsaft Windows XP, 2003, 2005, Vista, 2008 B2, and 7 64-bit (x64) Editions.

# The Professional editions of Win32dd and Wind3dd suppon memery acguisition from all Windows
operating syslems,

I the following Nigure, we used Wind2dd Community edition 1o acquire a physical memory image from a
subject system:

E:\WinIR\memory\MMTewiniidd.exe fr /£ E:\WinIR\memory\MIT\memdump , mem

wini2dd - 1.3.1.20100417 - (Community Edition)
Kernel land physical memory acguisition

Copyright (&} 2007 - 2010, Matthiew Suiche <http: [/ www.msuiche. net>
Copyrighe [C} 2008 - 2010, MocnSals <htbp://www.mocnaals.com>

Hame Value

File Eype: Raw memory dusp file

Aogquisition method: PFY Mapping

Content: Memory manager physical memory. block

Destination path:
0.5, Version:

Compuber name:

E:\WinlR\mesmory ) MMT mémdump . mem
Microsoft Windows XP Professicnal
KIM-MRETG-HWES

(build 2600}

Physical memory in uge: 16%

Fhysical memory size: 102144 ¥b | 1427 Mb)
Physical memory available: 882732 Kb [ BE2 Mb]
Paging file size: 13468160 ¥b | 1314  Mb)
Paging file available: 1278572 ¥b (| 1248 Mb)
Virtual memory size: 2057024 ¥b { 2047 MNh)

Virtual memory available:

Extonted memory available;

Fhysical page size:
Minimam physical address:
Maximum physical address:

2084016 Kb { 2035 Mb)
4 Kb | 0 Mbl

4096 byces
Cx000000o0oRa01 000
Cx0OD0R0O0403IFFOOD

Address space size:

==3» AE@ you Sure you want
Aoquisition started at:
Processing. .. .Pone.
Aogquisicion finished at:
Time elapsed;

Created file size;

1077936328 bytes (1053672 Kb}

ko continue? [y/n]l v

[11/10/2000 (DD/MMSYNYY) 23537011 (UTC) )
[2020-10-11 [(YYYY-MM-DD] 23:18:46 {(UTC))
1:34 minuces:seccnde (94 secs)
1077936128 bytes [ 1028 Mb)

Helpful Switches:
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Collecting Subject System Details

System details are a fundamental aspect of understanding a malicious code crime scene. In particular,
system details mevitably will be crucial in establishing an mvestigative time lne and identifying the
subject system in logs and other forensic artifacts. In addition to the tools mentioned earlier in the
chapter, others tools to consider include the following.

Name: DumpWin
Page Reference: 13
Author/Mistributor: NIl Consulting

Available From: http2fsww. nilconsulting .comfinnovationfiools. himl

Description: Another ool to consider implementing while collecting subject system details i= NI
Consulting’s DumpWin, a multipurpose utility that can assist in collecting general system information
among other items, such as a list of all software installed on the system, shares present, startup programs,
active processes, list and status of services, and list of local Group Accounis and User Accounis, among
other things,

Identifying Users Logged into the System

Remember, identifying users logged into the subject system serves a number of nvestigative purposes:
(1) to help discover any potential mntruders logged into the compromised system; (2) to identify
additional compromised systens; and (3) to provide insight into a malicious insider malware incident,
and provide additional investigative context by being correlated with other artifacts. Some other tools
to consider for this task include the following,
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mName: Quser (Query User Utility)
Page Reference: 14

Available From: hup:fiechnetmicrosoft.comden-us/libranyfoc TS558 352 ZEW S 109 29, a5px

Description: A useful ool for wentifying logged-in users is the Microsoft Query User wtility, or quser,
which reveals logged-in wsers, the time and date of logon time, and the session type and state among ather
details, as seen below.

Chiser

USERNAME SESSICHNAME ID STATE IDLE TIME LoGOH TIME
=»¥im console a Active L3f18/72008 B:1s AM
Helpful Switches:

| Page Reference: 14
Author/Distributor: Microsoft
Available From: hitp:/ifiechnet. microsoft.comfen-usfsysinternalsbhE5a 768 aspx

|

[

|

|

| Description: Logonsessions isa CLI utility, developed by Bryce Cogswell, that is a part of the

| PSTools suite. Querying the subject system with logonsessions with the -p argument reveals the
| processes running in the Iogged-on session, which s helpful information in a malicious code incident,
I

Helplul Switches:

Network Connections and Activity

Malware network connectivity is a critical factor for identifying a document; connectivity from a
subject system may be to communicate with an attacker’s command and control structure, to
download additional malicious files, or to exfiltrate data from the system, among other things. Trusted
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versions ofnetstat, arp, and nbtstat are essential in the digital nvestigator’s toolkit for probing
mternal and external network connections. In addition to these tools and others mentioned in this
chapter, tcpvcoan, described next, is another to consider. Further, for utilities specifically geared for
providing insight into port-to-process mapping, see the section of this chapter called Correlate Open
Ports with Running Processes and Prograns appearing on page 22.

wame: Nefstat
Page Reflerence: 19-20 23
Author/Distributor: Microsofl

" Available From: Clean and trusted version of Windows 0%

Description: Netstat is the de facie command-ling wtility for examining network connections to and from a
subject Windows system. Netstat enables the digital investigator to identify current and recent network
connections if malware on the subject system s connecting toa command and conrol structure or ciher
remote resource needed by the malware. It is recommended 1o have different trusted versions of the wility in
one’s toolkit that correspond with the various Windows operating systems—particularly because the
functicnality and features of netstat are distinetly more robust on Windows XP SP2 and higher,
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Name: ARP

Page Reference: |7

Author/Distributor: Microsoft

Available From: Clean and trusted version of Windows (05

Description: The arp utility is geared oward collecting data regarding internal network
connections using the Address Resalution Protocol (ARP). This is particularly useful when
examining the subject network for intermal network malware propagation; examination of a
subject system’s ARP cache will identify other systems that are currently or have recently
established a connection to the subject system.

Helpful Switches:
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Name: Nbistat

Page Reference: 17

Author/Distributor: Microsoft

Availuble From: Clean and iusted version of Windows OS

Description: Jusi as necetat is the de focioe utility for examining neiwork consections, nbtetat
is the de facto ool for examining NetBIOS conneclions, In panicular, nbeatat can be ased 1o
acquire the NetBIOS cache or reveal current sessions, identifying the NaBIOS names and 1P
addresses of other computers that have recently or ane curremly connected 1o the subject systeim,

Helplul Switches:

Name: Net

Page Reference: 17, 26

Author/Distributor: Microsofl

Axailable From: Trusted Windows system

Deseription: Net is » mullipurpese native Windows utilily,

Helpful Switches:

Name: TCPVeon

Page Reference: 22

Author/Distributor: Mark Russinovich/Microsofl (fommerly Sysinernals)

Availuble Fram: hispeifechnet, micnosoll comfen-us/sysimermal s hhE9 7437, aspa

Description: TCFVcon is a command-line utility that is bundbed with the Microsoft utility TCPView, a
graphical based witity that diplays TCP/IP and UDP connections and end points in real time. TCPYeon
provides granular and structured outpat, identifying the profocol of the connection, the path of the

executable spawning the network connection, the process 1D, the network connection state, the local address,
and the address of the remade connection.

E:Z\WinIR\Retwork»topvoon. exe -a

TCFView ¥2.34 - TCR/UDP endpoint lister
Copyright (C) 1998-2003 Mark Fussinovich
Sysinternala - www.sysinternale.com
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[TCP] C:\WINDOWS\Camp\a laviapoalsy, oexe
phepoD i

FID: B&4

Stakte: LISTENING

Local : Kim-mrktg-was auch

Ramote; B0 RN MM, MR G667
[TCP)  C:\WINDOWS\ Fyscemi2isvchost .exe
BID: 1004

Sracer LISTENING

Lecal:  Eim-mrktg-wss:epsap

Helpful Switches:

Process Analysis

As many malware specimens (such as worms, viruses, bots, key loggers, and Trojans) will often
manifest on the subject system as a process, collecting information relating to processes running on a
subject system is essential in malicious code live response forensics. Process analysis should be
approached holistically—exammne all relevant aspects of a suspicious process, as outlined in the
chapter. Listed next are additional tools to consider for your live response toolkit.
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Handles

Name: pmon

Page Reference: 18

Author/Distributor: Microsoft

Available From: hup:iwww. microsoft.com/downloadsfen/details.aspx Hamilvid=2d46Ta69-57iT-40e7-
Otee-b18ed 90 Id& displaylang=en

Description: Pmon is very similar to the top command in *Nix systems, providing for a real-time granular
look at the statistics relating o running processes such as memory usage and duration.

Name: pulist

Page Reference: 18

AuthorMistributor: Microsoedt

Available From: hup:fsupport.microsofl.com/kb/e27 220,
(httpffdownboad microsoft.comddownload win2000p atformdpulist! OO LintSen-us/pulist_setup.exek;
also-available from the Windows2000 Resource Kit

Description: Similar to t1ise, pulist displays processes that are running on local or remote
computers, but also lsts the user name that is associated with cach process on a local compuier,

Helpful Switches:

Page Reference: 21

Author/Distributor: Microsoft

Available From: hitp:fsupport microsoft.comk927229 and
hitpefdownload. microsoft com/downboad fwin2000pLatform/oh |00, 1intSfen-usioh_setup.exe.

Description: In addition to handbe, another utility that can be used o inspect file handles is Microsofl's
Open Handles (oh . exa) utility, which is available a8 pant of the Windows 2000 Resource Kit Tools for

administrative tisks.

Loaded DLLs

130



Name: Procinterrogate

Page Reference: 21

Author/Distributor: Kirby KuehU™WinFingerprin

- Availnble From: hup/fwinfingerprntsourcefonze.netwininterrogane, php

Deseription: Frocinterrogate allows the digial investigator o sdently all DELs imported by running
processes, hut also gives the investigator the ability 1o query individual processes by PID using the -pid
switch. Funher, the procinicrrogate output provides the entry point address of each loaded module,

Helpful Switches:

Name: PRCView (pv.exe)

 Page Reference: 21

Author/Distributor: [zor Nys/CTI

Available From: hitpefwww teamcti. comypyiew/preview. him

Description: PRCView is o powerful process viewing suite of ools that comes with both o GUT-hased urility
and a command-line functional equivalent named pv . exe, Using the pv -m<process names swilch

provides very similar outpat (o procinterrogate, and reveals the module, base, size, and path of the DLLs
associated with the queried process,

Helplul Switches:

mMame: ListModules

Page Reference: 21

Author/Distributor: Ame Vidstrom

Available From: hupfnsecurity. nufoolboxMistmodules!

Description: List Modules reveals the modules loaded into a process in memory on the subject system in a
clean and intutive format,

'I-li-'l'plf' ul Switches:

Correlate Open Ports with Running Processes and Programs
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Png;tlhl‘erm 23

.huihmfﬂhirlhuhr Foundstone (a division of McAfee)

| Available From: mpﬂwwmarﬂmwm“lmhmabmmmﬂmpm

Description: Fport is a command-line utility that can map open ports 1o associated processes and the
respective executable programs on the subject sysiem.

| Helpful Switches:

Name: OpenPorts

Page Reference: 23

| Author/Distributer: DiamoendCS

Aullllhll. From: hitp:2majorgecks.com/OpenPorts_d 3950 himl

[x‘ﬂ.l‘lplluﬂ ﬂpenports 15 o command-line utility that maps TCP and UDP ports to the owner processes.
Openports provides a varety of different viewing options allowing for calibration of detadl and forma.

Helpful Switches:

Name: CurrPorts

Available From: hn.p:.FTwwwmmul'anlfulﬁsfcpun&hml

| Diescription: A GUT and CLI-based tool that provides the digital invest E ator with a detailed snapshot of the
uarm'.. PID, and local and remote pont numbcrs along with 1P . ot state, executable
m path, and other detailed information,

Hel witches:

Command-line Arguments
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Name: tlist
Page Reference: 26
Author/Distributor: Microsoft

Availahle From: hup/fwww.microsoft.comfdownloadsfenfetails aspx lamilyid=
COS5060B-9553-4593-BO37-CR438 | BCAGAS & displaylang=cn

Description: £1ist. referenced nbove in the Loaded DLLs section. can also be used 1o display the
command-line arguments associated with all rnning processes on a subject system.

Helpful Switches:

Services

Malware can manifest on a victim system as a service, silently running in the background,
unbeknownst to the user. As with the examination of running processes and open ports, explore
running services by first gaining an overview, and then apply tools to extract information about the
services with more particularity. Some other service analysis tools include:

Author/Distributor: Mark RusinovichMicrosoft (formerly Sysinternals)
Available From: hup:iecheel microsofl.comfen-us/sysinternal shbROT542 aspx
Description: Provides a very detailed view of the services on a subject system.

Helplul Switches:

Name: Servik¥in

Page Reference: 24

Author/Distributor:

 Available From: hupfwww nisoft.nctiutilsfserviwinhtml_____
Description: GUI and CLI toal ServiWin, which when used with the fstext s<log file names
switch, provides a detailed description of each individual service.

Helplul Switches:




Drivers

In addition to determining the running services on a subject system, consider examining the mnstalled
drivers on the system, including the nature and status ofthe drivers. A reminder of the importance of
this step is the recent sophisticated malware variant, Stuxnet, which installs drivers used to mject code
nto system processes and to conceal the malware. In addition to the tools discussed in Chapter 1,
another tool to consider is ListDrivers.

mame: ListDrivers
| Page Reference: 25
| Author/Distributor: Ame Vidstrom
Available From: hitp2/ntsecurity. nuwioolbox)
Description: ListDrivers is a lightweight command-line utility that lists the loaded kernel
drivers and associated memory addresses on a subject system. This tool does not require (nor have)
any command switches (o invoke.

Opened Files

Open files on a subject system may provide clues about the nature and purpose of the malware
mvolved in an incident, as well as correlative artifacts for your mnvestigation. In Chapter 1 we
examined the tool OpenFilesView; another tool to consider is openfiles.

Nume: openfiles
Page Referenee: 25
- Author/Distributor: Microsoft
" Available From: Trusied Windows system; user reference is available from
hitpffechnet. microsaft.com/en-usflibrary/bb49096 | aspx
Description: An alternative 1o OpenedFilesView is opent i 1es, o command-line utility that can query and
| display files that are opened locally or by network users,
Helpful Switches:
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Determining Scheduled Tasks

Recall that some malicious code variants are “event-driven,” meaning that until a certain date or event
triggers execution, the malware will remain dormant. In Chapter 1, we referenced the Microsoft utility
schtasks, which is described n further detail below.

Name: schiasks
Reference: 37

Aunthor/Distributor: Microsoft

| Available From: Trusted system; information regarding the utility is availabbe from
hup:fiechnet. microsoft.comen-uslibrary/cc 772 TES % 28WS. 10%: 29, aspx.
Description: Schiasks is a native Microsoft utility that provides detailed information regarding any tasks
scheduled on the subject system: the level of granularlity in the output can be calibrarted using a combination
of swiiches. To dentify whether there are any tasks scheduled on the system, simply invoke the
schtasks/query command; if you identify a scheduled 1ask, detailed information can be extracted using
the command string schtasks /query/£o/LIST /v,

Helpful Switches:

Clipboard Contents

Remember that an attacker, whether remotely logged into a system or a nefarious insider, may cut and
paste nformation while on a subject system. This information may provide valuable nvestigative leads
and correlate other artifacts found on the system, in network traffic, or in the malicious code itself
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' Name: InsideClipboard

Page Reference: 27

Author/Distributor: NirSof

Available From: hup:fwww.mirsoltnetutilsfinside_chpboard himl

Description: Another tool that can be used 1o harvest clipboard contents is NirSoft's InsideClipboard, which
iz a GUI and CLI utility that displays the binary content of all formats that are currently stored in the clipboand,
and allows you to save the content of specific format into a binary file. InsideClipboard can be invoked from
the command prompt, and the results of the query can be saved in multiple report formats including standard
text, Hypenext Markup Language (HTML), and eXtensible Markup Language (XML}, among others,

Helpful Switches:
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Non-Volatile Data Collection and Analysis Tools

System Security Configuration

| Page Reference: 30

| Author/Distributor: Microsoft

| Available From: hitp:fmsdn2.microsoft.comden-us/ibrary/aa302360.aspx

| Description: Microsofi Baseline Security Analyzer (MBSA), available in both a GUI (Mbsa.exe) and
| command-lTine (Mbsacli.exe) utility, scans a subject system for insecure configurations and checks for
| available updates, service packs. and patches for the operating system, among other things.

Helpful Switches:

Prefetch File Analysis
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Name: Windows File Analyzer
Page Reference: 31

Author/Distributor: Mitcc

Axailable From: httpzfaww.mitec.catwlahtml,

Description: Recall that when a program is executesd, the Windows operating svstem creates a “Preletch”™
file that enables speedicr subsequent access 1o the program. Embedded within the Prefetch fles are the
most recent time a program was execated (bytes 120-128) and the number of times 1t was exccuted (hyies
144148}, This embedded information can be extracted manually, or using a tool like Windows File
Analyzer. The following ligure shows Windows File Analyeer as it is used to view the Prefetch
infarmation on a subject svstem. Another approach to viewing this information is to mount the forensic
duplicate using a ol like MountImage Pro and directing Windows File Analyzer 1o read the Prefetch
folder on the mounted drive, as discussed in Chapter 3. The right most column shows the number of times
the executable was run, but this number is not incremented when an execuable is awtomatically run from
an aytostan location when the system boots.

B Windows File Analyzer

B PA - Prefetch
[ Prefetch Analysis
Drvectory, CVINDIPWS\Prelsich
Wolune penat FdF207TGE
Wiokume Latel [BM_PRELOAD
Ak ahon - Embadded Date = Crested ‘e Aura
MM EE DR 3041 pl 9007 803 24 PM SA0T 803 34 P ST007 20334 PM 1
WMBASAV EXEERAS . 00T R0 2PN Y07 BOE 42 PM SRHOT 30042 PM 1
SMUDGEVC EFE-OSBIERC pf S/5007 B3 J3PM SU3007 80333 P ST2007 B0 34 PM 2
RUNDLL Y B 37808 2 Opd 92007 &0 5E P Q0T 80368 P S 00T S 0055 P 1
MEHTAEE-JNDFI23 of L00T B0 55 P Q3007 B 0 105 P STH00T 30405 P 1
NEWPICEEAZDRENZE QU007 GA12IPM DO A1 2IPM WO0OTB41Z3PM 1
TOR E<E-37 386068 of VIO RALIIPM AT B3P WHNOTEL IIPM 1
BEFRESH[1] EXE-FICSCEL pf  FAS007 Bl 59 PM SA0T B 4308 P QL2007 430 P 1
RUNDLLYE B -254E005T pf QALA0T 425N AN 0T 42T A S4/2007 42631 AM 1
< ¥
v e fraeed

Auto-Start Locations

As was discussed mn this chapter, malware often has a persistence mechanism to ensure longevity on a
computer. A frequent method used for this purpose is the creation of an auto-start location (also
referred to as an “autorun”) in the registry. In addition to the Microsoft Autoruns tool, another option
for discovering and analyzing autorun locations is StartupRun.
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Name: StartupRun (strun)
Page Reference: 32
| Author/Distributor: MirSoft
Available From: hup:fwww. nirsoftnetfutibs/strun. himl

Deseription: StarupRun is an alternative GUL and command-line utility available from NirSoft for
displaving applications that are loaded automatically when Windows boats up, including the regisiry key
associated with program,

Helpful Switches:

Event Logs

On Windows systers, many activities related to a malware incident can generate entries in the Event
Logs. Some other Event Log dumping tools to consider for your live response toolkit include:

Name: psloglist

Page Reference: 32

Author/Distributer: Mark Bussinovich/&icrosoft (formerly Sysintermals)
Available From: hupiechnermicrosofl.comfen-usfsysinternal shbE97 544 aspx

Description: Psloghst is a function-rich Windows Event Log dumping teol, providing the digital
investigator with numerous options (o customize the scope, breadth, and presentation of the data outpal,

Helpful Switches:

139



 Name: Dump Event Log (dumpel)

Page Reference: 32
AuthorfDistributor: Microsoft
Available From: Windows 2000 Resource Kil;
hurpeffdownload. microsoft.comidownloadwin 2000platformWebPacka/ 1L 00,0, INTSEN-US/Dumpel.exe
Description: Dump Event Log (durmpel) is a command-line utility that dumps a specified Windows Event
Log for a local system or a remote system into a tab-separated text file; the tool also provides numernous
event-filtering switches.

Helpful Switches:

Group Policies

Remember to closely inspect user accounts that are local to the subject system or domain accounts
that were used to log in—these can reveal how malware was placed on the computer. Below are
additional tools that assist in examining user and group policy details.

140



mame: GPList
Page Reference: 33
Author/Distributor: Ame Vidstrom

Available From: hip:intsecurity. nuftoolbof

Description: Displays informaion about the following Group Policies applied 1o a system: Folder
Redircction, Microsoft Disk Quota, QoS Packet Scheduler, Script=, Security, Intemet Explorer Branding,
EFS recovery, Software Installation. and 1P Security. This tool does not require (nor have) any command
switches 1o invoke.

Name: GPResult

Page Reference: 33

Author/Distributor: Microsoft

Available From: Windows Resource Kit or trusted system

Description: GP Result is a command-line tool that verifies all policy settings for a specific user or
COmpuler.

Helpful Switches:

File System: Hidden Files and Alternate Data Streams

Malware and associated artifacts often manifest as hidden files. Similarly, certain malware specimens
abuse the NTFS Alternate Data Stream feature—which allows you to hide data in an existing file
name with the use of a stream name—to hide the malware or associated files. Consider adding tools
to your live response tookkit to discover these files.
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Wame: HFind

Page Reference: 33

Author/Distributor: Foundstone

Available From: hup.fwww foundsione comdus/resources/iproddesciTorensic-toolkitim

Description: HFind is a command-line utility included in the Foundstone Forensic Toobkit 2.0 —a
collection of freeware command-line utilities that allows the digital investigator to investigate a subject
system (NTES only b for metadata and artifacts, In particular, HFind can be used 1o scan the

target system for hidden fles, T hidden files are detected, HFind lists the last sccess times w the files,
Cuerving our subject system (targeting what we have learned through our investigation to be a suspicious
directory) with HFind we discover numerous hidden files, as shown in the following output:

E:\WinIR\Hiddenfiles'\FerensicToolkit20>HFind . exe C:\WINDOWS Tamp

Bearching...
G \WINDOWS\Temp\ spoclav
a.reqg 14/10,/2010 05:52:36
aliages.ini 14710/2010 05:582:38
CoMm . mEc 143672010 05:52:37
control ., ini 1471072010 A5:52:35
Desktap.ing 14/10/2010 05:52:34
C:ANINDOWS, Temph spoolsvidownload
ident . Ext 14/10/2010 08:=53:138
Ce\HINDOWS) Temph spoclav logs
miré.ica 14/00/72010 05:52: 14
mire. ini 14/10/2010 05:57:24
papups . Xt 14/10/2010 05:52: 36
remote. ind 14/10,/2010 05:52:39
run . bat 14/10/2010 05:52136
servers, ind 14/10/2010 05:52:36
C1\WINDOWS) Temph apoolavi acunds
apoolav,.axe 14/10/2010 05:52:39
ugers. ini 14/10/2010 05:52137
Finighad

Name: LADS (List Alternate Data Streams)

Page Reference: 33

Author/Distributor: Frank Heyne Software

Available From: www hevsoft.de

| Description: As the name of the tool suggests, LADS Tists files on Windows NT file systems thal
contain alternate data streams (ADS). LADS provides the digital investigator with an intuitive meno and
command switch options. To invoke LADS, simply excute the utility at the command line and identify the
target directory: LADS <Directory>; additional command switches can dig deeper into subdirectories.

Hel Switches:
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I Name: Streams

| Page Reference: 33

| Author/Distributor: Mark Russinovich/Microsoft (formerly Sysinternals)

i Available From: to hup:fiechnel.microsoll. comden-us/sysimernal s/bhB07440,aspx

| Deseription: Another helpful tool for identifying NTFS alternate data streams is Mark Russinovich's
| Btreams. Similarto LADS, streams provides the digital investigator with the option of scanning

| subdirectories of inerest with a commuand switch { - g} The only required command parameter needed
| 1o invoke streams is a target file or directory name: streams,exe <file or directory=.

| Helpful Switches:

Dumping and Parsing Registry Contents

| Name: RegDump

| Page Reference: 34

" Author/Distributor: Microsoft

| Available From: hitpeffdownload. microsoft. comfdownlond/d2050d252 2004044 | -459d-8302-

| beBI332 | 823/ LogoToolsy L0.msi .
| Deseription: RegDump (regdump.exe) is a command-line tool included in the Microsoft Logo Tools suite
| that enables the digital investigator to dump the contents of Registry Hives into a text file.

| Helpful Switches:

Web History

Client-side exploits are becoming more and more prevalent, particularly through “drive-by-
downloads.” Drive-by-downloads often occur when a user with an insecure or improperly configured
Web browser navigates to a compromised (or nefarious) Web site that is surreptitiously hosting
malware, allowing the malware to silently be downloaded onto the victim system. As a result, it is
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always advisable to examine the subject system Web history to gain insight into whether a Web-based
vector of attack caused the malicious code incident.

Mame; Pasco
Page Reference: 35
" Author/Mistributor: Foundstone

Available From: hitp:fwww foundstone comfusfresources/proddesc/pasco.htm

Description: Pasco is multi-platform command-line utility that parses Internet Explorer history files
(Index.dat), the resules of which are output into a field delimited text file, enabling the digital investigator
to imiport into a spreadshect to further analyre the data.

Name: NirSoft Web History Tools
Page Reference: 38

Author/Distributor: NirSoft
Available From: hitpafwww nirsoft.netfutils/

Description: NirSoft offers a variety of free dual functional GUcommand-line tools that can extract and
help resconstruct the Web browsing history on a subject system, Some of these ools include:

o/ EHistaryView—Extracts information from the history file (index.dat) of Internet Explorer; stores only
one record for every Web page visit,

o/ECacheviewer—Similar to FTEHstory View, the cache file stores multiple reconds for every Web page,
including all images and other files loaded by the Web page.

&/ECockieView—Extracts the content of all cookie fles stored by Internet Explorer.
eMazillaHistoryView—Extracts the details of all browsing history stored by Mozilla Firefox.
sMazillaCache View—Exitracts the details of all cache files stored by Mozilla Firefox.

e MazillaCookie View—Extracts the content of all cookie files stored by Mogilla Firefox.

& FavoritesView—Extracts the list of Favorites/Bookmarks.

*Chrome Cacle View—Extracts the details of all cache files stored by Google Chrome Web browser.
*OperaCache View—Extracts the details of all cache files stored by Opera Web browser.
oMyLastSearch—Scans the cache files for the four Web browsers (IE, Mozilla, Opera, and Chrome), and
extracts recent search gueries made from the subject sysiem.

Malware Extraction

As discussed in this chapter, once a suspicious file is identified through live response, safely extracing
and preserving the files for further analysis is an essential aspect of malware forensics. Another tool to
consider for this process is HBGary’s FGET.

144



| Name: FGET

Page Reference: 39

Author/Distributor: HEGary

Available From: https:#www hbgary. comicommunity/free-toolsl; hitps:fwww hbgary comdwp-
contentthemesblockhavimages/Tgetrar

Description: FGET 15 a command-line utility that can scquire files from local and remaote subject
syslems,
ellsing FGET from your trusted live response toolkit locally on a subject, you can guickly acquire a
suspicious file by invoking the wol using the “-extract” switch, identifying the target file and the
location of where 1o copy the file, as shown in the following output:
E: \WinIR\Extraction\FGET>FIET.exe -sxtract c:\WINDOWS\Temp\spoolav'\spoolav.exe
E:\WinIR\Extraction\Evidence'\spoolev.exs
== PGET v1.0 - Forensic Data Acquisition Utilicy - (clHBGary. Ing 2010 =-
[+] Extracting File From Volume ...S5UCCESS!

oFGET is also intended for scquisition of fles over a network, with varying degrees of difficulty and
system preparation. To use FGET on remote systems, the local acquisition system must have a repository
directory created (by default the directory is C: \FGETREPOSITORY):

o llsing the remote acquisition capabilities of FGET, we can copy the suspicious file from the subject
system over the network from our analysis system, as shawn in the followng output, Note that FGET
places the target files in the FGETREPOSITORY directory, and in turn, in an auto-generated subdirectory
name to comport with the target system [P address in an effort o easily parse soquisition resulis,
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ENWRIR\Extraction| PGET»FGET  exe-scanls2 . 16819 130-axtrace

e \WWINDOWS Temp apool eviapoal sy . axe

-= FGET v1.0 - Forensic Daca Aogquisicicn I:J:ilit:.- (chHBGary, Ing 2010 =-
[+«] Operation STARTED for: *Forensic Get 1.0"
f#] Acticms: REPORT

R e

#] SEtLiﬁ? maximum scanner thread count to: 1
J Capturing Machine: "192.168.7%.130*
The command completed successfully.

[#=] Authentication to C% Successfull

h pubdirectory or file C:\PGETREPOSITORY\192.168.79.130 already exiats,
1 fileis) copied.

[#] Scanned: I of 1 nodes, {1 active scan threads)
I file{s) copied.acan threads to finish ...

f+] Coplied file locally to: “C:\PGETREPOSITORY\192.168.79.130%"

[:] Evidence Acqguisition Completed for Host: "132.168.73.130" in 1 seconds & Wed

Qct 13 20:02:48 2010

[+] Machine: *192.168,.7%.130° Succesafully Captured

R L e P R T e T R T R T T T R T e T

[+] Operaclon FINISHED for: "Forensic Get 1,07

AR e e e e e e

"
] Actempted Node Checks: 1
1 Pingable Nodes: 1

] huthenticared: 1

| Succesafuli 1

e

6O mom am @

- BUCCESS: 192.168.79.130
[+] Scan completed in 2 seconds

oA, full deseription of FGET functionality is available from hiip:fwww hbgary.combap-
contentthemesMlackhatimagesiget-fag-v1.doc,

Helpful Switches:
Local System Commands

Rentate System Commands
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Books

1. Carvey H. Windows Forensic Analysis DVD Toolkit Second edition. Burlington, MA:
Syngress; 20009.

2. Jones, K., Bejtlich, R., and Rose, C.W. (2005). Real Digital Forensics. Reading, MA:
Addison-Wesley. Prosise, C., Mandia, K., and Pepe, M. (2003). Incident Response and
Computer Forensics, Second edition. New York: McGraw-Hil/Osborrne.

Papers

1. Kent K, et al. Guide to Integrating Forensic Techniques into Incident Response National
Institute of Standards and Technology, Special Publication 800—86 2006.

2. Mancini, S. (2006). RAPIER: A Ist Responders Information Acquisition Framework.
First Conference 2006.

3. Pir Osterberg Medina, S. (2008). Detecting Intrusions: The Latest Forensics Tools and
Techniques to Identify Windows Malware Infections. First Conference 2008.

4. Waits C, et al. Computer Forensics: Results of Live Response Inquiry vs Memory Image
Analysis Carnegie Melon Software Engineering Institute 2008.
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Jurisprudence/RFCS/Technical Specifications

1. Columbia Pictures Indus. v. Bunnell, 2007 U.S. Dist. LEXIS 46364 (C.D. Cal. June 19,
2007). RFC 3227—Guidelines for Evidence Collection and Archiving.

1 For more information about FastDurmp, go to httpsy//www.hbgary.con/products-
services/fastdump/.

2 For more information about FastDurmp Community version, go to
https://www.hbgary.convcommunity/free-tools/#fastdump.

3 For more information about FastDumpPro, go to httpy//www.hbgary.com/wp-

content/themes/blackhat/images/fastdumppro-faq.pdf.

4 For more information about Nigilant32, go to
https//www.agileriskmanagement.comypublications 4.html.

2 For more information about the iSCSI initiator, go to
http//www.microsoft.con/downloads/en/details.aspx?familyid=12cb3c1a- 15d6-4585-

b385-befd13191825&displaylang=en.
8 For more information about F-Response, go to https//www. f-response.cony.

7 Helix3 Pro is a digital forensic tool suite CD that offers both a “live” and bootable forensic
environment. For more mformation about Helix3 Pro, go to http//www.e-
fense.comvhelix3pro.php.

8 For more information about whoami, go to
http-//www.nmicrosoft.con¥downloads/en/details.aspx?familyid=3 E898 79D- 6 COB-4F92-

96C4-1016C187D429&displaylang=en.

2 For more information about ver, go to http/technet. microsoft.conven-
us/library/bb491028.aspx.

19 For more information about promisdetect, go to
https//www.ntsecurity.nw/toolbox/promiscdetect/.

U For more information about promg ry, g0 to
http-//www.nmicrosoft.con¥downloads/en/details.aspx? familyid=4d8eb90-83be-45aa-bb7d-

1327d06fe615 &displaylang=en.
12 For more information about URLProtocolView, go to

http//www.nirsoft.net/utils/url protocol view.html.

13 For more information about uptime . exe, g0 to https/support.microsoft.com/kb/232243,
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14 For more information about psinfo, go to http:/technet. microsoft.com/en-

us/sysinternals/bb897550.aspx.
13 For more information about psLoggedon, g0 to http/technet.microsoft.com/en-

us/sysinternals/bb897545.aspx.
16 For more information about quser, go to httpy/technet. microsoft.conven-
us/library/cc754583%28WS.10%29.aspx.

17 For more information about netusers, go to https/www.systemtools.com/cgi-
bin/download.pl?NetUsers.

18 For more information about 10ggonsessions , £0 to http/technet.microsoft.com/en-
us/sysinternals/bb896769.aspx.

19 For more information about netstat, go to http:/technet. microsoft.com/en-
us/library/cc940097.aspx.

20 For more information about NetBIOS names, go to httpy/msdn.microsoft.conven-
us/library/ms817948.aspx.

2L For more information about nbtstat, go to http:/technet. microsoft.com/en-
us/library/cc940106.aspx.

22 For more information about ARP, go to http/technet.microsoft.conven-
us/library/bb490864.aspx.

23 For more information about the arp command, go to

http//www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en-
us/arp.anspx?mir=true.

24 For more information about t1ist . exe, g0 to
http//www.nmicrosoft.cony¥downloads/en/details.aspx? familyid=C055060B-9553-4593-

B937-C84881BCA6AS &displaylang=en.
2 For more information about task1ist, go to http:/technet.microsoft.conven-
us/library/bb491010.aspx.
26 For more information about PRCView, go to http:/www.teamcti.conm/pview/preview. htm,
21 For more information about hand1e. exe, g0 to

http//www.microsoft.com/technet/sysinternals/Processes And Threads/Handle.mspx.

28 An exanple of malware that implements this technique is the Vanquish Rootkit, a DLL-
jection-based rootkit that hides files, folders, and registry entries and logs passwords. For
more information about Vanquish Rootkit, go to
https://www.rootkit.convvault/xshadow/ReadMe. txt.

22 For more information about 1istd11s. exe, g0 to http:/technet.microsoft.com/en-
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us/sysinternals/bb896656.aspx.

30 For more information about Procinterrogate, go to
http://sourceforge. net/project/shownotes.php?release id=122552&group id=15870.

31 For more information about PRCView, go to http:/www.teamcti.conm/pview/preview. htm,

32 For more information about ListModules, go to httpz/ntsecurity.nw/toolbox/listmodules/.

33 For more information about DLLExportViewer, go to
http//www.nirsoft.net/utils/dll export viewer.html.

34 For more information about Microsoft Windows services, go to
http://msdn.microsoft.com/en-us/library/ms685141.aspx.

35 1n 2006, a printer driver distributed by Hewlett Packard was found to be infected with the
Funlove virus. Another piece of malicious code emerged in August 2007 named
Trojan.Peacomm C mnfects a Windows device driver named “kbdclass.sys™ to force the
systemto load the virus each time the system is rebooted. Unfortunately, this Trojan also
employs rootkit techniques to hide its presence on the infected system, becoming invisible to
the operating system In such cases, memory forensics can be employed to extract more
mnformation about the malicious code. For more information, go to
http//www.symantec.com/enterprise/security_response/weblog/2007/08/the new_peacomm

36 For more information about List Loaded Drivers, go to
https/support.microsoft.convkb/927229 (available from the Windows 2000 Resource Kit
Tools) and http-//download.microsoft.comy/download/win2000platfornvdrivers/1.0/NTS/EN-
US/drivers.exe.

37 For more information about DriverView, go to https//www.nirsoft.net/utils/driverview. htr,
38 For more information about OpenFilesView, go to
http//www.nirsoft.net/utils/opened files view.html.

39 For more information about psfi1e, go to http:/technet. microsoft.com/en-

us/sysinternals/bb897552.aspx.

40 For more information about doskey, go to http:/technet. microsoft.com/en-
us/library/bb490894.aspx?wt.slv=3D=,

4l For example, the polymorphic file infector named W32/Bacalid,
https/vil.nai.com/vil/Content/v_140566.htm

42 For exanmple, in early 2008, a system administrator was sentenced to 30 months in prison for
embedding malicious code designed to wipe out critical data stored on more than 70 servers

(https/mewark. fbi.gov/dojpressrel/2007/nk091907.htm).
4 An exanple of such a specimen is WORM_SOHANAD.FM, which once downloaded by an
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unsuspecting user from a malicious Web site, installs three additional malicious code files, and
uses the Windows Task Scheduler to create a scheduled task to execute the files at a later
time. For more information about WORM_SOHANAD.FM, go to
http//www.trendmicro.comyvinfo/virusencyclo/default5 .asp?
VName=WORM%SFSOHANADY2EFM&VSect=P.

# For more information about the at command, go to httpy/support.microsoft.com/kb/313565.

4 For more information about schtasks . exe, g0 o
http//technet2 . microsoft.comywindowsserver/en/library/1d284efa-9d11-46¢2-a8ef-
87b297¢68d171033.mspx?mfr=true.

46 For more information about pclip. exe, £0 to http/unxutils.sourceforge.net.

41 For information about WinUpdatesList, go to httpz/www.nirsoft.net/utils/wul. htm.

48 For more information about auditpol, go to https/technet. microsoft.conven-
us/library/cc731451%28WS.10%29.aspx.

4 For more information about dumpsec, go to
http//www.systemtools.convdownload/dumpacl. zip.

30 For more information about AutoRurs, g0 to, http//technet.microsoft.com/en-
us/sysinternals/bb963902.aspx.

3L For more information about e1dump, go to www.ibt.ku.dk/jesper/EL Dunp/default. htm.

32 For more information about NTlast, go to
http//www.toundstone.comvus/resources/proddesc/ntlast.htm

33 For more information about SFind, go to
http//www.foundstone.comvus/resources/proddesc/forensictoolkit. htm.

34 For more information about rifiuti, go to
http//www.toundstone.comyus/resources/proddesc/rifiuti. htm.

23 For more information about macmatch. exe, 20 tO
http//www.ntsecurity. nw'toolbox/macmatcly.

26 For more information about regdump, g0 to http/social. msdn.microsoft.comy/Forums/en-
US/windowscompatibility/thread/c14b5017-40ec-4978-a82¢-b375810808c1/.

27 For more information about dumpreg, go to
http//www.systemtools.convdownload/dunpreg.zip.

38 For more information about USBView, go to
http//www.nirsoft.net/utils/usb_devices view.html.

2 For instance, in 2008, some USB digital picture frames were infected with various pieces of
malware, and a number of Maxtor Basics Personal Storage 3200 hard drives produced by
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Seagate m late 2007 contained the Win32. AutoRun.ah virus. A Windows system that was
configured to launch executables referenced in the “autorun.ini”” configuration file stored on
the digital picture frame would have installed the virus that stole passwords and sent themto a
server on the Internet.

% For more information about RegRipper, go to httpy/regripper.wordpress.cony.

81 For more information about RegRipper, go to httpy/regripper.wordpress.cony.

% For more information about Galleta, go to
http//www.foundstone.comvus/resources/proddesc/galleta.htm.

8 For more information about MozillaCookies View, go to
http/www.nirsoft. net/utils/mzcv. html.

% For more information about Protected Storage PassView, go to

http//www.nirsoft. net/utils/pspv.html.
8 For more information about DumpAutoConplete, go to
http-//www. foundstone.convus/resources/proddesc AutoConplete.htm

6 For more information about FGET, go to https/www.hbgary.conyfree-tools.
81 For more information about Nigjlant32, go to

https//www.agileriskmanagement.conypublications 4.html.
%8 For more information about the code from the Sleuth Kit, go to

http//www.sleuthkit. org/sleuthkit/docs/api-docs/index. html.
% For more information about the Sleuth Kit, go to http:/www.sleuthkit.org/index. php.
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Chapter 2
Memory Forensics

Analyzing Physical and Process Memory Dumps for Malware Artifacts
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Solutions in this chapter:

* Memory Forensics Overview

* Old School Memory Analysis

» How Windows Memory Forensic Tools Work
* Windows Memory Forensic Tools

* Dumping Windows Process Memory

* Dissecting Windows Process Memory

Introduction

The mportance of memory forensics in malware mvestigations cannot be overstated. A complete
capture of memory on a compromised computer generally bypasses the methods that malware uses to
trick operating systems, providing digital mvestigators with a more comprehensive view of the
malware. In some cases, malware leaves little trace elsewhere on the compromised system and the
only clear indications of compromise are in memory. In short, memory forensics can be used to
recover information about malware that was not otherwise obtainable.

Digital nvestigators often find useful information in memory dumps simply by reviewing readable
text and performing keyword searches. However, as the size of physical memory m modern
computers continues to increase, it is ineflicient and neffective to review an entire memory dump
manually. In addition, much more contextual mformation can be obtained using specialized knowledge
of data structures in memory and associated tools. Specialized forensic tools are evolving to extract
and interpret a growing amount of structured data in memory dumps, enabling digital investigators to
recover substantial evidence pertaining to malware incidents. Such digital evidence includes recovery
of deleted or hidden processes, including the executables and associated data in memory and the
pagefile. More sophisticated analysis techniques are being codified in memory forensic tools to help
digital nvestigators find malicious code in an automated manner.

Investigative Considerations

* There is still mformation available dLuin%stgle live response that cannot be extracted from



memory dumps, for instance, network configuration and enabled protocols, ARP cache, and
NetBIOS sessions. Therefore, it is important to implement the process described in Chapter 1
and not just acquire a physical memory dump.

With the increasing power and automation of memory forensic tools, it is becoming more
important for digital investigators to understand how the tools work in order to validate the results.
Without this knowledge, digital investigators will find thenselves reaching incorrect conclusions based
on faulty tool output or missing important information entirely. In addition, digital investigators need to
know the strengths and weaknesses of various memory forensic tools in order to know when to use
them and when their results may not be entirely reliable.

Ultimately, digital nvestigators must have some knowledge of how malware can manipulate
memory and need to be familiar with a variety of memory forensic tools and how they interpret
underlying data structures. This chapter provides a comprehensive approach for analyzng malicious
code in memory dumps from a Windows system and covers associated techniques and tools. Details
about the underlying data structures are beyond the scope of this field guide and are discussed in the
text Malware Forensics: Investigating and Analyzing Malicious Code (heremafter Malware

Forensics)

Memory Forensics Overview

EAﬁ‘er memory is preserved in a forensically sound manner, employ a strategy and
associated methods to extract the maximum amount of information relating to the malware
incident.

P A memory dump can contain a wide variety of data, including malicious executables,
associated systemrrelated data structures, and remmnants of related user activities and malicious events.
Some of this mformation has associated date-time stamps. The purpose of memory forensics in
malware incidents is to find and extract data directly relating to malware and associated information
that can provide context, such as when certain events occurred and how malware came to be installed
on the system. Specifically, in the context of analyzing malicious code, the mamn aspects of memory
forensics include:

» Harvest available metadata including process details, network connections, and other
mnformation associated with potential malware for analysis and comparison with volatile data

preserved from the live system
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* Perform keyword searches for any specific known details relating to a malware incident, and
look through strings for any suspicious items.

* Look for common indicators of malicious code including memory injection and hooking,

» For each process of nterest, if feasible, recover the executable code from memory for further
analysis.

» For each process of iterest, extract associated data from memory, including related
encryption keys and captured data such as usernames and passwords.

* Extract contextual details such as Event Logs, URLs, MFT entries, and Registry values
pertaining to the installation and activities associated with malicious code.

* Perform temporal and relational analysis of nformation extracted from memory, including a
time line of events and a process tree diagram.

P These processes are provided as a guideline and not as a checklist for performng memory
forensics. No single approach can address all situations, and some of these goals may not apply in
certain cases. In addition, the specific implementation will depend on the tools that are used and the
type of malware involved. Ultimately, the success of the investigation depends on the abilities of the
digital nvestigator to apply digital forensic techniques and adapt them to new challenges.

Investigative Considerations

* The completeness and accuracy of the above steps depend heavily on the tools used and your
familiarity with the data structures in memory. Some tools will only provide limited information
or may not work on memory acquired from certain versions of Windows.

* In one case, digital nvestigators ran a tool on a memory dump and extracted a limited list of TP
addresses that had comnunicated with the compromised system. Another digital investigator
looked at the same memory dump and used his knowledge of memory structures to recover
hundreds of additional connections that were relevant to the investigation.

* To avoid mistakes and missed opportunities, it is necessary to compare the results of multiple
tools and to verify important findings manually.

% Analysis Tip

Field Interviews

Most incidents have a defining moment when malicious activity was recognized. The more information
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that digttal nvestigators have about that moment, the more they can focus their forensic analysis and
increase the chances of solving the case. Simply knowing the rough time period of the incident and
knowing what evidence of malware was observed can help digital mvestigators develop a strategy for
scouring memory dumps for relevant digital evidence. Without any such background mformation,
forensic analysis can be like trying to find a needle in the haystack, which can result in wasted time and
lost opportunities (e.g., relevant network logs being overwritten). Therefore, prior to performing
forensic analysis of a memory dunp, it is advisable to gather as much nformation as possible about
the malicious code incident and subject system from relevant witnesses. The Field Interview
Questions n Chapter 1 provide a solid foundation of context to support a strong forensic analysis of
malware in memory.

Old School Memory Analysis

Eln addition to using specialized memory forensic tools to interpret specific data
structures, look through the data in raw, uninterpreted form for information that is not
extracted automatically.

P Although the memory forensic tools covered in this chapter have advanced considerably over
the past few years, there is still a substantial amount of useful mformation in memory dumps that many
specialized tools do not extract automatically. Therefore, it is generally still productive to employ “old
school” memory analysis, which was essentially limited to a manual review of the memory dump,
keyword searching, file carving, and use of text extraction utilities such as the strings command (with
Unicode support). These old school techniques can uncover remnants of activities or data that may be
related to malicious code, including but not limited to the following:

* File fragments such as Web pages and Word documents no longer present on disk
» Commands run at the Windows command line

* Prefetch file names

* E-mail addresses and message contents

* URLs, including search engine queries

* Filenames and even full MFT entries of deleted files

* [P packets, ncluding payload

Unexpected information can be found in memory dumps such as mtruder’s commands and
communications that are not saved elsewhere on the computer, making a manual review necessary in
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every case.
P For instance, in a case involving the ZeuS Trojan program, entire HTTP GETs and POSTs
are visible along with the entire encrypted data sections of the commumications as shown in Figure 2.1,

a benefit particularly when network traffic was not previously captured.2
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Encrypted packet contents associated with the ZeuS Trojan communications captured in
memory dump

P Memory dumps can also capture command and control activities such as instructions
executed by the attacker and portions of network communications associated with an attack.
Figure 2.2 shows an example of an IP packet and payload captured in a target memory

dump.

D263AFFO 00 00 00 OO0 OO OD OO OO OO0 DO OO OD OO DO OO DO

0263B000 |00 SO 56 CO 00 08 00 OC 29 01 CE 9D 08 00 45 00| PBVA »In E
0263B010 |05 DC SF AD 40 00 80 06 02 D1 AC 10 9D 88 AC 10| U_@c¢ H- n-

0263B020 (%D 01 06 BO 1A OB 9C 72 G7 9D A9 31 B% 94 S50 10 1 * xWi2lpP
02638030 FF FF A8 51 00 00 72 65 64 20 73 75 6C 70 68 75| ¥% 'Q red sulphu
D263BO40 |72 0D 20 20 20 20 &E 69 ©6E &5 20 77 68 6F 6C 65 | r nine vhole
D263B05S0 | 20 62 6C 61 63 6B 20 70 &5 70 70 65 72 63 6F 72| black pepparcor
0263B0GD | BE 73 0D 20 20 20 31 30 20 70 &5 72 20 &3 &5 6E | n= 10 pexr cen
0263B070 | 74 20 AF 69 6C 20 6F 66 20 4C 65 6D &F 6E 20 47 | t Qil of Lemon G

IP packet in memory with source IP address 172.16.157.136 (ac 10 9d 88), destination
IP 172.16.157.1 (“AC 10 9D 01”) starting at offset 0x0263B01A and payload visible in ASCII

P It is often desirable to extract certain files from a memory dump for further analysis.
158



* One approach to extracting executables and other types of files for further analysis is to employ
file carving tools such as Foremost and Scalpel to run on the full memory dump or on
extracted memory regions relating to a specific process (Figure 2.3).

5 foremost -1 <memory dump> -0 memory-carve -t all

Figure 2.3 Carving IIBIII)I'yWith-For‘emost
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10Z4 417 2007-09-09 18113106 xGFcIidal OndFbaI000 rundllll.exs
1236 412 Z00T-59-09 18:13:0% Gxireesdel 0x00Eadd0d QEtray.axa
1180 &1 J007-29-09 18311109 GxGFeddail Oxfebddl TPHEMGE ., oxe
T 1254 Z00T=09=08 183113156 GuOFIGS0IT OuDRT 74000 cmd.oxs
1284 A1Z Z0GT-59-08 1d8:13:0% DxFLEbGal OxdadRlo0d dicxh.axe
o 412 I007-09-09 18113110 PxCalBfbel OxQaRlF000 akl.oxe
aTe 413 Z200T-09=09 183113:16 Oxlbe3Sa%E DndeoIB00) maARAgE . 8XE

Volatility psscan option carving EPROCESS structures out of a memory dunp

* The results of file carving can be more comprehensive than the more surgical file extraction
methods used by specialized memory forensic tools.

» However, current file carving tools only salvage contiguous data, whereas the contents of
physical memory may be fragmented. Therefore, the executables that are salvaged using this
method may be incomplete.

P Even when sophisticated memory forensic tools are available, digital mvestigators benefit from
spending somme time looking through readable text in a memory dump or process memory dump.

159



* When clues such as IP addresses are available from other aspects of a digital nvestigation,
keyword searching is another efficient approach to locating specific information of interest.

* Given the widespread use of Unicode by the Windows operating system, it is critical to use a
tool that can extract Unicode strings, such as the strings utility available from Microsoft.

Investigative Considerations

* These old school approaches to extracting information from memory dumps do not provide
surrounding context. For mstance, the time associated with a URL or IP packet will not be
displayed automatically, and may not be available at all. For this reason, it is important to
combine the results of old school analysis with those of specialized memory forensic tools to
obtain a more complete understanding of activities pertaining to a malware incident.

* Although memory forensic tools provide a mechanism to perform precise extraction of
executables by reconstructing memory structures, there can be a benefit to using file carving
tools such as Foremost and Scalpel. File carving generally extracts a variety of file fragments
that might include graphics files, reviewed document fragments showing an mtruder’s
collection interest, and data that may have been stolen.

How Windows Memory Forensic Tools Work

P Understanding the underlying operations that memory forensic tools perform can help you select the
right tool for a specific task and assess the accuracy and completeness of results.

* Some tools will only list active processes, whereas others will scan for all executive process
(EPROCESS) structures.

* Some tools only extract certain areas of process memory, whereas others can extract related
mnformation from the pagefile as well as the executable associated with a process.

* Some tools will detect memory injection and hooking correctly, whereas others will identify
such features incorrectly (false positive) or not at all (false negative).

* Additional details about how memory forensic tools work are provided n the Malware
Forensics text.
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Investigative Considerations

+ Although many memory forensic tools can be used without understanding the operations that
the tool uses to interpret data structures m memory, a lack of understanding will limit your
ability to analyze relevant nformation and will make it more difficult to assess the
conpleteness and accuracy of the nformation. Therefore, it is important for digital
mvestigators to become familiar with data structures in memory.

Windows Memory Forensic Tools

mChoose the tool(s) that are most suitable for the type of memory analysis you are going to
perform. Whenever feasible, use multiple tools and compare their results for completeness
and accuracy.

P Different memory forensic tools have different features and may only support specific versions
of Windows. Therefore, it is necessary to be familiar with the strengths and weaknesses of multiple
memory forensic tools. The types of mformation that most memory forensic tools provide are
summarized in the following list.

* Processes and threads
* Modules and libraries

* Open files and sockets
* Various data structures

P Some tools provide additional functionality such as extracting executables and process
menory, detecting memory mjection and hooking, recovering Registry values and MFT entries, and
extracting URLs and e-mail addresses. Commercial forensic tools such as FTK and EnCase have
adapted to include memory analysis capabilities. These and other malware forensic tools are
discussed further in the Tool Box section at the end of this chapter.

Investigative Considerations
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* Memory forensic tools are in the early stages of development and may contain bugs and other
limitations that can result in missed information. To increase the chance that you will notice any
errors introduced by an analysis tool, whenever feasible, compare the output of a memory
forensic tool with that of another tool as well as volatile data collected from the live system.

Processes and Threads

m0btain as much information as possible relating to processes and associated threads,
including hidden and terminated processes, and analyze the details to determine which
processes relate to malware.

P When a system is running malware, nformation (what, where, when, how) about the
processes and threads is generally going to be significant in several ways.

» What processes are hidden or mjected in memory may be of interest, and where they are
located in memory or on disk may be noteworthy.

» When they were executed can provide useful clues, and how they are being executed may be
relevant.

* Deleted processes may also be important in an investigation. To begin with, a comparison of
processes visible through the operating system with all EPROCESS structures that exist n
memory can reveal deleted and hidden processes.

Command-line Memory Analysis Utilities

* The Volatility psscan plug-in scans a memory dump for the signature of an EPROCESS data
structure to provide a list of active, exited, and hidden processes. The following output shows
the psscan option being used to carve EPROCESS structures out of a memory dump from

the FUTo rootkit scenario in Malware Forensics (Figure 2.4);&

» Comparing the output of the psscan output with a list of running processes (e.g., using Volatility
pslist option) can reveal discrepancies caused by malware, or may reveal anomalies that
relate to the behavior of malware.

* The psdiff Volatility plug-in automatically perforns this comparison. In this example, two
processes, “skls.exe” and “skl.exe,” that \1V6e£e not displayed in the ps1ist output are visible in



the psscan output (shown in bold in Figure 2.4) with a process ID of zero that is generally
reserved for the Windows system Idle process.

* The setting of the process identifier (PID) to zero is an artifact of the FUTo rootkit, making it
difficult for digital forensic tools to reference the hidden processes by PID. To address this
challenge, tools such as Volatility have added the ability to run analysis on a process by the
location (offset) of the EPROCESS structure in the memory dump as shown here for the
hidden “skls.exe” process to list loaded DLLs associated with this hidden process (Figure
2.5).

volatility dllliat -o 0x07e26b50 -f FUTo-memory-20070%09.dd

Using the Volatility d111ist option

* Another approach to finding hidden processes is to extract process details from the Windows
“csrss” process as demonstrated by the csrps1ist Volatility plug-in (Figure 2.6)4

E:x'\Wolatility=E:\Python25\python volatility csrpslist =f FUTo-mesory=20070909.dd

Hame Pid Pslist Hndls RootList
skl.exe Q a 1 1}
rundlli2.exe 1024 1 1 Q
dirx9.exe 1284 1 T 0
savedump. exe T48 1 0 [
dd.exe 1808 0 1 i}
CECES.OXG 664 1 0 a
wuauclt . exe 404 1 1 Q
hkemd. exe 280 1 I 0
System 4 1 1} 1}
explorer.exe 412 1 1 [
ilbmpmave . exe az8 1 1 [
spoolsv.exa 1452 1 1 i}
winlogon.exe [1:1:] 1 1 a
helix.exe 1204 1 1 1]
avchost . exea 1080 1 1 1}
lzass.axe 756 1 1 a
tpd4serv.axe B2E 1 1 Q
QCONSVC . EXE 1604 1 1 1]
TPHEMGR.exa 1100 1 1 1}
svchost.exe 1228 1 1 a
MEMEGS . BXE 9786 1 1 0
Qetray.axe 1236 1 1 0
BMEE . AXE 592 1 0 a
BECVices.exe 736 1 1 i}
LTSHMMSG. exe G656 1 1 Q
avchast . axe 956 1 1 ]
svchost.exe 1260 1 1 1}
cmd . exe arz 1} 1 a
igfxtray.exe 632 1 1 0

Results of parsing a memory dump with the csrpslist plug-in
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* The output of this plug-in is provided below for the FUTo rootkit example, with a zero in the
second column when a process was not present n the pslist output (e.g, sklexe).
Unfortunately, this list does not show the ““skls.exe” process found using psscan.

* Another free command-line tool is Memoryze from Mandiant. The command-line options for
this tool are summarized in the Tool Box section at the end of this chapter. A sanple
command line is provided here that extracts processes and associated ports from a memory

dump (Figure 2.7). ‘5(

D:\Memoryrerprocess.bat —input <memory dump> -ports true -output E:\tools

Processing a memory dump file with Memoryze

* The output from Memoryze is in XML format and can be viewed n raw form or using any
XML viewer or using the AuditViewer program described next.é‘x

P The threads associated with a given process identified can also be exammned to provide
additional information about a malware incident.

* The thrdscan and thrdscan2 plug-ins in Volatility will carve and display all of the ETHREAD
structures it can find in a memory dump.

* Looking for threads that have a PID that was not displayed i the process list may uncover
hidden processes. The orphanthreads Volatility plug-m attempts to find such hidden
processes in memory dumps.

‘5( Additional command-line utilities such as PTFinder to extract process and thread details
from physical memory dumps are discussed in the Tool Box section at the end of this chapter.

GUI-based Memory Analysis Tools

» A number of tools have been developed to facilitate forensic analysis of Windows memory.
These tools can be particularly useful for detecting artifacts of malware in memory such as
memory injection. Although Memoryze is a command-line utility, it can be configured and run,
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and its output can be viewed using a GUI program named AuditViewer. Figure 2.8 shows

one of the configuration screens in AuditViewer used to configure Memoryze. ﬂ

» Figure 2.9 shows processes and associated details viewed using AuditViewer, focusing on the
“skl.exe” process mentioned previously that was hidden using the FUTo rootkit.

 Tabs within AuditViewer provide easy access to the nformation that Memoryze extracts
associated with each process and driver including files, Registry keys, and open ports.

* In addition, certain features in a memory dump that commonly relate to malware such as
memory injection will be highlighted in red in the Memoryze results as detailed n the
Dissecting Windows Process Memory section toward the end of this chapter.

Do you want to enumeration information for all processes, or a spedfic process?
* All Processes SpenﬁrPEDF
™ Specify Process Name

Enwsmerate for each process:

W Al Open Handies
¥ Memory Sections (aka DLL Listing)

¥ Open Ports in Memory

[ Strings in memory

[ Import Address Table for all losded modules within a processes’ address space
[ Export Address Table for all loaded modules within a processes’ address space
¥ Detect Injected DlLs

T 173

AuditViewer configuration options screenshot
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» Another GUI tool for examining memory is HBGary Responder, & as shown in Figure 2.10,
which lists processes and associated details.
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HBGary Responder used to list processes and associated metadata

» This tool provides various details relating to processes and drivers, and can be used to perform
keyword searches within a memory dump.

* For an additional cost, advanced features are available as add-ons to this tool, such as
mntegrated debugging/disassembly and automated detection of features commonly found in
malware (called Digital DNA or DDNA)Z

» This tool can also be used to associate ports with a particular process as shown in Figure 2.11
with the same “skl.exe” processes selected, revealing that it has port 1900 open.
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19741 (PA ] HBGary used to list ports associated with a particular process

Relational Reconstruction
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P When examining processes in Windows memory, it can also be fruitful to perform a relational
reconstruction, depicting the parent and child relationships between processes as shown in the
following section.

» For instance, malware will sometimes exploit a system vulnerability and cause a system process
to launch a command shell.

« The Metasploit penetration testing framework® has an option to launch a remote command
shell after exploiting vulnerability in the Windows Local Security Authority Subsystem Service
(LSASS).

* Figure 2.12 shows how this looks in memory using the Hacker Defender scenario from the
Malware Forensics text2 with the “Isass.exe” process launching Metasploit, which in turn
launched the program “UMGR32.exe” that turns out to be Back Orifice.
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12TV (AP Graphical depiction of relationship between processes in the Hacker Defender rootkit
scenario

P Another anomaly to look for in this type of relational reconstruction is a user process that is
the parent of what resembles a system process.

* Because malware attenmpts to blend in with the legitimate processes on a system, digital
mnvestigators might see the “cmd.exe” process spawning a process named ‘Isass.exe” to
resemble the legitimate Windows LSASS process.

* Conversely, suspicious activities can be found by looking for system processes spawning an
unknown process or executable that is usually only started by a user.

* For instance, the ZeuS Trojan program is commonly injected into the “svchost.exe” process

and, therefore, any remotely executed commands appear to be spawned by the “svchost.exe™

pI'OCCSS.m

Investigative Considerations

* Some legitimate processes such as AntiVirus and other security tools can have characteristics
that are commonly associated with malware. Therefore, it is advisable to determmne which
processes are authorized to run on the subject system. However, intruders may assign their
malware the same name as these legitimate processes to misdirect digital nvestigators.
Therefore, do not dismiss seemingly legitimate processes simply because they have a familiar
name. Take the time to examine the details of a seemingly legitimate process before excluding
it from further analysis.

% Analysis Tip

Temporal and Relational Analysis

Analysis techniques from other forensic disciplines can be applied to malware forensics to provide
nsights nto evidence and associated actions. In memory analysis the most common form of temporal
analysis is a time line and the most common form of relational analysis is a process tree diagram. A
time line and process tree diagram should be created m all cases to determine whether any processes
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were started substantially later than standard system processes, or whether there are unusual
relationships between processes as previously discussed. The full path of an executable and any files
that a process has open may also provide clues that lead to malware. Digital investigators should look
for other creative ways to analyze date-time stamps and relationships found m memory not just for
processes but for all data structures.

Modules and Libraries

mExtract details associated with modules (aka drivers) and libraries in memory, and
analyze them to determine which relate to malware.

P Malware may create drivers or load libraries to perform core functions such as concealment
and keylogging. Therefore, n addition to processes and threads, it is important to examine drivers and
libraries that are loaded on a Windows system.

Memory Analysis Utilities

* The Volatility modules and modscan2 plug-ins provide a list of modules running on a system,
and the driverscan plug-in searches memory for specific driver objects.

* For exanple, Figure 2.13 shows a list of loaded modules extracted from memory using the
Volatility modules option, with the module named “‘msdirectx.sys” associated with the FUTo
rootkit highlighted in bold.
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Erh»volatility modules =f FUTo=memory=20070909.dd

<gut for bravity>

WEPRANC I \WINDOWS\system32\windZk.sys 0x00REE00D00 O0xlbB000 wind2k.sys

VFPAC: \WINDOWS\eyatem32\watchdog.eys Ox00f{0baad0d Ox004000 watchdog.sya
‘\SystemRoot\Systemi2drivers\dxg.sys 0x00bE£a0000 Ox011000 dxg.sys
‘SystemRoot\Systemi2hdrivershdxgthk.sys 0x00£5c4eddd 02001000 dxgthk.sys
‘SystemRoot\System3Ztialmdnt5.d11 0x00bf9LBO00 0x015000 ialmdntS.dll
‘\SystemBoot\System3i2hialmdevs.DLL 0x00bf5%cd000 0x017000 ialmdews.DLL
‘\SystemRoot\System32hialmdds.DLL Ox00bE£5ed000 0x04b000 ialmdds.DLL
‘\SystemRoot'\Systemi2hdrivershafd.sya 0x00£07a3000 Ox020000 afd.sys
YWEystemRoot\System3i2\DRIVERS\irda.sys O0xDDE976B000 Ox00e000 irda.sys
‘\SystemRoot\System32\DRIVERS\ndisuio.aye 0x00£0B1b0O00 0x003000 ndisuic.sys
‘\SystemRoot\System32\DRIVERS \mrxdav.ays 0x00£0570000 0x02b000 mrxdav.sys
\SystemRoot\System3dZ\Drivers\ParVdm.5Y5 0x00E5a30000 0x00Z000 ParVdm.5¥S
AWSystemRoot\System3Z\DRIVERS\srv.sys O0x00£0407000 0x051000 scv.sys
‘\SystesRoot\systemi2\drivers\sysaudioc.sys 0x00£05db000 0x00£000 sysaudio.sys
“SystemRoot\systemd2\drivers\wdmaud.sys 0x00£02c0000 0x014000 wdmaud.sys
APPAC:NIZBENEYSTENI2\msdirectx. sys 0x00efeell00 O0x010000 msdirectx.sys
‘SystemRoot\systemi2hdriversikmixer.sys 0x00efeBl000 0x027000 kmixer.sys
‘SystemRoot\SystemIZ\ATMFD.DLL Ox00bE£al000 Ox043000 ATMFD.DLL
\SystemRoot\System3d2\DRIVERS \ohcil2%4.5ys 0x00effd0000 O0x00e000 ohoill®d.sys
\SystomRoot\SystemI2\DRIVERS\1394BUS.5Y5 0x00£050b000 0x00d000 1394BUS.S5YS
‘\SystemRoot\SystemIZ\DRIVERS\nicl3%4.ays O0x00£0050000 O0x00e000 niclifd.sys
‘\SystemRoot\System3i2\DRIVERS \arpl3f4.ays 0x00eff10000 0x00e000 arplidd.sys
‘SystemRoot\System32\DRIVERS\abpZport.sys 0x00eff40000 0x00a000 shplport.sys
‘SystemRoot\Systemd2\Drivers\Fastfat.5Y5 O0x00efelf000 O0x024000 Fastfat.5YS5

A portion of Volatility output when used to list loaded modules (aka drivers)

* If there is a chance that a module is hidden or exited, the modscan2 option may be more
effective.

* Once a module of mterest is identified, the executable contents can be extracted to a file for
further analysis using the moddump Volatility plug-in11

* The d111ist option of Volatility can be used to list the dynamic link libraries (DLLs) for each
process.

* In the FUTo scenario of the Malware Forensics text, listing DLLs reveals that a component of
KeylLogger named “kls.dll” (shown mn bold m Figure 2.14) is attached to two running

processes: “explorer.exe” and “helix.exe.”2
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explorer.exe pid: 412

Ccommand line : C:\WINDOWS\Explorer.EXE

Base Size Path

0x1000000 O0xf7000 C:\WINDOWS\Explorer.EXE
0x7TE50000 O0xa®000 C:)\WINDOWS\System3i2inetdll.dll
0x77Ted0000 Oxe5000 C:\WINDOWS\systemizikerneld2.dll
=gut for brevity>

0x10000000 0x14000 C:\PROGRA-1\ThinkPad\UTILIT-1\pwrmonit.dll
0x73dd0000 OxE2000 C:\WINDOWS\SystemI2\MFC42.DLL
0xT6400000 Ox1fb0O0O0 C:\WINDOWS \System3l'msi.dll
Oxd20000 Oxe000 C:\Program Files\KeyLoggerikls.dll
0x74b30000 0xB2000 C:A\WINDOWS\Systemd2hprintui.dll
OxT73000000 0x23000 C:AWINDOWS\Systemd2\WINSPOOL.DRV
0x74ae0000 0x7000 C:\WINDOWE\Systemd2\CFGMGR3IZ.d11
0x71b20000 0x11000 C:\WINDOWS\systemd2\MFR.dll
0xT7SEAOOD0 Ox6000 C:\WINDOWS\Syatem32\drprov.dll
0x71ecl0000 0xd000 C:\WINDOWS\System3iZ\ntlanman.dll
0x75970000 Ox£1000 C:\WINDOWS\System3d2'MSGINA.d11
Ox1£7R0O000 0x31000 C:AWINDOWS\Systemd2\ODBC3Z. 411
0x763L0000 0x45000 C:\WINDOWS\systemi2h\comdlg32.dll
0x1£850000 Ox16000 C:\WINDOWS\Systemi2\ocdbcint.dll
0x1af00D0 0x36000 C:r\WINDOWS\SystemiZhigfxpph.dll
0x1b30000 0x1d000 C:'\WINDOWS\System3i2'\hcocutils.DLL
072410000 0x19000 C:\WINDOWS\System32'\mydocs.dll
LA S R S R R R R R R R R e R R R R R R R R R R R R R R R R R R R R R R R R ]
helix.exe pid: 1204

Ccommand line : Di\helix.exe

Base Size Path

0x400000 0x294000 D:\helix.exe

QxTTESODOD Oxaf000 C:\WINDOWS\Systemd2intdll.dll
0x7Teda0000 Oxe5000 C:\WINDOWS\systemiiikernel32.dll
0xT6R40000 O0x2c000 C:\WINDOWS\System32\WINMM.dll
0xT7d40000 0xBd000 C:\WINDOWS\systemd2\USER3IZ.dA11
=gut for brevity>

0xT1lc80000 0x6000 C:\WINDOWS\Systemd2\NETRAP.dll

0 TSET0000 0x9000 C:\WINDOWS\System32'davclnt.dll
0x75970000 O0x£1000 C:A\WINDOWS\Systemd2 \MESGINA.d11
Ox1E£7LO00D 0x31000 C:\WINDOWS\Systemd2\ODBCIZ.d11
0x1E850000 0x16000 C:\WINDOWS\Systemd2\odbcint.dll
0x23e0000 Oxed0d C:\Program Files\KeyLoggerikls.dll

A portion of Volatility output when used to list dynamic link libraries

* The fact that KeylLogger was attached to the “helix.exe” process demonstrates the potential of
malware undermining incident response tools and the potential notification of the ntruder if the
keylog is sent that the response has occurred. A specific DLL can be extracted from a
memory dump using the d11dump Volatility plug-in.

* Memoryze has an option to list all libraries associated with each process, and provides two
batch scripts named DriverSearch.bat and DriverWalkList.bat that can be used to list drivers.

* The results of running the DriverSearch.bat on the FUTo memory dump are in Figure 2.15,
providing details for the “msdirectx.sys” module used by the FUTo rootkit.
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Mandiant’s AuditViewer used to list drivers including a rootkit module

» Similarty, HBGary Responder lists drivers and loaded libraries, enabling digital investigators to
drill down into a specific object to obtain more details as shown in Figure 2.16.
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HBGary Responder used to list drivers and libraries

* Note that the example n Figure 2.16 does not have the DDNA feature enabled and does not

show the automated severity checks for each object in memory.
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Investigative Considerations:

* In some cases, it is necessary to understand the function of a certain library to determine
whether it is normal or not. For example, knowing that “wsock32” provides network
connectivity (e.g., wsock32) functions should raise a red flag when it is being called by a
program that does not require network access.

Open Files and Sockets

mReview open files and sockets in an effort to find items associated with malware such as
configuration logs, keystroke logs, and network connections.

P The files and sockets that are being accessed by each process can provide insight into their
operation on an infected system. A Trojan horse program or rootkit may have its configuration file
open, a keylogger may have a log file to store captured keystrokes, and a piece of malware designed
to search a disk for Personally Identifiable Information (PII) or Protected Health Information (PHI)
may have various files open that contain social security numbers, credit card numbers, and other
sensitive data.

Memory Analysis Utilities

* The files option in Volatility can be used to show the files that are being accessed by each
process. In Figure 2.17, the files that a particular process has open are listed and include files
with sensitive data that are relevant to the investigation (shown in bold).
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E:\}uointility files =p 536 =f DFRWEZ010=Rodeoi\k=remembar=system=memory.img
zcut for brevity>

File ‘\Documents and Settings\kremember\My Documentshlab data_ secret

File ‘\Documents and Settings\krememberiMy
Documents\Lab data secret'animal feed additives.pdf

File

AWINDOWS \WinSxSh\xB6 Microsoft.VCHO.CRT 1fcBbib%alelBeldb B.0.50727.762 x-
ww_6b12E700

File

AWINDOWSA\WinSxE\xB6_Microsoft.VWCBD.CRT 1fcBbib%alelBeldb B.0.50727.762 x-
ww_Gbl2ET00

File
\WINDOWS\WinSx5\xB6_Microsoft.VwCBO.CRT lfcBblb%aleliedb 8.0.50727.762_ x-
ww_Gb128700

File

\WINDOWSWWinSxShx86_ Microsoft.vCBO.CRT 1fcBbib%alelBeldb B.0.50727.762 x-
ww_Gb12ET00

File ‘Documents and Settings\kremember‘\Application Data‘\Adcbe\Acrobath9.0
File ‘Program Filea‘\hdobe\Reader 9.0\Rescurce\CMap

File ‘Program Files‘\Adobe\Reader 59.0\Resource\Font

File ‘\Program Files‘\Adobe\Reader 9.0‘Resource\CMap

File ‘\Documgnts and Settings\kremember’\My
Documentsi\Lab_data_secret)\animal growth enhancers.pdf

e e

Parsing a target memory dump with the Volatility files option

P In many cases it is desirable to associate processes running on a compromised system with
activities observed on the network.

* The most common approach to making this association is to determine which port(s) each
process is using and look for those ports in the associated network activities.

* Information about open ports and the associated process can be extracted from a memory
dump using the Volatility commands seen in Figure 2.18.

E:\Volatility>E: \Python25\python volatility sockets =f <memory dump>
E:'\Wolatility>E: \Python25python volatility sockscan -f <memory dusp>

Volatility commands to open ports and associated processes

* The sockets output lists active open ports whereas the sockscan output lists all recoverable
port nformation, including for those that have been closed.

» If there are any network connections in memory that were associated with a particular port of
nterest, these can be extracted using the connections and connscan2 Volatility plug-ins.

* For mstance, connections associated with the ZeuS Trojan activities were recovered from a
memory dump as shown in Figure 2.19, even after the network connections were closed and
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did not appear i the active connections.

E:\>volatility connscan? =f zees-memocry.mem

Local Address Remote Address Pid
192.168,.40.11:1058 192.168.40.30:80 868
192.16E.40.11:11051 192.168.40.30:80 BAE

Usingthe connscan2 plug—in

P Memoryze can also be used to list open files with the handles option, as shown in Figure 2.20.

E:\Memoryzerprocess.bat =input memory-file.mem =handles true -cutput
E:i‘tools

Parsing a target memory dump for open files with Memoryze

* The resulting list of open files can be viewed using AuditViewer as shown in Figure 2.21 with
open files lists on the right.

" Audkt Viewsr - FAWindows Memory Forensics\Memonyze\Audit\ROZILLALZ01 10116163311
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IDT41(pMA] Open files associated with ZeuS malware extracted using Memoryze viewed with
AuditViewer

» This exanmple shows the main ZeuS Trojan executable file “sdra64.exe” withn the
winlogon.exe process, along with associated configuration files (user.ds and local.ds) and a
reference to “AVIRA,” which is common for this malware.

Various Data Structures

mlnteipret data structures in memory that have a known format such as Event logs,
Registry entries, MFT entries, command history, and other details that can provide
additional context relating to the installation and activities associated with malicious code.

P Malware can create impressions and leave trace evidence on computers, as described in
Chapter 6, which provide digital mvestigators with important clues for reconstructing associated
malicious activities.

» Such impressions and trace evidence created on a computer system by malicious code may be
found in memory even after the artifacts are concealed on or removed from the computer.

* For mstance, an Event log entry, file name, or Registry entry relating to malware may remam in
memory along with associated metadata after the actual file is deleted or when it is hidden
from the operating system

* Memory forensic tools are being developed to interpret an increasing number of such data
structures.

P Any data structure that exists on a computer system may be found in memory.
For instance, file system information is generally cached in memory, potentially providing digital
mvestigators with clues relating to malware and associated activities.

Event Logs

P It may be possible to recover Windows Event Log records in a target memory dump that shows

activities relating to malware, even after they have been deleted from the log file.
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* Rather than mterpreting this type of data structure manually, it is generally desirable to use an
automated approach to locate and interpret all such entries in a memory dump. File carving
techniques can be used for this purpose Murphey. R. (2007). Autormated Windows event log
forensics n DFRWS2007 proceedings (Available online at
www.dfiws.org/2007/proceedings/p92-murphey.pdf).

Master File Table

P Figure 2.22 illustrates an MFT entry in a target memory dump that shows all metadata associated
with a file that relates to an mnvestigation into potentially unauthorized access to and theft of sensitive
data.

QO2493F0 00 00 00 00 00 00 OO0 00 GO0 0D 00 OO OO OO0 00 00
O0249400 | 46 49 4C 45 30 00 03 00 &4 54 48 04 90 00 00 00 FILED dTH

00249410 | OF OO 02 00 32 00 01 00 EO 01 00 OO OO 04 00 0O g &
00249420 (00 00 OO0 0D OO OO 00 0D Q5 00 09 00 7% 3C 0O 0O ¥
Q0249430 | 0F 00 00 00 00 00 20 00 X0 00 00 00 &0 OO0 00 0O

Oo249440 |00 00 0 00 00 00 20 00 48 00 00 00 218 00 00 00 H

00249450 | F: 95 EE 2B CO 32 CB 01 BA €3 7B 65 €9 32 CB 01 | sikeAIE tX{eBIE
B0249460 |BA C3 78 65 C9 32 CB 01 BA €3 7B 65 C9 32 CB 01 | *E{eE2E *I{eEZE
00249470 | 20 00 GO0 0D 00 OO0 00 00 Q0 00 00 Q0 00 00 Q0 00

QDZ49480 |00 Q0 0O 0D A0 0L Q0 DO Q0 00 00 0O 00 00 DQOQ 1

Q0249490 |00 00 00 00 00 00 Q0 0O X0 00 00 00 VB 00 DO OO 0 =

Q0249440 |02 Q0 00 00 00 00 03 00 SA 00 00 00 18 00 01 00 Z

00249480 |OC 36 00 0O 00 0D 01 00 F2 95 BE JBCO 32 CBO1| ¢ apehiE | EEPIEITEOEEAE
00245400 |BA C3 7B 65 CF 32 CB 01 BA €3 78 85 €9 32 CB 01| *R{ef2E *R{ef2E | e camaamo
Q043400 | BA C3 7B 65 CF 32 CB 01 00 DO 00 00 00 00 00 00 | *A{eEZE 5645

QDZ4T4ED | 0O Q0 G0 00 00 Q0 G0 00 X0 OO0 00 00 QD OO 00 00
Q02494F0 | OC O A4C 00 41 00 42 00 SF 00 44 00 41 00 7E 0O LAEB_D
00249500 | 31 00 2E 00 4C 00 4E 00 4B 00 72 00 &5 00 T4 00 r
03249510 | 30 00 00 00 B0 OO 00 0O Q0 00 00 OG OO0 00 02 00
0Op249530 &3 00 OO0 00 15 00 01 00 OC 36 00 OO0 OO0 Q0 O 00| h (-
Q0249530 | FI 95 BE 2B C0 32 CB 01 BA C3 7B 65 C? 12 CB 01 | &1k+A2E *H{ekZE
Q0249540 | BA C3 7B G5 CH 32 CB 01 BA C3 7B €5 C3 12 CB 01 | tE{eE2E *K{=EIE
00249550 00 OO0 00 00 00 00 GO 00 GO0 0O 00 OO OO0 OO0 OO0 00

Q0249560 |20 00 00 00 00 00 Q0 00 13 01 &C 00 €1 00 &2 00 Lab
00249570 | SF 00 &4 OO0 &2 00 T4 00 &1 OO0 SEF 00 73 00 65 00, _data &&
00249580 (&3 00 72 00 65 00 74 00 FE OD 4C OO 4E 0D 4B 00/ & ¥ & ¢ LHE
Q049590 |80 00 00 00 45 Q0 00 00 @1 O0 00 00 90 OO0 04 00 @ H
QOZA95A0 |00 00 00 00 00 00 G0 00 Q0 00 0O 0O QO O0 00 00
Q0Z495B0 | 40 00 00 00 00 00 G0 00 @0 10 00 00 @O0 GO 00 OO0 @
00249500 |F4 02 00 00 00 00 @0 00 F4 02 00 00 ©0 OO0 0D 00 & &

1

00249500 | 21 01 B5 38 00 00 01 0D FF FF FF FF &2 79 47 1}
OnF49%EN | 0@ Om 60 00 NG O G0 00 G0 00 N0 00 an o0 0o oo

e Frivive

TR P2 MFT Entry in memory dump viewed in X-Ways 13

* The NTFS FILE Record template within X-Ways (under the View — Template Manager
menu option) can be applied to an MFT entry found in memory to interpret all of the
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attributes, including the area on disk that contains the file contents.

* Rather than mterpreting this type of data structure manually, it is generally desirable to use an
automated approach to locate and interpret all such entries in a memory dump.

An EnScript was developed to enable EnCase to extract MFT entries from memory dumps

automatically. 14

Services

P Volatility can be used to extract a list of services from memory using the svcscan plug-in, which can
be useful when malware is installed as a service. The following portion of svcscan output from the
FUTo rootkit example shows a keylogger program mstalled as a services (Figure 2.23; shown in
bold).
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Er\>volatility svescan =f FUTo-memory=20070909.dd
189 0x438 ShellHWDetection SERVICE_RUNNING

CrAWINDOWS\Systemd2\svchost.exe =k netsves Shell Hardware Detection
SERVICE WIN32 SHARE PROCESS

190 Simbad SERVICE_STOFFED

Simbad SERVICE EERMEL DRIVER

131 smwdm SERVICE_RUNNIRG ‘\Driver\smsdm
amwdm SERVICE KERMEL DRIVER

192 Sparcow SERVICE STOPFED

Sparrow SERVICE_KERHWEL DRIVER

193 splitter SERVICE STOPPED

Microsoft Kernel Audio Splitter SERVICE_KERNEL _DRIVER

1594 Ox5ac  Spooler SERVICE_RUNNING
[l ] 'UnlIHDQWS\:y:temJE\,:pu-ul:u.cxc Print Spooler
SERVICE WIN32_ OWN_PROCESS|SERVICE_INTERACTIVE PROCESS

195 0x654 SpyKeyloggerService SERVICE_RUNNING C:‘\Program
Files\SpyReyLoggeriskls.exe Spy-Keylogger SERVICE_WIN32_ OWH_PROCESS
196 s SERVICE_RUNNING

\WFileSystem\sr System Restore Filter Driwver SERVICE_FILE_SYSTEM DRIVER

197 0x438 sreervice SERVICE_RUNNING
C:AWINDOWShSyatem32\svchost.exe -k netsvecs System Restors Service
SERVICE_WINI2 SHARE PROCESS

198 Srv SERVICE_STOFPFED
Srv SERVICE_FILE_SYSTEM DRIVER
199 Oxdec SSEDPSRV SERVICE_RUNHING

C: WWINDOWS\Syatemi2\evechost.exe -k LocalService 3SDP Discovery Service
SERVICE_WINI2_SHARE FROCESS

200 atisve SERVICE_STOFPFED
Windows Image Acquisition (WIA) SERVICE WIN32 SHARE PROCESS

201 EWETEm SERVICE_RUNNING ‘\Driver\swenum
Software Bus Driver SERVICE KERKEL DRIVER

202 Swmidi SERVICE STOFFED
Microsoft Fernel GS Wavetable Synthesizer SERVICE EERNEL DRIVER

203 SwPry SERVICE_STOPPED
M5 Software Shadow Copy Provider SERVICE WIMN3Z OWH PROCESS

Figure 2.23 The Volati]ity svcscan plug—in

Registry Entries

P Registry entries can provide context for malware running on a computer, directing digital
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mnvestigators to important information such as encryption keys stored in the Registry and used by the
malware to obfuscate network traffic.

* The regobjkeys Volatility plug-in prints Registry keys that are stored in memory.

* By default, this plug-in may not recover all Registry keys, particularly when malware is involved
and is manipulating memory.

* For instance, the default regobjkeys output for the FUTo example does not include Registry
keys associated with the hidden processes. These keys can be extracted using the regobjkeys
plug-in by specifying the offset of the associated EPROCESS structure in memory as shown
in Figure 2.24 for the hidden skl.exe process.

E:\?vnéazzlzty regobjkeys =0 0x0all0fbed =f FUTo-memory=20070909.dd

Pid: a

Hay MACHINE

Koy USER\S=]1=5=21=3495054330=-2650B05T779=3784137E26=1005

Key USER\S5=1=5=-21=3495054330-2650805779=2784137826=-1005_CLASSES

Key MACHINE\SYSTEM\CONTROLSET001 \CONTROL \NLS \LOCARLE

ey MACHIKE\SYSTEM\CONTROLSETO001\CONTROL \NLS \LOCALE\ALTERNATE SORTS
Koy MACHINE\SYSTEM\CONTROLSETOO I \CONTROLANLE \LANGUAGE GROUPS

The Volatility regobjkeys plug—in
* A more comprehensive view of Registry mformation in memory can be extracted by looking

for all Registry hives in a memory dump using the hivelist and hivescan Volatility plug-ins as
shown in Figure 2.25.
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E:x\>volatility hivelist =f DFRWSZ2010=-Rodeo\k-remember-system-memory.img
Address Hame

OXEIEREQOE ‘\Device\HarddiskVolumel'\Documents and Settings’\krememberh\Local
Settings\Application Data‘Microsoft\Windows\UsrClass.dat

OXE1S5CBAES ‘\Device‘HarddiskVolumel\Documents and

Settings\kremember \NTUSER.DAT

0XE193B278 \Device‘HarddiskVolumel'\Documents and
Settings\LocalService\Local Settings‘\Application
DataiMicrosoft\Windowa\UsrClass.dat

0XE1937168 ‘\Device\HarddiskVolumel\Documents and
Settings\LocalService\HNTUSER.DAT

OXE1914578 ‘\Device\HarddiskVolumel'\Documents and
Settingsi\HetworkService\Local Settings\hpplication
Data‘\Microsoft\Windows\UsrClass.dat

OXE190D008 ‘\Devicel\HarddiskVolumel'\Documents and
Settings\HetworkService \NTUSER.DAT

OXE1613860 ‘\Devicel\HarddiskVolumel\WINDOWS\systemd2i\config\software
OXE1S5CDB60 ‘\Device'HarddiskVolumel\WINDOWS\system32iconfigidefault
OXE15CD6BE ‘\Devicel\HarddiaskVolumel\WINDOWS\system32\config\SAM
OXELI60F930 ‘\Device\HarddiskVolumel\WINDOWS\systemd2\config\SECURITY
OXE13BAYDE |[no name]

OXE1018388 \Device\HarddiskVolumel\WINDOWS\8ystem32\config\system
DXE1008B60 [no name]

0X806TOROC. [mo name]

Using the hivelist plug-in to parse Registry artifacts from a memory dump

* A listing of the contents of a particular Registry hive with associated last written date-time
stamps can be extracted using the hivedump Volatility plug-in.
* For instance, part of the output for a target User hive, “kremember,” in the memory dump is

displayed in Figure 2.26.
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Erhv»wolatility hivedump —o OXE1SCBAER —f k-remember-system-memory.img
Last Written Koy

2010=08-02 22:21:32 \ESSPROTO.HIVASoftware \Microsoft\WindowsShell
2010=-08-02 22:21:32 “GS5PROTO.HIVASoftware \Microsoft\Windows' Shell'\ BagMRU
2010-08-02 22:21:32 “SESPROTO.HIVASoftware \Microsoft\Windows' Shell'\Bags
2010-08-02 22:21:32 \$S5SPROTO.HIVASoftware \Micresoft\Windows\Shell\Bagah1l
2010-08-02 22:21:32

VESSPROTO.HIVV Software\Microsoft\Windows Shell\Bags' 1 \Desktop
2010=08=02 22:07:28 \GSSPROTO.HIV \Software\Microsoft\Windows\Shal 1NoRaam
2010-08-03 05:11:53
VESSPROTO.HIVASoftware\Microsoft\Windows\Shel lNoRoam' BagMRU

2010=-08-03 03:58:25

WESSPROTOLHIV \ Boftware\Microsoft\Windows\ShellHoRoam' BagMRUND
Z2010=08=03 05:14146

\SSEPROTO.HIV\ Sof tware\Microsof t\Windows\ShellHoRoamh BagMRUN 00
2010-08-03 03:5B:25

VESSPROTOLHIVA Software\Microsoft\Windows \ShellNoRoam) BagRUN 00D
2010=08=0% 03:5B:25

\SSSPROTO.HIVA Sof tware\Micresoft\Windows\ShellHoRoam' BagMRUN 0\ 0%0ND
2010-08-03 03:5B:26

VESSPROTO.HIVA Software\Microsof e\ Windows\ShellNoRoam’ BagMRUN 0O 0N D
2010=-08-03 03:5B:26

\SSEPROTO.HIV \Software\Microsoft\Windows\EhellNoRoamh BagMRUN 000N 00N 0
2010-08-03 05:11:53

VERSPROTOLHIVA SoftwarehMicrosoft\Windows\ShellWoRoamh BagHRUNDNDY 1
2010-08-03 05:11:53

\ESSPROTO.HIV\ Software\ Microsoft\ Windaws\EhellHokoamh BagHRUY DA DY 1ND
2010-08-03 05:11:53

\SSEPROTO.HIV \Software\Micresoft\Windows\ShellWoRoamh BagMRUN 00N 1IN0 WO
2010-08-03 05:11:53

WESSPROTOLHIV \ Software\Microgoft\ Windowsh\ShellHoRoam' BagMRUY 001400 0%0
2010-08-03 05:0B:28

\SSSPROTO. HIVA Sof tware\ Microsof t\Windows\ShellNoRcamh BagMRUM 1

Extracting a target User hive with the hivedump plug-in

* Information about a specific Registry can be extracted using the printkey plug-in, but to
extract the contents of Registry values in memory using Volatility it is necessary to use the
RegRipper plug-in12 The offset in memory of each memory hive is shown in the hivelist
output in Figure 2.26 and is provided as mput to RegRipper along with the memory dump as
shown in Figure 2.27.
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perl rip.pl =r DFRWS2010-Rodeo/k-remember-system-memory . imgRl0xELSCBAER =£
ntuser
<eut for brevitys>
Software‘\Microsoft\Dffice\11.0\Excel \Recent Files
LagstWrite Time Tue Aug 3 05:10:45 2010 (UTC)

Filel => Ct'\Documents and Settings\kremember’My
DocumentshaccountingT22.xls

Software\Microsoft \Windows \CurrentVession\Exploreri\RecentDocs) .dog
LastWrite Time Tue Aug 3 05:04:44 2010 (UTC)
MRULigtEx = 1,0,4294967295

1 = Ql5.doc

0 = LLamareid - proprietary.doc

4294967295 =
Software\Microsoft \Windows\CurrentVersion\Explorer\RecentDocsh . pdf
LastWrite Time Tue Aug 3 05:05:27 2010 (UTC)
MRUListEx = 0,1,4294967295

0 = animal growth_enhancers.pdf

1 = animal_ feed additives.pdf

4294967295 =

softwareiMicrosoft\Windows\CurrentVersion\Explorer\RecentDocsh . xls
LastWrite Time Tue RAug 3 05:10:52 2010 (UTC)
MRUListEx = 0,4294967295

0 = accounting722.xls

4294967295 =

Software‘\Microsoft\Windows\CurrentVersion\Explorer\RecentDocsh . zip
LastWrite Time Tue Aug 3 05:07:47 2010 (UTC)
MRUListEx = 0,4294967295

0 = accounting722.xls.zip

4294967295 =

Software\Microsoft \Windows\CurrentVersion\Explorer\RecantDocs\Folder
LastWrite Time Tue Aug 3 05:07:4T7 2010 (UTC)
MRUListEx = 1,0,4294967295
1 = Downloads
0 = Lab data secret
A294967295 =
<cut for brevity>

Extracting a target User hive with the hivedump plug-in

» HBGary Responder also extracts Registry-related nformation from memory dumps as shown
in Figure 2.28.
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il WA Registry entries associated with a specific process displayed by HBGary Responder Pro

Investigative Considerations

* Data structures in memory may be incomplete and should be verified using other sources of
nformation. At the same time, even if there is only a partial data structure, it can contain leads
that direct digital investigators to useful information on the file system that might help support a
conclusion. For instance, if only a partial MFT entry is recoverable from a memory dumyp, it
may contain a partial file name and date-time stamps that help focus a forensic examination.

* Not all data structures in memory can be interpreted by memory forensic tools automatically.
Old school methods discussed at the beginning of this chapter may reveal additional details
that can provide context for malware. In addition, through experimentation and research it
may be possible to determine the format of a specific data structure located in a memory

dump.

% Analysis Tip

Exploring Data Structures

In addition to Windows operating system data structures such as Registry and MFT entries, any
application can have unique data structures in memory. Therefore, the variety of data structures n
menory is limited only by the programs that have been used on the system, including peer-to-peer

programs and instant messaging clients. Digital nvestigators need to keep this in mind when dealing
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with applications and may need to conduct research to interpret data structures that are relevant to
their specific case. The most effective approach to learning how to interpret data structures is through
application of the scientific method, conducting controlled experiments as demonstrated in Casey and
Stevens (DFRWS, 2010).

Dumping Windows Process Memory

In many cases, when examining a specific process of interest, it will be possible to extract the
necessary information from a memory dump acquired as detailed n Chapter 1. However, in certain
situations it will be desirable to acquire memory related to a specific process running on a live system
This section addresses both needs.

mExtract malicious executable files and associated data in memory for further
anallysis.

P When there is a specific process that you are interested in analyzing, there are two areas of
memory that are necessary to acquire: the executable and the area of memory used by the process to
store data. Both of these areas of memory can be extracted from a memory dump using memory
forensic tools.

Recovering Executable Files

P When a suspicious process has been identified on a subject system, it is often desirable to extract
the associated executable code from a memory dump for further analysis. As straightforward as this
might seem, it can be difficult to recover a complete executable file from a memory dump. To begin
with, an executable changes when it is running in memory, so it is generally not possible to recover the
executable file exactly as it would exist on disk. Pages associated with an executable can also be
swapped to disk, in which case those pages will not be present in the memory dump. Furthermore,
malware attempts to obfuscate itself, making it more difficult to obtain nformation about its structure
and contents. With these caveats in mind, the most basic process of recovering an executable is as
follows:

1. Read process environment block (PEB) structure to determine the address where the
executable begins.
2. Go to the start of the executable and read1 tglg PE header.



3. Interpret the PE header to determine the location and size of the various sections of the
executable.

4. Extract the pages associated with each section referenced in the PE header, and combine
them into a single file.

The Malware Forensics text describes this process in detaill¢ Fortunately, memory forensic
tools such as Volatility, Memoryze, and HBGary Responder automate this process and can save the
executable associated with a given process or module to a file. For instance, the procexedump option
of Volatility saves the executable associated with a process while the procmemdump extracts an
executable as a memory sample. Other memory forensic tools have a comparable capability.
Memoryze provides scripts named ProcessDD.bat and DriverDD.bat to facilitate the extraction of
executables and memory regions associated with processes and drivers.

% Analysis Tip

Running AntiVirus on Extracted Executables

Digital mvestigators can run nmultiple AntiVirus prograns on executables extracted from memory
dumps to determine whether they contain known malware. Although this can result in false positives, it
provides a quick focus for further analysis.

Recovering Process Memory

P In addition to obtaining metadata and executable code associated with a malicious process, it is
generally desirable to extract all data in memory associated with that process. Conceptually, the
process of extracting all memory pages associated with a particular process is simple.

* Sequentially read the entries in the Page Directory and associated Page Tables, and extract the
data m each 4096-byte page.

* The memory of a particular process can be dumped using the memdmp option in Volatility
(formerly named usrdmp in earlier versions).

» However, some tools rely on a unique PID to reference processes and, therefore, cannot be
used to dump the memory associated with the “skI” and “skls processes shown earlier, which
both have a PID of zero.

* Other memory forensic tools for dumping process memory rely on the physical location of the
EPROCESS block, and can extract the lr;g:essary mformation about the location of data n



order to extract the memory contents for a particular process. For mstance, n Volatility,
version 1.3, all of the commands related to processes can have the process object specified
as a physical offset.

Investigative Considerations

* Shared memory areas may contain data relating to other processes. Therefore, it is advisable
to seek corroborating clues before concluding that certain data is related to the malware being
analyzed.

* Most memory forensic tools can include data stored i the pagefile, which may provide
additional information when extracting memory associated with a given process.

* In addition to acquiring and parsing the full memory contents of a running system to identify
artifacts of malicious code activity, it is also recommended that the digital investigator capture
the individual process memory of specific processes that are running on the system for later
analysis. Although it may seem redundant to collect information that is already preserved i a
full memory capture, having the process memory of a piece of malware in a separate file will
facilitate analysis, particularly if memory forensic tools have difficulty parsing the full memory
capture. Moreover, using multiple tools to extract and examine the same information can give
added assurance that the results are accurate, or can reveal discrepancies that highlight
malware functionality and weaknesses in a particular tool.

Extracting Process Memory on Live Systems

P In some cases it may be desirable to acquire the memory of a specific process on a live system
This can apply to a computer that is the subject of an investigation, or to a test computer that is being
used to examine a piece of malicious code. In such cases, there are various utilities that can be run on

a live system to capture process memory, including pmdump, 12 RAPIER 18 Process Dummper, and the
Microsoft User Mode Process Dumper (userdump),. as shown in Figure 2.29.
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E:VWinIR\ProcessDumping'\>userdump.exe 1936 e:\WinIR\Process
Dumping\Resultsi 1936 .dmp

User Hode Process Dumper (Version 8.1.2929.4)

Copyright (¢} Microsoft Corp. All rights reserved.

Dumping process 1936 (tywv.exea) to

e: WinIR\ProcesaDumping \Resulee’ 1936.dmp

The process was dumped successfully.

12TV (WA, Dunmping suspicious process “tywv’ with userdump

Dissecting Windows Process Memory

mDelve into the specific arrangements of data in memory to find malicious code and to
recover specific details pertaining to the configuration and operation of malware on the
subject system.

P When there is a specific process that you are interested in analyzing, there are various things
you will want to look for, including:

» Command-line arguments

* IP addresses

* Hostnames

* Passphrases and encryption keys associated with malicious code

P Some of this information can be found by extracting strings or performing keyword searches.
Volatility can be used to extract strings from an entire memory dump or a specific process for further
analysis.

HBGary Responder can be used to perform keyword searches for both ASCII and Unicode,
presenting any search hits in the context of which process or module they were found. Figure 2.30
shows the results of a keyword search for “sploit” on a target memory dump file, revealing 8 keyword
hits in several processes.
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Keyword search results for sploit using HBGary Responder

B Some tools look for specific keywords in memory automatically when mitially processing a
memory dump i an effort to recover potentially useful information such as passwords. For instance,
Figure 2.31 shows the Keys and Passwords recovery feature of HBGary Responder displaying the
password from the Hacker Defender rootkit.
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13T (PRI Keys and Passwords function of HBGary Responder showing password associated with
rootkit extracted from memory dump
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P Some memory forensic tools can provide additional msights into memory that are specifically
designed for malware forensics.

* As more malware uses concealment techniques such as ijection and hooking, memory
forensic tools are being developed to detect new concealment methods.

* Attenpts to detect specific malware concealment techniques have been codified in tools such
as Memoryze, HBGary Responder, and Volatility plug-ins.

P Some Volatility plug-ins have been developed to look for concealment techniques commonly
used by malware.

* These plug—ins include apihooks, driverirp, ssdt_ex, and malfind.&
* A portion of output from the ma1find plug-in relating to the ZeuS Trojan is provided in Figure

2.32, listing and extracting portions of memory that may be related to malware.
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swchost.axe 868 0x00ARAOD000 Ox00ABSFFF Vads i} 24
[HH_EXECUTE UNKNOWHN)

Dumped to: /malfind-zeus/svchost.exe.23acd5E.00aa0000-00abefff . dmp

Ox00aa0000 4d Sa 90 00 03 00 00 00 O4 OO OO OO ££f ££ OO0 QO MEscsnnnsannsas

Ox00aaf0ln bd 00 00 00 00 00 00 00 40 00 OO0 00 0O 00 0O 00O  ........ | e
Ox00aa0020 00 00 00 00 0O OO0 OO0 DO OO0 OO0 OO QD 00 OO0 00 00  ..occeccannnnns
0xD00aab030 00 00 00 0O OO0 OO OO OO OO OO0 OO DD DD DL 0D D0  .cvcecoasanans
Ox00aal040 Oe 1f ba Oe 00 b4 09 cd 12 b8 01 4c cd 21 54 6B vl L 1Th ds

Ox00aal0s0 69 73 20 70 72 6f 67 72 61 Bd 20 B3 61 be Ge Bf pProgram cannot
Ox00aa0060 74 20 62 65 20 72 75 6Ge 20 69 Ge 20 44 4f 53 20 be run in DOS
Ox00aalD7o 6d &£ 64 65 2e 0d 04 0a 24 00 QOO0 OD OO0 OO QO OO ModE: - s cBccsns

svchost . axa 868 Ox03450000 O0x0I46FFFF Vads [ 24
(HM_EXECUTE_UNENOWH)
Dumped to: fmalfind-zcusfsuchgst.ﬂxu.23ncd5$.53450000-D34Effff.dmp

O0x03450000 01 00 00 00 00 00 00 00 50 44 £7 02 00 20 45 03 ...... PD... E.
Ox03450010 00 00 00 00 00 00 00 DO &0 1£f OO0 OD OO OO0 00 D0  c.occeccanannns
0x03450020 dd 44 £7 02 00 00 Q0O QO OO OD OO OO OO OO OO QO Desnennnnnnns
0x03450030 a0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ..............
0x03450040 00 00 00 00 00 OO 0D DO OO0 OD D1 B3 0D OO 0D OO0  ..cccccncannnas
0x03450050 Q0 00 00 00 00 00 00 OO OO OD OO0 OO DD OO 0D D0 ..ccccccarancns
Ox03450060 00 00 00 00 40 00 45 03 00 14 01 12 00 00 00 0O CroEs [ R
0x03450070 00 Q0 00 0O 00 OO0 OO OO OO OO OO0 OO0 OD 0D 0D D0 ..cccccancnnnns

Disassembly:

Ox03450000 add [eax],eax
Ox03450002 add [eax],al
0x03450004 add [eax],al
OxD3450006 add [eax],al
Ox03450008 push eax
Ox0345000% inc esp
0x0345000a test dword [edx],0x3452000
Ox03450000 add [eax],al
0x03450012 add [eax],al
Ox03450014 add [eax],al
OxX03450016 add [eax],al
Ox03450018 loopne 0x3I450021
0x0345001a add [eax],al
0x0345001¢ add [eax],al
Ox0345001e add [eax],al

1Tl Parsing memory with the Volatility malfind plug-m

* The output of these Volatility plug-ins is not as focused or mtuitive as memory forensic tools
such as Memoryze or HBGary Responder.

* Furthermore, these plug-ins and others that attempt to detect concealment techniques in
memory often result in many false positives.

Therefore, the output of these tools should be treated as a starting point for digital nvestigators
rather than a final answer relating to malware. Other tools and techniques should be employed to
validate the results of the plug-ins.

P Memoryze has several functions for detecting njected code and hooks in memory dumps, all
of which can be enabled using the AuditViewer program

» Figure 2.33 shows a suspicious memory sleggon highlighted by AuditViewer that is associated



with the Trojan horse program Back Orifice.
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I CPARR] AuditViewer showing suspicious memory sections associated with the Back Orifice
Trojan horse program highlighted

* Menoryze (using the AuditViewer front end) has strong memory injection detection
capabilities as shown in Figure 2.34, identifying an injected memory section in the “Excel.exe”

process, highlighted.
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Identifying memory mjection with AuditViewer

* Although Memoryze is a powerful tool for detecting potential concealment techniques in
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memory, the supporting documentation is careful to pomnt out that not all concealment
techniques will be detected using the automated tool. This again demonstrates the importance
in malware forensics of utilizing multiple analysis tools and performing a comprehensive
reconstruction (temporal, relational, and functional, as discussed earlier n this chapter) to
ensure that a more complete understanding of the malware is obtained.

* Figure 2.35 shows HBGary Responder examining a system infected with the ZeuS Trojan,
which makes extensive use of process mjection. Potentially malicious objects in memory are
highlighted and given a severity score in an effort to help digital investigators focus on areas of
greatest potential concern.

% Responder Professional Edition: e
Bl Wew Fogn  Options  Help
Report | Objects | Temebne | Carvas | Binary: ocal_sceoube.mem | Dgal Db Sorige

B & D @ g 0@ 3
Dugital Dohish, Secpuenice e Process Mams Tawarky o - | |-
| 1) 005 68,00 AE... memonymod-pe-DeD0be 0000000, .. svchost.axe 1 g3

| D0SAGADDAE,.. memdryod-pe- (e 00SS0000-:00. . vmacthipeed nmm [ ]
) 00 S & 00 AL, .. memorymod-pe- G 0aai000-thadil. .. - Swchost e [T 63,3
) DOSA BA 00 AE... mamorymod-pa-Ie008S0000-000. . Swehost. fen [HIHHT 33
) D0SAGADDAE... memorymod-pe-BOtod0ND-0wDn..,  TPAeConnedt & 11ETIE £33

] DOSA &4 00 AE. .. CoefeD0000- T2, . FTE Imager axe 1 533
| 00SA GADDAE, .. meetrymod-pe-Du L6 L DOO0-001 ... Vivareliser, exs 1 2.3

| 0058 GA 00 RE. .. memoryod-pee- 0ol SE0000-0001 ... vistooked exe 1 BLY

|00 BA A OO AL, .. memorymod-pe-CrlOsOnn-0:00, .. skg.exe 1T 3.3

Processes with code njected by the ZeuS Trojan viewed using HBGary Responder

* Figure 2.36 provides additional details about a specific module that HBGary Responder has
rated as suspicious because of its ability to mject code into other processes.
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Suspicious Module: memorymod-pe-0x00aa0000-0x00ab7000

SUSPICIOUS MODULE - "swchost, exe” - “memarymad-pe-0met0 aa0000-
O abon®

REASOM[S):

« Click here to see technical details

# The string ' CreateRemoteThread' was found in the module
! wemor ywod-pe-0x00aa0000-0x00ab7000", The program has the
abflity ta inject code into other processes. This is highby suspicious.
The string was found at offset 00002984 from the start of the
rriodule.

+ [HIGH_DOMA_SCORE = 63.3356]

+ The string ' OpenProcessToken' was found in the module
! memor ymod-pe-0x00aa0000-0x00ab7000", The program has the
abflity to inject code into other processes. This is highly suspicious.
The string was found at offset 00002204 from the start of the
rriodule.

+ The string ' OpenProcess' was found in the moduls ' memor ymod=
pe-0x00aa0000-0x00ab 7000, The program has the ability to
inject code into other processes, This s highty suspicious. The string
was found at offset 00002880 from the start of the modula,

Portions of HBGary Responder report of suspicious module injected into svchost.exe
process

* Tools such as HBGary DDNA automatically extract some characteristics of executable code
that can be useful for malware forensics.

* For mstance, Figure 2.37 shows the traits extracted by DDNA for a malicious process.
However, this approach can result in a false positive and generally requires additional analysis
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Traits of a mualicious process automatically extracted using Digital DNA (DDNA)
module

% Analysis Tip

Finding the Hidden in Memory

Digital mvestigators should not be overly reliant on automated methods for detecting hidden
mnformation and concealment techniques in memory. Free and commercial tools alike cannot detect
every concealment method. As such, automated detection methods are simply one aspect of the
overall process of examining volatile data in memory as described in Chapter 1, as well as the
comprehensive examination and reconstruction methods discussed earlier in this chapter.

Conclusions

* As memory forensics evolves, an increasing amount of information can be extracted from full
memory dumps, providing critical evidence and context related to malware on a system

* The mformation that can be extracted from memory dumps includes hidden and terminated
processes, traces of memory injection, and hooking techniques used by malware, metadata,
and memory contents associated with specific processes, executables, and network
connections.

* In addition, mmpressions and trace evidence such as those discussed in Chapter 6 may be
present in memory dumps, waiting for digital investigators to find and mterpret them.

» However, because memory forensics is in the early stage of development, it may not be able to
recover the desired information from a memory dump in all cases. Therefore, it is important to
take precautions to acquire the memory contents of individual processes of interest on the live
system

* Even when memory forensic tools can be employed in a particular case, acquiring individual
process memory from the live system allows digital investigators to compare the two methods
to ensure they produce consistent resuls.

* Furthermore, because malware can manipulate memory, it is important to correlate critical
findings with other sources of data suchlags6the file system, live response data, and external



sources such as logs from firewalls, routers, and Web proxies.

Pitfalls to Avoid
Failing to Validate Your Findings

©Do not rely on just one tool.
Ebearn the strengths and limitations of your tools through testing and research.

EKeep mn mind that tools may report false positives when attempting to detect suspicious
code.

EUse more than one tool and compare the results to ensure that they are consistent.

E\/en'fy mportant findings manually by examining itens as they exist in memory, and review
their surrounding context for additional information that may have been missed by the tools.

Failing to Understand Underlying Data Structures

ODo ot trust results of memory forensic tools without verification.

Ebearn the data structures that are being extracted and mnterpreted by memory forensic tools
in order to validate important findings.

mWhen a tool fails to extract certain itens of interest, nterpret the data yourself.

EFind additional information in memory that memory forensic tools are not currently
programmed to recover.

Memory Forensics: Field Notes
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Note: This document is not ntended as a checklist, but rather as a guide to increase consistency of
forensic exammnation of memory. When dealing with multiple memory dumps, it may be necessary to
tabulate the results of each individual exammation into a single document or spreadsheet.

Physical Memory:

ODanes Time:
OFile Name:
OSize:

OMDS Value:
OSHAL Value:
OTool Used:

S = PR
Organization/Company: Address:
Type: O Trofan Horse OWonm OVirus
e i |17 O%carcwnre/Rogue AY IR e kit
OlLogic Bamb OKeybogper Diansomware:
Dsmiffer: Ditkher: DOlUaknown:
System Information: MakeModel:
Operating System: Memory Capture Method: Network State:
O Live acquisition O Connected to Internet
D Hibernation mode O Connected to Intranet
D Virtual Machine (vmem) D Dhsconnected

Memory Dump

OAcquired OMot Acquired | Reason:

System Details:

ODateTime:
ONP Address:

O Host Name/Network Name:
OCurrent System User:

ONetwark Interface Conliguration:
O Proaniscuouns
O her:

HEnabled Protocols:

JSystem Uptime:

OSystem Envirenment:
O Operating System:
OService Pack/Patch Level:
D Processor:
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Users Accounts/Passphases:

QUser account on the system:
O User point of origin:
ORemate login
OLaocal login
2 Duration of the login session:
(2 Shares, files, or other resources accessed by the user account:
¥ Processes associated with the user account:
O Nerwork activity attributable o the user account:
2 Passphrases associated with the user account;

OUser on the system:
OUser point of origin:
ORemaote login
OLocal login
O Duration of the login session:
O Shares, files, or other resources aceessed by the user account:
O Processes associated with the user account:
O Nerwork activity attributable 1o the user account:
O Passphrases associated with the user account:
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Network Connections and Activity:

O System is connected to the network:
O Network connections:

O O Protocal:
oTceP
aune

DLocal Por:
ODE

D Status:
OESTABLISHED
OLISTEN
OISYN_SEND
OSYN_RECEIVED
OITIME_WAIT
OOther:

OForeign Connection Address:

QForeign Connection Por:

OProcess 1D Associmed with Connection:

ETED

B 0ol

OTCP
aune

OLocal Poat:
ODELETED

OSratus:
OESTABLISHED
OLISTEN
O5YN_SEND
O8YN_RECEIVED
OTIME_WAIT
Otnher:

OForeign Connection Address;

OForeign Connection Port;

OProcess 1D Associated with Connection:

B 0Pmocol:

OTCP
oupe

D Local Por:
ODELETED

O Status:
DOESTABLISHED
OLISTEN
OSYN_SEND
OSYN_RECEIVED
OTIME_WAIT
OOther:

ODForeign Connection Address:

DForeign Connection Port:

OProcess 1D Aszociated with Connection:
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O Protocal:

arce
avpe

OLocal Pont:
ODRELETED

O Stanus:
OESTABLISHED
OLISTEN
OSYN_SEND
OSYN_RECEIVED
OTIME_WAIT
OOther:

OForeign Connection Address:

OForeign Connection Port:

OProcess 1D Associated with Connection:

5 Ta Tmen
arce
auDe

OLocal Port:
ODEL

O Stanus:
OESTABLISHED
OLISTEN
OSYN_SEND

TED

DOlOther:
OForeign Connection Address:
DForeign Connection Por:
OProcess 1D Associaed with Connection:

OO Protocol:
arce
OuUDP

OLocal Port:
ODELETED

OStatus:
CESTABLISHED
OLISTEN
OSYN_SEND
OSYN_RECEIVED
OTIME_WAIT
OOrher:

DForeign Connection Address:

OForeign Connection Pont:

OProcess 1D Associated with Connection:




O Notable DNS Queries made from subject system:

ONetBIOS connections:

O NetBIOS Name:
2 Host Address:

O Recently Transferred Files:

O NetBIOS Name:
3 Host Address;

O Recently Transferred Files:

Q NetBIOS Name:
2 Host Address:

O Recently Transferred Files:

QARP Cache
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O NetBIOS Name:
O Host Address:
D Recently Transferred Files:

O NetBIOS Name:
O Host Address:
O Recently Transferred Files:

2 NetBIOS Name:
O Host Address:
O Recently Transferred Files:



Running/Hidden/Terminated Processes:

O Suspicious Process Identified:
OProcess State: OTERMINATED OHIDDEN
O Process Name:
DProcess Identification (P1ID):
DProcess Creation Time:
DDuration process has been running:
OProcess End Time:
OMemory used:
O Path to Associated executable file:

OMemory Offset:
D Associated User:
OChild Process{es):

a

0

0

OCommand-line parameters:

OFile Handbes:
(m}
m)
m)
(=

Dloaded Modules:

oooooooooooon

DExported Modules:
m]

m)
a

OProcess Memory Acquined
OFile Name:
OFile Size:
OMIDS Hash Yalue:
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O Suspicious Process Identified:
OProcess State: OTERMINATED OHIDDEN
OProcess Name:
D Process Identification (PID):
DProcess Creation Time:
DDuration process has been running:
OProcess End Time:
OMemory used:
OPath to Associated executable file:

OMemory Offset:
D Associated User:
DChikd Processies):
m
0
0
O Command-line parameters;

OFile Handles:
a
a
a
m

DLoaded Modules:

agaogooooooooao

DExported Modules:
m]

m
a

OProcess Memory Acquired
OFile Name:
OFile Sive:
OMDS Hash Value:
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O Suspicious Process Identified:
OProcess State: OTERMINATED OHIDDEN
OProcess Name:
D Process Identification (PID):
DProcess Creation Time:
DDuration process has been running:
OProcess End Time:
OMemory used:
OPath to Associated executable file:

OMemory Offset:
D Associated User:
DChikd Processies):
m
0
0
O Command-line parameters;

OFile Handles:
a
a
a
m

DLoaded Modules:

agaogooooooooao

DExported Modules:
m]

m
a

OProcess Memory Acquired
OFile Name:
OFile Sive:
OMDS Hash Value:
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O Suspicious Process Identified:
OProcess State: OTERMINATED OHIDDEN
OProcess Name:
D Process Identification (PID):
DProcess Creation Time:
DDuration process has been running:
OProcess End Time:
OMemory used:
OPath to Associated executable file:

OMemory Offset:
D Associated User:
DChikd Processies):
m
0
0
O Command-line parameters;

OFile Handles:
a
a
a
m

DLoaded Modules:

agaogooooooooao

DExported Modules:
m]

m
a

OProcess Memory Acquired
OFile Name:
OFile Sive:
OMDS Hash Value:

205



O Suspicious Process Identified:
OProcess State: OTERMINATED OHIDDEN
OProcess Name:
D Process Identification (PID):
DProcess Creation Time:
DDuration process has been running:
OProcess End Time:
OMemory used:
OPath to Associated executable file:

OMemory Offset:
D Associated User:
DChikd Processies):
m
0
0
O Command-line parameters;

OFile Handles:
a
a
a
m

DLoaded Modules:

agaogooooooooao

DExported Modules:
m]

m
a

OProcess Memory Acquired
OFile Name:
OFile Sive:
OMDS Hash Value:
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O Suspicious Process Identified:
OProcess State: OTERMINATED OHIDDEN
OProcess Name:
DProcess Identification (PID):
OProcess Creation Time:
D Duration process has been running:
OProcess End Time:
O Memory used:
DPath to Associated executable file:

OMemory Offset;
D Associated User:
DChikd Processies):
m
m
)
O Command-line parameters:

DFile Handles:
(m}
a
a
0

DLoaded Modules:

agogoooooooonoo

DExported Modules:
m

m
a

OProcess Memory Acquined
OFile Name:
OFile Sixe:
OMDS Hash Value:

O Notable DNS Queries made from subject system:

O Process-Child Relationship Diagram Generated
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"rocess Corre

O Suspicious Port Identified:
Olocal IP Address: ... Pont Number:
ORemote [P Address: . o Port Mumber: ___
ODRemate Host Name:

OProtocol:
oTce
aupe
DConnection Status:
OESTABLISHED
OLISTEN

OSYN_SEND

OSYN_RECEIVED

OTIME_WAIT

OOther:
DProcess name and 10D (PID) associated with open port:
ODExecutable program associated with the process and port:
OPath to Associated Executable File:

DAssociated User:

O Suspicious Port Identified:

ODlocal 1P Address: .. . Port Number:
ORemaote [P Address: . o Port Number: ___
ODRemote Host Mame:
OProtocol:

aOTce

OuDeP
DConnection Status:

OESTABLISHED

OLISTEN

OSYN_SEND

OSYN_RECEIVED

OTIME_WAIT

OOther:
OProcess nume and 1D (PID) associated with open port:
ODExecutable program associated with the process and port:
OPath to Associated Executable File:

:’.".lrk.-h'wi.'um'l User:
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O Suspicious Port Identified:
OLlocal IP Address: ... Port Number: ____
ORemote [P Address: .. . Port Number: ___
D Remaote Host Name:

ODProtexcol:

arce

aupe
OConnection Status:

OESTARLISHED

OLISTEN

OSYHN_SEND

OSYN_RECEIVED

OTIME_WAIT

OOther:
DProcess name and [0 (PIDY associated with open port:
OExecutable program associated with the process and port:
OPath to Associated Executable File:

DAssociated User:

O Suspicious Port Identified:
DLocal 1P Address:
D Remaote [P Address:
D Remote Host Namie:

o Port Number: ____
— Port Number: ___

— e ™

D Protecol:

arce

OuDe
OConnection Status:

OESTABLISHED

OLISTEN

OSYN_SEND

OSYN_RECEIVED

OTIME_WAIT

OOther:
OProcess name and TD (PID)Y associated with open port:
O Executable program associated with the process and port:
OPath to Associated Executable File:

DAssociated User:
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O Suspicious Port Identified:
OLlocal IP Address: ... Port Number: ____
ORemote [P Address: .. . Port Number: ___
D Remaote Host Name:

ODProtexcol:

arce

aupe
OConnection Status:

OESTARLISHED

OLISTEN

OSYHN_SEND

OSYN_RECEIVED

OTIME_WAIT

OOther:
DProcess name and [0 (PIDY associated with open port:
OExecutable program associated with the process and port:
OPath to Associated Executable File:

DAssociated User:

O Suspicious Port Identified:
DLocal 1P Address:
D Remaote [P Address:
D Remote Host Namie:

o Port Number: ____
— Port Number: ___

— e ™

D Protecol:

arce

OuDe
OConnection Status:

OESTABLISHED

OLISTEN

OSYN_SEND

OSYN_RECEIVED

OTIME_WAIT

OOther:
OProcess name and TD (PID)Y associated with open port:
O Executable program associated with the process and port:
OPath to Associated Executable File:

DAssociated User:
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O Suspicious Service Identified:

D Service Name:

D Display Name:

O Stanus:
ORunning
OSiopped

O Starup Configuranion:

O Description:

D Dependencies:

DExecutable Program Associated with Service:

OProcess 1D (P1D):

D Description:

O Executable Program Path:
DUsername associated with Service:

D Suspicious Service Identified:

DService Name:
D Display Name:
OSiatus:
ORunning
OSuwpped
OSrarup Configuration:
O Description:
D Dependencies:

DExecutable Program Associated with Service:

DProcess 1D (P1D):

DDescription:

OExecutable Program Path:
OUsername associated with Service:

O Suspicious Service Identified:

DService Name:
D Display Name:
OSiatus:

CIRunning

O Suwpped
OStartup Configuration:
O Description:
D Dependencies:

DExecutable Program Associated with Service:

DProcess 1D (P1D):

DDescrption:

D Executable Program Path:
Osername associated with Service:

211

O Suspicious Service Identified:

D Service Mame:
DDisplay Name:
O Suatus:
DO Running
OSipped
D Starup Configuration:
O Description:
DDependencies:
OExecutable Program Associated with Service:
OProcess 1D (P1D):
D Descrption:
O Executable Program Path:
OUsername associated with Service:

O Suspicious Service Identified:

D8ervice Name:
D Display Name:
OSats:
ORunning
OSwpped
OStarup Configuration:
O Descriplion:
DDependencies:
DExecutable Program Associated with Service:
ODProcess 1D (PID):
DDescrption:
ODExecutable Program Path:
Olsername associated with Service:

O Suspicious Service Identified:

DBervice Name:
ODDisplay Mume:
OSiatus:
ORunning
OSiopped
OStanup Configuration:
O Description:
DDependencies:
D Executable Program Associated with Service:
ODProcess 1D (PID):
D Descnption:
OExecutable Program Path:
Osername associated with Service:



D List of Installed Drivers acquired

) Suspicious Driver:
DI Name:
OLocation:
OLink Date:

) Suspicious Driver:

DOIName:
OLocation:
CILink Date:

D Suspicious Driver:

DI
OLocation:
CILink Diate:

) Suspicious Driver;
OMame:
OLocation:
OLink Date:

) Suspicious Driver:
O Name:
OLocation:
OLink Date:

) Suspicious Driver:
OIName:
OLocation:
OLink Date:



Open Files:

0 Open File Identified:
OOpened Remotely! O Opened Locally
OIFile Mame:
OIProcess that opened file:
OHandle Value:
OFile location on system:

O Open File Identified:
DOpened Remotely!  OOpened Locally
OFile Name:
O Process that opened file:
OHandle Value:
CIFile bocation on SySlem:

Q) Open File Identified:
DOpened Remotely!  O0pened Locally
OIFile Name:
OIProcess that opened file:
OHandle Value:
OFile location on system:

O Open File Identified:
DOpened Remotely! O Opened Locally
OFile Name:
OProcess that opened file:
OIHandle Value:
OFile location on system:
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0 Open File Identified:
DOpened Remotely! OOpened Locally
OFile Name:
OIProcess that opened file:
COIHandle Value:
OFile location on system:

O Open File Identified:
DOpened Remotely! OOpened Locally
OFile Mame:
O Process that opened file:
O Handle Value:
CIFile bocation on SySLem:

Command History: Commands of Interest:

Qcommand history extracted
O Commands of interest identified
Oves
OMo

Network Shares:

O Network Shares Inspected O Suspicious Share Identified
O Suspiciows Share Identified 0 Share Name:
3 Share Mame: O Location:
O Location; (m | Drescription:
O Description:
2 Suspicious Share Identified O Suspicious Share Identified
[ Share Mame: [ Share Mame:
O Location: O Location:
[ Description: O Description:
(2 Suspicious Share [dentified
[ Share Mame:
O Location:
O Description:
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O scheduled Tasks Examined

L Tasks Scheduled on the System
O Yes
O No

D Suspicious Task(s) Identified:
OYes
One

Dtiu:‘-piriw*: Taskis)

OT ask Mame
Oscheduled Run Time:
nﬁmlux'
:'I]rwllp:mn'

D Task Name:
OSct
DStatis
DIDescription

Memory Concealment:

O Injection
0 Hu'\.plrlwu Code/TILL Injection Identified
DIName:

O Suspichus Code/DLL Injection Identified

OName
i_-.ll DT
DOIDescription:

Dllmking
O Suspicious Hooking Identificd
OIName:
DlJI\'.lllnll.
nlh'u.'nnll-.slt:

O Suspicious Hooking Identified
OIxarme:
OLocation:
O Description:

O Suspicious Hooking Identified
OName
DOLocation:
:||ku|i|h'|i-ln

File System Clues

Artifacts to Look for on Storage Media:

MNotes:
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O File/Folder Identified:

2 Opened Remaotely/ DOpened Locally
OFile Name:
OCreation Date stamp:
OFle location on system (path )
OFile location on system (clusters):

QO File/Folder Identified:
2 Opened Remotely! O Opened Locally
OFile Name:
O Creation Date stamp:
OFile location on system (path):
OFile location on system (clusters):

U File/Folder 1dentified:
O Opened Remaotely/ O Opened Locally
OFile Name:
OCreamion Date stamp:
OIFile location on sysiem {path):
OFile location on system (clusters):

O File/Folder Identified:
O Opened Remotely/ O Opened Locally
OFile Name:
OCreation Date stamp:
DOIFile location on system (path):
OFile location on system (clusters):

O File/Folder Identified:
2 Opened Remaotely/ D Opened Locally
OFile Name:
OCreation Date stamp:
OFile location on system (path):
OFile location on system (clusters):

U File/Folder Identified:
O Opened Remaotely/ O Opened Locally
OFile Name:
OCreamtion Date stamp:
OFle location on system (path):
OFile location on system (clusters):
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etch Files:

0 Suspicious Prefetch Tdentified:
O Prefetch File Name:
O Associnted Application:
O Embedded Date
OCreated:
OWritten:
El}{ulh

0 Suspicious Prefetch Identified:
O Prefetch File Name:
O Associnted Application:
CIEmbedded Diate
OCreated:
CIWrinen:
OIRuns:

a Suspicious Prefetch Identified:
O Prefeich File Mame;
Ol Associated Application:
O Embedded Date:
OCreated:
CIWritten:
ORuns:

O Suspicious Prefetch Identified:
2 Prefetch File Name:
D Associated Application:
O Embedded Date:
OICreated:
Oh'Written:
CRuns:

Registry Extraction

U Suspicious Registey Key Identified:
O Key Name:
ﬂ| PRt FTat ]
:_-ll ast Winiten Time:
:l Associmed ProcessPID:
O Associmted Network Activ ny
O Associated Artifacts:

Dﬂuhpici»m.u Registry Key ldentified:
O Key Name:
Oocation
CI.ast Written Time:
O Associated Process/PID:
O Associmed Network Activity:
O associaed Anifacts 2 1 8
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Dﬁuspicimls Registry Key Identified:
O Key Name:
ﬂl.m-.uim:
OILast Written Time
D Associated ProcessPID:
Oassociated Network Activily:
O Associated Artifacts:

Dﬁu.\pitiﬂus Registry Key Identified:
O Key Name:
OlLocation:
OLast Written Time:
O Assaciated Process/PID:
OAssocined Metwork Activily:
O Associnted Artifacts:

a Suspicious Registry Key Identificd:
O Key Name;
O ocation:
O ast Written Time:
O Associnted ProcessPID:
O Associnted Metwork Activily:
O Associated Artifacts:

DSuspiﬁuuﬁ Registry Key Identified:
D Key Name:
Ol ocation:
:"_.rﬂ Wintten Time
O Associned ProcesyPID:
O Associmed Network Activity:
O Associated Anifacts:

Network Clues

Qe Packet Found:

Olocal IPAddress: . .. Port Number:
ORemaote IP Address: ... Porl Number:
ORemote Host Name:
nl"lullll\,ull

arce

Ounre

O 1P Packet Found:

Olocal IPAddress: .. Porl Number:
D Remote 1P Address: o ; Port Number:
OHEHI\.I‘\' Hizsl Namie:_
O Protocol:

OTCr

Oune 220
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Q1P Packet Found:
OLocsl IP Address; .,
ORemaote [P Address: ; g g Port Mumber:
ORemaote Host Name;
O Protocol:
OTCP
Oupy

Q1P Packet Found:
OLocal IP Addbress: . . .
O Remote P Address: A e Port Mumber:
ORemote Host Name:

___ Port Number:

Port Number:

O Protocol:
arce
Oune

Qe Packet Found:

OLocal IP Address: ... PortMumber:
ORemote [P Address! ; . Port Mumber:
O Remote Host MName:
O Protocol:
arce
Oube

Q1P Packet Found:

Olocal IP Addres<: ___.___.__._ Porl Number: ____
_ Port Number:

ORemaote [P Address:
O Remote Host Nomie:

O Prosocal:
arce
Oupe

WebSite/URLs/E-mailAddresses:

Db‘uﬁpi:'im.m Weh Site/URL/E-mail Identified:
O Name;
O Description

O Suspicious Web Site/URL/E-mail Identified:
O Name:
CIDescription

DSuspi{'im.ﬁ Web Site/URLE-mail Identified:
O Name:
O Description

DSuﬂpicinu‘.' Web Site/URL/E-mail Identified:
O Name;
ODescription
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Memory Analysis Tools for Windows Systems

In this chapter we discussed approaches to interpreting data structures in memory. There are a
number of memory analysis tools that you should be aware of and familiar with. In this section, we
explore these tool alternatives, often demonstrating their functionality. This section can also simply be
used as a “tool quick reference” or “cheat sheet,” as there will inevitably be times during an
mnvestigation where having an additional tool that is useful for a particular function would be beneficial,
since you may have little time to conduct research for or regarding the tool(s). It is important to
perform your own testing and validation of these tools to ensure that they work as expected in your
environment and for your specific needs.
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Name: EnCase EnScripts
Author/-Disteibutor: Guidance Software

Available From: hitp:/fwww.guidancesoftware.com/

Description: Memory analysis capabilities have been developed for EnCase using EnScripts.
These are currently maintained s hup:feci.cocolog-nifty.comfblog/ and have some basic
functions similar to Volatility. The output of the PsScan component of the Memory Forensic
EnScript is shown in the following figure:
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Name: MemoryzelAuditViewer

Author/Distributor: Mandiam

Available From: hup:fsww mandiant.com/productsiree_softwarsfmemoryeef

Description: Memoryee and the associated AuditViewer are used to analyee physical memaory
acquired from many versions of Windews. Several batch scripts are provided with Memoryae to facilitate
common analysis lasks.
*  Process.bat extracts details about processes, including malicious code injection.
*  DnverSearch.bat extracts details about drivers.
+  HookDetection bat looks for common hooking methods,
¢ DniverWalkList.bat provides a linked list of modules and drivers.
These batch seripas rely on XML configuration files and require the command-line options to be
explicity set to true or false 1o produce desired results in XML format. An example of the
command line for Process.bat is provided here.
C:\>Frocess.bat -input E:\FUTo-Rootkit.dmp -output ErAnalysis -handles true -ports
true -sections true -injected true
Customized seripts can be created to perform specific combinations of analysis. Audil Viewer
provides a graphical user imerface for examining the XML output created by Memoryec as shown
in the following figure.
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| Name: PTFinder

| Author/Distributor: Amdreas Schusier

Available From: hitpfcomputer.forensikblog.de/fles/ptlinder!

Description: PTFinder Perl scripts wis developed by Andreas Schuster to methodically search a memory
dump for the signature of EPROCESS and ETHREAD data structures. No conversion between virual and
physical addresses (hup:fcomputer. forensikblog. defen2006/03 prfinder_(0_2_({).himl}.

E:\FTFinder>ptfinder_ xpspl.pl =-nothreads FUTo-mesmory-2007090%9.dd
Ho. Type PID TID Time created Offset PDB Remarks

Proc O 0x00544640 0x00039000 Idle

Froc 664 2007-09-0% 18:12:25 0x0104ab50 0x03£49000 csrss.exe
Proc 1852 2007-08-09 18:12:00 O0x0104cE18 Ox0aal3000 logonui.exe
Proc 592 2007-09-09 18:12:23 0x0106E£788 Ox0Z£2b000 smss.exe
Proc 1104 2007-09-09 18:17:32 Ox01168al8 0x0001b000 helix.exe
Proc 4 Ox01218020 0Ox00039000 System
Prog
Froc
Prog

736 2007-09-09 18:12:29 0x020cd7dd O0x05649000 services.exe
748 2007-09-09 18:12:29 0x02151668 0x05689000 savedump.exe
1808 2007-05-09 18:19:56 Ox026c7420 Ox0ef06000 dd.exa
GBE 2007=-08=-09 18:12:27 0x03cf0B50 Dx04e5£000 winlogon.exe
756 2007-09-09 18:12:29 Ox05683dag 0x0566£000 lsass.exe
928 2007-09=-09 1B:12:34 0x05cc9dad 0x0620B000 ibmpmswve.axe
956 2007-09-09 18:12:34 Ox0626bdB0 0x062195000 svchost.axs
1080 2007-09-09 18:12:34 Ox063d46al O0x0E467000 svchoat.exe
1228 2007-09-09 18:12:36 0x06b00020 Ox06aeci00 svchost.exe
1260 2007-09-09 18:12:36 Ox06cb0728 0x06ceS000 svchoat.exe
1452 2007-09-09 18:12:38 0x07509dat O0x075a6000 spoolsv.exe
1604 2007-09-09% 18:12:44 Ox07daecld 0x07d94000 QOONSVC.EXE
0 2007-09-09 18:12:45 0x07e26b50 Ox0TeBf000 skls.oxe
412 2007-09-09 1B:13:05 Ox08dfddas Ox08deddDl explorer.exe
632 2007-09=-09 1B:13:07 0x097B3c48 Ox09897000 igfxtray.oxe
ZB0 2007-09-09 18:13:08 0x098b2960 DxO098fbO00 hkeomd.exe
G5 2007=-09-09 18:13:08 0x09%datal Dx0%ad4a000 LTSMMSG.exe
B2E 2007-09-09 16:13:08 0x09afblBE Ox09bAZ000 tpdserv.exe
404 2007=-09=09 18:14:15 0x09afb508 Dx0e2T7a000 wuauclt.exe
1024 2007-09-09 18:13:08 Ox09c3fdaf 0x050a9000 rundll3z.exe
1236 2007=-09-09 18:13:09 Ox0%cecicld Ox09fed000 Qotray.exe
1100 2007-09-09 18:13:08 Ox09eddaid Ox09e6d000 TPHEMGE.exe
372 2007-09=-09 1B:19:56 Ox09£05020 Dx09774000 cmd.exe
1264 2007-09-09 18:13:058 Ox09f6b6ad O0x0a093000 dirxd.exe
0 2007=-09=09 18:13:10 OxOalOfbed Ox0al3o000 skl.exe
976 2007-09-09 18:13:16 Ox0bc35E98 0x0c03b000 memsgs.exe
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The professional version of Responder has some mone advanced features for malware analysis,
effectively supporting integrated dissassembly of exccutables in memory dumps. The Digital DNA
(DN A) feature attempts 1o idennfy malicious code amtomatically based on various characteristics and
provides associated weight values.
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Chapter 3
Post-Mortem Forensics

Discovering and Extracting Malware and Associated Artifacts from Windows Systems
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Solutions in this chapter:

* Windows Forensic Analysis Overview

» Forensic Exammation of Compromised Windows Systems

* Malware Discovery and Extraction from Windows Systens

* Examine Windows File System

* Examine Windows Registry

* Keyword Searching

» Forensic Reconstruction of Compromised Windows Systens

* Advanced Malware Discovery and Extraction froma Windows System

Introduction

If live system analysis can be considered surgery, forensic examination of Windows systems can be
considered an autopsy of a computer impacted by malware. Trace evidence relating to a particular
piece of malware may be found in various places on the hard drive of a compromised system,
including files, Registry entries, records in event logs, and associated date stamps. Such trace
evidence is an mportant part of analyzing malicious code by providing context and additional
nformation that help us understand the functionality and origin of malware.

This chapter provides a repeatable approach to conducting forensic examinations in malware
incidents by increasing the consistency across multiple computers and enabling others to evaluate the
process and results. Employing this approach, with a measure of critical thinking on the part of a
digital mvestigator, can uncover information necessary to discover how malware was placed on the
system (aka the intrusion vector), to determine malware functionality and its primary purpose (e.g.,
password theft, data theft, remote control) and to detect other infected systens. This forensic
examination process can be applied to both a compromised host and a test system purposely infected
with malware in order to learn more about the behavior of the malicious code.

Investigative Considerations

* In the past, it was relatively straightforward to uncover traces of malware on the file system and
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in the Registry of a compromised Windows computer. Recently, attackers have been
employing more anti-forensic techniques to conceal their activities. Modern malware is being
designed to leave limited traces on the compromised host and to misdirect forensic examiners.
A methodical approach to forensic exammation, looking carefully at the system from all
perspectives, increases the chances of uncovering footprints that the intruder failed to hide.

Windows Forensic Analysis Overview

EAﬁ‘er a forensic duplicate of a compromised system has been acquired, employ a
consistent forensic examination approach to extract the maximum amount of information
relating to the malware incident.

P The hard drive of a Windows computer can contamn traces of malware i various places and
forns, including malicious files, Registry entries, log files, Web browser history and remnants of
nstallation, and execution and manipulation such as Prefetch files and date-time tampering. Some of
this nformation has associated date-time stamps that can be useful for determming when the mitial
compromise occurred and what happened subsequently. The following general approach is designed
to extract the maximum amount of information related to a malware incident:

* Search for known malware

* Survey installed programs

* Examine prefetch

» Inspect executables

* Review auto-start

* Review scheduled jobs

* Examine logs (system logs, AntiVirus logs, Web browser history, etc.)

* Review user accounts

* Examine file system

* Examine registry

* Restore points

* Perform keyword searches for any specific, known details relating to a malware incident.
Useful keywords may come from other forns of analysis, including memory forensics and
analysis of the malware.

» Harvest available metadata including file system date-time stamps, modification times of
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Registry entries, e-mails, Prefetch file details and entries m Web browser history, and
Windows Event logs and other logs such those created by AntiVirus programs. Use this
nformation to determine when the malware mncident occurred and what else was done to the
system around that time, ultimately generating a time line of potentially malicious events.

* Look for common indicators of anti-forensics including file system date-time stamp
manipulation and log deletion.

* Look for links to other systems that may be involved.

P These goals are provided as a guideline and not as a checklist for performng Windows
forensic analysis. No single approach can address all situations, and some of these goals may not
apply in certain cases. In addition, the specific implementation will depend on the tools that are used
and the type of malware involved. Some malware may leave traces in novel or unexpected places on
a Windows computer, including in the Master Boot Record (MBR) or within other files. Ultimately,
the success of the mvestigation depends on the abilities of the digital mvestigator to apply digital
forensic techniques and adapt them to new challenges.

% Analysis Tip

Correlating Key Findings

As noted i prior chapters, knowing the time period of the incident and knowing what evidence of
malware was observed can help digital investigators develop a strategy for scouring compromised
computers for relevant digtal evidence. Therefore, prior to performing forensic analysis of a
compromised computer, it is advisable to review all mformation from the Field Interview Questions in
Chapter 1 to avoid wasted effort and missed opportunities. Findings from other data sources such as
memory dumps and network logs can also help focus the forensic analysis (ie., the compromised
computer was sending packets to a Russian IP address, providing an IP address to search for in a
given time frame). Similarly, the results of static and dynamic analysis covered i later chapters can
help guide forensic analysis of a compromised computer. So, the analysis of one malware specimen
may lead to further forensic examination of the compromised host that uncovers additional malware
that requires further analysis; this cyclical analysis ultimately leads to a comprehensive reconstruction
of the incident. In addition, as new traces of malicious activity are uncovered through forensic
examination of a compromised system, it is important to document them in a manner that facilitates
forensic analysis. One effective approach is to insert new findings into a time line of events that
gradually expands as the forensic analysis proceeds. This is particularly useful when dealing with
multiple compromised computers. By generating a single time line for all systens, forensic analysts are
more likely to observe relationships and gaps that need to be filled with further analysis.

236



Investigative Considerations

» It is generally unrealistic to performa blind review on certain structures that are too large or too
complex to analyze without some investigative leads. Therefore, it is important to use all of the
nformation available from other sources to direct a forensic analysis of the compromised
system, including nterview notes, spearfishing e-mails, volatile data, memory dumps, and logs
from the system and network.

* Most file system forensic tools do not provide full metadata from an NTFS. When dealing with
malware that likely manipulated date-time stamps, it may be necessary to extract additional
attributes such as the FILETIME details for comparison with the standard attributes. Tools for
extracting attributes from MFT entries such as TSK and analyzZeMFT are presented in the

Tool Box appendix. ‘5(

* It is important to look in all areas of a Windows system where traces of malware might be
found, even if a quick look in a few common places reveals obvious signs of infection. There
may be multiple types of malware on a computer, with more obvious signs of infection
presenting a kind of smoke screen that may distract from more subtle signs of nfection. Being
thorough reduces the risk that more subtle items will be overlooked.

* No one approach or tool can serve all needs in a forensic examination. To avoid mistakes and
missed opportunities, it is necessary to compare the results of multiple tools, to employ
different analysis techniques, and to verify important findings manually.

Eln addition to employing forensic tools, mount the forensic duplicate as a logical
volume to support additional analysis.

P Although forensic tools can support sophisticated analysis, they cannot solve every problem
relating to a malware incident. For instance, running AntiVirus software against files on the
compromised system is an important step in examining a compromised host. Figure 3.1 shows

MountImage Pro being used to mount a forensic duplicate so that it is accessible as a logical volume
on the forensic examination system without altering the original evidential data.‘x
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Mountlmage Pro used to mount a forensic duplicate

ﬂ Additional utilities such as FTK Imager, EnCase modules, and Daemon Tools ( www.daemon-
tools.cc) for mounting a forensic duplicate are discussed in the Tool Box section at the end of this

Malware Discovery and Extraction from Windows Systems

P Enploying a methodical approach to examining areas of the compromised system that are most
likely to contain traces of malware installation and use increases the chances that all traces of a
compromise will be uncovered, especially when performed with feedback from the static and dynamic

analysis covered m Chapters 5 and 6.

Search for Known Malware

mUse characteristics from known malware to scour the file system for the same or similar
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items on the compromised computer.

P Many intruders will use easily recognizable programs such as known rootkits, keystroke-
monitoring programns, sniffers, and components from the PSTools package (e.g., psexec for starting a
service remotely). There are several approaches to locating known malware on a forensic duplicate of
a compromised computer.

 Hashes: Searching a forensic duplicate of a compromised system for hash values matching
known malware may identify other files with the same data but different names. The hash
value of the full file will only reveal exact matches (see Figure 3.2), but an alternate approach
mnvolves searching for hash values of smaller parts of malware.
Ore tool that is specifically designed to detect known malware is Gargoyle Forensic Pro (see
Figure 3.3).2 This program contains a database of known malware that is regularly updated
and can be used to scan a forensic duplicate.
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« Piecewise Hashes: A piccewise hashing tool such as ssdeep= may reveal malware files that
are largely similar with slight variations. Using the matching mode, with a list of fizzy hashes of
known malware, may find specimens that are not detected with an exact hash match or by
current anti-virus definitions (e.g., when embedded [P addresses change).

* AntiVirus: Scanning files within a forensic duplicate of a compromised system using updated
AntiVirus prograns may identify known malware. To increase the chances of detecting
malware, multiple AntiVirus programs can be used with any heuristic capabilities enabled.
Such scanning is commonly performed by mounting a forensic duplicate on the examination
system and configuring AntiVirus software to scan the mounted volume as shown in Figure
3.4 using Avira2
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Avira A/V software scanning a mounted forensic duplicate

* In addition to scanning logical files, it can be worthwhile to carve all executables out of
unallocated space and scan them using AntiVirus software as well, particularly when malware
has been deleted by the intruder (or by AntiVirus software that was running on the

compromised system).

% Analysis Tip

Existing AntiVirus Logs

Given the prevalence of AntiVirus software, it is advisable to review any logs that were created by
AntiVirus software that was running on the compromised system for indications of malware that was
detected and deleted as discussed in the “Examine Logs” section later in this chapter. Many AntiVirus
programs have Quarantine features that back up detected malware in a specially formatted file. Some
vendors provide utilities for decoding these quarantine backup files to enable recovery of the actual
malware for analysis.

» Keywords: Searching for IRC commands and other traits commonly seen in malware, and any
characteristics that have been uncovered during the digital mvestigation (e.g., IP addresses
observed in network-level logs) may uncover malicious files on the system
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» Some malware is specifically designed to avoid detection using hash values, AntiVirus
signatures, or other similarity characteristics. Therefore, the absence of evidence in an
AntiVirus scan or hash analysis should not be interpreted as evidence that no known malware
is on the system

* Keyword searches for common characteristics in malware can also trigger AntiVirus definition
files, resulting in false positives.

Survey Installed Programs

mReview the programs that are installed on the compromised system for potentially
malicious applications.

P Surveying the names and mstallation dates of programs that were installed on the
compromised computer may reveal ones that are suspicious, as well as legitimate programs that can
be used to gain remote access or to facilitate data theft.

* This process does not require in-depth analysis of each program Instead look for itens that
are unexpected, questionable, or were installed around the time of the incident.

* Folders under ‘“Program Files” show only some of the prograns that are installed on a
Windows system. Subfolders under each user profile can reveal applications nstalled under
specific user accounts. There are also locations in the Registry where digital investigators look
for traces of stalled programs and applications that were mstalled but have since been
removed from the computer, as discussed in the section Examine Windows Registry later n
this chapter.

* A malicious program may be apparent from a folder m the file system (e.g, keyloggers,
WnRAR) or from a Registry entry. Figure 3.5 shows subfolders under Program Files on a
Windows system, which include a keylogger program

242



Mo I8 Vem Tk Feb
e T L T | o E ]

b Lo x0Tt et cabey ZiTeeies [Joes 3o
ey it ]
I e O T . DU S -
[ oo s pe Loterts @ Povwmccr CIMAR) ] 0 () reademtel  OA/ZORR DIACTIME  ORCENE DR LAIPW DO (R4 AP
TR Al D20 omeatit OATHE DRI DGTORS DRI DM (50N
o0 31 e (T DA DO (00U CADROT O eI
= A [ e AR Do AP VR (4 00 P ORI (o 3 158
o 5[ sxa (RPN B Dl DA B L B VLT (ke
poia B0 s CWOMOR AN RO VAN CHERT O A4 A
i B0 wes O T 1A OGN (0 U ONRIIT (e A
ey B | (3 irrstshs  OWOMOT ST, ORIV O HBN  COHIT 0110
* [ s T DAL TITN.  DOOT (AT T OS2
o 0 ity (T DI DODANT (AT AT DAMT (a7
&L B L) g T DTS SRR (1S TPH DM O T
B | :
B CO0
BCIC J
b
#0 eg
§COE -
| Ll_l L] 1
v 0o =l Travserce (8 Pt 2| Pupert = Conacie 10 0e A ukpt [ ok o Cndepage | BT
G741 A Urer: SSFLLC' Sinba: ket e &
SUL Cosrtory Bhall (TER® w8/ ®d 1 oA L3W ed L300 @

T i 7T BV s Pl Sovterl oo ing 075 00000 LT Gabieid 0L MHAES 50 300 P0G (L1}

Program Files contains SpyKeyLogger

* Legtimate programs installed on a computer can also play a role
mnstance, WinRAR or remote desktop programs (e.g., RDP, VNC) mstalled on a system may
be normal in certain environments, but their availability may have enabled mtruders to use
them for malicious purposes such as packaging sensitive mformation before stealing it over the
network.2 Coordination with the victim organization can help determine if these are legjtimate
typical business use applications. Even so, keep in mind that they could be abused/utilized by
the intruder and associated log review may be fruitful.
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in malware incidents. For

% Analysis Tip

Registry Remnants
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The SOFTWARE Registry hive contains configuration information for installed applications and has a
key “Microsoft\ Windows\CurrentVersion\App Paths” that contains a list of executable paths for
nstalled applications. The Windows Registry Database (WiReD) project being developed by NIST
NSRL is currently working on a library of Registry remnants left by common programns to help digital
nvestigators determine what programs were installed on a computer.



Examine Prefetch Files

EZ[Inspect the creation date and other attributes of Prefetch files on the compromised

system to determine whether they relate to execution of malware.

P When malware, or any executable for that matter, is launched on a Windows system it may
generate a Prefetch file. The creation date of a particular Prefetch file generally shows when the
associated program was first executed on the system, and the last modified date indicates when it was

most recently executed. Tools for parsing Prefetch files include Prefetch Parser

WinPrefetchView.Z

* In addition to providing temporal information, Prefetch files contain information about the
location of the associated executable on the file system as well as the number of times that the

executable was run as shown in Figure 3.6.
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Investigative Considerations

» Examining the NTOSBOOT-BOODFAAD.pf file can help identify what is being loaded at
boot time on a Windows system

* A Prefetch file can remain on a compromised system long after the originating executable is
gone, and can be the only remaining indication that a particular executable existed on the
system

* Keep in mind that not all actions on a Windows computer will result in a Prefetch file being
created, and that Prefetch files may be deleted. Therefore, the lack of a Prefetch file does not
mean that a particular program was not executed (absence of evidence is not evidence of
absence).

Inspect Executables

mDetermine whether any executables on the compromised system exhibit suspicious or
unusual characteristics that might be used to conceal their presence.

P Attackers commonly try to make malware more difficult to find and detect, so often digital
mvestigators can look for common concealment techniques by carefully inspecting executables. This
nspection can nvolve looking for misleading file extensions, packed executables, and alternate data
strearns.

» Extension renaming: One of the simplest approaches used to conceal executables on a
Windows system is to change the extension to something else.

* Packing: Modern malware is often encoded (aka packed) to thwart detection and forensic
analysis.

* Alternate data streams: Look for executables in an ADS of other files or folders.

Investigative Considerations

* Reviewing every potential executable on a computer is a time-consuming process, and an
important file may be missed n the mass of information. Fortunately, in many cases, there are
known time periods of interest or other clues that focus forensic analysis and reduce the

number of files that need to be reviewed for suspicious characteristics.
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* The increase in “spearfishing attacks” that employ social engineering to trick users to click on
e-mail attachments, combined with malware embedded in Microsoft Office documents and
Adobe PDFs as discussed in Chapter 5, means that digital investigators need to expand
searches for malware to include objects embedded in documents and e-mail attachments.

Inspect Services, Drivers, Auto-starting Locations, and Scheduled Jobs

ELook Jor references to malware in the various startup routines on the compromised
system to determine how malware managed to remain running on a Windows system after
reboots.

P To remamn running after reboots, malware is usually re-launched using some of the various
startup routines on a Windows system, including services, drivers, scheduled tasks, and other startup
locations.

* Schedule Tasks: Some modern malware uses the Task Scheduler to periodically execute and
maintain persistence on the system. Therefore, it is necessary to examine scheduled jobs that
are stored in the “Windows\Tasks” folder in data files with the name of the application and the
file extension .job.

* Services: It is extremely common for malware to entrench itself withn a new, unauthorized
service or by inserting itself as the ImagePath or ServiceDII for an existing service.

* Drivers: Drivers are commonly used as rootkit components to malware packages, and may
be started via a variety of means.

* AutoRun locations: Locations that Windows uses to automatically launch an executable as
the system starts up may contain traces of malware. The AutoRuns tool can be used to
examine auto-start itens as shown in Figure 3.7, directing it to analyze a mounted forensic
image via the File -> Analyze Offline System. Items displayed by AutoRuns that are missing
or are unsigned and do not have a publisher description may be of mnterest in malware
ncident.
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AutoRuns used to analyze an offline system

Investigative Considerations

* Be aware that not all methods used by malware to entrench itself on a Windows computer will
be detected by AutoRuns or similar tools. For instance, the order in which Windows searches
for dependencies may be used to execute malware. Therefore, even if nothing unusual is found
during this inspection of auto-start locations, there may still be persistent malware on the
system

« It may not be a simple matter to distinguish between legitimate system processes and malware
in Windows auto-start locations. Therefore, it may be necessary to combine multiple tools and
analysis techniques. For example, nspecting all changes to the file system and Registry during
the period of interest can lead digital mvestigators to the pertinent file names and auto-start
entries used by malware. In addition, looking for unsigned executables referenced in a startup
routine may reveal unauthorized code.

Examine Logs
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mLook in all available log files on the compromised system for traces of malicious
execution and associated activities such as creation of a new service.

P Log files can provide some of the most useful historical detail relating to a malware incident,
giving visibility into past events, the sequence of activities related to an attack, and clues about what
the intruder did on the compromised system. The logs that are available on a Windows system will
depend on its configuration and installed programs. Some of the more common log files are
summarized here with examples of their usefulness.

* Windows Event Logs: Logon events recorded in the security event log, including logons via
the network, Remote Desktop, and Remote Authentication Services, can reveal that malware
or an intruder gained access to a compromised system via a given account at a specific time.
Other events around the time of a malware infection can be captured n Windows Event logs,
including the creation of a new service or new accounts around the time of an incident.
Windows Event logs can be examined using tools such as Log Parser® and Event Log

Explorer? as shown inFigure 3.8 with the ability to filter on specific types of events.
Additional information about Log Parser and its flexibility is available in Microsoft Log Parser

Toolkkit from Syngress. 1

& Untitled ELY - Event Log Explorer =]
Pfle Iree Wew Event Window Help
i b (B 72 (G W@ TSRO NS

System.evi: | |

i Fitered: showing 91 of 56972 event(s) ] o
| Type Duate | Time Event |Source :J
i_.'p Erroe ar200201 W46 AM 024 Service Control Manager

g Error 041202011 S:04:24 AM TO26 | Service Control Managar

i_; Errce L il ] 0240 AM F026 Service Control Manager

ik Erroe D4M15/2011 503 AM 7026 Service Cortrol Manager

i’, Error D4fI4f2011 [3:32:35 P 026 | Service Control Mansger

u Errce 4147201 12:57:45 PM 7030 Service Control Manager -
L] | -

g Ilhe Followsng book-start or system-start driven(s) Faded to load:

35Ty

+ Windows System Event log being examined using Event Log Explorer, filtering on errors
associated with services (Event IDs 7026 and 7030)
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* Web browser history: The records of Web browsing history on a compromised computer
can reveal access to malicious Web sites and subsequent download of malware. In addition,
some malware leaves traces in the Web browser history when it spreads to other machines on
the network.

* Desktop firewall logs: Windows firewall and other desktop security prograns may be
configured to record access attempts and other activities on the compromised system

* AntiVirus logs: When a Windows system is compromised, AntiVirus software may detect
and even block malicious activities. Such events will be recorded in a proprietary log file with
associated date-time stamps, and any quarantined items may still be stored by the AntiVirus
software in a holding area.

* Dr: Watson: The Dr. Watson log, located in “Drwtsn32.log,” can contain mformation about
programs that crashed and produced debug information. When Dr. Watson traps a crashing
program, it can create a file named “User.dmp” containing memory contents from the crash,
which may provide additional information.

Investigative Considerations

* Log files can reveal connections from other systems that provide links to other systerms on the
network that may be compromised.

* It is common to extract Windows event logs from a forensic duplicate for examination.
However, message details that were unique to the compromised system may not be available
when performing this type of analysis. Therefore, it may be necessary to reconstruct the event
details or review specific log entries of mterest on a resuscitated clone of the compromised
system as discussed in the “Forensic Reconstruction of Compromised Windows Systens”
section later in this chapter.

* Windows event logs may be deleted n a malware mcident, requiring a search of unallocated
space for important entries.

% Analysis Tip

Domain Controller Security Event Logs

In some enterprise environments domain controllers are relied on for security logging, so local security
event logging is disabled on the Windows computers that are part of the domain. In addition, DN'S

249



logs from a domain controller can be extremely important when tracking beacons to DNS host names.
Given the volume of event logs on domain controllers, there may be a retention period of just a few
days and digital investigators must preserve those logs quickly or risk losing this information.

Review User Accounts and Logon Activities

mVenfy that all accounts used to access the system are legitimate accounts and determine
when these accounts were used to log onto the compromised system.

P Look for the unauthorized creation of new accounts on the compromised system, accounts
with no passwords, or existing accounts added to Administrator groups.

* Unauthorized account creation: This is identified by unusual names or accounts created in
close proximity to known unauthorized events.

+ Administrator groups: It is advisable to check for user accounts that are not supposed to be
n local or domain level administrator groups.

* Weak passwords: In some situations it may be necessary to look for accounts with no
passwords or easily guessed passwords. A variety of tools are designed for this purpose,

including PRTK, 1L John the Ripper,12 and Cain & Abel. 12 Rainbow tables are created by
precomputing the hash representation of passwords and creating a lookup table to accelerate
the process of checking for weak passwords.

Investigative Considerations

* Failed logon attenmpts can be important when repeated efforts were made to guess the
passwords.

% Analysis Tip

Correlation with Logons

Combine a review of user accounts with a review of Windows Security Event Logs on the system to
determine logon times, dates of account creation, and other activities related to user account activity

on the compromised system This can reveal unauthorized access, including logons via Remote
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Desktop.

Examine Windows File System

EExplore the file system for traces left by malware.

P File system data structures can provide substantial amounts of mformation related to a
malware incident, including the timing of events and the actual content of malware. However, malware
is increasingly being designed to thwart file system analysis. Some malware alters date-time stamps on
malicious files to make it more difficult to find them with time line analysis. Other malware is designed
to download modular components from the Internet and only store them in memory to mmnimize the
amount of data stored in the file system. To deal with such anti-forensic techniques, it is necessary to
pay careful attention to time line analysis of file system date-time stamps and to files stored n common

Jocations where malware might be found 14

* Search for file types that attackers commonly use to aggregate and exfiltrate information. For
example, if RAR files are not commonly used in the victim environment, searching for .RAR
file extensions and headers may reveal activities related to the intrusion.

* Time line analysis is one of the most powerful techniques for organizng and analyzing file
system information. Combining date-time stamps of malware-related files and system-related
files such as link files and Prefetch files can lead to an illummnating reconstruction of events
surounding a malware incident, including the mitial vector of attack and subsequent
entrenchment and data theft.

* Review the contents of the ‘Yosystemroot%o\system32” folder for files with date-time stamps
around the time of the incident, or executables not associated with Windows or any known
application (hash analysis can assist in this type of review to exclude known files).

» When one piece of malware is found i a particular folder (e.g., C:\WINNT\Java, or a Temp
folder), an inspection of other files in that folder may reveal additional malware.

* Shadow Volumes on Windows Vista and 7 can contain copies of files that have since been
deleted from the file system

Investigative Considerations

251



* Although it is becoming more common for Standard Information Attribute (SIA) date-time
stamps to be modified by malware, the File Name Attribute (FNA) is not typically updated.
Therefore, discrepancies between the SIA and FNA may indicate that date-time stamps have
been artificially manipulated.

* The NTFS journal ($LogFile) contains references to MFT records that can be found by
searching for the record header strings FILEO or FILE* (case sensitive). Some forensic suites
such as EnCase have the ability to parse $LogFile entries.

* The increasing use of anti-forensic techniques in malware is making it more difficult to find
traces on the file system. To mitigate this challenge, use all of the information available from
other sources to direct a forensic analysis of the file system, including memory and logs.

» It is often possible to narrow down the time period when that malicious activity occurred on a
computer, in which case digital investigators can create a time line of events on the system to
identify malware and related components, such as keystroke capture logs.

Examine Windows Registry

EScour Registry hives for information related to malware and associated activities.

P Registry hives on a compromised system can contain information directly related to the

operation of malware (e.g., auto-start on boot, configuration parameters), and can contain traces of
activities related to malware.

 UserAssist: The UserAssist key contains a list of prograns run by user accounts on a
compromised system that can provide details about malicious activities along with a date-time
stamp of most recent execution.

» Common locations: In addition to auto-start locations, Registry hives on a compromised
system can contain configuration information and other trace evidence created by malware.
For mstance, names of files that were created or opened in relation to the malware may be
retained m most recently used (MRU) lists and Windows Explorer shell bags in the Registry.
RegRipper has standard templates that can be applied to common Registry hives to extract
nformation that is generally useful when mvestigating a malware incident as shown i Figure
3.9.
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RegRipper used to extract items ffrom a System Registry hive, noting errors in the process
that should be reviewed in the log file

* Temporal analysis : Search the Registry for items with LastWritten date-time stamps around

the time of the incident. The RegistryViewer from AccessData has a feature for finding all
alteration in a Registry hive within a specific date range as shown in Figure 3.10.
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Registry Viewer used to search for all items in the Software Registry hive on a specific
date

Restore Points

P Some versions of Windows make routine backups of Registry hives that can contain information
that is no longer present in the current Registry. In addition to looking in backup Registry hives for the
same information as in the current hives as summarized earlier, there are unique types of analysis that
the Restore Pont backups can support.

* Look back: Information from past states of the system that is captured in a Restore Pomt can

be useful in an intrusion and malware investigation 12
» Comparative analysis: Comparing the Registry from prior states of a compromised system

can uncover important changes. 1
* Temporal analysis : The LastWritten date-time stamps within the backup Registry hives can
help develop the time line of malicious activities on a compromised system
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mSearch Jor distinctive keywords each time such an item is uncovered during forensic
anallysis.

P Searching for keywords is effective when you know what you are looking for but do not know
where to find it on the compromised system There are certain features of a malware incident that are
sufficiently distinctive to warrant a broad search of the system for related information. Such distinctive
iters include:

* Command-line arguments: Looking for commands that malware uses to execute processes
on or obtain from other systems on the network (e.g., psexec, net use) or to exfilrate data
can reveal additional mformation related to the intrusion.

* IP addresses: These may be stored in the human readable dot decimal format (e.g,
172.16.157.136) n both ASCII and Unicode formats, and may be represented in hex (e.g,,
ac 10 9d 88) both i little and big endian formats. Therefore, it may be necessary to construct
multiple keywords for a single [P address.

* Computer hostnames: Used to establish remote connections with a compromised system,
these may be found in various locations, including Windows event logs.

* Passphrases and encryption keys: Searching for these when associated with malicious code
can uncover additional information related to malware.

* File extensions and headers of file types: These are commonly used to steal data (e.g,
.RAR) and can find evidence of data theft.

% Analysis Tip

Search Smart

Significant time can be wasted searching for overly general or incorrectly encoded keywords.
Therefore, care must be taken to construct an effective keyword list that considers how data will be
represented on the system

Forensic Reconstruction of Compromised Windows Systems
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[‘Z]Perﬁ)mdng a comprehensive forensic reconstruction can provide digital investigators
with a detailed understanding of the malware incident.

P Although it may seem counterintuitive to start creating a time line before beginning a forensic
examination, there is a strong rationale for this practice. Performing temporal analysis of available
mformation related to a malware incident should be treated as an analytical tool, not just a by-product
of a forensic exammnation. Even the simple act of developing a time line of events can reveal the
method of infection and subsequent malicious actions on the system Therefore, as each trace of
malware is uncovered, any temporal imformation should be inserted into a time line until the analyst has
a comprehensive reconstruction of what occurred.

P Functional analysis of a compromised Windows system mvolves creating a bootable clone of

the system and examining it in action. One approach to creating a bootable clone is using Live View, 1/
as shown in Figure 3.11. The snapshot feature m VMWare gives digital investigators a great degree of
latitude for dynamic analysis on the actual victim clone image. In this instance, malware was found n
the “CAI386\SYSTEM32” folder and the digital mnvestigator used a bootable clone of the
compromised system to observe the functionality of two associated utilities. The interaction in Figure
3.11 shows vgalist (renamed pslist) looking for a malicious process named skls, then help for vgautils
(rootkit named “fir”’), and then using the rootkit to hide the skls process and confirm it is hidden by
checking again with vgautils (pslist).
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* Another approach is to restore a forensic duplicate onto a hard drive and insert the restored
drive into a computer. This is necessary when malware detects that it is running in a virtualized
environment and takes evasive action to thwart forensic examination.

* In some situations, malware defense mechanisms may utilize characteristics of the hardware on
a compromised computer such as MAC address, in which case it may be necessary to use a
clone hard drive in the exact hardware of the compromised system that the forensic duplicate
was obtained from

Advanced Malware Discovery and Extraction from a Windows System

Since the Malware Forensics textbook was published in 2008, more tools have been developed to
address the increasing problem of malware designed to circumvent information security best practices
and propagate within a network, enabling crimnals to steal data from corporations despite mtrusion
detection systens and firewalls.

Some tools, such as the Microsoft Matware Removal Tool2 shown in F igure 3.12, can be used
to check every computer that is managed by an organization for certain malware and report the scan
results to a central location.

Ther bool i scanning your computer For prevalent malkcous softwars, and remoning any
Ehiat 15 Found

After this operation complates, tha tool will pronvide you with & repart of Ehs malicious
softvesre that was detected and removed.

|1}

Currenkhy scanning:
€ wirdowes sy stem I ESENT .

Files Scanned: 167

IDT4 (SRR P: Microsoft Malware Removal Tool
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Keep in mind that this approach is not targeted—it checks for a variety of different malware
rather than one specific malware. In some situations, this broader net can be advantageous by finding
malware that was not the focus of the nvestigation. Keep in mind also that this approach is designed
to remove malware from the system, which may not be desirable if the goal is to perform firther
forensic analysis of the system

Other COTS remote forensic tools such as FTK Enterprise, EnCase Enterprise, and F-
Response can be configured to examine files, memory, and Registry entries on remote systems for
characteristics related to specific malware (see Figure 3.13).

L
uwl‘ b ] .-ﬂ-_:-_'E

Eopiare Coprowe bl Graghen  Bocimanis  Ues e e Seecs  wplatls  Froe

IDTCIRAR AccessData FTK Enterprise extracting information from remote systens

In addition, some consulting companies that specialize in intrusion investigation have developed
proprietary tools to examine remote systens for traces of malicious code.

Conclusions

If malware is present on a system, it can be found by applying the forensic exammation approach
outlined i this chapter. Following such a methodical, documented approach will uncover the majority
of trace evidence relating to malware incidents and has the added benefit of being repeatable each
time a forensic exammnation is performed. By conducting each forensic examination in a consistent
manner, documenting each step along the way, digital investigators will be in a better position when
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their work is evaluated by others in court.

As more trace evidence is found on a compromised system, it can be combined to create a
temporal, functional, and relational reconstruct of the malware incident. In addition, information
recovered from compromised hosts can be correlated with network-level logs and memory, as well as
the malicious code itself, to obtain a full picture of the malware incident.

* Use characteristics extracted from one compromised host to search other systens on the
network for similar traces of compromise.

B Pitfalls to Avoid

Stepping in Evidence

® Don’t perform the steps outlined i this chapter on the original system

ECreate a forensic duplicate of the hard drive from the original system and perform all analysis
on a working copy of this data. In this way, no alterations are made to the orignal evidence
during the forensic examination.

mMake working copies of the forensic duplicate to ensure that any corruption or problems that
arise during a forensic examination do not ruin the only copy of the forensic duplicate.

Missed or Forgotten Evidence

® Do not skip a step in the forensic examination process for the sake of expediency.

EMake an investigative plan, and then follow it. This will ensure that you include all necessary
procedures.
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EBe methodical, reviewing each area of the system that may contain trace evidence of
malware.

EDocurmnt what you find as you perform your work so that it is not lost of forgotten later.
Waiting to complete documentation later generally leads to failure because details are missed
or forgotten in the fast pace of an investigation.

Failure to Incorporate Relevant Information from Other Sources

® Do not assume that you have full information about the incident or that a single person performed
the initial incident review and response.

EDetermine all of the people who performed field mterviews, volatile data preservation, and
log analysis, and obtain any information they gathered.

EReview documentation such as the Field Interview notes for information that can help focus
and direct the forensic exammation. Ifa particular individual did not mamtain documentation of
their work and findings, speak with them to obtain details.

Windows System Examination: Field Notes

Note: This document is not intended as a checklist, but rather as a guide to increase consistency of
forensic examination of compromised Windows systers. When dealing with multiple compromised
computer systems, it may be necessary to tabulate the results of each individual examination into a
single document or spreadsheet.
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Case Number: Date/Time:
Examiner name: Client name:
Organization/Company: Address:
neide ﬁPﬁ- TiTrgam Hurse =T Vi
- L I:IH;F I:l'é‘.c:'cmwuﬂiwg.utm’ DH::H:
OLogic Bamb DOKeylogger IR ammmwan:
DSniffer: O mher: DU nkeown:
System Information: MakeNodel:
Operating System: Forensic Duplication Method: | Network State:
O Post-mionlem acquizition O Connected 1o Intermet
OLive console acquisition O Connected to Intranet
O Live remate acquisition O Disconnected
Role of System:
O workstation: O Credit Card Processing System:
O Wb Server: 0 oiher:

Forensic Duplicate:

Physical Hard Drive Acquisition :

O Acquired QIMot Acguired [Reason):
ODates Tirme:

OFile Name:

OSize:

QOMDS Value:

OSHAL Value:

OTool Used:

Known Malware:

Mote: AniViros software may quaranting known malware in a compressediencoded format.
O File/Folder Identified:

OMethod of idemification (e.g., Hashser, AntiVins):

OFile name:

O reation date-1ime slamp:

BFle location on syslem |,'p.1|'|t_|:
BFile location on syslem felusters):

QFile/Folder Identified:

G:‘ﬂl.‘lil(h] of idennfication (e.g. Hashser, Aty ires):

OFile name:

OCreation date-time stanp:

OFile location on system (path):
OFile location on system (clisters):

QFile/Folder Identified:
D Methed of identification (e.g., Hashset, AntiVine);

OFile name:

ACreation date-time stanmp;

OFile location on system (path):
OFile location on systeim (clusters):
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us Installed Programs:

O Application name and description:

OSlll'mJ.ﬁ' installation path:
(']R.-,_l-ur;. path:

O Application name and deseription:

D‘?\'lllmm ansiallatson path;
O Registry path:

Suspicious E-mails and Attachments:

O E-mail: QE-mall:
D Sender address D5ender adkdresa:

DAntachment decriplion:

Suspect Executable Files (e.g., .exe, .dll, .sys):

QFile/Folder ldentificd:
OMoethod of identification (e.g., packing, extension renaming):

OFile name:

OCreation date-time stanip

OFile location on system (path):
OFile location on system (clisters):

QFile/Folder Identified:
OMethod of identification (e.g., packing, extension renaming):

OFile name:

DO Creation date-time stamp:

OFile location on system {path)
DOFile location on system {clusters):

QOFile/Folder Identified:
OMethod of identification {e.g.. packing, extension renaming):

OFile name:

OCreation date-time stanmp:

OFile location on system (path):
OFile location on system (clusters):

Malicious Auto-starts:

O Auto-start description:

¥ Auto-stan location:

O Auto-start description:

Oy Auto-starn location:
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Questionable User Accounts:

QUser account

Oxate of account creation:
C}[.ugm date:

ﬁﬁluwx, files, or odher resources acoessed h:\. the user socouni
OProcesses wssociatod with the user sccotnt:

on the system:

DNetwork activity anrfbatabde s the user accoun
OPassphrases associated with the user acoman

QUser account __om Lhe system:
‘:‘3[}41;' of account cremion;

'Jli.-.l;_-lll ate:

(DShares, files, or other resounces acoessed by the user account
O Processes mssacinbed with the user socount

ONetwork activity amribaiable o the user aooan:

O‘i':l\\p'llu\c\ asciated with the dser acooanm:

Scheduled Tasks:

Q5cheduled Tasks Examined
O Tasks Scheduled on the System

O Suspicions Task(s)
OTusk Mame:

OVes BDcheduled Run Time
O OSatus

e BDescription
D Suspicious Taskish Identified: OTask Name:
DYes OScheduled Run Timse:
O O Siaius

DODescrupgion:

Suspicious Services:

QServices Examined
QD Suspicious Services(s) Identified:
Dves
Do
D Suspicious Service Identified:
D Bervice Mame:
D Asscizied executable path
DAssociated Registry enley last writhem dte:
O Suspicious Service Identilied:
DService Name:
DOlAssoialed exccutable pathe
D Asuncised Registry entry lnst writics doe

File Svstem Clues :

Artifacts to Look for on Storage Media:

Notes:

MFT Entries:

OFile/Folder Identified:
DOpened Remotely/ 0pened Locally
OIFile name:
CMC reationn dlate-tims staimg
OFile bacagion on system (path)
EWFale bowation on system (Clustemi

QFile/Folder Identified:
DOpened Remotely/ D 0pened Locally
EIFile pame,
I renticn date-fime stamp
EWFile bocugion on sysicen (path)
OFile kacation on system (clustersi

O File/Folder ldentilied:

OOpened Remotely/DOpened Locally
OVl name
D restion dale-time samp
EFile location on syslem (pagh):
EXFile loxataon on syl (clastinsk

QFile/Folder Identilied:
D Opened Remotely!'D0pened Locally
[WFile name
CW reaticn date-time stampe
E¥Fule location on sysicm (path)

EWFile location on system (clusdersk

264



265



QO File/Folder Identified:
O0pened Remotely/O0pened Locally
DOl naine:
OV reiition datie-time stamgy
OWFile location on system (path)
OIFike location on system (clusters):

OFile/Folder Identified:
OOpened RemotelyfOOpened Locally
SIFile name
OICreqtion date-tinse stamp
OFle location on system (path):
OFile location on system (clusters):

Prefetch Files:

QFile/Folder Identified:

O0pened Remotely/DOpened Locally
OFile name
O reation date-time stamp
OIFile location on system {pathi
OFile location on system {clustersk

QOFile/Folder Tdentified:

Q0Opened Remotely/D0pened Locally
CIFile name
O rention date-time stamgy
OFile location on system ( pathj:
OFile location on system {clusaersh

OSuspicious Prefetch Identilied:
OPrefetch File Name:
DAssocisted Application:
BIEmbedded Diate:
DHCreated:
W ritien:
DORuns:

O Suspicious Prefetch Identified:
OPrefetch File Name:
DAssocinted Application:
EIEmbedded Date:
Hrented;
OWritten:
DORuns:

Restore Points:

O Suspicious Prefetch Identified:

OPrefetch File Name:
O Associated Applin:.:luln:
OEmbedded Date
O reated.
W ritien
ORuns:

O Suspicious Prefetch Identificd:

OPrefetch File Name:
D Associated Application:
CEmbedded Dage:
DCreated:
O'Written
ORuns:

O Restore Points Examined

O Restore point location examined:
OIFile name examined:

O Examined file description:

O Restore point location examined:
OFile name exqmined:

O Examined file descriplion:

O Restore point location examined:
OFile name examined:
O Examimed Mle de SCrption

Shadow Yolumes:

O Shadow Yolumes Examined
O Shadow volume examined:
OFile name examinad:

O Examined file description

O Shadow volume examined:
{jr‘lh.‘ e examed:

O Examined file description:
OShadow volumes examined:
OIFile name examined:

O Examined file description:
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Potentially Malicious Registry Keys:

O Suspicious Registry Key Identified:
OKey Name;
B Locstion:;
B Lasi Winiiten Tume:!
0O Assaciated Process/PIY;
O Assaciated Network Activity:
B Acsaociated Artifacts!

D Suspicious Registry Key Identified:
OKey Name:
O Lascation:
0O Last Wiritien Time:
0 Associated Process/FID:
O Associated Network Activity:
O Associated Anifacis:

O Suspicious Registry Key Identified:
f}h’c}' Mame
D Lascation:
B Last Watten Timse:
0O Associated ProcessFID:
0 Associated Network Activity:
O Associated Amifsct

O Suspicious MRU Identified:
OKey Mame:

Ol Associated File:

O Associabed Dute:

O Suspicious MREU Identified:
OKey Name:

Dl Associaied File:

D Assnciabed Date:

Host-based Logs :

AntiVirus Logs:

O AntiVirus Type:

O AnstiVirus bog hocation:

O AntiVirus bog entry description:

Most Recently Used Entries (MRLU

DO Suspicious Kegistry Key Identified:
OKey Moume:
O Location:
B Last Wratien Tinse:
B Associsted Procesa/PIL:
O Associafed Netwoak Activity:
O Associated Armifacts:

QSuspicious Registry Key Identified:
OKey Name:
O Location:
O Last Wrinien Time:
O Associated Process/FID:
O Associated Network Activity:
O Associsted Anifscs:

O Suspicions Registry Key Identified:
DKey Name:
D Location:
O Last Wintlen Time:
D Associsted Procesa/FID:
O Associated Metwork Activity
0 Associated Amifacs:

O Suspicious MRU Identified:
D Key Name:
D Associated File:
OlAssociated Date:

D Suspicious MRU Identified:
OKey Name:
D Associated File
OlAssociated Date

I Detoctson date:
DFike name:
OMalware name:
D AntiVirus pction:

O AntiVirus log entry description:

O¥Dctecion dabe:
(DFibe name:
OIMalware name:
O AmtiVirs action:

0 AmtiVirus log entry description:

D Detection date:
OFike name:
OMalware name:
D AntiVins action:
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O Log Entry Identified:
DSecurity/OSystem/ D Application
OEvent type:
O Event 1D:
D Source:
OCreation date-time stamp;
DAssockted woountcomputer;
DDescription:

QLog Entry Identified:
DBecurity/OSystem/D Application
OEwvent type:
OEwvent 1D
DSource:
OCreation date-time stamp:
O Associated accounticompuier:
O Description:

QLog Entry Identified:

O Security/OSystem/OQ Application
!115.\. cnt l:. L
OEvent 10
D Soarce:
DOCreation date-time stamp:
DAssocisted accounticomputer;
D Description:

QLog Entry Identified:
ODSecurity/D System/O Application
OEvem type:
OEvent 1y
CISource:
BOCreation date-time stamp:
B Assockued accounticompuler;
Beseription:

QLog Entry Identified:
DSecurity/OSystem/O Application
OEvent type:
OEvent 10
OSource:
OCreation date-time stamp:
OAssocialed acoounticompater:
ODescription:

QLog Entry Identified:

O Securind O Systenm/O Application
BIEvent type:
BEven [
OSource:;
OCreation date-time stamp:
DAssocimed accountcompater:
DWescription:

Web Browser History:

O Suspicious Web Site Identified:
OName:
DURL:
Diast visied date-time stamp:
Diescription:

L Suspicious Web Site Identified:
OName:
DURL:
Clasg visited date-time slanmgy
DM Description:

Host-based Firewall Logs:

L Suspicious Web Site Identified:
OName:
OURL:
DLast visited date-1ime stamp:
DlBescription:

L Suspicious Web Site Identified:
OMame:
DOURL:
Dllast visited daste-lime stamgp:
ODescription:

QlF Address Fuund:

Dceal 1P Adkdee Posit Nuimher;
SRemwic TP '-dirru e Port Number, __
D Remesc Hiss Name,

IProencol

QI Address Found:
Alocal I Askdecus L Pout Mumbsr
DRemnie [P Address Port Mamiber
Reonole Mot N
Pl

ance
e

OIF Address Found:

Moowal IFAddsesn: . Tort Numher:

DR 1P Addnea . Pogt Mamber
DRemolc Hosd Naemne
S Proaognl
arce
ouUDe

QIP Address Found:
Aoal 1P Adkfeess: Pon Mumdber
ORemote [P Aaddress: . Port Nember:
IR Host Name,
IProtical
arcP
avme

Q1P Address Found:
il 1P Adkdrcss: ! Port Numbxs
SRewwne [P Addiess Pt Nemiber
IR il Hisd Mame
el
arceE
-|| i

QlP Address Found:
Olocal 1P Address: . . . Porl Nomber:
IRewwe [P Adkdigas; Pow Namber
SRemoic Host Mame: _



Crash Dump Logs:

QCrash dump:

OFile name:

D Creation date-time stamp:

OFile location on system (path):

OFile location on system (cluster):
ODescriplion:

QCrash dump:

DFile name:

D Creation date-time stamp:

O¥File location on system (path):

OFile location on system (cluster):
ODescription:

Network Clues:

OIPF Address Found: QlP Address Found:
Olawal IPAddress: . . . Porf Mumber Alocal IP Ackleess: . . Pord Namber: _
ORemie 1P Addecss ; L Pofy Sambsr; CrReimote [P Addness P M
oRemote Host Name FRemote Host Name:
I ool O Prodial:
arce amee
aLDe avne
QP Address Found: QlP Address I-uunl:l
MLocal [P Address: . . Pom Numiher: _ Alocal 1P Addeess: o on Number: _
dRemote 1P Address oo Pl Namber; DRemone [P Address: . . Pon Number
ORamode Host Mame X IRensode Host Mame:
] T FPentocal
arTce arce
alpr avpe
QIP Address Found: QIP Address Found:
Crlacal EP Addrgss; P Mumiher, DLocal 1P Adkilecss. Pt Ngmber
ORemote 1P Address: x; ___ Pori Number: ORemscie [P Address: . Peut Munsher:
OARcme Host N crRensie Host Name:
OFrotood; APeotccol;
arce aTce
Sme avpe

Web Site/URLs/E-mail Addre:

O Suspicious Web Site/URL/E-mail Identified: O Suspicions Web Site/URL/E-mail Identilied:
OName: O Name:

ODescription OlDescription
O Suspicious Web Site/URL/E-mail Identified: O Suspicions Web Site/URLE-mail Identified:
ON.ul\'. Gﬁﬂuw:

Oescription

OIescription
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Linkage to Other Compromised Systems:

O Associntion with other compromised system: O Association with other compromised system;
ONP address: OIP address
OName: OName:
Obescription O Descripiii
D Association with other compromised system: d Association with other compromised system:
NP address: 2P address:
OName: D Name:
ODescription CIDescripiiom

Search for Keywords/Artifacts :

Keyword Search Results:

QKeyword: QKeyword:
DSearch hit description: Location: DSearch hit description: Locaon:
O¥Search hit description: _ Location: DSearch hit descrigtion: Location:
O¥Scarch hit description: _ Location: DSearch hit description: Location:
D 8carch hit descriplion: _ _ Lscatson: _ O Search hat description: Lacation: _
QO Keyword: O Keyword:
OSearch hit description: Lovatbon: O¥Search hit description: Location:
¥Search hit description: Location: OSearch hit description: Location:
O¥Search hit description: Location: Dearch hit description Location:
OSearch hit description: Location: DSearch hit description Location:
QO Keyword: O Keyword:
O Search hit iescription: Location; OSearch hit descripiion: Locatéon:
D8earch hitdescription: __ Localion: ___ OSearch hit descriptions __ Locations
OSearch hit description: __ Location: O%earch hit description: _ _ Location:
OSearch hit description: Location: OSearch hit description Location:
Recvele Bin Records: Recvele Bin Records:
O File/Folder Identified: QO File/Folder Identified:
DINFO2 File/ D Unallocated DINFO2 File/ O Unallocated
OFile name: OIFile name;
Oleletion datestime samp: Alelbetion date-time samp:
OFile location on system (pathk: OFike location on system (path);

'Y Windows Analysis Tool Box

Forensic Analysis Tools for Windows Systems

In this chapter we discussed approaches to conducting a forensic examination of Windows systems
for malware and associated artifacts. There are a number of forensic analysis tools that you should be
aware of and familiar with. In this section, we explore these tool alternatives, often demonstrating their
functionality. This section can also simply be used as a “tool quick reference” or “cheat sheet,” as
there will mevitably be an instance during an investigation where having an additional tool that is useful
for a particular function would be beneficial, but v;l;ilze responding in the field you will have little time to



conduct research for or regarding the tool(s). It is mportant to perform your own testing and
validation of these tools to ensure that they work as expected in your environment and for your
specific needs.

Mounting Forensic Duplicates
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Name: FTK Imager

Author/Distributor: AccessData

Available From: http://www.accessdata.com

Deseription: Although FTE Imager is a free tool that is primarily used to create and convert forensic
duplicates of storage media and files, it has the ability to present a forensic duplicate as a volume and hard
drive attached to the computer, This feature of FTE Imager is depicted in the following figure and can be
usefinl for running tools that cannot process a forensic duplicate directly and require 2 mounted file system.

Mount Image To Drive x|

-~ Add Image
Image File:
| CeAUserstemdlabs| HackedSonyLaptop!Hacked Sony EOL

Mount Type: [Physical & Logical
Drive Letter: et avalable (1)
Maunt Method: [biock Device § Read Only

Lef Led Lo

Write Ghche Folder:

[CiEersmasbarsdedsanyiapton ]

~Mapped Image List
Mapped Images:
Drive [ Mathod | Partition | Image

H‘&Hubrwna Block Device/Read ... | Image C:iUsershemadlabeHackedSonyLapboplHe
File SystemRead Only  NONAME [FATR2]  C-\UsershcmdlabslHackadSonyLaptopiHe
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Name: Mount Image Pro

Author/Distributor: Mountlmage

Available From: hitp:/'www. mountimage.com

Description: Mount Image Pro is a simple tool used to present a forensic duplicate as a
volume and hard drive attached to the computer. This approach to accessing a forensic

duplicate can be useful for running tools that cannot process a forensic duplicate directly and
require a mounted file system.

il
| Bl Options Help

 Mounted Images
Fiename Fie: Pathion As Label

File System  Date,
FATZ2

1| | |

 Images Dstaily
Filename: [G:\Hacked Sony Laptop!\Disk Image\Hacked Sony Laptop. 001

ey S I _Pld Aelve  Media Capacily  Label
Parameter  Valoe

c 48 Mb 0 Ho Hard 48 Mb
Cylinders - 771
Tiacks 255
Sectors 63

Byles 512

il ]

Mourked Orives: | 1 |

275




| Name: ImDisk

AuthorDistributor: LTE Dt

Available From: hitp://www lir-data.sc/opencode himU# Im Disk

Description: This is a simple free unility for Windows computers to mount a forensic duplicate as a virtual
drive letter, The following command options effectively mount a forensic duplicate read-only on drive
letter W:

C:\Windows)\systeniZ-indigh =a =0 ro -f E:\Forensica'\image-001 .44 -a 1

IDOO0K -m W

Creating device. ..

Created devige 1: Wi -» E:\Forensica\image-001.dd

Xotifying applicacions. ..

Dome .
The following command options unmaunt a forensic duplicate read-only on drive letter W:lmDisk

Ci\Windoweheyatemid=imdiak -d -m W1

Hoeifying applicaciona...

Flushing file buffers...

Locking woluma. ..

Dismounting filesyscem...

Removing device...

Removing mountpoint.. .

D .

Forensic Examination of Window Systems
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Name; Forensic Toolkit (FTK)

Author/Distributor: AccessData

Available From: https:/‘'www.accessdata.com

| Description: FTK is a commercial integrated d-i_githl'forensic examination program that has a
wide range of features for examining forensic duplicates of storage media, The most basic use
of FTK is to perform forensic examinations of file systems as shown in the following figure,

In addition to parsing and displaying common file systems, FTK recovers deleted files, performs
indexing to facilitate keyword searching, and interprets specific file formats in order to extract
additional information.

e [ Fes Pageos Fbe [ok Berap e

T e e s e | R
|
) e a2 iy A0 00 G 0900 90-04 00 90 00 IT 0T W 00 K 2] -
& P | A D0 B B ) -l 08 B DO B0 08 (B 00, ]
e ] R 50 90 00 50 DO 0O (0 RNad 50 59 B8 10 000 BR
) e B30 0 B 06 OO 00 0 G000 B0 80 BB 86 o) 00 i) N
i ] B0 |G LF BA OF 0O B4 0% COeal B0 80 A0 CF 21 54 8 ti, v
= & mattia BB 6 T3 35 TOCRE OF & NP 33 61 43 dF 4 AP [is juopes rens
=y et 074 35 A2 00 IO T TS AE-D0 AN &L I8 0 &7 33 2018 bt m in OB
3 B0 A i A0 3 BD 6D Ak-3d 50 83 BB 00 b 00 D) peds. 4
i e B0 7] G B T T OF B2 T O BT B M DN DD B reT B T Ar g
- . B 6D B 34 OB OF w3 T BT 66 OB BE W fii 0 oA
S L R Bal I3 I8 XY BY 36 OF DX S-S 6D 41 85 3T 0B B2 R D{1 60 mickT
o Bbhi 6 B3 8 55 00 03 of Bo-b0 ikl 83 8 & Bl &F 8 Wi
B D e R ol B4 FE T ON DO B0 60 00-00 00 80 B0 T 00 OF L §pls .
et G40 00 85, 6T 00 00 00 00 -0 0 00 00 00 O BN
i MICELIR B0 &3 B3 08 00 10 00 00-03 1S 83 BB 00 00 DS 7Y o
B Oy fovtem mabsa oo | oy (09 b2 50 09 R0 G 00 09-96 £9 W3 06, 0 00 0L 60
¥ L) ok 5 A S5 B2 5O B0 B G G5-00 35 B3 B6 0O OF 08 B a
] 130 1505 08 00 ©h 00 60 0000 53 5 06 05 19 00 B
A ] 330 1 G5 B8 00 DO 1D 00 O-00 B9 §3 58 10 09 08 )
- IR el PO [ 36 50 40 00 00 1T 00 00 00 SO B MR DG DR DA DD 1
e R N T L L L o
& L et i B Sl v
D e | e TR e O v IR
...-mm.-.‘mmﬂ..] ——

™= s [rerr— ., Du | b s . Tl
nj gy - My - L] el Wt P L L IR TR ) AN B R L0 4
07 sea Mt 8 ssladfwim Criecos e SR B R AR
: — e - i o= ”_")_]-I
= =T [ T TR = F=== Tieatie vt m

T vl AT | MOTEHE [T ot Tyt A
g Lsgiorn Fa tiller [hara)

277



Name: EnCase

Author/Distributor: Guidance Software

Available From: hitp:/www.guidancesoftware.com

Deseription: EnCase is a commercial integrated digital forensic examination program that has a
wide range of features for examining forensic duplicates of storage media. The most basic use of

EnCase is to perform forensic examinations of file systems as shown in the following figure.
In addition to parsing and displaying common file systems, EnCase recovers deleted files, can
perform keyword searching, interprets specific file formats in order to extract additional
information, and has a scripting language that can be used to add customized functionality

and automate routine tasks.
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Name: ProDiscover

Author/Distributor: Technology Pathways

Available From: http://'www.techpathways.com/

Description: As with other integrated digital forensic examination programs, ProDiscover has
the ability to parse and display file systems and other data structures on Windows systems,
including Registry, Event Log, and Shadow Volume data, The following screenshot shows
ProDiscover being used to explore the contents of clusters,
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Name: The Sleuthkit & Autopsy

Author/Distributor: Brian Carrier and Open Source Collaborators

Available From: hitp://www.sleuthkit.org

Description: The Sleuthkit (TSK) is a free open source package of command-line utilitics for conducting
forensic examination of file sysiems. Although TSK is designed o min on UNIX/Linux systems, it can be
used o examine FAT, NTFS, and HFS+ file systems. These utilities include f1s 1o list files and directories
in the file system and display associated metadata. In addition, a simple Web-hased graphical user
interface called Autopsy is provided 1o facilitate use of TSK utilitics.

~ Name: X-Ways

Author/Distributor: WinHex

Available From: htip:/www.x-ways.com

Deseription: X-Ways is a commercial program for performing forensic examination of storage
media and files. The most basic use of X-Ways is to perform forensic examinations of file
systems as shown in the figure below. In addition, X-Ways can be used to recovered deleted
files and perform keyword searches.
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Name: log2timeiing

amn@mxmmm

hvailable Froms: Bip- oy Simeline neil
mmmmuammmmummﬂm&WaMMlmm
other dase-tinse stamped data sources and comsolidates the information into 3 comprehensive time line for

review, This tool can be wsed 1o process individual files or an entire miuwnted Fike sysiem io extract
imfowenation (rom suppomed file Formars, For example, the following command processes a Secority Event
Tiag From i Wista sysfom.

 lop2timeline -Fevix -2 ESTSEDT SecEventaevix

Start processing fibedie [SecEvents evix] ...

Starting o parse weing inpud mridules(s): [evia] Loading output file: csy

adaite, Eie, Eimseeome MACH, source, sourcetype, ype-user host short dese, verson, filenane inede. notes, format

exirn

GT2TIH 1.1 24528 ESTSEDT MACE EVTX. Security. Event Logged - Rowilla Event [0

SecurityMicrosaft- Windows-Seourity-Auditing 4616 SecurityMicrosoft-Windows-Security-Auditing 113

[46i6] :EveniDataThaa = Subjecillseriad = = 512521 SO6TAIEEH- 11 005496 1914655 191001 :
SubjecilizerManse » Yacker SebjectDomain®anse = Rozitls Subjecilogonid m (x0000MN0 | 4600

PreviousDane = T2T201 1 PreviousTime = | 2:45:20 AM NewDate = 1272001 NewTime = 12:45: 28 PM

Presisald = 5006 ProcessMams = O WindowsSestom I 2diihost.exe

2. SecEvent=evix I 99745 Descriplion of EvemtiD: can be Found hene:

hiapclasppostmiceosolt convide faullasp Sscidskb EN-US 947226 URL:

huplievenind netdisplay. aspeventide i il sources Microsolit- Wisdows- Securiy -

Avaditing. Log 2= ispotevix:

<l for beevity>

The Flllowwing © i o ime the ofFset of partitions ssing mmls, moants the second partition using

the boophack inlerface, und extrmcts informaation from fikes on o mounged Windows XP image using

Tog 2Emeline with the winap modale, The winap modisle inchades these file fonmats explained helow:

chinomse, evi, exi, IT_booknaaek, firefoxd, iehison. {ﬁ\mhnpm.w.rri i, prefeich, recycler,

restong, scbopapi, wol, win_link., spfirewall, wmiprov, stuser, salfwarne, system.

# mmis infected -winupinage.dd
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Forensic Examination of Common Sources of Information on Windows
Systems

Name: WinPrefetchView
Author/Distributor: Nirsoft
Available From: hitp://www. nirsofl.net/utils/win_prefetch_view. himl

Deseription: WinPrefetch is a tool for extracting details from Prefetch files including
the first time an executable was run, the last time it was run, and the number of times it
was run as shown in the following figure.

~ioj x|

Bl Gt Mew Qutkrs He
L= IR T |
Flerame Created Tme Fie Sire | Bun Counter | Last Bun Tme
EOposon VY 23,2 DE-0CFIGE.pF  SIRIR0LL 2MI00PM 050 | S{RI20K 1 2:33:50 PM

: [rlvah | [ |
LRI \DEVICEHARDOISKVOLLME LUWINDOW. .. &
o avack.ouL DENECEIAARDOISVOLUME LU INDCRW. .
EAcTPE NS \CEVICEVHARDOISKVOLLME L LWINDOW, . 14
LR [T \DENICEIHARDOISVOLLME L IWINDOW... &
FokenneL e o0 IPECEHARDOISVOLLME LUWINDOW... |
FhlocAEMS DEVICEIHARDORSKVOLLME L VWINDOWY... 3
EmevcRT L \DEVICEIHARDOISKVOLLME LUWIND W, L
LRy TR T CEVICEIHARDOISOVOLLME LIWINDOW... O
LEL T T DEVICEIHARDORSKVOLLME LUWINDOW, . 12
BT PIOWENED. EXE DEVICEVHARDOESK DR 1 004 SIFI0W. .. 5
= RPoRTA.OL DEVICE\HARDDISVOLLME L \WINDOW. .. 7
FasonTeEy s DEVICEIRARDOISVOLLMELUWINDOW. . 15
B SOnTTRES MS \DEVICEVHARDOISCVOLLIME | |[WINDCOR. . 4
A UMDCODE.MLS. TCEVICE\HARDDISKYOLLIME LIWINDOMW... 2
LRl a2 T DEVICEIHARDOISVOLLME L WINDOW... &
SveRsiom.ouL \DEVICEIHARDDISKVOLLME L WINDOMW,.. 3
2Fies, | Selected | MirSaf Fromwarn, Bitpcwwestninseftnet &
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Name: Prefetch Parser

Author/Mistributor: Redwoll

Available From: hip:/fredwolfcomputerforensics.com/downloads/parse_prefetch_info_v1.4.zip

Description: Prefetch Parser is a program that extracts information from Prefetch files and outputs the
results in a simple format for examination. The following screenshots show Pretch file being extracted in
HTML report format.

A Prefetch Parser

Caza Number/Dezcnphion ie- medszas_computer.db3
i'IEBSE Encs_Laptop

Directoey whese Prefetch fles are ocated: (e
c\windows\Prefetch |

|C:AWINDOWS \Prefeich [
Diirectory bo wete Repors o

|C\Mabuare Lat\Repoits 16
Windowes Version

Outpust Type

HTML 1w

[ Parse Fisfetch Fles ]

{ Exl J

Prefetch Parser V1.4
Copymight 201 0 Redwolf Computer Fotensics

Prefetch Reports

Trsbia T Yasjorima

Pisie b Nile e Arvadd Nille X - Hamsbers Timss Foun BT -

AN SCREE ST AVER ST L) £ 1l FCFULARI S NI AVERIZET R 14
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Name: Autoruns
AnthorDistributor: Microsoft

Available From: hupfwww sysinternals,com

Description: Autonus is a program tial can nn against a live system or @ forensic duplicate 1o exiract
details from various locations that will launch programs when a Windows compater starts up. In addition 1o
providing a categorized interface 1o this information, Autoruns can be uselul for identifving unusual starup
entrics. For example, Autoruns can show executables that have not been signed which may be an

indication of malware, As another example, Autoruns can reveal startop entries that are missing the
assovinted exccutable on the disk as shownin the following figure, which may be an indication of
maliciows sctivity or be o reference to malware that was deleted by AntiVinus softwiare:

= Aol ot [STIREWALL ormadlabe ] - Srsind erniali s syuint o com

FIFEr EL
I Cotees | = Bosifmscits | ) imagniiacks | (% Appiid | (% MrewnDlls | @ ‘wieksen
& Wiesock Prdens | ) PoetMordon | ) LS4 Provedens | Heneo Pradens | [ Sieban Giadgen
3 Eventing | i Logon | 5 Euploon | i irtverst Explos | 1 Scbochtod Tkt | 8 Sovces B D

had R

ﬁ_mm | Descigin, || Puich | I Pt =
B & EFio Wi ME S0 Man e Diother inchnives. Lad © umrdows \rpilen JNude
=] W BFillp ‘wirkws ME P38 Maid5a  Biolw Indhning:, Lad & mrrdived byt e 3l
B 5 ke Brother USH Seal Dvvm Brother inchiines Lid o rdown alen Kdmen.
=) % EIGED el ] PROVT0 Adapier . Intel Corpexafan & kvl e IT vl
B & el Gmardec D CortllDin . Sperownbes; Crapeonsfion & proge s Tl oo i
B & HSF_DF HSF_DP diveni Consmant Syuhea, ot & kvl \pplem Il i
B e MSORES OF_HaB2WDMdwes  Conmsant Syehemr, Inc oo upilem il
B & DSl 105 Cosa D Eynaries T eh dad i h
B % gh Irdel Gisapihicy FemeiMods  Intel Comorstion & o prilem I
B & ittt RealehdjHohDelrdion A . Fesleh Sewmcondachor Do o srekw iytlen D
B 5 iirip. L ] File ok dgundd. iysten )
B T -

Name: Log Parser

Author/Distributor: Microsoft

Available From: hitp:/fwww,microsoft.comidownloads'enfdetails. aspx TFamily ID=890cd06h-abiE-4c25-
D1b2-F3d975ciBe07
Description: Log Parser is a versatile utility for parsing common types of data on Microsoft Windows
systems, including file system entries, Registry entrics, Event logs, and 115 Web server logs. In addition 1o
simply parsing files. Log Parser provides a SO query interface to the support file formuts that can be
useful for extracting specific information. For example, the following use of Log Parser extracis all logon
records from a Windows Security Event bog and displays a list of usernames and the date and time they
were used 1o log onto the system.

C:\>LogParser *SELECT TimeJenerated AS LogonDate, EXTRACT TOKEM{Strings, 0, '|*)
AS Upsrnams FROM ‘HacEvent.Evt' WHERE EventID HOT IH (541;542:;543) AHD EventTyps =
B AND EventCategory = I AND Usermams HOT LIKE "TUSR_&'™

Legeabate Uearnama

2002 -05-06 21:03: !1 aemith
2002 -05-09 1Ti42:06 adoe

2002 -05-0% 19:56:53 anmith
2002-05=-12 00:13:32 enmlth
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Name: Event Log Explorer

Author/Mistributor: F5Pro Libs

Available From: hup:fwww eventlogap.oom/

Description: Event Log Explorer is a useful program for examining Windows Event Logs. This tool can
be used o filter on specific events as shown in the following fgare, cnabling forensic examiners (o focus
on o subset of events that may be relevan to a malware incident, In additon, Event Log Explorer supports
keyword scarching of Event log entries, which can be usefil for finding specific events relaed o mal ware
incidents,

Fima

B2 4E AM
el 24 AM
OMITEDI ROTMDAM |
OMISEON S2S00AM |

AT i s P

That Fidlowaroy bt -start o wysbese-slant drver (1)) Faled ba load!
e Jary

Name: Registry Viewer

AnthorMistributor: AccessDut

Available From: hitp:www.accessdata.com

Description: Registry Viewer is a program for examining Registry hives from Windows systems. This
program displays Registry vilues and associated data, and has the ability to decode certain values tha
would ctherwise he obfuscated. Registry Viewer also has features for filtering specific Registry keys and
performing keyword searches. In addition, Registry Viewer has a feature for finding all alierations in a
Regidry hive within a specific date range as shown in the following ligure.
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286



Name: RegRipper

Author/Distributor: Harlan Carvey

Available From: hup:/fregripper wondpress.com/regripper/

Description: Registry Ripper (aka RegRipper) is a atlity for extracting specific information from
Windows Begistry hives. This ool uses plug-in files to specify which items will be extracted from Registry
hives, These plug-ins can be run against a suitable Registry hive from a command line or using the
Registry Ripper graphical user interface shown here for a System Registry hive,

287




Name: Registry Decoder

Author/Distributor: Digital Forensic Solutions

Available From: hip:/iwww.digital forensicssolutions.com

Description: Registry Decoder is a free, open source tool for examining Windows Registry hives,
information using plug-ins, and can present the results in a report. This tool has

the added functionality of comparing two different versions of a Registry hive and showing the
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Name: NetAnalysis

AuthorMistributor: Digital Detective Group

Available From: hupfwww digital-detective couk!

Deseription: NetAnalysis extracts information from a wide variety of Web browsers, including Internet
Explorer, Firefox, Safari, Mozilla, Google Chrome, Orea, Flock, Yahoo!, AOL ARL files, and ether file
tvpes. This tools processes and displays browsing history, cookies, and cache data with associaed date-
time stamps. Ncmna.l:.rsis also has features for Oliering specific entries and performing keyword searches,
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Name: Restore Point Analyzer

Author/Distributor: Mandiant

Available From: hup:/fwww.mandiant.com/

Description: The Restore Point Analyzer utility processes the change.log in Windows Restore Points fo
provide a list of files that were included in the restore point.
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Name: Mandiant Web Hisforian
AuthorMistributor: Mandiant

Available From: hupfwww mandiantcom/

Descnpﬂum Mandiam Web Historian extracts browsing history associated with several Web browsers
(Firefox 2, Firefox 3+, Chrome 3+, Internet Explorer 5-8, Safari 3+). This tool processes history,
temporary cache data and cookics with associsted date-time stamps. However, it presents this information
in separate tahs as shown here.
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Name: Gargoyle

Author/Distributor: Wetsione
Available From: hup:fwetstonetech comfcgi-binfshop.cgi Tview,2

Deseription: Gargoyle is a tool for scanning file systems for anifscts of known malware as shown here.
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Chapter 4

Legal Considerations

296



Solutions in this chapter:
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Legal Considerations Appendix and Web Site

The@ symbol references throughout this chapter denote the availability of additional related
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materials appearing in the Legal Considerations appendix at the end of this chapter. Further updates
for this chapter can be found on the companion Malware Field Guides Web site, at

https//www.malwarefieldguide.con/Chapter4. html.

Framing The Issues

This chapter endeavors to explore the legal and regulatory landscape when conducting malware
analysis for mvestigative purposes, and to discuss some of the requirements or limitations that may
govern the access, preservation, collection, and movement of data and digital artifacts uncovered
during malware forensic nvestigations.

This discussion, particularly as presented here in abbreviated Field Guide format, does not
constitute legal advice, permission, or authority, nor does this chapter or any of the book’s contents
confer any right or remedy. The goal and purpose instead is to offer assistance in critically thinking
about how best to gather malware forensic evidence in a way that is reliable, repeatable, and
ultimately admissible. Because the legal and regulatory landscape surround-ing sound methodologies
and best practices is admittedly complicated, evolving, and often unclear, do identify and consult with
appropriate legal counsel and obtain necessary legal advice before conducting any malware forensic
nvestigation.

General Considerations

ET hink early about the type of evidence you may encounter.

* Seek to identify, preserve, and collect affirmative evidence of responsibility or guilt that
attributes knowledge, motive, and intent to a suspect, whether an unlkely nsider or an
external attacker from afar.

* Often as mportant is evidence that exculpates or excludes from the realm of possible lability
for the actions or behavior of a given subject or target.

* The lack of digtal artifacts suggesting that an incident stemmed from a malfunction,
misconfiguration, or other non-human mnitiated systematic or automated process is often as
important to identify, preserve, and collect as affirmative evidence.
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EBe dynamic in your investigative approach.

* Frame and re-frame mnvestigative objectives and goals early and often.

* Design a methodology ensuring that mvestigative steps will not alter, delete, or create evidence,
tip offa suspect, or otherwise compromise the investigation.

* Create and maintain at all times meticulous step-by-step analytical and chain of custody
documentation.

* Never lose control over the evidence.

The Legal Landscape

mNavigate the legal landscape by understanding legal permissions or restrictions as they
relate to the investigator, the victim, the digital evidence, the investigatory tools, and the
investigatory findings.

P The Investigator

* The jurisdiction where investigation occurs may require special certification or licensing to
conduct digital forensic analysis.

* Authority to mvestigate must exist, and that authority is not without limit.

* The scope of the authorized nvestigation will likely be defined and must be well understood.

P The Victim

* Intruding on the privacy rights of relevant victim data custodians must be avoided.

* Other concerns raised by the victim might limit access to digital evidence stored on stand-alone
devices.

» With respect to network devices, collection, preservation, and analysis of user-generated
content (as compared to file or system metadata analysis) are typically handled pursuant to a
methodology defined or approved by the victim

* It is important to work with the victim to best understand the circunmstances under which live
network traffic or electronic communications can be monitored.

P The Data
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* Encountered data, such as personal, payment card, health, financial, educational, insider, or
privileged information, may be protected by state or federal law in some way.

* Methods exist to obtain overseas evidence necessary to forensic analysis.

* In certamn jurisdictions, restrictions may exist that prohibit the movement or transportation of
relevant data to another jurisdiction.

P The Tools

* In certain jurisdictions, limitations relating to the types of nvestigative tools available to conduct
relevant forensic analysis may exist.
» The functionality and nature of the use of investigative tools implicate these limitations.

» The Findings

* Understanding evidentiary requirements early on will improve chances for admissibility of
relevant findings down the road.

* Whether and when to mvolve law enforcement in the malware mvestigation is an important
determination.

Sources of Investigative Authority

Jurisdictional Authority

@Because computer forensics, the discipline, its tools, and training, have grown
exponentially in recent years, legislation has emerged in the United States that often
requires digital investigators to obtain state-issued licensure before engaging in computer
forensic analysis within a state’s borders.
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Sources of

e iNvEstigative o
authority

Sources of mvestigative authority
P When Private Investigation Includes Digital Forensics

* Approximately 45 states mantain private mnvestigation laws that generally require the
mnvestigator to submit an application, pay a fee, possess certain experience requirenments, pass
an examination, and periodically renew the license once granted.t

» Many state laws generally define private investigation to broadly include the ‘“business of
securing evidence to be used before mvestigating committees or boards of award or

arbitration or in the trial of civil or criminal cases and the preparation therefore.”2

» Although such laws do not appear to mmplicate digital forensics conducted for mvestigatory
purposes by internal network admmistrators or IT departments on data residing within a
corporate environment or domain2 once the investigation expands beyond the enterprise
environment (to other networks or an Internet service provider, or involves the
preservation of evidence for the pursuit of some legal right or remedy), licensing
regulation appears to kick in within several state jurisdictions.

P Where Digital Forensics Requires PI Licensure
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* Roughly 32 states’ statutes can be interpreted to include digital forensic nvestigators, like those
i force in Florida, Georgia, Michigan, New York, Nevada, Oregon, Pennsylvania, South
Carolina, Texas, Virginia, and Washington.

« On the other hand, some states exempt “technical experts™® or “any expert hired by an

attorney at law for consultation or litigation purposes™ from private investigation licensing
requirenents. Indeed, at least one state, Delaware, has specifically excluded from regulation
“computer forensic specialists,” defined as “persons who mterpret, evaluate, test, or analyze
pre-existing data from computers, computer systems, networks, or other electronic media,
provided to them by another person where that person owns, controls, or possesses said

computer, computer systens, networks, or electronic media.”® A subcommittee of the

Anerican Bar Association (ABA) has urged the same result.
* Given that most state licensing requirements vary and may change on a fairly regular basis,
consult the appropriate state agency in the jurisdiction where you will perform digital forensic

analysis early and often. Navigate to http//www.crimetime.com/licensing.htm or
hitp://www.pimagazine.com/private _investigator_license requirements.html to find relevant

links pertaining to your jurisdiction and obtain qualified legal advice to be sure. gitly
P Potential Consequences of Unlicensed Digital Forensics

» Some legislation contains specific language creating a private right of action for licensing
violations.

* Indirect penalties may include equitable relief stemming from unlawful business practice m the
form of an njunction or restitution order, exclusion of any evidence gathered by the unlicensed
mvestigator, or a client’s declaration of breach of contract and refusal to pay for the
mvestigator’s services.

Private Authority

EAuthorization to conduct digital forensic analysis, and the limits of that authority,
depend not just on how and where the data to be analyzed lives, but also on the person
conducting the analysis. The digital investigator derives authority to investigate from
different sources with different constraints on the scope and methodology governing that
investigation.
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P Company Enployee

* Internal investigators assigned to work an investigative matter on behalf of their corporation
often derive authority to mvestigate fromwell-defined job descriptions tied to the
maintenance and security of the corporate computer network.

 Written incident response policies may similarly inform the way in which a network
admmnistrator or corporate security department uses network permissions and other granted
resources to launch and carry out corporate investigative objectives.

* Chains of corporate command across information security, human resources, legal, and
management teanms will inform key nvestigative decisions about containment of ongoing
network attacks, how best to correct damage to critical systems or data, whether and the
extent to which alteration of network status data for mvestigative purposes is appropriate, or
even the feasibility of shutting down critical network components or resources to facilitate the
preservation of evidence.

P Retained Expert

* Internal considerations also indirectly source the authority of the external mvestigator hired
by corporate security or in-house counsel or outside counsel on behalf of the victim
corporation.

* More directly, the terns and conditions set forth in engagement letters, service agreements,
ot statements of work often specifically authorize and govern the external mvestigator’s
access to and analysis of relevant digital evidence.

* Non-disclosure provisions with respect to confidential or proprietary corporate information
may not only obligate the digital nvestigator to certain confidentiality requirements, but also
may proscribe the way in which relevant data can be permissibly transported (i.e., hand-
carried not couriered or shipped) or stored for analysis (i.e., on a private network with no
externally facing connectivity).

* Service contracts may require special treatment of personal, payment card, health, msider,
and other protected data that may be relevant to forensic investigation (a topic addressed later
in the “Protected Data” section of this chapter).

* A victim corporation’s obligations to users of the corporate network may further limit grants
of authority to both the internal and external digital nvestigator.

(JAn employee’s claims of a reasonable expectation of privacy to data subject to digital forensic
analysis may be defeated if the employer—through an employment manual, policy, or
contract, a banner displayed at user login, or some other means—has provided notice to
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the employee otherwise.

IWhether analysis may be conducted of a suspect file residing on a workstation dedicated for
onsite use by the company’s third party auditors will depend on the written terns of a third-
party service or user agreement.

* Sanctions ranging from personnel or admmistrative actions, to civil breach of contract or
privacy actions, to criminal penalties can be imposed against mnvestigators who exceed
appropriate authority.

Statutory/Public Authority

ELaw enforcement conducted digital forensic investigations are authorized from public
sources.

P The Special Case of Law Enforcement

* Federal and state statutes authorize law enforcement to conduct malware forensic
investigations with certain limitations.2

* Public authority for digital nvestigators in law enforcement comes with legal process, most
often in the form of grand jury subpoenas, search warrants, or court orders.

* The type of process often dictates the scope of authorized investigation, both in terms of
what, where, and the circunstances under which electronic data may be obtaned and
analyzed.

* Attention to nvestigating within the scope of what has been authorized is particularly critical in

law enforcement matters where evidence may be suppressed and charges dismissed

otherwise. 12

P Acting in Concert with Law Enforcement

* Retained experts may be deemed to be acting in concert with law enforcement—and therefore
simiarly limited to the scope of the authorized mvestigation—if the retamed expert’s
mnvestigation is conducted at the direction of, or with substantial mput from, law enforcement.

* For more mformation, refer to the discussion of whether, when, and how to mvolve law
enforcement in conducting malware forensic investigations, appearing later in the “Involving
Law Enforcement” section of this chapter.
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Statutory Limits on Authority

In addition to sources and limits of authority tied to the person conducting the analysis, authority also
comes from regulations that consider aspects of the relevant data itself; namely the #ype of data, the
quality of the data, the location of the data, when the data will be used, and how the data will be

shared.

Stored Data

@Stored data relevant to a malware-related investigation may not be available under some
circumstances, depending on the type of data, the type of network, and to whom disclosure
of the data is ultimately made. Authorization to access stored data depends on whether the

data is stored by a private or public provider, and if by a public provider, whether the data

sought to be accessed constitutes content or non-content information. 1

P Private Provider

* Authorized access to stored e-muail data on a private network that does not provide nmail
service to the public generally would not mplicate Electronics Communications Privacy Act

(ECPA) prohibitions against access and voluntary disclosure, even to law enforcement.12
* E-mnail content, transactional data relating to e-mail transmission, and information about the
relevant user on the network can be accessed and voluntarily disclosed to anyone at will.

P Public Provide—Non-Content

» Ifthe network is a public provider of e-mail service, like AOL or Yahoo! for example, content
of its subscribers’ e-mail, or even non-content subscriber or transactional data relating to
such e-mails in certain circumstances, cannot be disclosed, unless certain exceptions apply.

* A public provider can voluntarily disclose non-content customer subscriber and transactional
mformation relating to a customer’s use of the public provider’s mail service:

1. To anyone other than law enforcement

2. To law enforcement;
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a. With the customer’s lawful consent; or
b. When necessary to protect the public provider’s own rights and property; or

c. If the public provider reasonably believes an emergency nvolving immediate danger of death

or serious bodily injury requires disclosure.12

P Public Provide—Content

* With respect to the content of a customer subscriber’s e-mail, a public provider can voluntarily
disclose to law enforcement:

a. With the customer’s lawful consent; or

b. When necessary to protect the public provider’s own rights and property; or

c . If the public provider mnadvertently obtains content and learns that it pertains to the
commission of a crime; or

d. If the public provider reasonably believes an emergency involving immediate danger of death
14

or serious bodily injury requires disclosure.~~
* Of course, if the public provider is served with a grand jury subpoena or other legal process
compelling disclosure, that is a different story.
* Otherwise, through the distinctions between content and non-content and disclosure to a
person and disclosure to law enforcement, ECPA endeavors to balance private privacy with
public safety.

Real-time Data

mFor digital investigators who need to real-time monitor the content of Internet
communications as they are happening, it is important to understand the requirements of
and exceptions to the federal Wiretap Act, the model for most state statutes on interception
as well.

P Content

» The Wiretap Act, often referred to as “Title III,” protects the privacy of electronic
communications by prohibiting any person from intentionally mtercepting, or attempting to
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intercept, their contents by use of a device 12

* In most jurisdictions, electronic communications are “‘ntercepted”’ within the meaning of the
Wiretap Act only when such commumnications are acquired contemporaneously with their
transmission, as opposed to stored after transmittal 1

* There are three exceptions to the Wiretap Act relevant to the digital mvestigator: the provider
exception; consent of a party; and the computer trespasser exception.

P Content—The Provider Exception

» The provider exception affords victim corporations and their retained digital investigators
mvestigating the unauthorized use of the corporate network fairly broad authority to monitor
and dlisclose to others (including law enforcement) evidence of unauthorized access and use,

so long as that effort is tailored to both minimize interception and avoid disclosure of

private communications unrelated to the investigation !

* In practical terms, while the mstallation of a sniffer to record the ntruder’s communication with
the victim network i an effort to combat ongoing fraudulent, harmful, or invasive activity
dffecting the victim entitys rights or property may not violate the Wiretap Act, the
provider exception does not authorize the more aggressive effort to “hack back’ or otherwise
ntrude on an mtruder by gaming unauthorized access to the attacking system (likely an
mnnocent compromised machine anyway).

* Do not design an investigative plan to capture all traffic to the victimized network; instead avoid
ntercepting traffic communications known to be innocuous.

P Content—The Consent Exception

* The consent exception authorizes interception of electronic communications where one of the
parties to the commumnication'® gives explicit consent or is deemed upon actual notice to
have given implied consent to the interception. 2

* Guidance from the Department of Justice recommends that “organizations should consider
deploying written warnings, or “banners,” on the ports through which an ntruder is likely to
access the organization’s system and on which the organization may attempt to monitor an
intruder’s communications and traffic.

 If a bamner is already i place, it should be reviewed periodically to ensure that it is
appropriate for the type of potential monitoring that could be used in response to a cyber
attack 2

» If banners are not in place at the victim company, consider whether the obvious notice of such
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banners would make monitoring of the ongoing activities of the intruder more difficult (and
unnecessarily so where the provider exception remains available) before consulting with
counsel to tailor banner content best suited to the type of monitoring proposed.

* Solid warnings often advise users that their access to the system is being monitored, that
monitoring data may be disclosed to law enforcement, and that use of the system constitutes
consent to surveillance.

* Keep in mind that while the more common network ports are bannerable, the less common
(the choice of the nimble hacker) often are not.

P Content—The Computer Trespasser Exception—Acting in Concert with Law Enforcement

* The computer trespasser exception gives law enforcement the ability with the victim provider’s
consent to intercept communications exclusively between the provider and an intruder who

has gained unauthorized access to the provider’s network 2L

» This exception is not available to digital investigators retained by the provider, but only to those
acting in concert with law enforcement.

* Do not forget the interplay of other limits of authority discussed elsewhere in this chapter,
bearing in mind that such limitations may trump exceptions otherwise available under the
Wiretap Act to digital investigators planning to conduct network surveillance on a victim’s
network.

P Non-Content

* For digttal investigators who need only collect real-time the non-content portion of Internet
communications—the source and destination IP address associated with a network user’s
activity, the header and “hop” information associated with an e-mail sent to or received by
a network user, the port that handled the network user’s communication a network user uses
to communicate—be mindful that an exception to the federal Pen Registers and Trap and
Trace Devices statute22nonetheless must apply for the collection to be legal.

* Although the statute generally prohibits the real-time capture of traffic data relating to electronic
communications, provider and consent exceptions similar and broader to those found in the
Wiretap Act are available.

* Specifically, corporate network administrators and the digital mvestigators they retain to assist
have fairly broad authority to use a pen/trap device on the corporate network without court
order so long as the collection of non-content:

Relates to the operation, maintenance, and testing of the network
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(IProtects the rights or property of the network provider
IProtects network users from abuse of or unlawful use of service
(s based on consent

* Remember that surveillance of the content of any comnumnication would implicate the separate
provisions and exceptions of the Wiretap Act.

Protected Data

mFor the digital investigator tasked with performing forensic analysis on malicious code
designed to access, copy, or otherwise remove valuable sensitive, confidential, or proprietary
information, understanding the nature of federal and state protections of this data will help
inform necessary investigative and evidentiary determinations along the way.

P Federal Protection of Financial Information

* Responding to an incident at a financial mstitution that compromises customer accounts may
implicate the provisions of the Gramm Leach Bliley Act, also known as the Financial Services

Modemization Act of 1999, which protects the privacy and security of consumer financial

information that financial institutions collect, hold, and process. 2

* The Act generally defines a “financial institution” as any mstitution that is significantly

engaged in financial activities.” 2%

* The regulation only protects consumers who obtain financial products and services primarily for
person, family, or household purposes.
* The regulation:

(Requires a financial institution in specified circumstances to provide notice to customers about
its privacy policies and practices;

(Describes the conditions under which a financial institution may disclose non-public personal
mnformation about consumers to non-affiliated third parties; and

(Provides a method for consumers to prevent a financial institution from disclosing that
mnformation to most non-affiliated third parties by “opting out” of that disclosure, subject to
certain limited exceptions.

* In addition to these requirements, the regulations set forth standards for how financial
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nstitutions must maintain information security prograns to protect the security, confidentiality,
and mtegrity of customer mformation. Specifically, financial institutions must maintain adequate
admmnistrative, technical, and physical safeguards reasonably designed to:

(JEnsure the security and confidentiality of customer information;

IProtect against any anticipated threats or hazards to the security or integrity of such
mformation; and

(IProtect against unauthorized access to or use of such information that could result in substantial
harm or inconvenience to any custorner.

* Be careful when working with financial institution data to obtain and document the scope of
authorization to access, transport, or disclose such data to others. 2

P Federal Protection of Health Information

« The Health Insurance Portability and Accountability Act (HIPAA)2% applies generally to
covered entities (health plans, health-care clearinghouses, and health-care providers who
transmit any health information in electronic form),2. and provides rules designed to ensure the
privacy and security of individually identifiable health information (“protected health
nformation”), including such information transmitted or mamtained i electronic media
(“electronic protected health information”).

» HIPAA specifically sets forth security standards for the protection of electronic protected
health information.

(IThe regulation describes the circumstances in which protected health information may be used
and/or disclosed, as well as the circumstances m which such information must be used
and/or disclosed.

(IThe regulation also requires covered entities to establish and maintain administrative, physical,
and technical safeguardls to:

oEnsure the confidentiality, mtegrity, and availability of all electronic protected health information
the covered entity creates, receives, maintains, or transmits;

oProtect against any reasonably anticipated threats or hazards to the security or mtegrity of such
mformation;

oProtect against any reasonably anticipated uses or disclosures of such nformation that are not
otherwise permitted or required by the regulation; and

oEnsure compliance with the regulation by the covered entity’s workforce.
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* In February 2009, the American Recovery and Remnvestment Act (ARRA) became law,
subjecting business associates—vendors, professional service providers, and others that
perform functions or activities involving protected health nformation for or on behalf of
covered entities—to many of the health mformation protection obligations that HIPAA

imposes on covered entities.2

* Given these stringent requirements, investigative steps involving the need to access, review,
analyze, or otherwise handle electronic protected health information should be thoroughly
vetted with counsel to ensure compliance with the HIPAA and ARRA security rules and

obligations. 22
P Federal Protection of Public Company Information

« The Sarbanes-Oxley Act (SOX)2Y broadly requires public companies to institute corporate
governance policies designed to facilitate the prevention, detection, and handling of fraudulent
acts or other instances of corporate malfeasance committed by insiders.

* Other provisions of SOX were clearly designed to deter and punish the intentional destruction
of corporate records.

* In the wake of SOX, many public companies overhauled all kinds of corporate policies that
may also implicate more robust mechanisms for the way in which financial and other digital
corporate data is handled and stored.

* During the early assessment of the scope and limits of authority to conduct any mternal
mvestigation at a public company, be mindful that a SOX-compliant policy may dictate or limit
nvestigative steps.

P Other Federally Protected Information

« Information About Children: The Child Online Privacy Protection Act (COPPA)3! prohibits
unfair or deceptive acts or practices in connection with the collection, use, and/or disclosure
of personal mformation from and about children on the Internet. The Juvenile Justice and
Delinquency Prevention Act,32 governing both the criminal prosecution and the delinquent
adjudication of minors in federal court, protects the juvenile defendant’s identity from public
disclosure.23 If digital investigation leads to a child, consult counsel for guidance on the
restrictions imposed by these federal laws.

* Child Pornography: 18 U.S.C. § 1466A proscribes among other things the possession of

obscene visual representations of the sexual abuse of children. Consider including in any digital
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forensic services contract language that reserves the right to report as contraband to
appropriate authorities any digital evidence encountered that may constitute child
pornography.

« Student Educational Records: The Family Education Rights and Privacy Act3? prevents
certain educational mstitutions from disclosing a student’s “personally identifiable education
nformation,” including grades and student loan mformation, without the student’s written
permission. Again, authority to access and disclose this type of information should be properly
vetted with the covered educational institution or its counsel.

» Payment Card Information: The Payment Card Industry Data Security Standards (PCI
DSS) established common industry security standards for storing, transmitting, and using
credit card data, as well as managing computer systens, network devices, and the software
used to store, process, and transmit credit card data. According to these established
guidelines, merchants who store, process, or transmit credit card information, in the event of a
security incident, must take immediate action to investigate the incident, limit the exposure of
cardholder data, make certain disclosures, and report mnvestigation findings. When handling
PCI data during the course of digital investigation, be sure to understand these heightened
security standards and requirements for disclosure and reporting,

* Privileged Information: Data relevant to the digital nvestigator’s analysis may constitute or
be commingled with information that is protected by the attorney—client privilege or the
attorney work product doctrine. Digital nvestigator access to or disclosing of that data, if not
performed at the direction of counsel, may be alleged to constitute a waiver of these special
protections.

b State Law Protections

* Forty-four states have passed a data breach notification law requiring owners of computerized
data that include consumer personal mformation to notify any affected consumer following a
data breach that compromises the security, confidentiality, or integrity of that personal
information.

* The statutes generally share the same key elements, but vary in how those elements are
defined, including the definitions of “‘personal mformation,” the entities covered by the statute,
the kind ofbreach triggering notification obligations, and the notification procedures
required. 32

* Personal nformation has been defined across these statutes to include some or all of the
following;

(ISocial Security, Alien Registration, tribal, and other federal and state government issued
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identification numbers

(Drivers’ license and non-operating license identification numbers

(Date of birth

(ndividuals’ mothers” maiden names

(IPassport number

(Credit card and debit card numbers

(IFinancial account numbers (checking, savings, other demand deposit accounts)

[JAccount passwords or personal identification numbers (PINs)

JRouting codes, unique identifiers, and any other number or information that can be used to
access financial resources

IMedical information or health insurance information

(nsurance policy numbers

(Individual taxpayer identification numbers (TINSs), employer taxpayer identification number
(EINs), or other tax mformation

OIBiometric data (fingerprints, voice print, retina or iris image)

OIndividual DNA profile data

(IDigital signature or other electronic signature

OJEmployee identification number

(IVoter identification numbers

IWork-related evaluations

* Most statutes exempt reporting if the compromised mformation is “encrypted,” although the
statues do not always set forth the standards for such encryption. Some states exempt
reporting if;, under all circumstances, there is no reasonable likelihood of harm, mjury, or fraud
to customers. At least one state requires a ‘reasonable mnvestigation” before concluding no
reasonable likelihood of harm

* Notification to the affected customers are ordmarily made i writing, electronically,
telephonically, or, n the case of large-scale breaches, through publication. Under most state
statutes, Illinois being an exception, notification can be delayed if it is determined that the
disclosure will impede or compromise a criminal nvestigation.

» Understanding the breach notification requirements of the state jurisdiction m which the
mvestigation is conducted is important to the mtegrity of the digital examiner’s work, as the
scope and extent of permissible authority to handle relevant personal information may be
different than expected. Consult counsel for clear guidance on how to navigate determinations
of encryption exemption and assess whether applicable notice requirements will alter the

course of what otherwise would have been a more covert operation designed to avoid tipping
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the subject or target. gitly

Tools for Acquiring Data

The digital mvestigator’s selection of a particular tool often has legal implications. Nascent judicial
precedent in matters involving digital evidence has yielded no requirement that a particular tool be
used for a particular purpose. Instead, reliability, a theme interwoven throughout this chapter and this
entire Field Guide, often informs whether and the extent to which the digital investigator’s findings are
considered.

Business Use

@0utput from tools used during the ordinary course of business is commonly admitted as
evidence absent some showing of alteration or inaccuracy.
P Ordinary Course

* Intrusion detection systens
» Firewalls, routers, VPN appliances
» Web, mail, and file servers

P Business Purpose

* Output from ordinary course systens, devices, and servers constitutes a record generated for a
business—a class of evidence for which there exists recognized indicia of reliability.
* Documentation and custodial testimony will support admissibility of such output.

Investigative Use

@0utput firom tools deployed for an investigatory purpose is evaluated differently. Which
tool was deployed, whether the tool was deployed properly, and how and across what media
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the tool was deployed are important considerations to determinations of reliability.
P Tool

* Simple traceroutes
» WHOIS lookups
* Other network-based tools

P Deployment
* Inside the victim network

(Was deployment in furtherance of maintaining the integrity and safety of the victim network
environment?
IWas deployment consistent with documented internal policies and procedures?

* Outside the victim network

(IDid deployment avoid the possibility of unauthorized access or damage to other systems?
IDid deployment avoid violating other limits of authority discussed earlier in this chapter?

» Findings

* Repeatable

* Supported by meticulous note taking

* Investigative steps were taken consistent with corporate policy and personal, customary, and
best practice.

» Investigative use of tools was consistent without sound legal advice.

Dual Use

@Hacker tools and tools to affect security or conduct necessary investigation are often one
in the same. The proliferation of readily downloadable “hacker tools” packaged for wide
dispersion has resulted in legal precedent in some jurisdictions that inadequately addresses
this “dual use,” causing public confusion about where the line is between the two and what
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the liabilities are when that line is crossed.
» Multiple Countries—Council of Europe Convention of Cybercrime2%

» What It Is:

Legally binding multilateral instrument that addresses computer-related crime.

(Forty-three countries have signed or ratified it, including the United States.2Z

(JEach participating country agrees to ensure that its domestic laws criminalize several categories
of computer-related conduct.

J0ne such category, titled “Misuse of Devices,” intends to criminalize the intentional possession
of or trafficking in “hacker tools” designed to facilitate the commission of a crime.

 The Problem:

(ISoftware providers, research and security analysts, and digital investigators might get
unintentionally but nonetheless technically swept up in less than carefully worded national laws
implemented by participating countries.

(IThe official Commentary on the substantive provisions of the Convention that include Article 6

provides little further illumination, but it does seem to exclude application to tools that might
have both legitimate and illegitimate purposes.

P United Kingdom—Computer Misuse Act/Police and Justice Act
» What It Is:

(IProposed amendments to the Computer Misuse Act of 1990 to be implemented through the

Police and Justice Act 0f2006.22
(Designed to criminalize the distribution of hacker tools.

* The Problem:

(No dual-use exclusion.
(ISimple sharing of common security tools with someone other than a known and trusted
colleague could violate the law.
(I Believed likely to be misused” standard of liability is vague.
TProsecution guidance?? is similarly vague.
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P Germany—Amendments to Section 202¢
» What It Is

T Amendments to the German Code®! broadly prohibiting unauthorized users from disabling or
circumventing computer security measures in order to access secure data.

(IThe amendments also proscribe the manufacturing, programming, installing, or spreading of
software that has the primary goal of circumventing security measures.

 The Problem

(ISecurity analysts throughout the globe have criticized the law as vague, overbroad, and
impossible to comply with.

(JGerman security researchers have pulled code and other tools offline for fear of prosecution.

P United States—Computer Fraud and Abuse Act

* The Issue

(Despite the United States participation in the Council of Europe Convention on Cybercrimre,
Congress has not amended the Computer Fraud and Abuse Act (CFAA) to include
“devices.”

(The CFAA does create misdemeanor criminal liability for “knowingly and with intent to
defraud traffic[king] in any password or similar information through which a computer may be
accessed without authorization.”*2

 The Problem

(IWhat does “similar information” mean? Does it include the software and tools commonly used

by digital investigators to respond to a security incident? Is the statute really no different than
the British and German statutes?

(JHere is the party line, appearing in a document titled ‘Frequently Asked Questions about the

Council of Europe Convention on Cybercrime, 2 released by the U.S. Department of Justice
when ratification of the Convention was announced:
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Q: Does the Convention outlaw legitimate security testing or research?

A: Mothing in the Convention suggests that States should criminalize the legitimate use
of network security and diagnostic tools. On the contrary, Article 6 abligates Parties
to criminalize the trafficking and possession of "hacker” tools only where conduct is
(i} intentional, (i) “without right”, and (iii) done with the intent to commit an offense of
the type described in Articles 2-5 of the Convention. Because of the criminal intent
element, fears that such laws would criminalize legitimate computer security,
research, or education practices are unfounded.

Moreover, paragraph 2 of Article 6 makes clear that legitimate scientific research

and system security practices, for example, are not criminal under the Article. ER
paragraphs 47-48, 58, 62, 68 and 77 also make clear that the use of such tools for the
purpose of security testing authorized by the system owner is not a crime.

Finally, in practice, the existing U.S. laws that already criminalize use of,
possession of, or trafficking in “access” or “interception” tools have not led to
investigations of network security personnel.

U.S. Department of Justice, ‘Frequently asked questions about the Council of Europe
Convention on Cybercrime”

P The Lesson

* Pay close attention to the emerging laws on misuse of devices, particularly when conducting
forensic analysis in the 43 countries that have committed to implement the Convention and its
provisions.

» When in doubt, obtain appropriate legal advice.

Acquiring Data across Borders

In the United States, subject to the sources and lmitations of authority discussed earlier in this
chapter, digital investigators are often tasked early in the course of internal investigations to thoroughly
preserve, collect, and analyze electronic data residing across corporate networks. At times, however,
discovery and other data preservation obligations reach outside domestic borders to, for example, a
foreign subsidiary’s corporate network, and may conflict with foreign data protection laws that treat
employee data residing on company computers, 3slelf'gvers, and equipment as the personal property of



the individual employee and not the corporation.

Workplace Data in Private or Civil Inquiries

EHandling of workplace data depends on the context of the inquiry. Although more

formal mechanisms exist for the collection of digital evidence pursuant to government or

criminal inquiries, country-specific data privacy laws will govern private or civil inquiries.
P Europe

* Although mapplicable to data efforts made i the context of crimmal law enforcement or
government security matters, the 1995 Furopean Union Data Protection Directive, 2 a starting
point for the enactment of country-specific privacy laws within the 27 member countries that
subscribe to it,22 sets forth 8 general restrictions on the handling of workplace data®:

(WLimited Purpose: Data should be processed for a specific purpose and subsequently used or
communicated only in ways consistent with that purpose.

Olntegrity: Data should be kept accurate, up to date, and no longer than necessary for the
purposes for which collected.

(INotice: Data subjects should be informed of the purpose of any data processing and the
identity of the person or entity determining the purposes and means of processing the data.

VAccess/Consent: Data subjects have the right to obtain copies of personal data related to
them, rectify inaccurate data, and potentially object to the processing.

OISecurity: Appropriate measures to protect the data must be taken.

O Onward Transfer: Data may not be sent to countries that do not afford “adequate” levels of
protection for personal data.

(VSensitive Data: Additional protections must be applied to special categories of data revealing
the data subject’s racial or ethnic origm, political opmions, religious or philosophical beliefs,
trade union membership, health, or sex life.

OIEnforcement: Data subjects must have a remedy to redress violations.

» With respect to the restriction on onward transfer, no defintion of “adequate” privacy
protection is provided in the European (EU) Directive. Absent unambiguous consent obtamned
from former or current employee data subjects that affords the digital mvestigator the ability to

transport the data back to the lab,2Z none of the other exceptions to the “onward transfer”
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prohibition in the EU Directive appear to apply to internal investigations voluntarily conducted
by a victim corporation responding to an incident of computer fraud or abuse. As such, the
mability to establish the legal necessity for data transfers for fact finding in an internal inquiry
may require the digital mnvestigator to preserve, collect, and analyze relevant data i the
European country where it is found.

P Data Transfers from Europe to the United States

» When the EU questioned whether “adequate™ legal protection for personal data potentially
blocked all data transfers from Europe to the United States, the U.S. Department of
Commerce responded by setting up a Safe Harbor framework imposing safeguards on the

handling of personal data by certified individuals and entities. 48
* In 2000, the EU approved the Safe Harbor framework as “adequate™ legal protection for

personal data, approval that binds all the member states to the Directive. 22

* A Safe Harbor certification by the certified entity amounts to a representation to European
regulators and individuals working in the EU that “adequate™ privacy protection exists to
permit the transfer of personal data to that U.S. entity.2

+ Safe Harbor certification may nonetheless conflict with the onward transfer restrictions of
member state legislation implemented under the Directive, as well as “blocking statutes,” such
as the one in France that prohibits French companies and their employees, agents, or officers
from disclosing to foreign litigants or public authorities information of an “economic,

commercial, industrial, financial, or technical nature.”2L

Workplace Data in Government or Criminal Inquiries

EOther formal and informal mechanisms to obtain overseas digital evidence may be useful
in the context of an internal investigation, to comply with U.S. regulatory requirements, or
when a victim company makes a criminal referral to law enforcement.

P Mutual Legal Assistance Request (MLAT)

» Parties to a bilateral treaty that places an unambiguous obligation on each signatory to provide
assistance i connection with crimnal and in some instances regulatory matters may make
requests between central authorities for the preservation and collection of computer media

and digital evidence residing in their respective countries.22
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* The requesting authority screens and forwards requests from its own local, state, or national
law enforcement entities, and the receiving authority then has the ability to delegate execution
of the request to one of its entities.

» For foreign authorities seeking to gather evidence in the United States, the U.S. Department of
Justice is the central authority, working through its Office of International Affairs.

* The central authority at the receiving end of an MLAT request may be very reluctant to
exercise any discretion to comply. That being said, most central authorities are incentivized to
fulfill MLAT requests so that similar accommodation will accompany requests i the other
direction.

P Letter Rogatory

* A less reliable, more time-consuming mechanism of the MLAT is the letter rogatory or “letter
of request,” which is a formal request from a court in one country to “the appropriate judicial
authorities” in another country requesting the production of relevant digital evidence.2

* The country receiving the request, however, has no obligation to assist.

* The process can take a year or more.

P Informal Assistance

* In addition to the widely known Council of Europe and G8, a number of mnternational
organizations are attempting to address the difficulties digital mvestigators face in conducting
network mvestigations that so often nvolve the need to preserve and analyze overseas
evidence.

* Informal assistance and support through the following organizations may prove helpful in
understanding a complicated international landscape:

(ICouncil of Europe Convention of Cybercrime
http-//conventions.coe.int/Treaty/Commun/Que VoulezVous.asp?

NT=185&CM=1&CL=ENG (and more generally)
http//www.coe.int/t/dc/files/themes/cybercrime/default EN.asp?
(G8 High-Tech Crime Subgroup
(Data Preservation Checklists)
http//www.coe.int/t/dgl/legalcooperation/economiccrime/cybercrime/Documents/Points %200
Olnterpol

Information Technology Crime—Regional Working Parties
http//www.interpol.int/public/ TechnologyCrime/Default.asp
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OJEuropean Network of Forensic Science Institutes
(Memorandum signed for International Cooperation in Forensic Science)
http//www.enfSi.ewpage.php?uid=1&non153
(JAsia-Pacific Economic Cooperation
Electronic Commerce Steering Group
https//www.apec.org/apec/apec_groups/committee _on _trade/electronic _commerce.html
[IO0rganization for Economic Cooperation & Development
Working Party on Information Security & Privacy
(APEC-OECD Workshop on Malware—Summary Record—April 2007)
http://www.oecd.org/dataoecd/37/60/38738890.pdf
(JOrganization of American States
Inter- American Cooperation Portal on Cyber-Crime

http://www.oas.org/juridico/english/cyber.htm

Involving Law Enforcement

Whether a victim company chooses to do nothing, pursue civil remedies, or report an incident to law
enforcement affects the scope and nature of the work of the digital mvestigator. Analysis of identified
malware might become purely academic once the mtrusion is contained and the network secured.
Malware functionality might be the subject of written or oral testimony presented in a civil action when
the victim company seeks to obtain monetary relief for the damage done. The possibility of criminal
referral adjusts the mvestigative landscape as well. Understanding the process victim corporations go
through to decide about whether and when to nvolve law enforcement will help realize relevant
consequences for the digital mvestigator.

Victim Reluctance

EVictim companies are often reluctant to report incidents of computer crime.

* The threat of public attention and embarrassiment, particularly to shareholders, often casts its
cloud over management.
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* Nervous network administrators, fearful of losing their jobs, perceive thenselves as having
failed to adequately protect and monitor relevant systems and instead focus on post-
containment and prevention.

 Legal departments, having determined that little or no breach notification to corporate
customers was required in the jurisdictions where the business operates, would rather not
rock the boat.

* Audit committees and boards often would rather pay the cyber extortionist’s ransom demand
in exchange for a “promise” to destroy the stolen sensitive data, however unlikely, and even
when counseled otherwise, rather than nvolve law enforcement.

Victim Misperception

mMany companies misperceive that involving law enforcement is simply not worth it.

* Victins are confused about which federal, state, or local agency to contact. gitly

* Victins are concerned about law enforcement agent technical mnexperience, agency mattention,
delay, business mterference, and damage to network equipment and data.

* Victims fear the need to dedicate personnel resources to support the referral

* Victims exaggerate the unlikelihood that a hacker kid living in a foreign country will ever see the
mside of a courtroom

The Law Enforcement Perspective

mCybercrime prosecution and enforcement have never been of higher priority among
federal, state, and local government.

« Because the present proliferation of computer fraud and abuse is unparalleled,2> domestic and
foreign governments alike have nvested significant resources in the development and traning
of technical officers, agents, and prosecutors to combat cybercrime in a nascent legal
environnment.

* Law enforcement understands that internal and external digital investigators are the first line of
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defense and in the best positions to detect, mitially mvestigate, and neatly package some of the
best evidence necessary for law enforcement to successfully seek and obtain real deterrence
in the form of jail time, fines, and restitution.

* Evidence collected by nternal and external digital mvestigators is only enhanced by the legal
process (grand jury subpoena, search warrants) and data preservation authority (pen
registers, trap and traces, wiretaps) available to law enforcement and not available to any
private party.

* International cooperation among law enforcement in the fight against cybercrime has never

been better, as even juveniles are being hauled into federal court for their cyber misdeeds.2

Walking the Line

m0ﬁ‘en the investigative goals of the victim company and law enforcement diverge,
leaving the digital investigator at times in the middle. Stay out of it.

* The victim company may be more iterested in protecting its network or securing its
nformation than, for example, avoiding contamment to allow law enforcement to obtamn
necessary legal process to real-time monitor future network events caused by the intruder.

* Despite misimpressions to the contrary, victim companies rarely lose control over the
investigation once a referral is made; rather, law enforcement often requires early face time
and continued cooperation with the admmistrators and mvestigators who are most mntimate
with and knowledgeable of the affected systens and relevant discovered data. Constant
consultation is the norm

* Although law enforcement will be careful not to direct any future actions by the digital
mvestigator, thereby creating the possibility that a future court deens and suppresses the
mvestigator’s work as the work of the government conducted i violation of the heightened
legal standards of process required of law enforcement, the digital investigator may be
required to testify before a grand jury impaneled to determine if probable cause that a crime
was committed exists, or even to testify before a trial jury on returned and filed charges.

* Remember the scope and limitations of authority that apply, and let the victim company and
law enforcement reach a resolution that is mutually beneficial.

» Staying apprised of the direction of the investigation, whether it stays private, becomes public,
or proceeds on parallel tracks (an option less favored by law enforcement once mvolved), will
help the digital nvestigator focus on what matters most—trepeatable, reliable, and admissible
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findings under any circunmstance.

Improving Chances for Admissibility

Thorough and meticulous recordkeeping, an impeccably supportable and uninterrupted chain of
custody, and a fundamental understanding of basic notions governing the reliability and integrity of
evidence will secure best consideration of the work of the digital mvestigator in any context, in any
forum, before any audience. Urgency tied to pulling off a quick, efficient response to an emerging
attack often makes seem less important at the outset of any mnvestigation the implementation of these
guiding principles. However, waiting until the attack is under control and until the potentially exposed
systems are secured often makes it too difficult to recreate events from memory with the same
assurance of integrity and reliability as an ongoing written record of every step taken.

Documentation

@Concerns that recordkeeping creates potentially discoverable work product,
impeachment material, or preliminary statements that may prove inconsistent with ultimate
findings are far outweighed by the future utility to be in the best position to well evidence
the objectivity, completeness, reasonableness of those opinions.

* Documrent in sufficient technical detail each early effort to identify and confirm the nature and
scope of the incident.

* Keep, for exanple, a list of the specific systens affected, the users logged on, the number of
live connections, and the processes running,

» Note when, how, and the substance of observations made about the origin of attack; the
number of files or logs that were created, deleted, last accessed, modified, or written to; user
accounts or permissions that have been added or altered; machines to which data may have
been sent; and the identity of other potential victins.

* Record observations about the lack of evidence—ones that may be inconsistent with what was
expected to be found based on similar incident handling experiences.

* Keep a record of the methodology employed to avoid altering, deleting, or modifying existing
data on the network.
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* Track measures taken to block harmful access to, or stop continuing damage on the affected
network, including filtered or isolated areas.

* Remember early on to begin identifying and recording the extent of damage to systens and the
remediative costs incurred—irunning notations that will make future recovery from responsible
parties and for any subsequent criminal investigation that much easier.

Preservation

ECareful preservation of digital evidence further promotes repeatable, defensible, and
reliable findings.

* At the outset, create forensically sound redundant hashed images of original media, store one
with the original evidence, and use the remaming image as a working copy for analysis. Do not
simply logically copy data, even server level data, when avoidable.

* Immediately preserve backup files and relevant logs.

» When preserving data, hash, hash, hash. Hash early to correct potentially flawed evidence
handling later.

* During analysis, hash to find or exclude from examination known files.

* Consider using Camatasia or other screen capture software to preserve live observations of
illicit activity before containment. This is a way to supplement evidence obtained from enabled
and extended network logging.

* If legal counsel has approved the use of a “sniffer” or other monitoring device to record
communications between the mntruder and any server that is under attack, be careful to
preserve and document relevant information about those recordings.

* The key is to use available forensic tools to enhance the ntegrity, reliability, and repeatability of
the work.

Chain of Custody

EMeticulous chain of custody practices can make or break the success of a digital forensic
investigation.
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* Although chan of custody goes to the weight not the admissibility of the evidence in most court
proceedings, the concept remains nonetheless crucial, particularly where evidence may be
presented before grand juries, arbitrators, or in similar alternative settings where evidentiary
rules are relaxed, and as such, inexplicable mterruptions in the chain may leave the evidence
more susceptible to simply being overlooked or ignored.

* The ability to establish that data and the nvestigative records generated during the process are
free from contammnation, misidentification, or alteration between the time collected or
generated and when offered as evidence goes not just to the integrity of evidence but its very
relevance—no one will care about an item that cannot be established as being what it is
characterized to be, or a record that cannot be placed in time or attributed to some specific
action. E111Y

* For data, the chain of custody form need not be a treatise; simply record unique identifying
mnformation about the item (serial number), note the date and description of each action taken
with respect to the item (placed in storage, removed from storage, mounted for examination,
returned to storage), and identify the actor at each step (presumably a limited universe of
those with access).

* A single actor responsible for generated records and armed with a proper chain of custody
form for data can lay sufficient evidentiary foundation without having to present every actor in
the chain before the finder of fact.

ey State Private Inve stigator and Breach Notification Statutes
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State PI Licensing Statute State Breach Notification Statute

Alabama N/A N/A

Alaska N/A ALASKA STAT. § 45.48.010

Ao (86 REV-STAL S 32 aRry REV. STAT. § 447501

Arkansas ARK. CODE § 17-40-350 |ARK. CODE §§ 4-110-103-108
. CAL. BUS. & PROF.

California CODE § 7520 CAL. CIV. CODE §§ 1798.82

Colorado N/A COLO. REV. STAT. § 6-1-716

Connecticut 1C5?‘NN GEN. STAT. § 29- CONN. GEN. STAT. § 36a-701b

Delaware 24 DEL. C. § 1303 6 DEL. C. § 12B-101

District of

Columbia 17 DCMR § 2000.7 D.C. CODE § 28-3851-§28-3853

Florida FLA. STAT. § 493.6100 |FLA. STAT. § 817.5681

Georgia GA. CODE § 43-38-6 GA. CODE § 10-1-912

Hawaii HRS § 463-5 HRS § 487N-2

Idaho N/A I.C. § 28-51-105

Ilinois 225 ILCS § 447/10-5 815 ILCS § 530/10

Indiana IC § 25-30-1-3 IC § 24-4.9-3-1

Iowa L.C.A§80A.3 LC.A . §715C.2

Kansas K.S.A. § 75-7b02 K.S.A. § 50-7a02

Kentucky KRS § 329A.015 N/A

Louisiana LSA-R.S. § 37:3501 LSA-R.S. § 51.3074

Maine 32 M.RS.A § 8104 10 M.R.S.A § 1348

Maryland gdggg? OCCUP & PROF MD COML §14-3504

MassachusettsM.G.L.A. 147 § 23 M.GL.A93H§ 3
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Michigan —IM.C.L.A § 338.823 M.C.L.A §445.72
Mimnésota  [M.S.A. § 326.3381 MS.A. § 325E.61
Mississippi ~ |N/A MS ST § 75-24-29
Missouri  [MO ST § 324.1104 MO ST § 407.1500
Montana  [MCA § 37-60-301 MCA § 30-14-1704
Nebraska 13\12E013 REV.STAT-3 71- |\EB, REV. STAT. §§ 87-801
NEV. REV. STAT. §
Nevada 645,060 NEV. REV. STAT. § 603A.220
New N.H. REV. STAT. § 106- ,
Honpshie |5 N.H. REV. STAT. § 359-C:19
New Jersey [N.J. STAT. § 45:19-10  [N.J. STAT. § 56:8-163
New Mexico |16.48.1.10 NMAC N/A
New York 17\1635. GEN.BUS. LAWS '\ . GEN. BUS. LAW § 899-aa
North N.C. GEN. STAT. § 74C-2 N.C. GEN. STAT. § 75-65
Caroli[]a . . . . . . . . =
North Dakota [N.D. ADMIN. R. 93-02-01 [N.D. CENT. CODE §§ 51-30-01 et seq
. OHIO REV. CODE §
Ohio 474913 OHIO REV. CODE § 1349.19
Oklahoma |59 OKLA. STAT. § 1750.4 |74 OKLA. STAT. § 3113.1
Oreson OR. REV. STAT. § OR. REV. STAT. §§ 646A.600, 646A.602,
&0 703.405 646A.604, 646A.624, and 646A.626
Permsylvania |22 PA. STAT. § 13 73 PA. STAT. §§ 2301-2308, 2329
Rhode Island [R.I. GEN. LAWS § 5-5-21 |R.I. GEN. LAWS §§ 11-49.2-1-11-49.2-7
South
Carolim S.C. CODE § 40-18-70  |S.C. CODE § 39-1-90
South Dakota N/A N/A
62 TENN. CODE § 1175-
Tennessee 04-.06 (2) TENN. CODE § 47-18-2107
TEX. OCC. CODE
Texas §1702.101 TEX. BUS. & COM. CODE § 521.053
- UTAH CODE §§ 53-9-107 [UTAH CODE §§ 13-44-101, 13-44-201, 13-44-202,

332




Vermont 269 A¢ (@) 79 ang 3xH 3480 and 9 V.S.A. § 2435

Virginia VACODE§9.1-139C  |[VACODE § 18.2-186.6

WASH. REV. CODE §

Washington 18.165.150 WASH. REV. CODE § 19.255.010
West Virginia (W. VA. CODE § 30-18-8 |W. VA. CODE § 46A-2A-101-105
Wisconsin -~ (WIS. RL § 31.01 (2) WIS. STAT. § 134.98
: Regulated by local
Wyoming urisdictions WYO. STAT. §§ 40-12-501 and 40-12-502

ey International Resources
Cross-Border Investigations

Treaties in Force: A List of Treaties and Other International Agreements of the United
States in Force

http://www.state. gov/documents/organization/89668.pdf
Preparation of Letters Rogatory

http/travel.state.gov/law/judicial/judicial 683.html

Organization of American States

Inter- American Cooperation Portal on Cyber-Crime
http//www.oas.org/juridico/english/cyber.htm

Council of Europe Convention of Cybercrime
http:/conventions.coe.int/Treaty/Commun/QueVoulezVous.asp?NT=185&CM=1 &CI =ENG

(and more generally) http:/www.coe.int/t/dc/files/themes/cybercrime/default EN.asp?
European Commission 2010 Directive On Attacks Against Information Systems

https/ec.europa.ewhome-affairs/policies/crime/1 EN_ACT partl v101.pdf
European Network of Forensic Science Institutes

(Memorandum signed for International Cooperation in Forensic Science)
http//www.enfSi.ewpage.php?uid=1 &non153

G8 High-Tech Crime Subgroup

(Data Preservation Checklists)
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http//www.coe.int/t/dgl/legalcooperation/economiccrime/cybercrime/Documents/Points%6200f%

Interpol

Information Technology Crime—Regional Working Parties

http//www.interpol.int/public/TechnologyCrime/Default.asp

Asia-Pacific Economic Cooperation

Electronic Commerce Steering Group

http//www.apec.org/Groups/Committee-on- Trade-and- Investment/Electronic- Commerce-
Steering-Group.aspx

Organization for Economic Cooperation & Development

Working Party on Information Security & Privacy

(APEC-OECD Workshop on Malware—Summary Record—April 2007)

http://www.oecd.org/dataoecd/37/60/38738890.pdf

The Organisation for Economic Co-operation and Development (OECD) Guidelines on
the Protection of Privacy and Transborder Flows of Personal Data

https//www.oecd.org/document/18/0,3746.en 2649 34255 1815186 1 1 1 1.00.html

The Intermational Cyber Security Protection Alliance (ICSPA) Cyber-Security News
Feed

https//www.icspa.org/nc/media/cyber-security-news-feed/

Maurushat, A. (2010). Australia’s Accession to the Cybercrime Convention: Is the
Convention Still Relevant in Combating Cybercrime in the Era of Botnets and
Obfuscation Crime Tools?, University of New South Wales Law Journal, Vol. 33(2),
pp. 431-473.

Available at https/www.austlii.edu.awaw/journals/UNSWIRS/2011/20.txt/cgi-
bin/download.cgi/download/aw/journals/UNSWIRS/2011/20.rtf.

ey The Federal Rules: Evidence for Digital Investigators

Relevance

All relevant evidence is admissible.

“Relevant evidence” means evidence having any tendency to make the existence of any fact that

is of consequence to the determination of the action more probable or less probable than it would be
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without the evidence.

Although relevant, evidence may be excluded if its probative value is substantially outweighed by
the danger of unfair prejudice, confusion of the issues, misleading the jury, or by considerations of
undue delay, waste of time, or needless presentation of cumulative evidence.

Authentication

The requirement of authentication or identification as a condition precedent to admissibility is satisfied
by evidence sufficient to support a finding that the matter in question is what its proponent clains.

Best Evidence

A duplicate is admissible to the same extent as an original unless (1) a genuine question is raised as to
the authenticity of the original or (2) in the circunstances it would be unfair to admit the duplicate in
lieu of the original.

Expert Testimony

If scientific, technical, or other specialized knowledge will assist the trier of fact to understand the
evidence or to determine a fact in issue, a witness qualified as an expert by knowledge, skill,
experience, training, or education may testify thereto in the form of an opinion or otherwise, if (1) the
testimony is based upon sufficient facts or data, (2) the testimony is the product of reliable principles
and methods, and (3) the witness has applied the principles and methods reliably to the facts of the
case.

The expert may testify in terms of opinion or inference and give reasons therefore without first
testifying to the underlying facts or data, unless the court requires otherwise. The expert may in any
event be required to disclose the underlying facts or data on cross-examination.

Limitations on Waiver of the Attorney—Client Privilege

Disclosure of attorney—client privilege or work product does not operate as a waiver in a Federal or

Stat ding if the:
e proceeding if the 135



1. Disclosure is inadvertent;
2. Holder of the privilege or protection took reasonable steps to prevent disclosure; and
3. Holder promptly took reasonable steps to rectify the error.

1 See, e.g., California’s “Private Investigator Act,” codified at Cal. Bus. & Prof. Code § 7521 et
seq.

2 See, e.g., Arizona Revised Statutes 32-2401-16. See also Cal. Bus. & Prof. Code 7521(e);
Nev.Rev. Stat. Ann. § 648.012.

3 See, e.g., Michigan’s “Private Detective License Act,” MCLS 338.24(a) (specifically
excluding a “person employed exclusively and regularly by an employer in connection with
the affairs of the employer only and there exists a bona fide employer—employee relationship
for which the employee is reimbursed on a salary basis™); Cal. Bus. & Prof. Code § 7522
(same).

4 See Louisiana’s “Private Investigators Law,” LA.R.S. 37:3503(8)(a)(iv). See also Kernnard v.
Rosenberg, 127 Cal. App.3d 340, 345-46 (1954) (interpreting California’s Private
Investigator Act) (“it was the intent of the Legislature to require those who engage in business
as private investigators and detectives to first procure a license so to do; that the statute was
enacted to regulate and control this business in the public nterest; that it was not intended to
apply to persons who, as experts, were employed as here, to make tests, conduct
experiments and act as consultants in a case requiring the use of technical knowledge”).

2 Ohio Revised Code § 4749.01(H)(2).

5 See Delaware’s “Private Investigators and Private Security Agencies Act,” codified at 24 Del.
Code §§ 1301 et seq.

7 See American Bar Association, Section of Science & Technology Law, Resolution 301
(August 11-12, 2008), available at
www.americanbar.org/content/danyaba/migrated/scitech/301.doc (“RESOLVED, That the
American Bar Association urges State, local and territorial legislatures, State regulatory
agencies, and other relevant government agencies or entities, to refrain from requiring private
mnvestigator licenses for persons engaged in: computer or digital forensic services or in the
acquisition, review, or analysis of digital or computer-based information, whether for
purposes of obtaining or furnishing information for evidentiary or other purposes, or for
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Chapter S
File Identification and Profiling

Initial Analysis of a Suspect File on a Windows System
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Solutions in this chapter:

* Overview of the File Profiling Process

* Profiling a Suspicious File

» File Similarity Indexing

* File Visualization

* File Signature Identification and Classification

* Embedded Artifact Extraction

+ Symbolic and Debug Information

* Embedded File Metadata

» File Obfuscation: Packing and Encryption Identification
* Embedded Artifact Extraction Revisited

* Profiling Suspect Document Files

* Profiling Suspect Portable Document Format (PDF) Files
* Profiling Suspect Microsoft (MS) Office Files

* Profiling Suspect Compiled HTML Help Files

Introduction

This chapter addresses the methodology, techniques, and tools for conducting an initial analysis of a
suspect file. Some of the techniques covered in this and other chapters may constitute “reverse
engineering’ and thus fall within the proscriptions of certain international, federal, state, or local laws.
Similarly, some of the referenced tools are considered “hacking tools” in some jurisdictions, and are
subject to similar legal regulation or use restriction. Some of these legal limitations are set forth in
Chapter 4. In addition to careful review of these considerations, consultation with appropriate legal
counsel prior to implementing any of the techniques and tools discussed in these and subsequent
chapters is strongly advised and encouraged.

% Analysis Tip
Safety First

Forensic analysis of a potentially dangerous file specimen requires a safe and secure lab environment.
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After extracting a suspicious file from a system, place the file on an isolated or “sandboxed’ system or
network to ensure that the code is contained and unable to connect to, or otherwise affect, any
production system. Even though only a cursory static analysis of the code is contemplated at this point
of the mvestigation, executable files nonetheless can be accidentally executed fairly easily, potentially
resulting in the contamination of, or damage to, production systerns.

Overview of the File Profiling Process

@F ile profiling is essentially malware analysis reconnaissance, an effort necessary to gain
enough information about the file specimen to render an informed and intelligent decision
about what the file is, how it should be categorized or analyzed, and, in turn, how to
proceed with the larger investigation. Take detailed notes during the process, not only
about the suspicious file but also about each investigative step taken.

B A suspicious file may be fairly characterized as:

* Of unknown origin

* Unfamiliar

* Seemingly familiar, but located in an unusual place on the system

* Unusually named and located in an unusual folder on the system (e.g., c:\Documents and
Settings\[USER]\TEMP\a\xx.exe)

* Similarly named to a known or familiar file, but misspelled or otherwise slightly varied (a
technique known as file camouflaging)

» File contents are hidden by obfuscation code

* Determined during the course of a system mvestigation to conduct network connectivity or an
other anomalous activity

P After extracting the suspicious file from the system, determining its purpose and functionality is
often a good starting place. This process, called file profiling, should answer the following questions:

» What type of file is it?

» What is the intended purpose of the file?

» What is the finctionality and capability of the file?

» What does the file suggest about the sophistication level of the attacker?
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» What is the target of the file—is it customized to the victim systemy/network or a general
attack?

» What affect does this file have on the system?

* What is the extent of the infection or compromise on the system or network?

» What remediation steps are necessary because the file exists on the system?

P The file profiling process entails an initial or cursory static analysis of the suspect code
(Figure 5.1). Static analysis 1s the process of analyzing executable binary code without actually
executing the file. A general approach to file profiling involves the following steps:

* Detail: Identify and document system details pertamning to the system from which the suspect
file was obtained.

* Hash: Obtain a cryptographic hash value or “digital fingerprint” of the suspect file.

» Compare: Conduct file similarity indexing of the file against known samples.

* Classify: Identify and classify the type of file (including the file format and the target
architecture/platform), the high-level language used to author the code, and the compiler used
to conpile it.

* Visualize: Examine and compare suspect files in graphical representation, revealing visual
distribution of the file contents.

* Scan: Scan the suspect file with anti-virus and anti-spyware software to determine if the file
has a known malicious code signature.

» Examine: Examine the file with executable file analysis tools to ascertain whether the file has
malware properties.

* Extract and Analyze: Conduct entity extraction and analysis on the suspect file by reviewing
any embedded American Standard Code for Information Interchange (ASCII) or Unicode
strings contained within the file, and by identifyng and reviewing any file metadata and
symbolic mformation.

* Reveal: Identify any code obfuscation or armoring techniques protecting the file from
examination, including packers, wrappers, or encryption.

* Correlate: Determine whether the file is dynamically or statically linked, and identify whether
the file has dependencies.

* Research: Conduct online research relating to the information you gathered from the suspect
file and determmne whether the file has already been identified and analyzed by security
consultants, or conversely, whether the file nformation is referenced on hacker or other
nefarious Web sites, foruns, or blogs.
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P Although all of these steps are valuable ways to learn more about the suspect file, they may be
executed i varying order or in modified form, depending upon the preexisting mnformation or
circunstances surrounding the code.

* Be thorough and flexible.

* Familiarity with a wide variety of both command-line mterface (CLI) and Graphical User
Interface (GUI) tools will further broaden the scope of mvestigative options.

* Familiarity and comfort with a particular tool, or the extent to which the reliability or efficacy of
a tool is perceived as superior, often dictate whether the tool is incorporated into any given
mnvestigative arsenal.

» Further tool discussion and comparison can be found in the Tool Box section at the end of this

chapter. ‘5(

Profiling a Suspicious File
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ET his section presumes a basic understanding of how Windows Portable Executable (PE)
files are compiled. A detailed discussion of this process can be found in the Introductory
Chapter.

System Details

P If the suspicious file was extracted or copied from a victim system, be certain to document the
details obtained through the live response techniques mentioned in Chapter 1, including information
about:

* The system’s operating system, version, service pack, and patch level

* The file system

* The full system path where the file resided prior to discovery

* Associated file system metadata, such as created, modified, and accessed dates/times

* Details pertaining to any security software, including personal firewall, anti-virus, or anti-
spyware programs

B Collectively, this mformation provides necessary file context, as malware often manifests
differently depending on the permutations of the operating system and patch and software installation.

File Name

EAcquire and document the full file name
P Identifying and documenting the suspicious file name is a foundational step m file profilng. The
file name, along with the respective file hash value, will be the main identifier for the file specimen.

* Be mindful to disable the Windows Folder View Option ‘“Hide extensions for known file types™
on your analysis system so that the file extension associated with the file is visible and can be
documented.

* Attackers often try to conceal their malicious programs by using pseudo file extensions in an
effort to trick victims into executing the malicious program

« Miss Identify (missidentify.exe)l is a utiity for finding Win32 executable programs,
regardless of file extension, allowing the digital mvestigator to detect misnamed executable files
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or hidden extensions.

* In Figure 5.2, Miss Identify is used to reveal two executable files that appear to be image files

as a result of hidden file extensions and icons embedded into the PE Resources (discussed
later i this chapter and in Chapter 6).
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Using Miss Identify to uncover misnamed executable files
Investigative Considerations

* Although the full file path in which a suspect file was discovered on the victim system is not a
part of the file name per se, it is a valuable detail that can provide further depth and context to

a file profile. The full file path should be noted during live response and post-mortem forensic
analysis, as discussed in Chapters 1 and 3, respectively.

File Size

EAcquire and document the specimen’s file size
P File size is a unique file variable that should be identified and noted for each suspect file.
* Although file size in no way can predict the contents or functionality of a file specimen, it can be
used as a gauge as to determine payload. For instance, a malware specimen that contains its

own SMTP engine or server function will likely be larger than other specimens that are
modular and will likely connect to a remote server to download additional files.
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File Appearance

mNote or screenshot a suspect file’s appearance as an identifier for your report and
catalog it for reference with other samples.

B Attackers often manipulate the icon associated with a file to give a malicious file a harmless
and recognizable appearance, tricking users into executing the file.

* Documenting the file appearance is useful for reports and for comparison and correlation with

other malware samples.
* An intuitive and flexible tool to assist in obtaining screen captures of files is MWSnap (Figure
53)2
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MWSnap capturing the appearance of a suspicious file

Hash Values

EGenerate a cryptographic hash value for the suspect file to both serve as a unique
identifier or digital “fingerprint” for the file throughout the course of analysis, and to share
with other digital investigators who already may have encountered and analyzed the same
specimen.
B The Message-Digest 5 (MDS5) algorithm generates a 128-bit hash value based upon the file
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contents and typically is expressed in 32 hexadecimal characters.

» MD5 is widely considered the de facto standard for generating hash values for malicious
executable identification.

« Other algorithis, such as Secure Hash Algorithm Version 1.0 (SHA1)# can be used for the
same purpose.

Investigative Considerations

* Generating an MDS5 hash of the malware specimen is particularly helpful for subsequent
dynamic analysis of the code. Whether the file copies itself to a new location, extracts files
from the origmal file, updates itself from a remote Web site, or simply camouflages itself
through renaming, comparison of MD5 values for each sample will enable determmation of
whether the samples are the same or new specimens that require independent analysis.

Command-Line Interface MDS5 Tools

P CLI hashing tools provide a simple and effective way to collect hash values from suspicious files,
the results of which can be saved to a log file for later analysis.

* mdsdeep 15 a powerful MDS5 hashing and analysis tool suite written by Jesse Kornblum that
gives the user granular control over the hashing options, including piecewise and recursive

modes (Figure 5.4).2
* In addition to the MD5 algorithm, the mdsdeep suite provides for alter-native algorithns by

providing additional utilities such as shaldeep, tigerdeep, sha256deep, and whirlpooldeep,
all of which come included in the mdsdeep suite download. ‘5(

Hh 1 ment nd Settingsi\Malwa oy omdSdeep.exe C:\Documents and
Settings‘\Malware Lab'\Malware'\Video.exa
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I Hashing a suspicious file with mdsdeep

GUI MDS5 Tools

B Despite the power and flexibility offered by these CLI MDS tools, many digital investigators prefer
to use GUI-based tools during analysis, because they provide drag-and-drop functionality and easy-
to-read output. Similarly, tools that enable a Windows Explorer shell extension, or “right-click”
hashing, provide a simple and efficient way to generate hash values during analysis. A useful utility that
offers a variety of scanning options to acquire both MD5 and SHAI1 hash values for suspect files is

Nirsoft’s HashMyFiles,© depicted in Figure 5.5. ’5(
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Using HashMyFiles to recursively scan a directory for hash values

a¥ Other Tools to Consider

CLI Hashing Tools

Microsoft

(FCIV)—https//www.microsoft.convdownloads/en/details.aspx?Familyl D=B3C93558-

File Checksum

Integrity

31B7-47E2- A663-7365C1686C08&displaylang=en

GNU Core Utilities—http:/gnuwin3?2.sourceforge.net/packages/coreutils.htm
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GUI Hashing Tools

Hash Quick—http//www.lindseysystems.con/contact.php
‘WinM D5—http//www.blisstonia.conysoftware/ WinMD5/
MDSSumme r—http//www.mdSsummer.org/

HashonClick—http:/www.2brightsparks.com/onclick/hoc.html
Graphical MD5sum—http://www.toast442.org/md5/

Malcode Analyst
Pack—http/labs.idefense.convsoftware/malcode.php#more malcodetanalysis+pack
Visual MDS5—http/www.tucows.com/preview/505450  (previously — available  from
https//www.protect-folder.cony)
SSDeepFE—http://sourceforge.net/project/showfiles. php?

group _id=215906&package id=267714

Further tool discussion and comparison can be found in the Tool Box section at the end of this
chapter and on the companion Web site, hitp//www.malwarefieldguide.con/ChapterS.html.

File Similarity Indexing

mComparing the suspect file to other malware specimens collected or maintained in a
private or public repository is an important part of the file identification process.

P An effective way to compare files for similarity is through a process known as fuzzy hashing
or Context Triggered Piecewise Hashing (CTPH), which computes a series of randomly sized
checksuns for a file, allowing file association between files that are similar i file content but not
identical.

« Use ssdeep, a file hashing tool that utilizes CTPH to identify homologous files, to query

suspicious file specimens. ‘5(

* ssdeep can be used to generate a unique hash value for a file, or compare an unknown file
against a known file or list of file hashes.

* In the vast arsenal of ssdeep’s file comparison modes exists a “pretty matching mode,”
wherein a file is compared against another file and scored based upon similarity (a score of
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100 constituting an identical match).

* In Figure 5.6, a file that has been changed by one byte and saved to a new file is scanned in
conjunction with the original file with ssdeep in “pretty matching mode.”” Although the one byte
modification changes the MDS5 hash values of the respective files, ssdeep detects the files as
nearly identical

* Through these and other similar tools employing the CTPH functionality, valuable information
about a suspect file may be gathered during the file identification process to associate the
suspect file with a particular specimen of malware, a “family”” of code, or a particular attack or
set of attacks. Further discussion regarding malware “families,” or p/ylogeny, can be found in

Chapter 6.

Lanrgadesp -pb Video,exe Copy of Video.exa

IDTYLIRRE ssdeep “pretty matching mode”

; Online Resources
Hash Repositories

Online hash reposttories serve as a valuable resource for querying hash values of suspect files. The
hash values and associated files maintained by the operators of these resources are acquired through a
variety of sources and methods, including online file submission portals. Keep n mind that by
submitting a file or a search term to a third-party Web site, you are no longer in control of that file or
the data associated with that file.

Team Cymru Malware Hash Regis try—http//www.team cymru.org/Services/MHR/
Zeus Tracker—https:/zeustracker.abuse.ch/monitor.php

viCheck.ca Malware Hash Query—https//www.vicheck.ca/md5query.php
VirusTotal Hash Search—https//www.virustotal.convsearch. html
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File Visualization

El/isualize file data in an effort to identify potential anomalies and to quickly correlate
like files.

P Visualizing file data, particularly through byte-usage-histograns, provides the digital
mvestigator with a quick reference about the data distribution in a file.

« Inspect suspect files with bytehist, a GUI-based tool for generating byte-usage-histograns.®

* Bytehist makes histograns for all file types, but is geared toward PE files, in that it makes
separate sub-histograns for each section of the executable file.

» Histogram visualization of executables can assist in identifying file obfuscation techniques such
as packers and cryptors (discussed in the “File Obfuscation: Packing and Encryption
Identification” section later in this chapter).

* Byte distribution in files concealed with additional obfuscation code or with encrypted content
will typically manifest visually distinguishable from unobfuscated versions of the same file, as
shown in Figure 5.7, below, which displays histogram visualization of the same file in both a
packed and unpacked condition with bytehist.

» Comparing histogram patterns of muiltiple suspect files can also be used as a quick triage
method to identify potential like files based upon visualization of data distribution.

* To further examine a suspicious binary file through multiple visualization schemes, probe the file

with BinVis, a framework for visualizing binary file structures. BinVis is discussed in greater
detail in Chapter 6. ‘5(

Visualizing files with bytehist
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File Signature Identification and Classification

EAﬁ‘er gathering system details, acquiring a digital fingerprint, and conducting a file
index similarity inquiry, additional profiling to identify and classify the suspect file will
prove an important part of any preliminary static analysis.

P This step in the file identification process often produces a clearer idea about the nature and
purpose of the malware, and i turn, the type of damage the attack was intended to cause the victim
system

* Identifying the file type is determining the nature of the file fiom its file format or signature
based upon available data contained within the file.

* File type analysis, coupled with file classification, or a determmation of the native operating
system and the architecture for which the code was mtended, are fundamental aspects of
malware analysis that often dictate how and the direction in which your analytical and
mvestigative methodology will unfold.

File Types

P The suspect file’s extension cannot serve as the sole indicator of its contents; instead exammnation of
the file’s signature is paramount.

* A file signature 1s a unique sequence of identifying bytes written to a file’s header. On a
Windows system, a file signature is normally contained within the first 20 bytes of the file.

* Different file types have different file signatures; for example, a Windows Bitmap mmage file
(.bmp extension) begins with the hexadecimal characters 42 4D in the first two bytes of the
file, characters that translate to the letters “BM.”

» Most Windows-based malware specimens are executable files, often ending in the extensions
.exe, .dIL, .com, .pif, .drv, .qtx, .qts, .ocx, or .sys. The file signature for these files is “MZ” or
the hexadecimal characters 4D 54, found in the first two bytes of the file.

* Generally, there are two ways to identify a file’s signature.

OIFirst, query the file with a file identification tool.
(ISecond, open and inspect the file in a hexadecimal viewer or editor. Hexidecimal (or hex, as it
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is commonly referred) is a numeral system with a base of 16, written with the letters A—F and
numbers 0-9 to represent the decimal values 0—15. In computing, hexadecimal is used to
represent a byte as 2 hexadecimal characters (one character for each 4-bit nibble), translating
binary code into a more human-readable format.

* By viewing a file in a hex editor, every byte of the file is visible, assuming its contents are not
obfuscated by packing, encryption, or compression.

« MiniDumper by Marco Pontello!? is a convenient tool for examining a file in hexadecimal
format, as it displays a dump of'the file header only, as illustrated in Figure 5.8.

* Other hexadecimal viewers for Windows provide additional functionality to achieve a more
granular analysis of a file, including strings identification, hash value computation, mutltiple file

comparison, and templates for parsing the structures of specific file types.

MiniDumper

Dood- 4D SA S0 05 02 &0 00 &0 04 o0 OF &0 FF FF 00 &0 HIZP

D013: B 00 00 00 00 00 OO0 90 40 @0 1k @0 00 &0 00 @0 L

Oo2@: 00 09 00 G2 00 @9 00 00 00 @0 00 &0 00 90 00 @0

OG- 00 05 00 09 00 00 00 G0 00 90 00 ©0 00 61 00 S0

Dogd- B& 18 00 0F 1F B4 09 ©D 21 BE 01 4C €D 31 90 %0 1..L
DOSd:- 54 &% 69 T3 20 D T2 &F 67 72 61 €D 20 &D 75 T¥ This progren aus
DD&G3: 74 29 62 &5 20 72 75 6E 20 7% BE &d 65 T 20 57 1 ba run usder W

o07a. 69 SE 33 3F 0D G& 24 J7 00 ©0 00 o0 00 &0 00 90 imdE. 47
OOWd. 00 00 00 0P DO 00 00 &0 00 S0 00 B0 00 S0 00 &0
o093 00 35 00 35 00 &0 00 @0 00 &0 00 o0 00 &0 Q0 B0
DDAS DO @0 00 00 00 @0 00 @0 00 &0 00 @0 00 &0 00 &0
DOEZ: 00 02 00 @0 00 &0 00 00 00 &0 00 @0 00 @0 00 @0
poca: 00 99 00 80 00 @0 00 @0 00 G0 00 @0 00.&0 00 &0
00 98 00 00 00 80 00 20 00 0 00 &0 00 &0 Q0 &b
DOEY 00 &0 00 20 00 @0 00 &0 00 &0 00 o0 0O o0 00 &0
DOF3: 00 @2 00 &0 00 &0 00 00 00 &0 00 @0 00 o0 00 &0

Examining a file header in MiniDumper

a¥ Other Tools to Consider

Hex Editors

RevEnge—http:/www.sandersonforensics.convcontent.asp?page=325
010 Editor—http//www.sweetscape.conv010editor/

McAffee FileInsight—http:/www.mcafee.com/us/downloads/free-tools/filensight.aspx
Hex Workshop Hex Editor—http//www.hexworkshop.cony
FlexHex—https//www.flexhex.cony
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WinHe x—httpJ//www.x-ways.net/winhex/mdex-m html
HHD Hex Editor Neo—http//www.hhdsoftware.convfree-hex-editor

Further discussion and comparison of hex editors can be found in the Tool Box section at the
end of this chapter, and on the companion Web site,

https// www.malwarefieldguide.con/ChapterS.html.

File Signature Identification and Classification Tools

P Unlike distributions of the Linux operating system that come with the utility file premstalled (which
classifies a queried file specimen based on the data contained m the file as compared agamst a
comprehensive list—or, magic file of known file headers), Microsoft Windows operating systems
have no inherent equivalent command. Despite this apparent void in this genre of analytical tools, there
are a number of CLI and GUI tools that have been developed to address file identification and
analysis for Windows systems.

CL File Identification Tools

* Perhaps the closest tool to the Linux version offile is File Identifier (version 0.6.1),
developed by Optima SC.1L Similar to fi1e, File Identifier compares a queried file against a

magic-like database ﬁle.Qﬂ

* In addition to conducting file identification through signature matching, File Identifier also
extracts file metadata, as illustrated in Figure 5.9.

* In addition to providing a variety of different file scanning modes, including a recursive mode
for applying the tool against directories and subdirectories of files, File Identifier also offers
Hypertext Markup Language (HTML) and CVS report generation.

« As an alternative, TrID, a CLI file identifier written by Marco Pontello,12 does not limit the
classification of an unknown file to one possible file type based on the file’s signature, unlike
other tools. Rather, it compares the unknown file against a file signature database and
provides a series of possible results, ranked by order or probability, as depicted i the
analysis of the suspect file in Figure 5.10.

« The THID file database consists of approximately 4,000 different file signatures,’® and is
constantly expanding, due in part to Pon%e;sllg’s distribution of TrIDScan, a TrID counterpart



tool that offers the ability to easily create new file signatures that can be incorporated into the
TrID file signature database 12

Lab>file o:\Malware'\Videc.axa

Scanning a suspect file with File Identifier

e Lab»trpid c:\Malware\Video.exae

Scanning a suspect file with TrID

GUI File Identification Tools

* There are a number of GUI-based file identification and classification prograns for use in the
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Windows environment; many are intuitive to use and convenient for an initial static analysis of
any suspect file.

« TrIDNet, X2 a GUI version of TrID, provides for quick and convenient drag-and-drop
functionality and an intuitive interface, as shown in Figure 5.11.

* Like the CLI version, TrIDNet compares the suspect file against a file database of nearly

4,000 file signatures, scores the queried file based upon its characteristics, and reveals a
probability-based identification of the file.

2 TriDMET A=A

Select a fls to analee:
[CAM abrace Wideo exe EBrowss...

Doublechck on a match for mare nfo
Match | Ext | Type Pis

k 90.2% EXE ASPack compressed 'Win32 Execulable [genenc]  133819/79/30
57% EXE Wini2 Execulable Genesic 8527133
14% EXE Winl6/32 Executable Delphi genenc 2072123
1.3% E¥E GenencWin/DOS Executable 200243
1.3% ExE DBSEmiatha:uﬁc 20001

Drefrations path:

Rescan Defs i [Cm

Dehrations in memory, 4063

Browse...

IJTCEME| A suspect file classified with TrIDNet

a¥ Other Tools to Consider

CLI File Identification Tools

Exetype—https//www.microsoft.com/resources/documentation/windowsnt/4/server/reskit/en-
us/reskt4ud/rkudlist. mspx?mfi=true

File Type—http:/gnuwin32.sourceforge.net/packages/filetype.htm
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Infoexe v. 1.32—https//www.exetools.convfile-analyzers.htm
Peace v. 1.00—http//www.exetools.convfile-analyzers.htm
Fileinfo v. 2.43—http://www.exetools.com/file-analyzers.htm

GUI File Identification Tools

Digital Record Object Identifier (DROID)—http:/droid.sourceforge.net/

File Alyze r—http://www.safer-networking.org/en/filealyzer/mdex.html
‘WhatFile—http//www.smnercomputing.convdl.php?prog=WhatFile

Further tool discussion and comparison can be found in the Tool Box section at the end of this
chapter and on the companion Web site, hitp//www.malwarefieldguide.con/ChapterS.html.

Anti-virus Signatures

P After identifying and classifying a suspect file, the next step in the file profiling process is to query
the file against anti-virus engmnes to see if it is detected as malicious code.

* Approach this phase of the analysis in two separate steps:

(IFirst, manually scan the file with a number of anti-virus programs locally installed on the
malware analysis test system to determine whether any alerts are generated for the file. This
manual step affords control over the configuration of each program, ensures that the signature
database is up to date, and allows access to the additional features of locally mnstalled anti-
virus tools (like links to the vendor Web site), which may provide more complete technical
details about a detected specimen.

(ISecond, submit the specimen to a number of free online malware scanning services for a more
comprehensive view of any signatures associated with the file.

Local Malware Scanning

P To scan malware locally, implement anti-virus software that can be configured to scan on demand,
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as opposed to every time a file is placed on the test system.

* Make sure that the AV program affords choice in resolving malicious code detected by the
anti-virus program;, many autonatically delete, “repair,” or quarantine the malware upon
detection.

* Some examples of freeware anti-virus software for installation on your local examiner system
include:

TAvast

[AAVGE

Avira AntiVir Personal2
(ClamWir

(JF-Protl
(IBitDefender22
TPanda?

Investigative Considerations

* The fact that installed anti-virus software does not identify the suspect file as malicious code is
not dispositive. Rather, it may mean simply that a signature for the suspect file has not been
generated by the vendor of the anti-virus product, or that the attacker is “armoring” or
otherwise implanting a file protecting mechanism to thwart detection.

* Although an anti-virus signature does not necessarily dictate the nature and capability of
identified malicious code, it does shed potential nsight into the purpose of the program

* Given that when a malicious code specimen is obtained and when a signature is developed for
it may vary between anti-virus companies, scanning a suspect file with multiple anti-virus
engines is recommended. Implementing this redundant approach helps ensure that a malware
specimen is identified by an existing virus signature and provides a broader, more thorough
inspection of the file.

Web-based Malware Scanning Services
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P After running a suspect file through local anti-virus program engines, consider submitting the
malware specimen to an online malware scanning service.

* Unlike vendor-specific malware specimen submission Web sites, online malware scanning
services will scan submitted specimens against numerous anti-virus engines to identify whether
the submitted specimen is detected as hostile code.

Web Service

Features

VirusTotal: http://www.virustotal.com

* Scans submitted file against 43 different anti-virus engines

* “First seen” and “last seen” submission dates provided for
each specimen

* File size, mps, sHA1, sHA256, and ssdeep values generated
for each submitted file

* File type identified with fi1le and TrID

* PE file structure parsed

* Relevant Prevx, ThreatExpert, and Symantec reports cross-
referenced and hyperlinked.

* URL link scanning

* Robust search function, allowing the digital investigator to
search the VirusTotal (VT) database

* VT Community discussion function

* Python submission scripts available for batch submission:
httpv/jon.oberheide.org/blog/2008/11/20/virustotal-python-

submission-script/

http//www.bryceboe.com/2010/09/01/submitting- binaries-to-

virustotal/

VirScan: httpy//virscan.org/

* Scans submitted file against 36 different anti-virus engines
» File size, mps, and sHa1 values generated for each submitted
file
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Jotti Online Malware Scanner:
http://virusscan.jotti.org/en

* Scans submitted file against 19 different anti-virus engines

* File size, mps, and sHa1 values generated for each submitted
file

* File type identified with fi1e magic file

* Packing identification

Metascan Online www.metascan-

online.com

* Scans submitted file with 19 different anti-virus engnes

» File size, mps, and sHa1 values generated for each submitted
file

* File type identification

* Packing identification

* “Last scanned” dates

* During the course of inspecting the file, the scan results for the respective anti-virus engines are
presented in real time on the Web page.
* These Web sites are distinct from online malware analysis sandboxes that execute and
process the malware in an emulated Internet, or “sandboxed,” network. The use of online
malware analysis sandboxes will be discussed in Chapter 6.
* Remember that submission of any specimen containing personal, sensitive, proprietary, or
otherwise confidential mformation may violate the victim company’s corporate policies or
otherwise offend the ownership, privacy, or other corporate or individual rights associated
with that information. Be careful to seek the appropriate legal guidance in this regard, before
releasing any such specimen for third-party examination.
* Do not submit a suspicious file that is the crux of a sensitive investigation (i.e., circunmstances in
which disclosure of an nvestigation could cause irreparable harm to a case) to online analysis
resources, such as anti-virus scanning services, in an effort not to alert the attacker. The
results relating to a submitted file to an online malware analysis service are publicly available
and easily discoverable—many portals even have a search function. Thus, as a result of
submitting a suspect file, the attacker may discover that his malware and nefarious actions
have been discovered, resulting in the destruction of evidence, and potentially damaging your

nvestigation.

* Assuming you have determined it is appropriate to do so, submit the suspect file by uploading
the file through the Web site submission portal.
» Upon submiission, the anti-virus engines will run against the suspect file. As each engine passes
over the submitted specimen, the file may be identified, as manifested by a signature
identification alert similar to that depicted in Figure 5.12.
« If the file is not identified by any anti-virus engine, the field next to the respective anti-virus

362




software company will either remain blank (in the case of VirusTotal and VirScan), or state
that no malicious code was detected (in the case of Jotti Online Malware Scanner and
Metascan Online).

* The signature names attributed to the file provide an excellent way to gan additional
mformation about what the file is and what it is capable of. By visiting the respective anti-virus
vendor Web sites and searching for the signature or the offending file name, more often than
not a technical summary of the malware specimen can be located.

* Alternatively, through search engine queries of the anti-virus signature, hash value, or file name,
nformation security-related Web site descriptions or blogs describing a researcher’s analysis
of the hostile program also may be encountered. Such information may contribute to the
discovery of additional investigative leads and potentially reduce time spent analyzing the
specimen.

 Conversely, there is no better way to get a sense of your malicious code specimen than
thoroughly analyzing it yourself; relying entirely on third-party analysis to resolve a malicious
code incident often has practical and real-world limitations.
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Embedded Artifact Extraction: Strings, Symbolic Information, and File Metadata

@In addition to identifying the file type and scanning the file with anti-virus scanners to
ascertain known hostile code signatures, many other potentially important facts can be
gathered from the file itself.

P Information about the expected behavior and function of the file can be gleaned from entities
within the file, like strings, symbolic information, and file metadata.

* Although symbolic references and metadata may be identified while parsing the strings of a file,
these items are treated separately and distinctly from one another during the exammnation of a
suspect file.

» Embedded artifacts—evidence contained within the code or data of the suspect program—
are best nspected separately to promote organization and clearer file context. Each mnspection
may shape or otherwise frame the future course of mvestigation.

Strings

P Some of the most valuable clues about the identifiers, functionality, and commands associated with
a suspect file can be found within the embedded strings of the file. Strings are plam-text ACSII and
Unicode (contiguous) characters embedded withn a file. Although strings do not typically provide a
conmplete picture of the purpose and capability of a file, they can help identify program functionality,
file names, nicknames, Uniform Resource Locators (URLs), e-mail addresses, and error messages,
among other things. Sifting through embedded strings may yield the following information:

* Program Functionality: Often, the strings in a program will reveal calls made by the program
to a particular .dll or function call To help evaluate the significance of such strings, the
Windows API Reference Web site 2% and the Microsoft Advanced Search engine? are solid
references.

* File Names: The strings in a malicious executable often reference the file name the malicious
file will manifest as on a victim system, or perhaps more interestingly, the name the hacker
bestowed on the malware. Further, many malicious executables will reference or make calls
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for additional files that are pulled down through a network connection to a remote server.

» Moniker Identification (“greetz” and “shoutz”): Although not as prevalent recently, some
malicious prograns actually contain the attacker’s moniker hard-coded within it. Similarly,
attackers occasionally reference, or give credit to, another hacker or hacking crew in this way
—references known as “greetz’ or “shoutz.”” Like self-recognition references mside code,

however, greetz and shoutz are less frequent.2%

* URL and Domain Name References: A mualicious program may require or call on
additional files to update. Alternatively, the program may use remote servers as drop sites for
tools or stolen victim data. As a result, the malware may contain strings referencing the URLs
or domain names utilized by the code.

* Registry Information: Some malware specimens reference registry keys or values that will
be added or modified upon mstallation. Often, as discussed in other chapters, hostile
progranms create a persistence mechanism through a registry autorun subkey, causing the
programto start up each time the system is rebooted.

* IP Addresses: Similar to URLs and domain names, Internet Protocol (IP) addresses often are
hard-coded into malicious prograns and serve as “phone home”™ instructions, or in other
mstances, the direction of the attack.

* E-mmail Addresses: Some specimens of malicious code e-mmil the attacker nformation
extracted from the victim machine. For example, many of the Trojan horse variants install a
keylogger on the victim computers to collect usernames and passwords and other sensitive
nformation, then transmit the mformation to a drop-site e-mail address that serves as a central
receptacle for the stolen data. An attacker’s e-mail address is obviously a significant
evidentiary clue that can develop further investigative leads.

* IRC Channels: Often the channel server and name of the Internet Relay Chat (IRC)
command and control server used to herd armies of compromised computers or botnets are
hard-coded into the malware that infects the zombie machines. Indeed, suspect files may even
reference multiple IRC channels for redundancy purposes should one channel be lost or
closed and another channel comes online.

* Program Commands or Options: More often than not, an attacker needs to interact with the
malware he or she is spreading, usually to promote the efficacy of the spreading method.
Some older bot variants use instant messenger (IM) prograns as an attack vector, and as
such, the command to invoke IM spreading can be located within the program’s strings.
Similarly, command-line options and/or embedded help/usage menu nformation can
potentially reveal capabilities of a target specimen.

* Error and Confirmation Messages: Confirmation and error messages found n malware
specimens (such as “Exploit FTPD is running on port: %i, at thread number: %i, total
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sends: %i”) often become significant nvestigative leads and provide good insight nto the
malware specimen’s capabilities.

% Analysis Tip

False Leads: “Planted” Strings

Despite the potential value embedded strings may have i the analysis of a suspect program, be
aware that hackers and malware authors often “plant” strings i ther code to throw digital
mvestigators off track. Instances of false nicknames, e-mail addresses, and domain names are fairly
common. When examining any given malware specimen and evaluating the meanmngfulness of its
embedded strings, remember to consider the entire context of the file and the digital crime scene.

Tools for Analyzing Embedded Strings

P Unlke Linux and UNIX distributions, which typically come preloaded with the strings utility,
Windows operating systems do not have a native tool to analyze strings. Thankfully, there are a
number of strings extracting utilities, both CLI and GUI, available for use on Windows systemns.

* A version ofstrings, named “strings.exe” has been ported to Windows by Mark
Russinovich of Microsoft (formerly of Sysinternals).ZZ

* Like the UNIX/Linux version of strings, Russinovich’s ported version can query for both
ASCII and Unicode strings and by default searches for three or more printable characters.
Strings.exe can also recursively scan subdirectories.

« BinText2® is an intuitive and powerful GUI-based strings extraction program that displays
ASCII, Unicode, and resource strings, each identified by a distinct letter and color on the left-
hand side of the GUI (ASCII strings are identified by a green “A,” Unicode Strings by a Red

“U,” and resource strings by a blue “R”), as displayed in Figure 5.13.

* BinText identifies the file offset and memory address of the discoverable strings in unique fields
in the GUI. Further, the tool provides drag-and-drop functionality and a useful search feature,
allowing the digital investigator to query for particular strings within the output.
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a¥ Other Tools to Consider

GUI Strings Analysis Tools

AnalogX
TextScan—http//www.analogx.conycontents/download/Programming/textscan/Freeware. htr
TextExtract—previously hosted on http2//www.ultima-thule.co.uk/downloads/textextract.zip

String Extractor (Strex)—http:/www.zexersoft.com/products.html
iDefense Malcode Analyst Pack (MAP) Strings Shell

Extension—http/labs.idefense.convsoftware/malcode.php#more malcode+analysis+pack
Further tool discussion and comparison can be found in the Tool Box section at the end of this

chapter, and on the companion Web site, http:/www.malwarefieldguide.comy/Chapter5.html.

Inspecting File Dependencies: Dynamic or Static Linking

P During initial analysis of a suspect program, simply identifyng whether the file is a static or
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dynamically linked executable will provide early guidance about the program’s functionality and what
to anticipate during later dynamic analysis of library and system calls made during its execution.

» A number of tools can help quickly assess whether a suspect binary is statically or dynamically

linked. ﬂ

« pumpeIN,Z a command-line utility provided with Microsoft Visual C++ in Microsoft Visual

Studio,2? combines the functionality of the Microsoft development tools Link, L18, and
exeHpR. Thus, buMpBIN can parse a suspect binary to provide valuable information about the
file format and structure, embedded symbolic information, as well as the library files required
by the program.

* To identify an unknown binary file’s dependencies, query the target file with pumpeIN, using the
/DEPENDENTS argument, as shown in Figure 5.14.

* To obtain a better picture of the suspect file’s capabilities based upon the dependencies it
requires, research each dependency separately, elimnating those that appear benign or
commonplace, and focus more on those that seem more anomalous. Some of the better Web
sites on which to perform such research are listed in the textbox Online Resources: Reference
Pages.

puMPBIN query of a suspect file

; Online Resources
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Reference Pages

It is handy during the nspection of embedded entities like strings, dependencies, and API function call
references to have reference Web sites available for quick perusal. Consider adding these Web sites
to your browser toolbar for quick and easy reference.

Windows API Reference—http://msdn.microsoft.com/en-
us/library/aa383749%28v=vs.85%29.aspx

Process and  Thread  Functions  Reference—httpJ//msdn.microsoft.com/en-
us/library/ms684847.aspx

Microsoft DLL Help Database—Retired by Microsoft in February 2010, but archived on
httpv//web.archive.org/web/20090615190853/http:/support.microsoft.convdllhelp/

Microsoft Advanced Search Engine—http:/searchmicrosoft.convadvancedsearch.aspx?
mkt=en-US&setlang=en-US

Microsoft TechNet—http://technet.microsoft.com/en-us/

Microsoft Standard .Exe Files and Associated .DLLs—http://technet.microsoft.com/en-
us/library/cc768380.aspx

» If the feel of a GUI tool to mspect file dependencies is preferred, Tim Zabor has developed

durrpbinGUI,ﬂ a sleek front-end for pumpsINn, which includes dumpbinCHM, a shell context
menu that allows for a right-click on the target file and a selection of the pumpsIN argument to

be applied against a target file.

* To gamn a more granular perspective of a target file’s dependencies, a useful command-line and
GUI utility is Dependency Walker, 32 which builds a hierarchical tree diagram of all dependent
modules in the binary executable—allowing drill-down identification of the files that the
dependencies require and invoke, as shown in Figure 5.15.
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Examining a suspect file with Dependency Walker

Symbolic and Debug Information

ET he way in which an executable file is compiled and linked by an attacker often leaves
significant clues about the nature and capabilities of a suspect program.

P If an attacker does not strip an executable file of program variable and finction names known
as symbols, which reside in a structure withn Windows executable files called the symbol table, the
progran’s capabilities may be readily detected.

* To check for symbols n a bary, tun to the utility nm, which is premnstalled n most
distributions of the Linux operating system. The nm command identifies symbolic and debug
mformation embedded in executable/object files specimen.

* Although Windows systenms do not have an inherent equivalent of this utility, there are several
other tools that nicely extract the same symbol information.

* As with file dependencies, pumpIn can be used with the /symBoLs argument to display the
symbols present in a Windows executable file’s symbol table.

* As previously discussed, there is a GUI alternative to the pumpBIN console program called
dumpbinGUI, which also can be used to query target files for symbolic information.
DumpbinGUI is particularly helpful in that it offers a shell context menu, allowing for a file to
be right-clicked and run through the program

Embedded File Metadata
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Eln addition to embedded strings and symbolic information, an executable file may
contain valuable clues within its file metadata.

P The termmetadata refers to information about data. In a forensic context, discussions
pertaining to metadata typically center on information that can be extracted from document files, like
those created with Microsoft Office applications. Metadata may reveal the author of a document, the
number of revisions, and other private information about a file that normally would not be displayed.

*» Metadata also resides in executable files, and often these data can provide valuable nsight as
to the compilation date/time, origin, purpose, or fnctionality of the file.

*» Metadata in the context of an executable file does not reveal technical information related to file
content, but rather contains mformation about the origin, ownership, and history of the file. In
executable files, metadata can be identified in a number of ways.

(Mo create a binary executable file, a high-level programming language must be compiled into
an object file, and in turn, be linked with any required libraries and additional object code.

(JFrom this process alone, numerous potential metadata footprints are left in the binary, including
the high-level language in which the program was written, the type and version of the compiler
and linker used to compile the code, and the date and time of compilation.

* In addition to these pieces of information, other file metadata may be present in a suspect
program, including nformation relating to the following;
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Metadata Artifacts

Program author Publisher Warnings
Program version Author/Creator  |Location
Operating system or platform in which the executable  |Created by
) Format
was compiled software
Intended operating system and processor of the Modified by Resource Identifier
program software
Contributor
Console or GUI program formation Character Set
o Copyright Spoken or Written
Company or organization formation Language
Disclaimers License Subject
Comments Previous File Hash Values
Name
Creation Date Modified Date Access Date

* These metadata artifacts are references from various parts of the executable file structure. The
goal of the metadata harvesting process is to extract historical and identifying clues before

examining the actual executable file structure.

* Later i this chapter (in the “Windows Portable Executable Format™ section), as well as in
Chapter 6, we will be taking a detailed look at the format and structure of the PE file, and

specifically where metadata artifacts reside within it.

* Most of the metadata artifacts listed in the previous table manifest in the strings embedded in
the program; thus, the strings parsing tools discussed earlier in this chapter certainly can be
used to discover them However, for a more methodical and concise exploration of an
unknown, suspect program, the tasks of examining the strings of the file and harvesting file
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metadata are better separated.
* To gather an overview of file metadata as a contextual baseline, scan a suspect file with

exiftool.22 A number of GUI front-ends have been developed for exiftool that provide for

drag-and-drop functionality and recursive scanning. ‘5(

* Exiftool will provide the digital mnvestigator with temporal context, operating system, and
target environment identifiers, along with other helpful clues such as linker version, as
displayed i Figure 5.16. However, further probing is often required to gather additional
metadata artifacts of value from a suspect executable file.

* After gaming an overview of the file metadata, review or “peel” the file for specific metadata
artifacts in chronological order of the compilation process—from high-level source code to
compiled executable. Initial clues to look for include:

(M dentify the high-level language used to create the suspect program

(Determine the compiler (and linker version) used to create the program

(JAscertain the file compilation time and date

(dentify the Regional Settings (Language Code and Character Set) embedded within the
binary during the time of compilation

(IFile version information

* Often, metadata itens of interest are obfuscated by the attacker through packing or encrypting
the file (discussed in the “File Obfuscation: Packing and Encryption Identification” section,
later i this chapter). If the file is not obfuscated, the high-level programming language can be
quickly identified by 612, a file format detection utility with a shell context menu that allows for

a right-click on the target file. 24

* Althoughcr2 can identify and parse many file formats, it is particularly geared toward
extracting data from PE files. Figure 5.17 displays the output ofet2 extracting file version
nformation and identifying the high-level programming language of a target file (Visual C++
6.0).

* There are a number of other utilities that may be useful for identifying the compiler used to
create a binary executable. Among them is PEid,22 a power utility for examining PE files,
including compiler and packing identification. Another is Babak Farrokhi’s Language 2000

tool3% an older compiler detection utility, which identifies the compiler used to create a

programand extracts the program version information embedded in the file. ‘5(
* PE file metadata can also provide temporal context surrounding an incident and contribute
toward building an investigative time line in conjunction with live response and post-mortem
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forensic artifacts acquired from a victim system

* In particular, the date and time stamp when the executable was compiled can be extracted
from the IMAGE FILE HEADER structure of a PE file. A detailed discussion of the
IMAGE FILE HEADER and other PE file structures can be found in the section “Windows
Portable Executable File Format,” later in this chapter.

(IThe compilation date and time can be quickly extracted using Nick Harbour’s pestat
command line utility.37

OJFor digital investigators who prefer a graphical utility, as depicted in Figure 5.18, MiTeC’s
EXE Explorer=8 intuitively extracts and displays the time stamp data (in GMT).

* Looking back at the output n Figure 5.17, extensive file version information was extracted,
most likely obtained from the executables Resource section (a topic covered in depth in
Chapter 6). Although this information is not dispositive, these are substantial leads that can be
further pursued through online research.

* To gain further msight about the attacker, examine the Language Code and Character Set
identifiers embedded within the IMAGE RESOURCE DIRECTORY structure of the binary
during the time of compilation. These settings provide information about the native attacker
system environment or settings selected by the attacker during compilation.

(JFor exanple, looking at the data extracted in Figures 5.16 and 5.17, we learn that the regional
settings in the suspect executable include a Language Identifier Code ea1904€3 (Russian)>2
and a Character Set (Cyrillic).22

(JA granular examination of the Language and Character codes can be conducted by parsing the

Resource section of a target file with a PE Analysis tool such as HeavenTools’ PE Explorer, 21
as depicted below in Figure 5.19.
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Gathering metadata froma PE file with exiftool
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PE conpilation date and time extracted with EXE Explorer
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Examining language and character codes with PE Explorer

i Online Resources
Locale Identifiers

Consider adding these Web sites to your browser toolbar for quick and easy reference of Locale
Identifiers.

Locale IDs Assigned by Microsoft—http:/msdn.microsoft.con/en-us/goglobal/bb964664
Locale IDs, Inout Locales, and Language Collections for Windows XP and Windows
Server 2003—http://msdn.microsoft.conven-us/goglobal/bb895996

Investigative Consideration:
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* A word of caution: As with embedded strings, file metadata can be modified by an attacker.
Time and date stamps, file version information, and other seemingly helpful metadata are often
the target of alteration by attackers who are looking to thwart the efforts of researchers and
mvestigators from tracking therr attack. File metadata must be reviewed and considered m
context with all of the digital and network-based evidence collected from the incident scene.

File Obfuscation: Packing and Encryption Identification

@T hus far this chapter has focused on methods of reviewing and analyzing data in and
about a suspect file. All too often, malware “in the wild” presents itself as armored or
obfuscated, primarily to circumvent network security protection mechanisms like anti-virus
software and intrusion detection systems.

B Obfuscation is also used to protect the executable’s mnards from the prying eyes of virus
researchers, malware analysts, and other nformation security professionals interested in reverse-
engineering and studying the code.

» Moreover, in today’s underground hacker economy;, file obfuscation is no longer used to just
block the “good guys,” but also to prevent other attackers from examining the code. Savvy
and opportunistic cyber crimmnals can analyze the code, determine where the attacker is
controlling his infected computers or storing valuable harvested mformation (lke keylogger
contents or credit card nformation), and then “hijack” those resources away to build their
own botnet armies or enhance their own illicit profits from phishing, spamming, click fraud, or
other fornms of fraudulent online conduct.

* Given these “pitfalls,” attackers use a variety of utilities to obscure and protect their file
contents; it is not uncommon to see more than one layer, or a combination, of file obfuscation
applied to hostile code to ensure it remains undetectable.

* Some of the more predominant file obfuscation mechanisms used by attackers to disguise their
malware include packers, encryption programs (known in hacker circles as cryptors), and
binders, joiners, and wrappers, as graphically portrayed in Figure 5.20. Let’s take a look at
how these utilities work and how to spot them
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B The terns packer, compressor, and packing are used in the mformation security and hacker
communities alike to refer generally to file obfuscation prograrns.

* Packers are programs that allow the user to compress, and in some instances encrypt, the
contents of an executable file.

» Packing programs work by compressing an original executable binary, and in turn, obfuscating
its contents within the structure of a “new” executable file. The packing program writes a
decompression algorithm stub, often at the end of the file, and modifies the executable file’s

entry point to the location of the stub.22

* As illustrated in Figure 5.21, upon execution of the packed program, the decompression
routine extracts the original binary executable into memory during runtime and then triggers its
execution.

* In addition to unpacking programs that were created to foil specific packers, there are
numerous generic unpackers and file dumping utilities that can be implemented during runtime
analysis of a packed executable malware specimen. These tools will be discussed in greater
detail in Chapter 6.
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13T (WA | Execution of a packed malware specimen
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Cryptors

P Executable file encryption prograns or encryptors, better known by their colloquial “‘underground™
names cryptors (or crypters) or protectors, serve the same purpose for attackers as packing
programs. They are designed to conceal the contents of the executable program, render it
undetectable by anti-virus and IDS, and resist any reverse engineering or hijacking efforts.

* Unlike packing prograns, cryptors accomplish this goal by applying an encryption algorithm
upon an executable file, causing the target file’s contents to be scrambled and undecipherable.

* Like file packers, cryptors write a stub containing a decryption routine to the encrypted target
executable, thus causing the entry point in the original binary to be altered. Upon execution,
the cryptor program runs the decryption routne and extracts the origmal executable
dynamically at runtime, as shown in Figure 5.22.

program
m—
Cryptor
Exacutali®
p;ogrﬁﬂ" in
memary
.‘#———-

I3T0\ (WP Execution of a cryptor protected executable file

Packer and Cryptor Detection Tools

B PEID® is the packer and cryptor freeware detection tool most predominantly used by digital
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mnvestigators, both because of its high detection rates (more than 600 different signatures) and its
easy-to-use GUI mterface that allows muiltiple file and directory scanning with heuristic scanning
options.

* PED allows drag-and-drop functionality to quickly identify obfuscation signatures, as
demonstrated in Figure 5.23.

« PED contains a plug-in interface®* and a myriad of plug-ins that afford additional detection
functionality. Plug-ins are listed and described in the 700/ Box section at the end of this

chapter.

« Entropy calculation—or the measurement of disorder in a block of data**—and PE Entry
Pomnt (EP) anomaly detection in a suspect file can be calculated with PEID using the “Extra
Information” feature invoked by clicking the double append button located at the bottom right
corner of the PEID GUI. High entropy levels are typically indicia that an obfuscation scheme
has been applied to a suspect file.

* In addition to PEID, there are a number of other GUI-based obfuscation detection tools that
offer slightly different features and plug-ins, including Mandiant’s Red Curtain, 22 NTCore’s
PE Detective,2Z and RDG.28 Refer to the Tool Box section at the end of this chapter and on
the companion Web site, hitp//www.malwarefieldguide.conm/ChapterS.html, for additional

tool options.

B* PEID v0.95 ElCE
i [ CiiMakeareiViden, exe 5]
Endrypoint: | DOCPEDD] P Section: | _aipack =]
Flo Offiet: | DODEZED] Frst Bybes: | 60,E8,00,00 =]
Linker Info: (225 Surysbenc | WindZ GUI =]
ASPack 212 -3 By Solcddretllany

Mt Scan | | Tasvewer | | Optiors | e Bx |
W Stary onitop Ll

IDTYNCIRWR] Analyzing a suspect file with PEID
CLI Packing and Cryptor Detection Tools
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» In addition to these GUI-based tools, there are a few handy python-based tools, making them
extensible and command-line operated.

« pefile, 2 developed by Ero Carrera, is a robust PE file parsing utility as well as a packing
identification tool. In particular, some of its functionality includes the ability to inspect the PE
header and sections, obtain warnings for suspicious and malformed values in the PE image,
detect file obfuscation with PEID’s signatures, and generate new PEID signatures.

* Jim Clausing, a SANS Internet Storm Center Incident Handler, wrote a similar python script

for PE packer identification based uponpefile, called packerid.py2) Like pefile,

packerid.py IS extensible and can be run in both the Windows and Linux environments,
convenient for many Linux purists who prefer to conduct malware analysis n a Linux
environment. Further, like pefile, packerid.py can be configured to compare queried files
against various PE obfuscation signature databases, including those used by PED2! and

others created by Panda Security.22 The output of packerid.py as applied against a suspect
binary can be seen in Figure 5.24.

* Another very helpful CLI-based packer detection utility is SigBuster, written by Toni Koivunen
of teamfurry.com SigBuster has a myriad of different scan options and capabilities, and is
written in Java, making it useful on Linux and UNIX systems (Figure 5.25). Currently,
SigBuster is not publicly available, but is available to anti-virus researchers and law
enforcement. However, SigBuster is implemented in the Anubis online malware analysis

sandbox where the public can submit specimens for analysis. 23

Inspecting a suspect file with packer.py ona Linux system
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lab#MalwareLab:~/Malware Lab/Windows Malware$ java -jar SigBuster.jar —f

Video.exe
SigBuster version 1.1.0 starting up. Happy hunting!
Initializing databases...
Loaded 466 EPO signatures into ScanEngine.
Scanning -> Video.exe
Signature found: [ASPack v2.12 5N:750]
Signature found: [ASPack wvna SN:1633]
Scan took 2741lms
Directory scan took 278Bms
Scanned total 1, of which 1 were valid PE files.
Of the valid 1 files 1 got stamped with a signature.

Detection rate is 100.0%
Inspecting a suspect file with SigBuster on a Linux system

Binders, Joiners, and Wrappers

B Binders (also known as joiners or wrappers) in the Windows environment simply take Windows
PE files and roll them into a single executable.

* The binder author can determine which file will execute and whether the state will be normal or
hidden. The copy location of the file can be specified in the windows, system, Or temp
directories, and the action can be specified to either open/execute or copy only.

* From the underground perspective, binders allow attackers to combine their malicious code
executable together with a benign one, with the latter serving as an effective delivery vehicle
for the malicious code’s distribution.

* There are many different binders available on the Internet; a simple and most fully featured one

is known as YAB or “Yet Another Binder.”22
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Embedded Artifact Extraction Revisited

EAﬁ‘er de-obfuscating a target specimen, conduct a file profile of the unobscured file.

P After successfully pulling malicious code from its armor through the static and behavioral
analysis techniques discussed in Chapter 6, re-examine the unobscured program for strings, symbolic
nformation, file metadata, and PE structural details. In this way, a comparison of the “before” and
“after” file will reveal more clearly the most important thing about the structure, contents, and
capabilities of the program.

Windows Portable Executable File Format

mA robust understanding of the file format of a suspect executable program that has
targeted a Windows system will best facilitate effective evaluation of the nature and purpose
of the file.

P This section will cover the basic structure and contents of the Windows PE file format. In
Chapter 6 deeper analysis of PE files will be conducted.

* The PE file format is derivative of the older Common Object File Format (COFF) and shares
with it some structural commonalities.

* The PE file format not only applies to executable image files, but also to DLLs and kernel
mode drivers. Microsoft dubbed the newer executable format “Portable Executable” with
aspirations of making it universal for all Windows platforms, an endeavor that has proven
successful.

* The PE file format is defined in the winnt.nh header file in the Microsoft Platform Software

Development Kit (SDK). Microsoft has documented the PE file specification 22 and

researchers have written whitepapers focusing on its intricacies.22

« Despite these resources, PE file analysis is often tricky and cumbersome.2Z The difficultly lies in
the fact that a PE file is not a single, large continuous structure, but rather a series of different
structures and sub-components that describe, point to, and contain data or code, as illustrated
graphically in Figure 5.26.

* To gain a clear and intuitive perspective of the entire PE file format, run the suspect binary
through a CLI tool, like Matt Pietrek’s pedump utility,ﬁ or pefile.py, SO that each structure
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and sub-component can be studied and analyzed n a comprehensive view. Alternatively, for a
general graphical overview of the PE structure, load the suspect file mto a GUI-based PE

analysis tool, such as PEView,22 AnyWherePEViewer, & and CFF Explorer?l (see Figure
5.27), among others.

* After reviewing the entirety of the PE file output, which can often be rather extensive, consider
“peeling” the data slowly by reviewing each structure and sub-component individually; that is,

begin your analysis at the start of the PE module and work your way through all of the

structures and sections, taking careful note of the data that are present, and perhaps just as
important, the data that are not.

The Portable Executable (PE) file format
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Parsing a suspect PE file with CFF Explorer

MS-DOS Header

P The IMAGE DOS HEADER structure, or MS-DOS header, is the file structure that every PE file
begns with. For mvestigative purposes, the MS-DOS header contains two important pieces of
nformation.

* First, the e_magic field contains the DOS executable file signature, previously identified as
“MZ” or the hexadecimal characters 4D 5A, found in the first two bytes of the file. Similarly,
Borland Delphi executables have a “P” in the file signature, following the MZ.

* Second, as shown in Figure 5.28, the e_1fanew field points to the offset in the file where the PE
header begins, known as the IMAGE NT HEADERS structure.
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MS-DOS Stub

P The IMAGE DOS HEADER is followed by the MS-DOS stub program, which serves primarily
as a compatibility notification method.

* In particular, when the PE file format was first introduced, many users operated n DOS and
not within the Windows GUI environment. If a PE file is mistakenly executed in DOS, the
MS-DOS stub prints out the message ““This program cannot be run in DOS mode.”
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* The stub program is not essential for the successful execution of a PE file, and many times
attackers will modify, delete, or otherwise obfuscate it (see Figure 5.29).

The MS-DOS Stub Program

PE Header
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P Below the MS-DOS stub, at the offSet address designated by the e_1fanew field, resides the
IMAGE NT HEADERS structure, also known simply as the PE Header.%2

* As depicted in Figure 5.30, the PE Header is actually comprised of the PE signature and two
other data structures: the IMAGE FILE = HEADER structure and the
IMAGE OPTIONAL HEADER structure, which contains its own substructure, the Data
Directory.

IMAG_E NT_HE ADERS

IDTI (IRl The PE Header and its contents

* A PE file is identified by the 4-byte (or DWORD) signature “PE” followed by two null values
(ASCII characters “PE” with the hexadecimal translation of 50 45 00 00). The signature
appears in the file after the MS-DOS stub, but need not be located at a particular offset.

 The first sub-structre i the IMAGE NT HEADERS structure is the
IMAGE FILE HEADER, also known as the COFF File header.%

* From an investigative perspective, this structure is potentially comprised of informative data
about the target file, including, among other things (Figure 5.31)%%:

(ITime and date the file was compiled/created
(Target platform/processor

INumber of sections in the Section Table
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(JFile characteristics, such as whether the file is executable
(IWhether symbols have been stripped from the file
(IWhether debugging information has been stripped from the file
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puhi FREMEADER -
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13RI | The IMAGE FILE HEADER structure

* To parse the IMAGE FILE HEADER for these details, query the suspect file in PEView, a
GUI-based tool that provides an intuitive interface for navigating headers, descriptors, and
values for each field in the PE structure, as shown in Figure 5.32.
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|JT Yl Examining the Image File Header with PEView

* Following the IMAGE FILE HEADER structure is the IMAGE OPTIONAL HEADER,
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better known simply as the Optional Header, which is ironically not optional as the executable
will fail to load without it.%3 (See Figure 5.33.)
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ISR The IMAGE-OPTIONAL HEADER structure

* The Optional Header is dense with a number of fields contaming itens of interest to digital
investigators that can be extracted from this structure, including®:

(ILinker version used to compile the executable file
(IDLL characteristics

(IPointer to address of entry point

(JOperating system version

Data Directory

P In addition, the Optional Header also contains the IMAGE DATA DIRECTORY structures,
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commonly referred to as Data Directories. The IMAGE DATA DIRECTORY, shown in Figure
5.34, contains 16 directories that identify values and map the locations of other structures and sections
within the PE file.

The IMAGE DATA DIRECTORY structure

* Not all PE files have entries in all 16 Data Directories, so when assessing a suspect executable,
make note of which directories are present.

Section Table
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P The last structure in the PE file is the IMAGE SECTION HEADER, or Section Table, which
follows immediately after the IMAGE DATA DIRECTORY.

* The Section Table consists of individual entries, or section headers, each 40 bytes in size and
containing the name, size, and description of the respective section.

» The IMAGE FILE HEADER (COFF header) structure contains a ‘NumberOfSections™
field, which identifies the number of entries n the Section Table. The Section Table entries are
arranged in ascending order, starting from the number one (see Figure 5.35).
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Section Table

Exe Dump Utility

To get a feel for how pefile works, submit an executable file to the Exe Dump Utility portal at
http//utilitymill. com/utility/Exe Dump Utility and receive a text or HTML report containing the results
of the file being processed through pefile.

Profiling Suspect Document Files

During the course of profiling a suspect file, the digital mvestigator may determine that a file specimen
is not an executable file, but rather a document file, requiring distinct examination tools and techniques.

mMalicious document files have become a burgeoning threat and increasingly
popular vector of attack by malicious code adversaries.

P Malicious documents crafted by attackers to exploit vulnerabilities in document processing and
rendering software such as Adobe (Reader/Acrobat) and Microsoft Office (Word, PowerPont,
Excel) are becoming increasingly more common.

* As document files are commonly exchanged in both business and personal contexts, attackers
frequently use social engineering techniques to mfect victims through this vector—such as
attaching a malicious document to an e-mail seemingly sent from a recognizable or trusted
party.

* Typically, malicious documents contain a malicious scripting “trigger mechanism’” that exploits
an application vulnerability and mvokes embedded shellcode; in some instances, an embedded
executable file is invoked or a network request is made to a remote resource for additional
malicious files.

* Malicious document analysis proposes the additional challenges of navigating and
understanding numerous file formats and structures, as well as obfuscation techniques to
stymie the digital nvestigator’s efforts.

P In this section we will examine the overall methodology for exammning malicious documents. As

the facts and context of each malicious code incident dictates the manner and means in which the
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digital mvestigator will proceed with his investigation, the techniques outlined i this section are not
mtended to be comprehensive or exhaustive, but rather to provide a solid foundation relating to
malicious document analysis.

* Malicious Document Analysis Methodology

(Ndentify the suspicious file as a document file through file identification tools

(IScan the file to identify indicators of malice

(JExamine the file to discover relevant metadata

(JExamine the file structure to locate suspect embedded artifacts, such as scripts, shellcode, or
executable files

(JExtract suspect scripts/code/files

(f required, decompress or de-obfuscate the suspect scripts/code/files

(JExamine the suspect scripts/code/files

(Mdentify correlative malicious code, file system, or network artifacts previously discovered
during live response and post-mortem forensics

(Determine relational context within the totality of the infection process

Profiling Adobe Portable Document Format (PDF) Files

mA solid understanding of the PDF file structure is helpful to effectively analyze a
malicious PDF file.

PDF File Format

» A PDF document is a data structure comprised of a series of elements Figure 5.37)%%:

* File Header: The first line of a PDF file contains a header, which contains 5 characters; the
first three characters are always “PDE,” and the remaining two characters define the version
number, for example, “%PDF-1.6" (PDF versions range from 1.0 to 1.7).

* Body: The PDF file body contains a series of objects that represent the contents of the

document.
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* Objects: The objects in the PDF file body represent contents such as fonts, text, pages, and
mages.

(JObjects may reference other objects. These indirect objects are labeled with two unique
identifiers collectively known as the object identifier: (1) anobject number and (2) a
generation number.

CJAfter the object identifier is the definition (Figure 5.36) of the indirect object, which is
contained in between the keywords “obj” and “endobj.” For example:

OIndirect objects may be referred to from other locations in the file by an indirect reference, or
“references,” which contains the object identifier and the keyword ‘®,” for example: 11 o Rr.
(JObjects that contain a large amount of data (such as images, audio, fonts, movies, page
descriptions, and JavaScript) are represented as stream objects or “‘streams.”3 Streams are
identified by the keywords stream and endstream, with any data contamed m between the
words manifesting as the stream. Although a stream may be of unlimited length, streans are
typically compressed to save space, making analysis challenging. Careful attention should be
paid to streams during analysis, as attackers frequently take advantage of their large data

capacity and embed malicious scripting within a stream inside of an object.

* Cross Reference (XREF) Table : The XREF table serves as a file index and contains an
entry for each object. The entry contains the byte offset of the respective object within the
body of the file. The XREF Table is the only element within a PDF file with a fixed format,

enabling entries within the table to be accessed randomly.%?
* Trailer: The end of a PDF file contamns a frailer, which identifies the offset location of the

XREF table and certain special objects within the file body.Z

.......

Object definition
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"—% ey

The Portable Document File format

P In addition to the structural elements of a PDEF, there are embedded entities for investigative
consideration, such as dictionaries, action type keywords, and identifiable compression schemes as

described in the next chart.Zt
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Keyword

Relevance

Indicia of an additional-actions dictionary that defined actions that will occur in

/AA response to various trigger events affecting the document as a whole.
Interactive form dictionary; indicia that an automated action will occur upon the
/Acroform :
opening of the document.
/OpenAction A value specifying a ‘destination that will be displayed, or an action that will occur
when the document is opened.
Indicia that a URI (uniform resource identifier) will be resolved, such as a remote
/LRI resource containing additional malicious files.
/Encrypt Indicia that encryptiop has been applied to the contents of strings and streans in the
document to protect its contents.
/Named Indicia that a predefined action will be executed.
/JavaScript Indicia that the PDF contains JavaScript.
FlateDecode |Indicia of'a compression scheme encoded with the zlib/deflate compression method.
/JIBIG2Decode |Indicia of'a compression scheme encoded with the JBIG2 compression method.
/IS Indicia that the PDF contains JavaScript.
/EmbeddedFiles|Indicia of embedded file streams.
/Launch Indicia that an application will be launched or a file will be opened.
/Objstm Indicia of an object stream inside the body of the PDF document.
/Pages An indicator that interactive forms will be mvoked.
/RichMedia  |Indicia that the PDF contains JavaScript.
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Pdf Profiling Process: CLI Tools

P The following steps can be taken to examine a suspect PDF document:
Triage: Scan for Indicators of Malice

* Inspect the suspect file for indicators of malice—clues within the file that suggest the file has
nefarious functionality—using Didier Stevens’ python utility, pdfid. py.

* pdfid.py scans the document for keywords and provides the digital investigator with a tally of
identified keywords that are potentially ndicative of a threat, such as those previously
described (Figure 5.38).

yehopZ6-pdfid,py “¢:\Malware\Beneficial medical programs. pdf”

Scanning a suspect PDF file with pdfid. py

* An alternative to pdfid.py for triaging a suspect PDF is the pdfscan.rb script in Origan, a

Ruby framework for parsing and analyzing PDF documents.Z2
* Further, the python utility pdf-parser.py (discussed in greater detail later), when used with the
--stats switch, can be used to collect statistics about the objects present in a target PDF file
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specimen. ‘5(

Discover relevant metadata

» Meaningful metadata can provide temporal context, authorship, and original document creation
details about a suspect file.
* Temporal metadata from the suspect file can be gathered with pdfid.py using the --extra

switch (Figure 5.39).

Metadata gathered from a suspect PDF with the pdfid.py --extra command switch
(left) and the Origami framework printmetadata.rb script (right).

* Deeper metadata extraction, such as author, original document name, and original document
creation application, among other details, can be acquired by querying the suspect file with the

Origami framework printmetadata.rb SCI“ipt.
Examine the file structure and contents

* After conducting an initial assessment of the file, use Didier Stevens’ pdf-parser.py tool to
examine the specimen’s file structure and contents to locate suspect embedded artifacts, such
as anomalous objects and streans, as well as hostile scripting or shellcode. The following
commands are useful n probing the PDF file specimen:
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Command Switch Purpose

--stats Displays statistics for the target PDF file

--search String to search in indirect objects (except streamns)

filter Pass stream object through filters (FlateDecode ASCIIHexDecode and

ASCII85Decode only)

--object=<object>

ID of indirect object to select (version independent)

--reference=
<reference>

ID of indirect object being referenced (version independent)

--elements=<elements>

Type of elements to select (cxtsi)

--raw Raw output for data and filters
--type=<type> Type of indirect object to select
--verbose Displays malformed PDF elements

--extract=<file to
extract>

Filenane to extract to
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- - dump B%’p S SIS of a stream
--disarm Disarms the target PDF file

* An alternative to pdf-parser.py 1S the pdfscan.rb SCI“ipt fromthe Origami framework. ﬂ

» Use the information collected with pdfid.py as a guide for examining the suspect file with pdf-
parser.py. For instance, the pdfid.py results i Figure 5.38 revealed the presence of
JavaScript in the suspect file. pdf-parser.py can be used to dig deeper into the specimen,
such as locating and extracting this script.

Locating suspect scripts and shellcode

* To locate instances of JavaScript keywords in the suspect file, use the --search switch and the

string javascript, as shown in Figure 5.40. The results of the query will identify the relevant
objects and references in the file.

5 :>pdf-parser.py --search javascript "c:\Malware'\Bsneficial medical
p::ug:.:.ms pd.f"'

Searching the suspect file for embedded JavaScript with pdf-parser. py

* The relevant object can be further examined using the --object= <object number> switch. In

this instance, the output reveals that the object contains a stream that is compressed (Figure
5.41).
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Ci\Fythonié> pdf-parser.py --object=12 “c:\Malware\Beneficial medical programs.pdf”
gbj 12 0

Typa:

Refarencing:

Contalns Atream

[f2; =<ty (2, "/EAckESEGedETHTAR"), (1; " '), (3 "40357), (2, '/Filter'): (2.
*FEa6latebecode’), (1, " "b: 42; "JDL"D: (1. '

Fy £3; "000C00GQ000") . (1, " "bs {2, "JlLegoth"), {1, " "}
Q00000000 Ra0oe000R000o000000" b, {2, "xx")]

N 1 o

<
‘Length 4035
FELltA lateDecade
fDL 0000000000
f,\qn h 000000000

o

DOGO0O0000d0000000

IJTICEREA| Parsing a specific object with pdf-parser.py

Decompress suspect stream objects and reveal scripts

* Use the --filter and --raw switches to decompress the contents of the stream object and
reveal the scripting as shown in Figure 5.42.

CivPythenZé> pdf-parser.py --object=12 --raw --filter "c:\Malware'
programs.pdf”

obd 12 0

Type:

Referencing:

Contains stream

<o/ HAciaSiGedETITAR 4035/Fllter/#d6lateDecads fDL 00000000000 fLegnth 000000000
COo0Qooa000000000000>>

<
fLength 4035
fFPilter fFlateDecode
SDOL 00000000
fLegnth 0ODODOQOOCQ00000000000000000
3

flrafiprajftklat

var nAzaRHEbywqRbGRpGxltozGhviWhu;

for (i=0;i<28002;i++) // ahjf:ak’'
:xzaaH?byuqﬁﬁG;GxDEGZGRvQHhurvﬂxiﬂ;ffahf;a]f
var WiDZIFalis] URESCADES
var nXzaRHPhy E ESF{ "wudldliu
Qafatu2l96hulaBot ,;EJDVU.QSD ,9w:c x4u84*u519? FTELIE
00%ul 00080000 Eud000%u0 000 8ul000Rud 002 %ul000tud 102
buldediudaBiriuzdb?iudaddtuZabl budag0iud008kul000%
4a84%ubsd2kudablivloedudaB0tuf fffRuff £ f300000%ul(
BOEGG00T R0 RudDO0%uEIa5RudaB0 % u 1 el tndaR0Rkuldn?

A14LRuE3a0%udag0%u0000%y
ud2c8iudaBsiull
0O0Hul000%ud000fublaStiudald
Ghudaf0tul f90%udal0sud03Bku
L0004 0800008000 0%u000dkull
udadd%uZabl & Fu(00E%u0000
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5P += nizaRHPbywghbGpGxOrozGhvowha ;
SP += pmgvXaZEVEYYIFlwiyTUXIWaxDLEESiax]lDUvDLzHBVHWGYmidIHWeXDTETHAsATgkQDLyYHSLA

xUMHOh fdmocF2ymlOrTjykgzOygFpovgW IBTEVHIesSPAVwAC = SP.substring(0, &5536/2);

while | xUMNGhfdmocFZymlOrTiykgzOyqFpovgWIBTEvHIasSPAVwaC . lLength < 0xBO000) //shp
1ajigfk

XUMNOhfdmocF2ymlOrTiyvkgz0ygFpovgWIBTEVHIesSPAVWAC += xUMHOhfdmocFZymlQrTivkgzoyg

FpovgWJBTEVHIesSEAVWAC ;

frhEkahgla;jgh

GoWTdYyXRVoaaVHQFUral IglaiWMCoBPCphtBgmUELL txdIr¥enuhbELbSzckV jalEpsnrmaSpbURLSE

THUUnug = xUMNQhfdmocFZymlQrTjykgezOygFpovgWIBTEvHIesSPAVwWAC . substring(0, O0x80000
- (Ox1020-0x08) & 2);

var eDCdelAGyudnWIRQgIYHAnYaCodemiz SGSECARDTMREZ £ JCo0tbDr jRWRhIPALakngwCGRHLW2UW
in = new Array()i

for (DbealgBSxbOpCWEJOcBEXT jMMumFtvWRALLEY xWmpGgspeykSJCen fgouxipsHAXWGhesHwgD 1
sefwg=0; CbealqgBSxbOpCWE jOcBEXT jMMumF tvWRALLmY XWmpGgs poykSIJCsnf gouxWpsMAxWGbasHwg
DHlsefwg<ixlfl; DbealgBSxbipCWEjOcBLxT jHMuRF L VWRALLMV R WepGgepeykSICanf gouxWpsMAXW
GhesHwgDNlsefwg++) cDCdelAGyulnWIRQgIYHAnYaCodemHz 365 ICAPDTMRSuz jCeQtbDe JRHhIPA
LakngwCGRNLwzuwin [ DbealgBSxbOnCWE jOcBE X T jHMumF t vIWRALLmwxWapGaspeyREICan fgouxWpad
AxGbesHwgDH L se fwg | =GoWTd¥ yXRVoaaVROFUral IgRaZWMCoBFCpbt BamUEbL txdIrXenuhbElbSzc

ISP (Y] Decompressing the suspect stream object with pdf-parser.py (Cont’d)

Extract suspect JavaScript for further analysis

» The suspicious JavaScript can be extracted by redirecting the output in Figure 5.42 to a new
file, such as output. js, as shown in Figure 5.43.

C:\Python2é> pdf-parser.py --object=12 --raw --filter "c:\Malware\Beneficial
medical programs.pdf” > e:\Malware‘\output.js

IJTYICRRR] Extracting suspicious JavaScript using pdf-parser. py

* Other methods that can be used to extract the JavaScript include:

(IProcessing the target file with the jsunpack-n script, pdf. py.7—3.x

IProcessing the target file with the Origami framework script, extracts. rb. 22

Examine extracted JavaScript

* JavaScript extracted from a suspect PDF specimen can be examined through a JavaScript

engine such as Mozilla Foundation’s SpiderMonkey.2
» A modified version of SpiderMonkey geared toward malware analysis has been adapted by
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Didier Stevens.ﬁﬂ
Extract shellcode from JavaScript

* Attackers commonly exploit application vulnerabilities in Adobe Reader and Acrobat with
malicious PDF files containing JavaScript embedded with shellcode (typically obfuscated in an
unescape() function), as shown in Figure 542711

« Often, the shellcode payload is injected into memory through performing a heap spray,Z2 and
n turn, invoking the execution of a PE file embedded (and frequently encrypted) in the suspect
PDF file. 22

* The shellcode can be extracted from the JavaScript for further analysis.

(JAfter copying the shellcode out of JavaScript, compile it into a binary file for deeper analysis,
such as examination of strings, disassembling, or debugging, Prior to compilation, be certain
that the target shellcode has been “unescaped’™—or deciphered from the unescape
encoding—and placed into binary format.

(IShellcode can be compiled into a Windows executable file with the python script

shellcodeZexe.py,& the convertshellcode.exe lItllIty,& and MalHostSetup (included
with OfficeMalScanner; discussed later i this chapter in the “MS Office Dcoument

Profiling Process” section). Similarly, a shellcode2zexe Web portal exists for online

conversion.£2

a¥ Other Tools to Consider

CLI-based PDF Analysis Tools

PDF Scanner—http://blogs.paretologic.comymalwarediaries/index.php/pdf-scanner/
Origami—http/code. google.conyp/origami- framework/; http-//esec-

lab.sogeti.convdotclear/index. php?pages/Origami
Open PDF Analysis Framework (OPAF) —https/opaf.googlecode.comy
http-/feliam wordpress.cony2010/08/23/opaf!

PDF Miner—https/www.unixuser.org/~euske/python/pdfiminer/index. html
PDF Tool Kit—http//www.pdflabs.convtools/pdftk-the-pdf-toolkit/

Malpdfobj—htto//b102.9b0h1s.com/releasnj' %-%he-ma;bdfobj-tool-beta




T

PDF Profiling Process: GUI Tools

P GUI-based tools can be used to parse and analyze suspect PDF files to gather additional data and
context.

« Zynamics’ PDF Dissector®2 provides an intuitive and feature-rich environment allowing the
digital nvestigator to quickly identify elements in the PDF and navigate the file structure.
 Anomalous strings can be queried through the tool’s text search function, and suspect objects

and streanms can be identified through a multifaceted viewing pane, as shown in Figure 5.44,
below.
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Navigating the structure of a suspect PDF file with PDF Dissector (Figure 5.45)
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B rynamic POF Biusector 1,6.0 - Beneficial medical pragrams, pdf
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Executing JavaScript with the PDF Dissector JavaScript interpreter

* The contents of a suspicious object can be further examined by using the content tree feature of
PDF Dissector.

(JOnce a target object or stream is selected, the contents are displayed in a separate viewing
pane.

(ICompressed streams are automatically filtered through FlateDecode and decoded—the
contents of which can be exammed i the tool’s built-in text or hexadecimal viewers.

(IThe contents of a suspicious stream object (raw or decoded) can be saved to a new file for
further analysis.

* PDF Dissector offers a variety of tools to decode, execute, and analyze JavaScript, as well as
extract embedded shellcode.

* Identified JavaScript can be executed within the tool’s built-in JavaScript interpreter.

* Embedded shellcode that is invoked by the JavaScript can be identified in the Variables panel.
Right-clicking on the suspect shellcode allows the digital investigator to copy the shellcode to
the clipboard, inspect it within a hexadecimal viewer, or save it to a file for further analysis, as

409



depicted in Figure 5.46.
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Inspecting and saving shellcode extracted froma suspect file

* Extracted shellcode can be examined in other GUI-based PDF analysis tools, such as PDF
Stream Dunper,& PDFubar,® and Malzilla,2¢ which are described in firther detail in the

Tool Box section at the end of this chapter. ‘5(
* The Adobe Reader Emulator feature in PDF Dissector allows the digital nvestigator to

examine the suspect file within the context of a document rendered by Adobe Reader, which
may use certain AP functions not available in a JavaScript interpreter.

* Adobe Reader Emulator also parses the rendered structure and reports known exploits in a

PDF file specimen by Common Vulnerabilities and Exposures (CVE) number and description,
as shown in Figure 5.47.
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Examining a suspect PDF file through the Adobe Reader Emulator

i Online Resources

A number of online resources exist to scan suspicious PDF and MS Office document files, scan URLs
hosting PDF files, or run suspicious document files in a sandboxed environment. Many of these Web
portals also serve as great research aids, providing database search features to mine the results of
previous submissions.

JSunpack—a JavaScript unpacker and analysis portal, hitp:/jsunpack.jeek.org/dec/go.

ViCheck.ca—Malicious code analysis portal; numerous tools and searchable database,
https://www.vicheck.ca/.

MalOffice—Malicious document analysis system, httpz//mwanalysis.org/?site=7 &page=home.

WePawet—A service for detecting and analyzing Web-based malware (Flash, JavaScript, and
PDF files), hitp://wepawet.iseclab.org/.

Shellcode2exe—Web portal that Con\fﬁ shellcode to a Portable Executable file,




https/sandsprite.conyshellcode 2_exe.php.

Profiling Microsoft (MS) Office Files

mMalicious MS Office documents are an increasingly popular vector of attack against
individuals and organizations due to the commonality and prevalence of Microsoft Olffice
software and MS Office documents.

Microsoft Office Documents: Word, PowerPoint, Excel

B MS Office documents such as Word documents, PowerPomt presentations, and Excel
spreadsheets are commonly exchanged in both business and personal contexts. Although security
protocols, e-mail attachment filters, and other security practices typically address executable file
threats, MS Office files are often regarded as nnocuous and are trustingly opened by recipients.
Attackers frequently use social engineering techniques to mfect victims through this vector, such as
tricking a user to open an MS Office document attached to an e-mail seemingly sent from a
recognizable or trusted party.

MS Office Documents: File Format

B There are two distinct MS Office document file formatsSZ:

* Binary File Format: Legacy versions of MS Office (1997-2003) documents are binary
format (.doc, .ppt, .xIs).28 These compound binary files are also referred to as Object
Linking and Embedding (OLE) compound files or OLE Structured Storage files & They
are a hierarchical collection of structures known as storages (analogous to a directory) and
streams (analogous to files within a directory). Further, each application within the MS Office
suite has application-specific file format nuances, as described in further detail next. Malicious
MS Office documents used by attackers are typically bmnary format, likely due to the
continued prevalence of these files and the complexity in navigating the file structures.
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OMicrosoft Word’(.doc)—Binary Word documents consist of

oWordDocument Stream/Main Stream—This stream contains the bulk of a Word document’s
binary data. Although this stream has no predefined structure, it must contain a Word file

header, known as the File Information Block (FIB), located at offset 0.21 The FIB contains
nformation about the document and specifies the file pointers to various elements that

comprise the document and information about the length of the file.22

oSummary Information Streams—The summary information for a binary Word document is

stored n two storage streans: Summary Information and DocumentSummar‘yInfor‘mation.%

oTable Stream (Ulable or 1Table)—The Table Stream contains data that is referenced from
the FIB and other parts of the file and stores various plex of character positions (PLCs)
and tables that describe a document’s structure. Unless the file is encrypted, this stream has
no predefined structure.

oData Stream—An optional stream with no predefined structure, this contains data referenced
from the FIB in the main stream or other parts of the file.

oObject Streams—These contain binary data for OLE 2.0 objects embedded within the .doc
file.

oCustom XML Storage (added in Word 2007).

Microsoft PowerPoint>*( ppt)—Binary PowerPoint presentation files consist of

oCurrent User Stream—This mamtains the currentuseratom record, which identifies the name
of the last user to open/modify a target presentation and where the most recent user edit is
located.

oPowerPoint Document Stream—This mantains information about the layout and contents of
the presentation.

oPictures Stream—(Optional) This contains information about image files (JPG, PNG, etc.)
embedded within the presentation.

oSummary Information Streams—Optional) The summary mformation for a binary
PowerPoint presentation is stored in two storage streams:Summary Information and

DocumentSummaryInformation.

OMicrosoft Excel’>(.xls)—Microsoft Office Excel workbooks are compound files saved in
Binary Interchange File Format (BIFF) which contain storages, numerous streans
(ncluding the main workbook stream), and substreams. Further, Excel workbook data
consists of records, a foundational data structure used to store nformation about features i
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each workbook. Records are comprised of three components: (1) a record type, (2) a record
size, and (3) record data.

* Office Open XML format: MS Office 2007 (and newer versions of MS Office) use the
Office Open XML file format (.docx, .pptx, and .xIsx), which provides an extended XML

vocabulary for word processing, presentation, and workbook files.2

(Unlike the binary file format, which requires particularized tools to parse the file structure and
contents, due to therr container structure, XML-based Office documents can be dissected
using archive management prograns such as WinRar,2Z Unzip,2® or 7-Zip,Z2 by simply
renaming the target file specimen with an archive file extension (.zp, .rar, or .7z), for exanple,
specimen.docx to specimen.rar.

(IXML-based Office documents are less vulnerable than their binary predecessors, and as a
result, attackers have not significantly leveraged Office Open XML format files as a vector of
attack. Accordingly, this section will focus on examning binary format Office documents.

MS Office Documents: Vulnerabilities and Exploits

B Attackers typically leverage MS Office documents as a vector of attack by crafting documents that
exploit a vulnerability n an MS Office suite application.

* These attacks generally rely upon a social engneering triggering event—such as a spear
phishing e-mail—which causes the victim recipient to open the document, executing the
malicious code.

* Conversely, n lieu of targeting a particular application vulnerability, an attacker can manipulate
an MS Office file to include a malicious Visual Basic for Applications (VBA, or often simply
referred to as VB) macro, the execution of which can cause infection.

* By profiling a suspicious MS Office file, firther insight as to the nature and purpose of the file
can be obtained; if the file is determined to be mmlicious, clues regarding the infection
mechanism can be extracted for further investigation.

MS Office Document Profiling Process
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P The following steps can be taken to examine a suspect MS Office document:

Triage: Scan for Indicators of Malice

* As shown m Figure 5.48, query the suspect file with Sourcefire’s officecat, a utility that

processes Microsoft Office files for the presence of exploit conditions. 12

C:\Malware Lab‘\officecat>officecat.exe c:‘\Malware\Discussions.doc
Sourcefire OFFICE CAT w2
* Microsoft Office File Checker *

Processing c:\Malware\Discussions.doc
VULNERABLE

QCID: 49

CVE-2008-2244

MS508-042

Type: Word

Invalid smarttags structure size

i (R Scanning a suspect Word document file with officecat

* officecat scans the suspect file and compares it against a predefined set of signatures and
reports whether the suspect file is vulnerable. A list of the vulnerabilities checked by
officecat can be obtained by using the -1ist switch.

* In addition, officecat output:

(M dentifies the suspect file type

(Lists the applicable Microsoft Security Bulletin (MSB) number
(Lists the CVE identifier

(IProvides the unique officecat identification number (OCID)

* You can further examine the suspect file for indicators of malice with the Microsoft Office
Visualization Tool (OffVis) 1%L

* OffVis is a GUI-based tool that parses binary formatted MS Office files, allowing the digital
mnvestigator to traverse the structure and contents of a target file through a triple-paned
graphical viewer, which displays:

JA view of the raw file contents in a hexadecimal fornat
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(JA hierarchical content tree view of the parsing results
(JA Parsing Notes section, which identifies anomalies in the file

* When loading a target file into OffVis, select the corresponding application-specific parser
from the parser drop-down menu, as shown in Figure 5.49. OffVis uses unique binary format
detection logic in each application-specific parser to identify 16 different CVE enumerated
vulnerabilities; if a vulnerability is discovered in the target file, the Parsing Notes identify the file
as Definitely Malicious, as shown in Figure 5.49, below.

Selecting a parser and examining a suspect MS PowerPoint document with OffVis

* By double-clicking on the Definitely Malicious Parsing Note, the raw content of the target file
containing the vulnerability is populated in the hexadecimal viewing pane.

Discover Relevant Metadata

» Meaningful metadata can provide temporal context, authorship, and original document creation
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details about a suspect file. Insight into this information may provide clues as to the origm and
purpose of the attack.

« To extract metadata details from the file specimen, query the file with exiftoo1,1% as shown in
Figure 5.50. Examining the metadata contents, a number of valuable contextual details are
quickly elucidated, such as the Windows code page language (windows simplified
Chinese), the purported company name in which the license of Word was registered to that it
generated the document (vrRHeIkeR), as well as the file creation, access, and modification
dates.

iftoclrexiftool .exe c:‘\Malware\Discussions.doc
: B.40

IDTV (RISl Querying a suspect MS Word file with exiftool (cont’d)

* There are a number of others tools that can effectively probe an MS Office document for
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metadata. However, be mindful that some of these tools cause the target file to open during
the course of being processed, potentially executing embedded malicious code. Be certain to
understand how your metadata extraction tool works prior to implementing it during an
examination.

Deeper Profiling with OfficeMalScanner

P OfficeMalScanner is a malicious document forensic analysis suite developed by Frank Boldewin

that allows the digital mvestigator to probe the structures and contents of a binary format MS Office

file for malicious artifacts—allowing for a more complete profile of a suspect file 13

* The OfficeMalScanner suite of tools includes:

(JOfticeMalScanner (malicious MS Office file analysis tool);

(IDisView (a lightweight disassembler);

IMalHost-Setup (extracts shellcode and embeds it into a host Portable Executable file); and
(IScanDir (python script to scan an entire directory of malicious documents)

Each tool will be examined in greater detail in this section.

* OfficeMalScanner has five different scanning options that can be used to extract specific data
froma suspect file!%:
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Scanning
Option

Purpose

Info

Parses and displays the OLE structures in the file and saves located VB macrocode to

disk.

Scan

Scans the a

target file for generic shellcode patterns using the following methods:

GetEIP

(Four methods) Scans for instances of instructions to locate the EIP
(nstruction pointer register, or program counter), indicating the presence of
embedded shellcode.

Find
Kernel32
base

(Three methods) Scans for the presence of instructions to identify the base
address of where the kernel32.dll image is located in memory, a technique
used by shellcode to resolve addresses of dependencies.

API
Hashing

Scans for the presence of instructions to locate hash values of API function
names in memory, indicative of executable code.

Indirect
Function
calls

Searches for mstructions that generate calls to functions that are defined in
other files.

Suspicious
Strings

Scans for Windows function name strings that are commonly found n
malware.

Decryption
sequences

Scan searches for indicia of decryption routines.

Embedded
OLE Data

Scans for unencrypted OLE compound file signature. Identified OLE data is
dumped to disk (OfficeMalScanner directory).
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Function |Searches for code instructions relating to the beginning of a function.
prolog
PE-File |Scans for unencrypted PE file signature. Identified PE files are dumped to disk
Signature |(OfficeMalScanner directory).

Scans for files encrypted with xor and app with one-byte key values of exee through exrr.
brute  |Each time a buffer is decrypted, the scanner tries to identify PE files or OLE data; if
identified it is dumped to disk (OfficeMalScanner directory).

Scan in which located shellcode is disassembled and displayed in textual disassembly view;
debug  |located embedded strings, OLE data and PE files are displayed in a textual hexadecimal
viewer.

Decompresses and extracts the contents of Office Open XML formatted MS Office files
(Office 2007—Present) and places them into the examination system’s /Temp directory.

inflate

* In addition to the information collected with the scanning options, OfficeMalScanner rates
scanned files on a malicious index, scoring files based on four variables and associated
weighted values; the higher the malware index score, the greater the number of malicious
attributes discovered in the file. As a result, the index rating can be used as a triage mechanism

for identifying files with certain threshold values 1%

Index Scoring
Executables|20
Code 10
Strings 2

OLE 1

Examine the file structure
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» The structure of the suspect file can be quickly parsed with OfficeMalScanner using the info
switch (Figure 5.51). In addition to displaying the storages and streams, the info switch will
extract any VB macro code discovered in the file.

rx0fficeMal Scanner . exe o:\Malware\Discussions.doc infa

IDTYV (I | Parsing the structure of a suspect Word document file with OfficeMalScanner

Locating and Extracting Embedded Executables

* After gaining an understanding of the suspect file’s structure, examine the suspect file specimen
for indicia of shellcode and/or embedded executable files using the scan command.

* Ifunencrypted shellcode, OLE or embedded executable artifacts are discovered in the file, the
contents are automatically extracted and saved to disk. In the example shown m Figure 5.52,
an embedded OLE artifact is discovered, extracted, and saved to disk.
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inner>0fficeMal Scanner . exe o \Malware\Discussions.doc scan

IR (RSP Using the OfficeMalScanner scan command

* Scan the newly extracted file with the scan and info commands in an effort to gather any
further information about the file.

* Many times, shellcode, OLE data, and PE files embedded in malicious MS Office files are
encrypted. In an effort to locate these artifacts and defeat this technique, use the
OfficeMalScanner scan brute command to scan the suspect file specimen with common
decryption algorithns. If files are detected with this method, they are automatically extracted
and saved to disk, as shown in Figure 5.53.
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r>0fficeMalScanner.exe o \Malware'

IRT{RIRR! OfficeMalScanner scan brute mode detecting and extracting a PE embedded file

* Examine the extracted executable files through the file profiling process and additional malware
forensic techniques discussed in Chapter 6 to gain further insight about the nature, purpose,
and functionality of the program

Examine Extracted Code

* To confirm your findings use the scan brute debug command combination to display a textual
hexadecimal view output of the discovered and decrypted portable executable file, as shown
in Figure 5.54, below.
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Examining an embedded PE file using OfficeMalScanner

* The scan debug command can be used to examine discovered (unencrypted) shellcode, PE,
and OLE files in greater detail.

(dentified shellcode artifacts can be cursorily disassembled and displayed in a textual

disassembly view.
(dentified PE and OLE file artifacts are displayed in a textual hexadecimal view.

* Debug mode is helpful for identifying the offset of embedded shellcode in a suspect MS Office
file and gaining further insight nto the functionality of the code, as depicted n Figure 5.55.
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CriMalware Labh\OfficeMalScanner>0fficeMalScanner.exe c:\Malware'\Discussions.doc

scan debug

| CfficeMalScanner v.53 |

| -Frank Boldewin / www.reconstructer.org |

[*] SCAN mode selected

[*] Opening file ¢:\Ha iscussions.dog
[*] Filesize is 117086 } Bytes
[*]
[*]

Mz office QLE2 Compound Format document detected
Scanning now. ..

F3: [00h] signature found at cffser: OxE137

BARLO0000000 mov eax, fs:[00h]

20 push eax

B4EQ2500000000 mov £5: [00000000hH]; esp
B1EC34080000 aub esp, 00000B34h

EES push ebx

55 push abp

56 push esi

37 push edi

33D8 xor ebx, ebx

BUFFO00000 mav ecx, O00000FFh

33C0 XOr oax, @ax
goBC2445040000 lea edi, [esp+00000445h]
EEGCE444040000 mav [esp+00000444h], bl
BESCE444 mov [esp+d4d4h]l, bl

F3AB rep- stosd

BEAD SLoSW

FS: [00h] signature found at offset: Ox6dct

EAR100000000 mov eax, f=z:[00h

=0 push eax

648592500000000 moy fa: [00000000h], e=zp
B3IEC20 sub esp, 000000200

53 push ebx

56 push esi

57 push edi

BYGSEE mov - [ebp-1Eh], esp
BIBSFCOO and [ebp=04n], 00000000N
EBRO1 push 00000001h
FF15EB204000 call [0D4020E6h]

549 pop &cx

B30DCO314000FF or [D04031C0h], FFFFEEFFh
E30DC4314000FF or [004031C4h], FFFFEEFFh
FFLSE4204000 call [004020E4R]
BBODREIL4000 mov ecx, [004031BEh]

<edited far brevity>

Examining a malicious Word document file using OfficeMalScanner in debug mode
(Cont’d)

Locating and Extracting Shellcode with DisView and MalHost-Setup
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* If deeper probing of the shellcode is necessary, the DisView (Dpisview.exe) utility—a
lightweight disassembler included with the OfficeMalScanner suite—can firther disassemble
the target code.

* To use DisView, invoke the command against the target file name and relevant memory offset.
In Figure 5.56, the offSet exeacf was selected as it was previously identified by the scan
debug command as an offset with a shellcode pattern (“Find kernel32 base™ pattern).
Identifying the correct memory offSet may require some exploratory probing of different
offsets.

Scanner>DisView.exe C:‘\Malware\Discussions.doc Ox6d4cE

0 £ l: FFI3E4204000
<edited for brevity>

Examining a suspect file with DisView

* Once the relevant offset is located, the shellcode can be extracted and embedded mto a host
executable file generated by MalHost-Setup (MalHost-Setup.exe).

* To use MalHost-Setup, invoke the command against the target file, provide the name of the
newly generated executable file, and identify the relevant memory offset as shown in Figure
5.57.
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C:\Malware Lab\OfficeMalScannersHMalHost-Setup.exe C:\Malware'\Discussions.doc out.
exe Oxbdct

HalHoat-Setup v0.12
Frank Boldewin / www.reconstructer.org |

*] Opening file C:'\Malware\Discussiona.doe
*] Filesize is 117086 (Oxlc95e) Bytes

*] Creating Malhost file now...

] Writing 172382 bytes

*]1 Donel

MalHost-Setup

» After the executable has been generated, it can be further examined with using static and
dynamic analysis tools and techniques.

Profiling Microsoft Compiled HTML Help Files (CHM)

mAlthough not as prevalent as PDF or Microsoft Olffice document malware, Microsoft
Compiled HTML Help Files (CHM) can be used as a vector of attack, particularly as a
vehicle for Trojan Horse malware.

B CHM files have a proprietary Microsoft file format. The files typically consist of a series of
HTML pages and associated hyperlinks, compressed with [.ZX file compression.

* Attackers use malicious scripting to automatically mvoke a malicious file upon rendering of the
help file contents.

* The malicious scripting often invokes a malicious binary, such as a Windows executable or
ActiveX control file, that is surreptitiously embedded into the CHM file by the attacker.

* In many instances the malicious scripting will be hexadecimal encoded cipher text, adding an
additional layer of analysis.

* In addition to nvoking a locally embedded binary, scripting can also query an encoded URL to
retrieve additional malicious files.

CHM Profiling Process
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B The following steps can be taken to examine a suspect CHM document :
Triage: Identify Indicators of Malice.

* Query the suspect CHM file for anomalous strings, such as references to Windows Portable
Executable files, ActiveX control files, or other executable file types. Often, these embedded
artifacts are discoverable in plaintext strings.

Discover Relevant Metadata

 Unlike other document types, the CHM file structure does not store a vast amount of

metadata. However, meaningful metadata providing temporal and situational context about the
suspect CHM file can be acquired.

« Metadata can be extracted with exiftool,/% NLNZ Metadata Extractor,/%Z and other utilities
(Figure 5.58).

C:yMalware Lab\exiftool>exiftool.exe C:\Malware Lab\UserGuide.chm

ExifTool Version Number : B.40

File Hame : UserGuide.chm

Directory : C:/Malware

File S5ize : 145 kB

File Modification Date/Time : 2007:11:08 08:17:02-08:00
File Permissions P CW=IW=IW-

U1 (eIt Querying a suspicious CHM file with exiftool

Examine the File Structure and Contents

* Decompile a suspect CHM file to look deeper into its file structure and contents.
« CHM Decoder,1%8 a GUI-based utility, can be used to decompile a suspect file—resulting in

the extraction and separation of file elements into individual files for closer examination.
* To use CHM Decoder, select a target file, identify the location where the output should be
saved, and process the file, as shown in Figure 5.59.
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Decompiling a suspicious CHM file with CHM Decoder

* Closer mspection of the extracted file content reveals a suspicious executable file,
“winhelp.exe,” which was embedded within the CHM file specimen. File identification and
profiling can be conducted on this executable file to gain further nsight mto its nature and
purpose. Further, if the file is indeed malicious, deeper dynamic and static analysis should be
conducted to determine the scope of its functionality.

Locating Suspect Scripts

* Malicious executables concealed inside of CHM files are typically triggered as a linked or an
embedded resource through HTML scripting. Be sure to examine HTML files extracted as a
result of decompiling a CHM file.

* In examining the extracted file, AOC2007.html, depicted in Figure 5.60, the triggering
mechanism of the winhelp.exe file is discovered:
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colSpan u3mg /TD </ TR></ TBODY></ TABLE></TD></TR>< /TEQODY></TABLE></FORM>
<0OBJECT Width=0 Height=0 style="display:none;" TYPE="application/x-
olechbject” CODEBASE="winhelp.exe">

< /OBJECT=></BODY></HTML>

IRV (REY, Executable file triggering mechanism within HTML
Identifying and Decoding Obfuscated Scripts

* It is not uncommon for attackers to conceal the triggering method by obfuscating the HTML
scripting responsible for mvoking the embedded executable file. Often, n malicious CHM
files, the obfuscation method is hexadecimal cipher text encoded in JavaScript unescape or
escape functions.

» This obfuscation method is also used to conceal malicious VBScript embedded withn HTML,
which nvokes requests for malicious files hosted on remote URLs.

* In Figure 5.61, the contents of a decompiled suspect CHM file reveal a suspicious ActiveX
control file, “xpreload.ocx,” and the triggermg mechanism (in clear text) within the page.html
file. The decrypted hexadecimal cipher text reveals a call for the download of additional
malware from a remote URL.
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rutring & CAr(anchiedoE{raspoene, 1, 1

IR (RE | Obfuscated scripting within HTML

Conclusion

* Prelimmary static analysis in a Windows environment of a suspect file can yield a wealth of
valuable information that will shape the direction of future dynamic and more complete static
analysis of the file.

» Through a logical, step-by-step file identification and profiling process, and using a variety of
different tools and approaches, a meaningful file profile can be ascertained. There are a wide
variety of tools for conducting a file profile, many of which were demonstrated in this chapter.

» Independent of the tools used and the specific suspect file examined, there is a need for a file
profiling methodology to ensure that data are acquired in as consistent and repeatable a
manner as possible. For forensic purposes, it is also necessary to maintain detailed
documentation of the steps taken on a suspect file. Refer to the Field Notes at the end of this
chapter for documentation guidance.
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* The methodology in this chapter provides a robust foundation for the forensic identification and
profiling of a target file. This methodology is not intended as a checklist and may need to be
altered for certain situations, but it does increase the chances that much of the relevant data
will be obtained to build a file profile. Furthermore, this methodology and the supporting
documentation will strengthen malware forensics as a source of evidence, enabling an
objective observer to evaluate the reliability and accuracy of the file profiling process and
acquired data.

B Pitfalls to Avoid

Submitting sensitive files to online anti-virus scanning services or analysis sandboxes

® Do not submit a suspicious file that is the crux of a sensitive investigation (i.e., circunstances in
which disclosure of an mnvestigation could cause irreparable harm to a case) to online analysis
resources such as anti-virus scanning services or sandboxes in an effort not to alert the attacker.

@By submitting a file to a third-party Web site, you are no longer in control of that file or the
data associated with that file. Savvy attackers often conduct extensive open source research
and search engine queries to determine if their malware has been detected.

@The results relating to a submitted file to an online malware analysis service are publicly
available and easily discoverable—many portals even have a search function. Thus, as a result
of submitting a suspect file, the attacker may discover that his malware and nefarious actions
have been discovered, resulting in the destruction of evidence and potentially damaging your
nvestigation.

Conducting an incomplete file profile

® An mvestigative course of action should not be based upon an incomplete file profile.
432



EFully examine a suspect file in an effort to render an informed and mtelligent decision about
what the file is, how it should be categorized or analyzed, and in turn, how to proceed with the
larger nvestigation.

mTake detailed notes during the process, not only about the suspicious file but also about each
mvestigative step taken. Consult the Field Notes located in the Appendices in this chapter for
additional guidance and a structured note taking format.

Relying upon file icons and extensions without further context or deeper examination

® Neither the file icon nor file extension associated with a suspect file should be presumed to be
accurate.

mln conducting digital mvestigations, never presume that a file extension is an accurate
representation. File camouflaging, or a technique that obfuscates the true nature of a file by
changing and hiding file extensions in locations with similar real file types, is a trick commonly
used by hackers and bot herders to avoid detection of malicious code distribution.

ESimilarly, the file icon associated with a file can easily be modified by an attacker to appear
like a contextually appropriate or mnocuous file. The file icon associated with a Windows
Portable Executable file can be inserted or modified in the file Resources section.

Solely relying upon anti-virus signatures or third-party analysis of a “similar” file specimen

® Although anti-virus signatures can provide insight into the nature of identified malicious code, they
should not be solely relied upon to reveal the purpose and functionality of a suspect program
Conversely, the fact that a suspect file is not identified by anti-virus programs does not mean that it is
INNOCUOUS.

®© Third-party analysis of a “similar” file specimen can be helpfil guidance; it should not be
considered dispositive in all circunmstances.
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EAnti—virus signatures are typically generated based upon specific data contents or patterns
identified in malicious code. Signatures differ from heuristics—identifiable malicious behavior
or attributes that are non-specific to a particular specimen (commonly used to detect zero-day
threats that have yet to be formally identified with a signature).

EAnti—virus signatures for a particular identified threat vary between anti-virus vendors,'*” but
many times, certam nomenclature, such as a malware classification descriptor, is common
across the signatures (e.g., the words “Trojan,” “Dropper,” and “Backdoor” may be used in
many of the vendor signatures). These classification descriptors may be a good starting point
or corroborate your findings, but should not be considered dispositive; rather, they should be
taken into consideration toward the totality of the file profile.

EConversely, if there are no anti-virus signatures associated with a suspect file, it may mean
simply that a signature for the file has not been generated by the vendor of the anti-virus

product, or that the attacker has successfully (albeit likely temporarily) obfuscated the
malware to thwart detection.

EThird—party analysis of a similar malware specimen by a reliable source can be an incredibly
valuable resource, and may even provide predictors of what will be discovered in your
particular specimen. Although this correlative information should be considered in the totality
of your nvestigation, it should not replace thorough independent analysis.

Examining a suspect file in a forensically unsound laboratory environment

o Suspect files should never be exammned in a production environment or on a system that has not
been forensically baselined to ensure that it is free of misleading artifacts.

EForensic analysis of potentially damaging code requires a safe and secure lab environment.
After extracting a suspicious file fiom a victim system, place the file on an isolated or
“sandboxed” system or network, to ensure that the code is contained and unable to connect
to or otherwise affect any production system

EEven though only a cursory static analysis of the code is contemplated at this point of the
mvestigation, executable files nonetheless can be accidentally executed fairly easily, potentially
resulting in the contamination of or damage to production systems.
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mlt is strongly encouraged to examine malicious code specimens in a predesigned and
designated malicious code laboratory, which can even be a field deployable laptop computer.
The lab system should be revertible, that is, using a virtualization or host-based software
solution that allows the digital mvestigator to restore the state of the system to a designated
baseline configuration.

EThe baseline configuration in which specimens are examined should be thoroughly
documented and free from artifacts associated with other specimens, resulting in forensic
unsoundness, false positives, and mistaken analytical conclusions.

Basing conclusions upon a file profile without additional context or correlation

® Do not make mvestigative conclusions without considering the totality of the evidence.

EA file profile must be reviewed and considered in context with all of the digital and network-
based evidence collected from the incident scene.

Navigating to malicious URLS and IP addresses

® Exercise caution and discretion in visiting URLs and IP addresses embedded i, or associated
with, a target malware specimen.

mThese resources might be an early warning and indicator capability employed by the attacker
to notify him'her that the malware is being examined.

mIDgs from the servers hosting these resources are of great mnvestigative value (ie., other
compromised sites, visits from the attacker[s], etc.) to law enforcement, Computer
Emergency Response Teams (CERTS), and other professionals seeking to remediate the
malicious activity and identify the attacker(s). Visits by those independently researching the
malware will leave network impression evidence in the logs.
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Microsoft Word (.doc) Binary File Format:
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437




http//download.microsoft.cony¥download/5/0/1/501 ED102-ES3F-4CE0-AA6B-

BOF93629DDC6/PowerPoint97-2007BmnaryFileFormat(ppt)Specification.pdf
Microsoft Excel (.xIs) Binary File Format:
http//msdn.microsoft.conven-us/library/cc313154.aspx
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http//wwwimages.adobe.com/www.adobe.conv/content/dany Adobe/en/devnet/pdf/pdfs/PDE3 21
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File Profiling Notes: Suspicious File

Investigator:
File Identifiers
Source from which file was acquired: Date acquired:
File Name: Size: MDS:
DSHAL:

QFile Similarity Index (FSI) matches:

UFile Identified in Online Hash Repository(s):

File Appearance: File Content Visualization:

O Execatable File Q Archive File
DPorishle Execuiable (PE) D Eip

ODLL DRar

OSCR O0nher

DO

Oieher,

OVirusTotal  Kdenified 0s Maticious? OYes ONo CSunpack Identified a3 Malicioss? OYes ONo

OVirScan Kentificd as Malicious? OYes ONo OWepawet Identificd as Maliciows? OYes ONo
Dot Mentificd as Maficious? OYes ONo OaAvG Identified as Malicious? OYes ONo
OMetascan Kentified as MaliciousT OYes ONo OURLVoid Mentificd as Maliciows? OYes ONo
OMalFease entified as Maficious? OYes ONo OVirusTotal Identified as Maliciows? OYes ONo

OParetn Ientificd as Maliciouss? OYes ONo

Commaon YVulnerability and Exposures (CVE) identified:

1) CVE- - Description:
2) CVE- - Description:
3) CVE- - Description:
4) CVE- - Description:
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File Dependencies

QStatically linked

D Dynamically linked
D Dependencies identified:

Domain m
Nameis) Addresses

E-mail

DYes ONo

Nickname{s)/
Addresses Identifier(s) Command(s} | Reference(s)

Program Registry

Dvnamic Link Lilrary G.dll) Name

Frurpose

Associated AP Belerence

Symbolic References

O Symbols are present

OBymbals ibenified:

O Symbals have been stripped

D¥es ONo

Symhbaol Name

Furpose

Associated AP Reference
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Authos/Creator: File Version Number:
Creation Date: Product Yersion Number:
Muodification Date: Language Code:
File Type: Character Set:
MIME Type: File Description:
Machine Type: File Version:
Compilation Time Stamp: Internal Name:
Programming Language: Legal Copyright:
Compiler: Original Filename:
| Linker Version: Prosluct MName:
Entry Paint: Product Yersion:
Turget OF Type: Other:

Motes:

File Obfuscation
QFile examined for abfuscation Des ONo
JFile abfuscation detected DYes ONo

QObfuscation Type:
DPacking
Signalune;
OSigmature:
DCrypior
DSignature;
OSignature:
OBinder
DISagnatung:
OSignature:

A File Submitted to File Unpacking Service(s)

2 Ether Successfully Extracied O2Yes ONo
O Renovo (in BitBlaze)  Successiully Exmoed OYes ONo

3 Jsunpack Successfully Extracted O2Yes ONo
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%\Y_‘*\?&%\\

1

P

File Signature;

Entry Poant Address

Fime and dage the Gle was comgikadioeansd
Targel platformprocessor:

Number of secins in the Section Table

File chasacier
Linker version:

Targei Operniing Systen:
PE Besisarces

Wersion Imlorm,

Onbser items of anberest

Additional Notes:

Q¥ull file profile performed on PE file specimen after extraction from obfuscation code [on scparte Fife

Profiling Notes: Suspicieus File form]: OYes ONo
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File Profiling Notes: Suspicious PDF File

| Case Number: Date/Time:
| Investigator:
Source lrom which lile was acquired: Date acquired:
File Name: Size: QMDSE:
[OSHAL

File Similarity Index (FS1) matches:

OFile Identified in Online Hash Repositoryis):

File Appearance: File Content Visualization:
Subject: Creator Tool:
Author: Producer:
Create Date; Instance 10;
Modify Date Wiords:
Keywords: Characters:
Original Dvscument Pages:
Title: Security:
Other:
| Anti-virus Sl!naturﬂ: File Submitted to Sandboxes:
Signature: Vendor: COMorman DYes ONo
QBitBlaze DYes ONo
DloeSecurity DYes ONo
OMalOffice DYes ONo
OWepawel DYes ONo
OVi.Check.ca DYes ONo
[ File Submitted to Online Virus Scanning Engines: | File Submitied via Online URL Scanners:
OVinusTotal Identificd as Maticious? OYes ONo DISunpack Idensificd as Malicious? ODYes ONo
OWepawet Idensificd as Malicious? OYes ONo
QVirScan Identified as Malicious? OYes ONo QAvVG Identified as Malicious? OYes ONo
QURLVoid Identified as Mabcious? ODYes ONo
Dot Idenuified s Mabscious? OYes ONo OVirusTotal Identifiod as Malicious? OYes ONo
OPareto Identified as Mabcious? OYes ONo
OMetascan Identified a5 Malicious? OYes ONo
Common Vulnerabilitics and Exposures (CVE) identified:
1) CVE- - . B
2) CVE- - i Description:.
3 CVE- - :  Description:
4) CVE- - 1 Description:
5y CVE- - :  Description:
6) CVE- - : Description:
T CVE- - 1 Description:
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Strings

Domain 1P E-muil Nickname(s) | Program Registry (Mher:
Mame(s) Addresses Addresses Identifieris) Command(s) | Reference(s)

Triage

0 File scanned to identify indicators of malice:
0 Tool used:
Q Indicaton(s) of malice identified:

OYes: Olo:
e Indicator | Number of Instances | Ohject Number
Hpad F
A
i Acroform
’),,‘_.’J ‘soay | EmbeddedFile
FlateDecode
B {lavascript
HREF 15
_"‘:"’J JB1G2Decode

Launch

Names
[(¥hjstm
“[.'Ir;;.:ri Action

Page
RichMedia

File Structure and Contents

O Anomalous Ohject{sh Identilied:
DYes:

Object #:

Ohject #:_

Object #:_

Object #:

O?{n
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L Anomatous Streamis) Identified:
':.j'l"l:a.!

Ohject #:

Ohject #:

Ohject #:

Ohject #:
Do

Dﬁunpﬁ'lﬁ\lalicﬁnuﬂ Scriptis) ldentified:
Dves
Ohject #:

Ohject #:_
Oject 8:_
Object #:;

ONH

U Embedded Shellcode Discovered:
Dves

Ohject #:

Orhject #:

Object #;

Object #:

OINa

Malicious Scripts

O Malicious Script Identified:
D%eript Type:
Ocript Extmcted and Soved:
ORaved Script Mame:
D&
OMDS:
DEHAL
OFile Similarity Index (F51) Matches:
OScnipt ks obfuscated:
a

a T
OScript mvokes embedded shellcode:
m ]

a
a

D%eript invokes network request for additional files

a

a

D¥es ONo

DYes ONo

D¥es ONo

: DYes OMNo
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Embedded Shelleode

QOEmbedded Shelleode Identified:

O8helleode Extracted and Saved: DYes Do

O8aved shelleode name

DRz

DM

O5HAL:

OFile Similarity Index (F51) Matches;

O%hellcode is obfuscated DYes ONa
a
a

OEmbedded shelloode invokes other embedded files: OYex ONo
a
O
a

OEmbedded shelleode invokes network request For additional fles: OYes Do

Embedded Portable Executable (PE)

OEmbedded PE File Identified:

OPFE File Exracicd and Saved: DYes ONo
O File Mame:
D%
DM
DEHAL
OFile Samilanity Index (F51) Matches:
OPE file is obfuscaed: DYes DNo
m §
OPE file mvokes other embedded files: OY¥es ONo
a.
O —
a

OEmbedded PE file invokes network request for sdditional files: OYes ONo

oaoo

QFull File Profile Performed on PE file using separate File Profiling Notes: Suspicions File form:
OYes DNo
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File Profiling Notes: Suspicious Document File

Case Number: Date/Time:
Investigator:
| Source from which file was acquired: Date acquired:
MS Office File Type: DOWord OExcel P owerPoint
MS Office File Format: OBinary Format OBinary Format OBinary Format
O0ffice Open XML DiHTice Open XML | O0ffice Open XML
File Name: Size: | OMDs:
QJSHAL

OFile Similarity Index (F51) matches:

OFile Identified in Online Hash Repository(s):

File Appearance: File Content Visualization:
Subject: Total Edit Time:
Author: Create Date:
Keywords: Maodify Date:
Template: Pages:
Last Modified By: Wrds:
Revision Mumber: Characters:
Software: Security:
Language Code: Other:
Company:
| Anti-virus Signatures: File Submitted to Sandboxes:
Skenature: Vendor: OMNorman OYes ONo
DOBitBlaze DYes ONo
DJoeSecurity DYes ONo
OpdalOffice DYes ONao
OWepawet OYes DONo
OVi.Check.ca DYes DONo
| File Submitted to Online Virus Scanning Engines: | File Submitted via Online URL Scanners:
OVirusTotal Identified 3 Malicios? OYes ONo DJSunpack emtificd as Mabicious? OYes ONo
OWepawet Kemtificd as Makicious? OYes ONo
QVirScan Identified as Maliciows? OYes ONo QavG Idemtified as Malicious? OYes ONo
QURLYoid Mestified as Mabcious? OYes ONo
Do Identified & Malions? OYes ONo OVirusTotal Idemiified as Mabicious? OYes ONo
QParcto emified as Malicious? OYes ONo
CMetascan Identified s Maliciows? O'Yes ONo
Commaon Vulnerahilities and Exposures (CVE) identified:
3) CVE- - ¢ Description:
4) CVE- - 2 Description:
5p CVE- - ¢ Deseription:
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Nickname(s\ | Program
Namels) Addreses Addresses Identifieris) Command(s) | Reference(s)

Other:

OFile scanned to identify indicators of malice:

OTool used:
OVE code identificd and extracted:
OYes: OMNo:
O Indicator(s) of malice identified:
OYes: OMNo:
Indicator Number of Instances Oifset Number(s)

Malicious Index

m II.".II-.:". ::II.II-.I.II...I-II-.LI

Executables |20 Exeoutables 20
Code 10k Code 10
Strings 2 Strings 2
OLE I OLE i
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File Structure and Conlents

O Anomalous OLE(s) Identified:

OY¥es:
L N L R
OTset:
(M Tsel:
OMTset:_ L e
@l

O suspectMalicious Seriptis) Identified:

DYes
(M Tsel:
(st
Ot
Offset:
ONII
O Embadded Sheflcode Discovered:
DYes
(M Tsel: _ _ B
(M Taet:
OTset:
(M Tsel:
N0

ous Scripts

 Malicious Script Identified:

O Scnpt Type:

O Senipt Extracted and Saved: OYes ONo
O Saved Seript Name:

O Sire:

2 MDA:

DEHAL

D File Similarity Index (FS1) Maches:

O Senipt is obfuscated: OYes ONo

)
m ]

O Benipt invokes embedded shellcode: OYex ONo
o
m ]
0

O Senpt invokes network request for additional files: OYes ONo




Embedded Shelleode

QEmbedded Shelleode Identified:
DEhellcode Extracted and Saved: DYes ONo
DSaved Shellcode Name
i
DMIDS:
DEHAI
OFile Similarity Index (F51) Matches:
DEhellcode is obfuscated: DYes ONo
a
a 5
O Embedded shelleode invokes other embedded files:  OYes ONo
a
a
O Embedded shelleode invokes network request for additional files: DYes
a
a
a
OQEmbedded shelleode compiled inte new execuable for funher analysiss  DYes
ONew exccatable file nome:
m LTI
OnDs:
OSHAL:
OFile Similarity Index (FS1) Matches:

OFumher analysis w be conducted on new executable? OYes ONo [*Ensue Cross Reference in Repors]

Embedded Portable Executable (PE)

O Embedded Portable Executable File Identified:

O PE File Extracted and Saved: DYes OMo

2 File MName:

O Sires

O3 MIDS:

O SHAL:

O File Simalanty Index (F51) Matches:

2 PE file is obfuscated: D¥es ONo
a
a

O PE fike invokes other embedded fles: OYes ONo
=
O_
m

2 Embedded PE file invokes network request for additional files:  OYes ONo
0
0

0

Mo

ONo

QO Full File Profile Performed on PE file using separate File Prafiling
DYes ONo
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File Profiling Notes: Suspicious CHM File

Inwvistigator:
Souree Mrom which file was acquired: ate acquired:
File Name: Size: IMIDS:

OSHAL:

OFile Similarity Index (FS1) matches:

OFile Identified in Online Hach Repositoryis):

Anti-virus Signatures: 5 E File Submitted to Sandboxes:

Sigmature: Vendor: DiNorman DYes ONo
OBuB e OYes ONo
DAnubis DYes ONo
O ThreatExpert DYes DNo
CGFT (Sunbelt CWSandbox) DYes ONo
OEBurcka OY¥es ONo
O Xandora OYes ONo
DoeSecurity DYes ONo
OWepawet D¥es ONo
OVi.Check.ca DYes ONo

File Submitted to Online Virus Scanning Engines: File Submiteed vin Online URL Scanners:
WV irusTodal Idestilied w Malices? DYes ONo I Sunpack Iidenifiod as MalicionsT ODYes ONo

QOVirScan Identifved m Malickous? ODYes ONo OWepawet fbensified s Maticions? OYes ONo
Qloari Idemtifiod a Malices? OYes ONo QavG lbensified as Malicions? DHYes - ONo
OMetascan Ideoatified s Malicnn? O Yes ONo QOURLVoid Idcasifiod & MalicousT OYes ONo
Onvial Fease Ientilind o Malicioun? DYes ONa OVirusTotal Iensified ws Malicions? D Yes ONo

OParete Identified = Malicious? O Yes ONo

Damain 13 E-mail Mickname(sV' | Program Registry Mher:
Name(s) Addresses Adldresses Identifier{s) Commandis) | Reference(s)

Timne Stamp:
Creatisn Dase:
Last Aceess Date:
Last Wrnite:
Language Venaon:
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CHM Structure and Contents

O Target CHM File Decompiled:

OYes ONo

O'Target CHM File Element Parsing & Inventory:

(1) DFile name: (2) OFile name:
D Sire: O Sire:
OMDS5: OMDS:
DISHAL DEHAL
DFile Similarity Index (FS1) O¥File Similarity Index (FSI)
Muatches: Matches:
OIFile is obluscated: DYes DNo OFile is obfuscated: DYes ODNo
O m]
) )
(3} OFile name: (4) OFile name:
DSz D Size:
OMDA: OMDE:
DSHAL DSHAL:
OFile Similarity Index (F51) OFile Similarity Index (FSI)
Matches: Moarches:
OFile is obfuscated: OYes ONo DFile is obfuscated: O¥es ONo
0 m]
O 0
(5) OFile name: (6) OFile name:
DSire: DSize:
OMD5: OMDS5:
DSHAL: DISHAL
OFile Similarity Index (FS1) OFile Similarity Index (FS1)
Matches: Matches:
OIFibe is obluscated: DYes ONo OFile is obluscated: OYes ONo
0 0
) a
O Identified Suspicious Elements/Indicators of Malice
(1) DFile type: (2) OFile type:
OYFile mame: OIFile name:
D Size: O Size:
OMD5: OMD5:
DSHAL DSHAL
OFile Similarity Index (FS1) OFile Similarity Index (FSI)
Matches: Matches:

O Probative valuefindicator of malice:
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{3) OFile type:
DFile name:
O Size:
OMDA:
DSHAL
OFile Similarity Index (FS1
Marches:

OProbutive valuefindicator of malice:

(5) DFile ype:
OIFile numie:
OSize:
OMDS5:
OSHAL
OFile Similarity Index (FSI)
Matches:

O Probative valuefindicator of malice:

File/Script Obfuscation

{4) OFile type:

OFile name:

O 5ixe:

OMDS:

DSHAL

OFile Similarity Index (F51)
Matches:

OProbative valuefindicator of malice:

(6) OFile type:

OFile name:

O Sire:

OMDS:;

ODSHAL:

O¥File Similarity Index (FSI)
Matches:

OProbative valuefindicator of malice:

OFilefseript obfuscation detected

@ OFile name:
DObfuscation Type:

DYes ONo

8 OFile name:
DObfuscation Type: _

@  OFile name:
Db fuscation Tyvpe:

@  OFile name:
DObfuscation Type:

OObfuscation Defeated

OResults of De-obfuscation

ODYes ONo

L]
L]
L]
L

455



O File Submitted to File Unpacking Serviceis)

O Ether Successfully Exrracted DYes ONo
O Renovo (in BitBlare)  Successfully Extracted OYes ONo

O Jsunpack Successfully Evracted OYes ONo

MNotes:

Embedded Portable Executahle File(s):

O Embedded Portable Executable File Identified:
QPE File Extracted and Saved: DYVes ONo
OFile Namie:
DSire:
OMDS:
OS5HAL
OFile Similarty Index (FSI) Matches:
OE'I:_ fle is obfuscaed: {j'l'm. ONo
a
o F— - i
OPE file invokes other embedded files: DYes ONo
a
o
o
D Embedded PE file invokes network nequest for additional files: OYes ONo
o
m |
0

O Embedded Portable Executable File Identified:
OPE File Extracted and Saved: OYes ONo
OFile Mame:
OSire:
OMDS:
OSHAL
OFile Similarity Index (FS1) Matches:
OPE file is obluscated: DY¥es ONo
a
a
OPE file invokes oaher embedded files: DYes ONo
o
a
o____ =
DEmbedded PE file invokes network request for additional files: OYes ONo

o
a

QFull file profile performed on PE file specimen after extraction from obfuscation code [on separate File
Prigfiling Notes: Ssspicions File form]: OYes ONo 456




%  Malware Forensic Tool Box

File Identification and Profiling Tools

Command-Line Hashing Utilities

Name: Microsoft File Checksum Integrity Verifier (FCIV)

Page Reference: 244

Author/Distributor: Microsoft

Awailable From: hnﬂﬂwwmicmoﬂ.mm!d&wﬂmhkﬂdﬁﬁhupﬂFamille—Bmms1B?-
4TE2-AGG3-TI6SC 1 686CO8&displaylang=cn :

Deseription: FCIV is a flexible command -line utility allowing the digital investigator 1o a single file or
recurssively scan a directory for either MDS or SHA | hash values of target files, FCIV also enables the
user to limit hashing to specific tvpes of files.

Name: GNU Core Utilities

Fage Reference: 244

Author/Distributor: GNLU Project

Available From: hitp:/fgnuwind2 sourceforge.net/packages/cor eutilz. him;
http:/fsourceforge. net/projects/gnuwin3 2/ files coreutils’

Description: The GNU core utilties for Windows is a collection of basie file, shell, and text manipulation
utilities, which closely comport with the GNU utilities for *nix systems; included in this suite of utilitics are
CLI md5sum and shal sum tools.
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GUI Hashing Utilities

Name: Hash Quick
Page Reference: 244
Author/Distributor: Ted Lindsey

Available From: hip:fwww. lindseysystems.comfcontact.php

Description: A light weight utility with a clean interface, Hash Quick provides for drag-and-drop hashing
of files and folders using either the MDS or SHA L cryptographic algorithym. Further, Hash Quick allows
the digital investigator 1o quickly conduct batch and recursive hashing—functionality particularly helpful
when examining or comparing multiples files, directories, or subdirectories.
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Name: WinMD5
Page Reference: 244

Author/Distributor: Edwin Olson

Available From: hupfwww blisstonia.comfsoftwareWinMD5/

Description: WinMD3 is a robust and flexible GUL-based MDS hashing utility, allowing for both drag-

and-drop hashing of target files and folders and hash value compari=on {requires the installation of the
Microsolt NET framework on the analysis system).
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| Page Reference: 244

[ Author/Distributor: Luke Pascoe

| Available From: http:iiwww.mdSsummer.org/

| Deseription: MDSsummer enables the digital investigator 1o select a file or folder and generate MDS
| hash values for the contents of each respective file.
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Name: HashOnClick

Page Reference: 244

Author/Distributor: 2BrightSparks

Available From: hupfwww 2brightsparks. comfonclickMoc.himl

Description: HushOnClick provides hash caleulation through Windows Explorer shell extensions upon
right-clicking a target file and offers the additional choices of calculating a hash value with the MDS,
SHAL, or CRC32 algorithms,
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Name: Graphical MDSsum

Page Reference: 244

Author/Distributor: Toasid42

Available From: hup/fwww. toast442.org/md5/

Description: Graphical MDSsum is a relatively lightweight and intuitive MDS GUI hashing tool that
provides for multiple file drag-and-drop functionality. Results can be quickly and easily copied and pasted
into a repont or other document using the buili-in “To Clipboard™ feature,
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 Name: Malcode Analyst Pack (MAP)

Page Reference: 244

Author/Distributor: iDefense

Available From: hip:/Mabs. idefense.comfoftware/malcode, php#more_malcode+amalysis+pack

Description: The MAP, a series of wools developed by iDefense Labs (owned by WeriSign, Inc.) (o assist
investigators with both static and dynamic malware analysis, provides a simple, clean MDS hash
calculation utility that offers hash calculation through Windows Explorer shell exiensions upon right-
clicking a targen file.

File: mald exe

Size: 145408

MD5: BSBEBEABF 23301 D3DEXTSIBTSEITFES
Path: C:\Docuements and
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Mame: Visual MD5

Page Reference; 244

Author/Distributor: Protect Folder Plus Team

Available From: hitp/fwww tucows com/preview/ 505450

Description: An intuitive MDS5 GUI hashing tool that provides for multiple file drag-and-drop
functionality, Visual MID3 also has features such as displaying the full system path of target files, date
and time stamp reporting of hash geperation, and a “copy 1o clipboard™ oplion for quick collection of
results for pasting into a document.
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File Similarity Indexing

Name: SSDeep

Page Reference: 245

Author/Distributor; Jesse Komblum

Available From: hup-fssdeep.sourceforge.nef

Description: S5Deep is a fuzzy hashing ool that computes a series of randomly sized checksums for a file,
allowing file association between (iles that are similar in file content but not identical,

Name: SSDeepFE

Page Reference: 245

Author/Distributor: Richard F. McQuown (www. forensiceone.com)

Available From: hitp://sourceforge.net/project/showfiles. php?group_id=215906& package_id=267714

Description: 55DeepFE is a slick GUI front-end for sadeep that allows for quick and efficient file
hashing. S5DeepFE is particularly useful for comparing unknown files against a preexisting piecewise
hash file Tist, shown in the figure below,

1o compare to Drive, Maw File or Falde




Name: DeepToad

Page Reference: 245

Author/Distributer: Joxean Koret

Available From: hitp:ficode. google. com/pideeptoad’

Description: Inspired by ssdeep, DeepToad iz a (python) library amd a ool 1o clusterize similar Ales using
fuzzy hashing techniques. The menu and ool usage is shown below:

C: Y Pythenlé»desproad. py

DeepToad v1.0, Copyright (e] 2009, 2010 Joxean Koret cadmin@joxeankorer.comxUsage
C:YFythonzehdeeproad, . py [parameteral «directory:
Common pAraAmeters:

“gmcdlirectorys Hot yao implemanced

-gemsextensiongs Exclude extensions {separated by comma)

-imcaKEenaions > Clusterize only specified extensiona (separated by commal

=A=cvalues Clusterize a maximum of <value> £ile(s)

-ds«distances Specify the maximum edic distance (by default, 16 or 33%]
=ida Ignore filea created by IDA

- mpam Enable spam mode {remove space characters})

-dspam Disable spasm mode

=B Juat print the gensrated hashes

=0 Compare the files

~achoncHag Print a measage (uasfull To generata reporTLE)

Advanced parameters:
sbezblock alzes  Specify the block eize (by default, 512)
-r=zignore ranges Specify the range of bytes to be ignored {by defaulc, 2)
-gucouUEput Sizes Spacify the signature's size (by defaule, 32)

=1 Uss faster (but weaker) algorithm

-x Use elperimental algorithm

-aimple Uas the simplified algorichm

- Use non aggresive method (only applicable to default
algorithm)

&g Uss aggresive mechod (defaulch

-nb Ignore null blocks [default)

-ek Congider null blocks
Example:

hnalyze a maximum of 25 files execluding zip and rar £iles:
CihWFythonZe\deeptoad.py -e=.zip, .rar -m=25 /fhome/luser/samples
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File Visualization

Name: CryptoVisualizer (part of the Crypto Implementations Analysis Toolkit)

Page Reference: 246

Author/Distributor: Omar Herrera

Available From: hup/fsourceforge.net/projects/cial!

Description: The Cryvpio Implementations Analysis Toolkit is a suite of tools for the detection and
analysis of encrypted byle sequences in files. CryploVisualizer displays the dvta contents of a target file in
a graphical histogram, allowing the digital investigator to identify pattern or content anomsalies.
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Name: BinVis

Page Reference: 246

Author/Distributor: Gregory Conti/Marius Ciepluch

Awvailable From: hup:tfoode. google com'pfhinyvis!

Description: BinVis is a binary file visualization framewaork that enables the digital investigator o view
bimary structures in unigue ways. As shown in the fgure below, BinVis provides Tor eight distinet
visualization modes that render alternative graphical perspectives on the target file structure, data pattemns,
and contents. Particularly useful for analysis is the interconnectedness of the views; for example, if the
digital investigator opens the byteplo display and strings viewer, with exch region that is clicked on in the
byteplod viewer the same area of the target file is awtomatically displayed in the strings viewer.

Hexadecimal Editors

Name: McAffee Filelnsight

Page Reference: 245

AuthorDistributor: McAffee

Available From: hip:fwww. mealee.comfus/downloads/free-1oolsffileinsight.aspx

Description: FileInsight is a versatile hexadecimal editor geared toward suspicious file and malcious code
analysis. In addition to traditional hexidecimal and strings parsing functionality, enhanced file parsing and
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navigation capabilities can be implemented with custom plug-ins and scripting. Lastly, a remote
acquisition feature allows the digital investigtor to acquine and input files hosted on remote URLs—even
through 2 proxy server.

Name: 010 Editor

Page Reference: 24%

Author/Distributor: SweetScape Sofiware

Available From: htipe/fwww sweetscape.com/01 Oeditor!

Deseription: A Swiss Army Knife of hex editors, 010 Editor uses unigue Binary Template allowing the
digital investigator to parse the particularized file structures within & myriad of binary files, Similar to
other plug-in or scripting language—based tools, a number of freely available templates have been
developed by other 010 Editor users." In the figure below, a PDF file is parsed within the PDFTemplate
developed by Didier Stevens,""' 010 Editor can also be used to compare two different files and generate
hash values and histograms of data contents.
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Name: FlexHex

Page Reference: 248

Author/Distributer: FlexHex

Available From: hitp://www.flexhex com/

" hupefiwww sweetscape. com/0 1 Deditorflemplatess,
" hupafiblos didierstevens.com 20100903 pdfiemplatel; hiepasawwdidierstevens comMilesfoltware’
PRFTemplate.zip.
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Description: A valuable hex editor for examining malicious binaries and document files, FlexHex can
parse OLE compound files and present the file structures for examination in a separate navigation pane.

T
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File Identification, Classification, and Identification

mame: GT2

Page Reference: 249

Author/Distributor: Philip Helger (also known as “PHaX"™)

Available From: hup:/philip.helger.comfet/program.phptool=g12

Description: In addition o identifying an unknown binary™s file format, GT2 details the file’s warget
operating system and architecture, file resources, dependencies, and metadata. Similarly, GT2 can also
parse a variety of file formats, identifying fle structures, and enumerating offsels,

Name: File Identifier

Page Reference: 249

Author/Distributor: OptimascC

Available From: hup:/fwww optimase.com/producis/fileid/

Description: A command-line utility thai is close to the functional equivalent of the Linux £ile
command with additional metadata extraction and reporting features.
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Name: The Digital Record Object Identifier (DROID)

Page Reference: 251

Author/Distributor: British National Archives, Digital Preservation Department

Available From: http:fwww. nationalarchives.gov.ekfaboutappsPRONOM tools, hum; and for tool
download, go w hiupfdroid sourceforge. net'wikiindex. php/ntroduction

Description: DRONID 55 a GUI wol with similar functionality to TriDNet, Developed by the British
National Archives Digital Preservation Depantment, as part of its PRONOM echnical registry project,
DROID performs awtomated batch identification of file formats,
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Name: FileAlyzer

Page Reference: 251

Author/Distributor: Pairick Kolla/Safer-Networking.com

Available From: hip:www.safer-networking.orgfenfilealyeen/index. himi

Description: A GUI-based utility for file identification and basic file analysis, including type
identification, hash value, propenties, contents, and structure, A multipurpose tool, FileAlyzer also serves
a5 a hex viewer, strings extractor, and PE file viewer.
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Embedded Artifact Extraction

Strings

Name: TextScan

Pape Reference: 2558

Author/Distributor: AnalogX

Available From: hup:/fwww.analogs . com/contents'downloasd/Programming/textscan/Freewane him

Description: One good aliermative or supplemental GUI-based strings extraction tool is TextScan, Like
BinText, TextScan has simple load functionality, will extract all of the ASCH and Unicode text contained
insicke the file {minimum character length can be adjusied). and will atiempt 1o identily certain entities,
such as function calls and DILLs,
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Name: Malcode Analyst Pack (MAP)

Page Refercnce: 258

Author/Distributor: David Zimmer/iDefense

Available From: hitp:/flabs.idefense.comfsofiwaremaloode. phpifmore_malcode+analysis+ pack
Description: Another handy strings-parsing utility i= the strings shell extension in the iDefense Malcode
Analyst Pack (MAP). As previously mentioned in the Tool Box section in the context of hash values,
MAP was developed by iDelense 10 assist investigators with both static and dynamic malware analysis.
The strings shell extension is handy and simple: simply right-click on the file 1o be examined and choose
the “Sirings” shell extension. The strings in the file are parsed out into an easily navigable interfoce, The
ool also provides a search Tunction if & particular string is sought within the file. Like BinText and
TextScan, the MAP Strings tool extracts both ASCH and Unicode sirings and expressly bifurcates these
resulis in the ool"s outpat.




Name: BinaryTextScan

Page Reference: 255

Author/Distributor: Brian Enigma

Available From: Previously hosted on hipanetminjacomdliles/binsscan.zip

Description: An older and linle known tool, BinaryTexiScan is now difficult to find on the Internet
(previously hosted on hitpeimeminja.conmdfiles/hintxiscan zip). Written by Brian Enigma, BinaryTextScan
offers a simple output interface and identifies the corresponding file offset of discovered sirings, Like
other GUI strings analysis tools, BinaryTextScan also provides a string search function,

Name: TextExtract

Page Reference: 258

Author/Distributor: Ultima Thale Lid.

Available From: Previously hosted on hitp://www_ultima-thule.co.uk/downloads/iextextract zip; now
locatable on various sites through search engine queries

Description: Another GUI-based strings extraction tool is Ultima Thule Lid."s TextExtract, TextExiract
differs a bit from the tools referenced above, particularly in that it pipes output into a text file as opposed
to directly into the interface.
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Symbolic and Debug References

mame: DUMPBINGLUI

Page Reference: 260-261

Author/Distributor: Tim “Chez” Tabor

Available From: hipufwww chestabor.com'dumphinG LU Findex. him

Description: DUMPBINGUT is a sleek front-end for DUMPBIN, which includes dumpbinCHMLIL s a shell
context menu that allows for a right-click on the target Aile and a selection of the DUMPBIN argument to
b applied against a targe file.

File Dependencies

Name: LDD-win32 (altbinutils-pe)

Page Relerence: 259

Author/Distributor: Minimalist GNU for Windows (MinGW 1

Available From: hupJ/fsourceforge. net/projects/mingwrep’

Deseription: LDD-win32 is a Windows port L1dd, a Linux tool for identifying a target file’s shared library
dependencies.
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Name: PEBrowse Professional

Page Relerence: 259

Author/Distributor: SmidgeonSoft

Available From: hupfwww smidgeonsoftprohosting.comd pebrowse-pro-file-viewer.huml

Description: PEBrowse Professional is a GUI-based static analysis ool and diassembler for
Win32Wintd Portable Executable files. Using the toggle button features of PEBrowse, the digiral
investigator can drill down into a suspect binary's file dependencies and associated AP functions,
Further, upon double-clicking an API function, a memory offset for the reference is displayed ina
separate Viewing pand.
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File Metadata

Name: ExifTool GUI

Page Reference: 263

Author/Distributor: Bogdan Hrasinik

Available From: hitp:/fusg.n24.queensu.cal~bogdan/

Description: ExiflTool GUI is an intutive graphical front-end to exiftool 1o recurrsively extract
metacdata from a myriad of file types.
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File Obfuscation: Packers and Cryptors

Packing and Cryptor Identification

Name: PEID Plug-ins

Page Reference: 269

AuthorThstributor: YVarious authors and contributons

Available From: hl:lp;.".l'm.prid.inFuml.}h‘gufu'ﬁugim.hl:m1

us described in the table below.

Description: PEID is a packer and cryptor freeware detection tool most predominantly used by digital

investigators. both because of its high detection rates (more than 600 different signatures) and an easy-to-
use GUT interface that allows for multiple file and directory scanning with heuristic scanning options.
PEID contains a plug-in interface and a myriad of plug-ins thar afford additional detection functionality.

PEID Plug-in Interface

Plug-in Function

Add Signature v1.04 A-d';amoc*: silg'rlarun: dm
management plug-in

EPScan Entry Point code patiem scanner

ExiOverlay Extracts overlay data

File Compare v1.04 Comipare multiple files at once

Fix CRC v1.01 Set correct file checksum

Generic OEP Finder

Finds Offset of Entry Point (OEP)

1D 1o Text w1.02

Saves detection information from
PEID dialog to file

Imploder v1.04 Links files and dynamically loads
DLLs, or installs files froam Exe
or DLL

KrypoANALvzer Detects over 20 Cryptographic
algonthms

Morphine 2. 7b{beta) Morphine packer

PE Extract v1.01 Extracts embedded PE files

PEZHTML Sends PE and parses PE contents
1 HTML report

PEIDD Generic Cieneric unpacking utility

Resource Viewer v1.02 | PE File Resources viewer

Siring viewer Extracts strings

Unpack CDS 85 v1.00

Static unpacker for CS50 55

Unpack Fake Ninja
v

Statically unpacks files fake-
signed with Fake Ninja

Unpack PPP v1.0.2

Statically unpacks and extracts

files processed with PPP

Unpack RCryplor vi.1

Statically unpacks RUrvpl

Unpack RPolyCrypdt

Statically unpacks RPolyCrp

Unprotect Mucki

Statically unpacks mucki

XN Resource Editor PE Resource Viewer/Editor
Yoda's Process Patcher | Process patcher written by Yoda
xlnfo vi.01 Adds a button o PEILY's interface

10 setfshow info about a detection
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Name: PE Detective

Page Reference: 270

Author/Distributor: Daniel PisiellifNTCore

Available From: hup:fwww.nicore.com/pedetective.php

Description: PE Detective, created by Daniel Pistelli, can scan a single PE file or recursively scan entire
directorics to identify compilation and obfuscation signatures, PE Detective is deployed along with the
Signature Explorer, shown in the figure below, which is an advanced signature manager to check
collisions, and handle, update, and retrieve signatures. To examine a file in PE Detective, simply identify
a suspect file through the browsing function, or drag and drop the file into the tool interface. The output
from the tool will appear in the main “matches ™ pane. If there ane multiple signature results, they will be
listed in descending priority, The data for each identified maich reveals the signature name, the number of
mutches (meaning how many bytes in the signature maich), and possible comments regarding the
signature,
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Name: Mandiant Red Curtain (MRC)

Page Reference: 270

Author/Distributor: Mandiant

Available From: hipdiwww.mandiant.com'products/free_software/red_curtain/

Description: Another excellent wtility for identifying both binary obfuscation mechanisms and other
malicious file characteristics and identifiers is Mandiant’s Red Curain (MEC). MREC examines a
Windows executable file and determines its level of “suspiciousness™ by evaluating it against a set of
certain criteria. In particular, MRC examines multiple aspects of a suspect exccutable, including entropy,
indicia of ohfuscation, compiler packing signatures, the presence of digital signatures, and other
characteristics, and then generates a threat “score™ as a preliminary “litmus test™ in deciding whether a
particular file requires further, more extensive investigation. Upon querying a target file, MRC produces
an XML report detailing its analysis. The wser interface displays the report in a grid, much like a typical
spreadsheet application, allowing the digital investigator 1o arrange the various columns contained in the
repeort, as shown in the figure below,

[ M diami R Cavimha w10 - fllanaved]

Another interesting and valuable feature of MRC is that it offers a “roaming” mode, allowing the
installation of an Agent on removable media to quickly gather information from other systems without
having to install the full MRC application (which requires. NETL Agent-gathered information
subsequently can be opened in the MRC vser interface for ﬂﬂﬂ]_‘f‘ﬁiz
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Moreover, unlike traditional packing detection utilities that simply scan a target binary 1o detect the
presence of a known packer or crvptor signature, MRC also focuses on file entropy or the measure of
“randomness" in the code, In addition o evaluating the entropy of a file. MRC examines a number of
ather properties in a queried specimen file, including the digital signatures embedded in the file, PE
structure anomalies, unuswal imported .dils, and section permissions to caleulate an aggregate “Threat
Score,” The Threat Scores and correlating values as defined by Mandiant are shown in the figure below,

Threat Score Conclusion

00-0.7 Typically nol suspécious, at least in the contex of properies
that MRC analyzes.

0.7-09 Somewhal interasting. May contain malicious files with some
deliberatie altempts af obluscation,

08-1.0 Vary interesting. May conain malhcious files with deliberate
atlempts at obfuscation,

1.0+ Highly interesting. Oftan conains malicious files with delbara
atlempts at obluscation.

In addition to the main graphical grid interface, MRC provides the user with an interfzce 10 inspect the
particular portions of the executable specimen that were evaluated by MRC in calculating the aggregate
threat score assigned 1o the specimen.

Name: Stud PE

Page Reference: 270

Author/Distributer: “Christi G

Available From: httpeifwww.cgsoftlabs rovstadpe.himl

Description: Stud PE is a powerful multipurpose PE analysis tool written by “Christi G,” which offers a
flexible packer signature identification feature and provides the ability to query a suspect file against a
buili-in or external signature database.
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Name: RDG
Page Reference: 270

Author/Distributor: RDGMax

Available From: hip:fwww.rdgsefl.8k.com/

Description: RDG s the only GUI-based packer and compiler detection tool exclusively in the Spanish
lamguage. There are previous “hacked” versions in English, but often this version is hosted on shadier
Internet forums. In addition 10 compiler and packer detection, RDG offers numerous other malicious
binary analysis utilities, such as an entropy caleulator, cryptographic algorithm detection, OEP detection,

amd custom signature creation, among ohers,
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Name: Protection 1D

Page Reference: 270

Author/Distributor: cdkiller

Awvailable From: hitp//pid.gamecopyworld.com

Description: Protection 1D is a GUI-based packing detection scanner for programs relating o Compact
Dz copy protection mechanisms, as well as obfuscated executable files. The ol offers a series of
options, such as “Context Menu,” “Aggressive Scan,” and “Smart Scan,” but without supporting
documentation describing their respective functionalities.
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Windows Executable File Format

Name: PeView

Page Reference: 273

Author/Distributor: Wavne 1. Radburn

Available From: hitp:/fwww, magma.ca’~wjr/PEview. zip

Deseription: PEView is a dual-paned graphical PE file parsing tool, providing the digital investigator
with an intuitive view of PE file structure and contents; toggle buttons allow for hierarchial drilling down
decper into the target file.
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Name: Anywhere PE Viewer

Page Reference: 273

Author/Distributor: Artem Kuropiey/UICWarne

Available From: hupaifwww.ucware comfapeviindex. him

Description: Written in Java, Anywhere PE Yiewer is a cross-platform PE file viewer that provides for
convenient drag-and-drop target file loading. The analvat interfzce is divided into four tabs for separate
viewing of the PE Header, Impont Table, Expont Table, and Resources.
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Name: PE Explorer

Page Reference: 273

Author/Distributor: Heaven Tools

Available From: hipiifheaventools comfoverview. him

Description: One of the few commerical PE analysis tools, PE Explorer is a robust graphical utiliny that
allows the digital investigator to conduect deep analysis into a suspect PE file’s structure and contents to
develop a file profile. PE Explorer includes a PE file viewer, Resource Viewer, Dependency Scanner, and
Symbol/Debug information viewer, among other features,
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Name: InspectEXE

Page Reference: 273

Author/Distributor: Silurian Software

Available From: herpeifwww silurian.com/win32finspect.htm

Description: InspectEXE is a PE viewing utility that can be mvoked through right-clicking a suspect
executable and selecting “Properties.” Like FileAlvzer, InspectEXE identifies PE strecture information,
version information, and other granular details about the target file, as seen in the figure below,
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Nume: Exeinfo
Page Reference: 273
AuthorDistributor: Nir Sofer/Nimsoft

Available From: hitpzfwwwnirsoftnetiunil</excinfo himl

Description: A grest deag-and-drop GUT ool for obisining PE file details Gacloding. diis and driver files), is
Nirsolt"s Exeinfo. Simply drag a suspect file o the imerface and the wol will query the file and print the
resules within the interface, as illustrated inthe figare below. In addition 1o identifying the lle tvpe, Excinfo
presenis basic executable stnscture details, Created and Modified diates and times, and file meladata,

il availahle,

Malicious Document Analysis

Malicious Document Analysis: PDF Files

Name: Origami

Page Relerence: 286287

Author/Distributor: Gillaume Delugné, Frédénic Raynal (Contributor )

Available From: hitpelfesec-lab sogeti. comfdotclearfindex_php?pages/Origami;

hutpaicode. googhe. com/pon gami-pei/

Deseripthon: Origami is o framework nﬂu.'hwri'llm ul Ruby designed 1o parse and analyze malicious
PDF docaments ax well as 1o g for research purposes. Ongaimi contsing
o seTies nfmtypuws—mm m‘qﬂs{dmnhﬂl in the table below), scripts, and Walker (a GTK GUI
interface 1o examine saspect PDF files, depicted in the figure below).
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Name: PDF Toolkit (pdftk)

Page Reference: 291

Author/Distributor: PDF Labs

Available From: hup:/www. pdilabs.com’ools/ pdiik-the-pdf~oolkit

Description: Although not specifically geared toward malicious PDIF analysis, pditk, a multifunctional
CLI tool, has a number of functions that can assist the digital investigator in probing PDF data, including
mtadata extraction (shown below) and stream decompression.

C:iMalware Lab>pdftk.oxe c:\Malware\FDFs\CMSIconi.pdf dump_data
Infolay: ModDate

InfoValue: Di20000629103444+08 00"

InfoEey: CreationDate

InfoValue: D:20100629103353+08°'00°

PA£ID0: cBGaTdddfablbdlafi0dsd2%ec?Tda

PAEID: BITL92155906430%a3del1Efadlant
HunberofPages: 1

Name: Jsunpack-n

Page Reference: 29

Author/Distributor: Blake Hartsicin

Available From: hitps:ffcode.google comfpljsunpack-nf; Isunpack: hitp2fjsunpack jeck.orgfdecigo

Description: Jsunpack-n, *a generic JavaScript unpacker,” is a suite of tools written in python designed o
emulate browser functionality when navigating 1o URL=. Although a powerful tool for researchers to
idenfity client-side browser vulnerabilitics and exploits, Jsunpack-n is also a favorite ool of digital
investigators o examine suspect PDF files and extract embedded Javascript. In the figure below, the

pdf . py scniplis used 1o extract JavaScript from a suspect PDF file specimen and write it (o a separate
file for further analysis.

malwarelabBMAP-Workstation: =/Teole/Linux/ jeunpack-ng ./ pdf.py
fhome/malwarelab/Desktop/merry christmas' UNZIFFED.pdf

processing /home/malwarelab/Desktop/merry christmas URZIFFED.pdfl1]
parsing /home/malwarelab/Desktop/merry christmas UNZIFFPED.pdf
failed to decompress object 26 0
Found JavaScript in 31 0 (3106 bytes)
children |}
tags [['Filter’, ""], ['FlateDecode', ""], [’'Length', "1213°7]]

indata = <</Filter[/FlateDecode |/Length
1213>>atreaniVe0GaYd) }SPRED ) Lo y=¥ep<t>Sa-=<9<a ' g7-] ghhilwandhy

Wrote JavaScript (9085 bytes -- 5979 headera / 3106 code) to f£ile
fhome/malwarelab/Desktop/merey christmas UNZIFPED.pdf.out
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Name: PDF Struclazer

Page Reference: 193

AunthorDistributor: Enc Filol, et al/Ecole supéneure d Informatique, Elecironiquest Aubomatique
{ESIEA)

Avallable From: higpefwww esica-recherche ou/ data/ PDFS 0S5 rectazer.one

Ilrwriplinm P Stractazeris a GLUT-based PIF Jml:.u-. tool, sllowing the digital iy estigator o
examine the structure and contents of PDF fles

LT T ——

Name: PDFMiner

Page Relerence: 291

AuthorMistrbutor: Ywuke Sjtil'l}':ullil

Avallable From: hitp:ffwwwsounivoser.ongf~cuske/python' pdfminenfindes. htmi

Deseription: PDEMiner is a python PDF parser and analyzer. PDE Miner consists of numerous ptyhon
seripts o examine the extual dati inside of a PDF file, including pdf2txt . py (extracts text contents from
a PDF file) ond dumppds . py (dumps the internal contents of a PDF file in pseudo-XML format),

Kame: PDF Stream Dumper

Puge Reference: 293

AuthorTHstributor: Sandsprite, comn

Available From: hitp:fandsprite.com/blogs/inde s phpfuid=T& pid=57

Description: PDF Stream Dumper is a feature-rich GUL-bised malicious PDF analysis sool. Useful for
every phase of suspect PDF file profiling, PDF Stream Dumper has numerous specialized tools 1o
exmmine the PDF file structure, individual elements, and objects: scan for known exploits: and axtract

obfascated JavaScript




MName: Malzilla

Page Reference: 293

Author/Distributor: Boban Spasic, aka bobby

Available From: hupfmalzillasourceforge.net/downloadshiml

Deescription: Described by the developer as a malware hunting tool, Malzilla is commonly used by
malicious code researchers to navigate to potentially malicious URLs in an effont to probe the contents for
malicious code and related anifacts. However, Malzilla has a variety of valuable decoding and shellcode
analysis features making it an essential tool in the digital investigator's arsenal for exploring malicious
PDF files.

e s | s | 8 s sy | ke maem | uy | bt Pyt | | | s | e | e | e |

Name: POF Scanner

Page Reference: 291

Author/Distributor: Jerome Segura/Parctologic

Available From: hitpeihlogs parctologic.com/malwaredianesfindex, php/pdf-scanner!

Deseription: PDF Scanner comes with two files: o command-ling utility (pdf_scan. exe) thal scans
PDF files and classifies them according to a risk level based upon file contents and a batchscript

(pdf . bat) that scarches the subject system’s hard drive for PDF files and then scans identified files with
pdf_scan.exe o determine maliciousness.
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Nume: PDF-Analyzer

Page Relerence: 293

Author/Dstributor: Ingo Schmockel

Available From: hatplfwww. pdi-annlyeer.com

Description: Although not peared toward malicious PDF forensics, PDF-Analyzer is a graphical FDE
analyis tool that can be used by the digital investigator 1o extrmct metadata, view file structunes and

properties in a tanget PDF specimen.
e

Name: Open PDF Analysis Framework (OPAF)

Page Reference: 291

Auther/Distributor: Felipe Andres Manzano

Available From: hitps-ffcode. google com/plopall

Deseription: OPAF is a suite of eight python senpis 1o parse and extract PDF elements.

Malicious Document Analysis: Microsoft Office Files

Name: STG

Page Reference: 207-208

Author/Distributor: Microsoft

Available From: hitpe/fsupport microsoft.com/kbi 1 39545

Description: S5TG s a basic GUT utility to browse OLE Structured Storage Nles.
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Name: BiffView

Page Reference: 297-293

Author/Distributor: DIaLOGIKa

Avallahle From: hitp:ib2 xiranshator. sourceforge.net/

Deseription: Microsofl Office Excel workbooks are compound files soved in Binary Interchange File
Formal { BIFF), which contain storages and numerows streams. As o pant of the Office Binary (doc, sls,
ppt) Translator o Open XML project, BilfView was developed in an elfor w analyze the BIFF file
stracture. Upon processing a target file, BiffWiew prints an easily navigable HTML file containing the
siructures of the target file,

e it s e BT e a8 4oy L T
Fu it re——— T S T e T

Name: SSView

Page Relerence: 297-208

Author/Distributor; MiTel

Available From: hitp: www,mitec.cz/ssv himl

Description: Useful for examining a suspect document for indicators of malice, S5View is a lightweight
graphical 1ol for parsing the structures and contents of Microsolt OLE Structured Storage files.

490



Malicious Document Analysis: CHM Files

Name: CHM-2-HTML
Page Reference: 3049

Author/Distributor: MacroObject

Available From: hitpafwww. macrobject.comden/chm-2-himlfindex him

Description: Although not designed as a malicious CHM analysis tool, as a CHM w0 HTML converter,
CHM-2-HTML quickly converts the clements of 2 CHM into an HTML page, while extracting and
separating out executable files.

! For more information about Miss Identify, go to httpz/missidentify.sourceforge.net/.

2 For more information about MWSnap, go to
http//www.mirekw.com/winfreeware/mwsnap. html.

3 For more information on the MD3 algorithm, go to http//www. fags.org/rfes/rfe 1321 htil,
% For more information on the SHA1 algorithm, go to http7/www.fags.org/rfes/rfc3 174 htmil.
> For more information about mdsdeep, go to httpz/mdSdeep.sourceforge.net.

¢ For more information about HashMyFiles, go to
http//www.nirsoft.net/utils/hash my files.html.

7 For more information about ssdeep, go to httpz/ssdeep.sourceforge.net.
8 For more information about bytehist, go to
http//www.cert.at/downloads/software/bytehist en.html.
? For more information about BinVis, go to http7/code.google.con/p/binvis/.
491



10 For more information about MiniDumper, go to httpz/mark0.net/soft-minidumper-e.htri,

1 For more information about the File Identifier tool, go to
http//www.optimasc.comyproducts/fileid/index. html.

12 For more information about the Optima SC magjc file, go to
http//www.optimasc.conyproducts/fileid/magic- format.pdf and www.magicdb.org.

13 For more information about TrID, go to httpz/mark0.net/soft-trid-e. htm.

14 For a list of the file signatures and definitions, go to http:/mark0.net/soft-trid-deflist. htrr.

15 For more information about TridScan, go to http//mark0.net/soft-tridscan-e.htri,

16 For more information about TrIDNet, go to http:/mark0.net/soft-tridnet-e.htr,

17 For more information about Avast, go to http7//www.avast.com/free-antivirus-download,

18 For more information about AGV, go to http/free.avg com/us-en/company-profile.

19 For more information Avira AntiVir Personal, go to http:/www.free-av.cony.

20 For more information about ClamWin, go to http:/www.clanwin.com.

21 For more information about F-Prot, go to http7//www. f-prot.com/products/home _use/linux/.

22 For more information about BitDefender, go to http:/www.bitdefender.com/PRODUCT-14-
en--BitDefender-Free-Edition.html.

23 For more information about Panda, go to http/research. pandasecurity.conyfree-
commandline-scanner/.

24 http/msdn.microsoft.comymicrosoft.conven-us/library/aa383749.aspx.

23 httpy/search.microsoft.conyAdvancedSearch.aspx?mkt=en-US&qsc0=0&FORM=BAFF

26 One example of a greetz can be found inside the Zotob worm code, in the phrase “Greetz to
good friend Coder” (http//www.f-secure.com/weblog/archives/archive-082005. html).

27 For more information about strings . exe, go to httpz/technet.microsoft.conven-
us/sysinternals/bb897439.

28 For more information about BinText, go to http7/www.meafee.com/us/downloads/free-
tools/bintext.aspx.

29 For more information about bumpsIN, go to httpz/support.microsoft.convkb/177429.

30 For more information about Visual Studio, go to
http//www.microsoft.com/express/Downloads/#http//www.microsoft.com/express/Downloar
(Visual Studio Express version) and http//www.microsoft.com/visualstudio/en-
us/products/2010-editions/professional/overview (Visual Studio Professional).

31 For more information about dumpbinGUI, go to
http//www.cheztabor.conydumpbinGUI/index. htm
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32 For more information about Dependency Walker, go to http:/www.dependencywalker.cony.
33 For more information about exiftoo1, go to http7//www.sno.phy.queensu.ca/~phil/exiftool.
3% For more information about GT2, go to http:/philip. helger.com/gt/index. php.

33 For more information about PEIiD, go to http7//www.peid.info.

36 For more information about Language 2000, go to http:/farrokhi.net/language/language. zip.
37 For more information about pestat, go to httpz/www.rmicrosoft.net/.

38 For more information about EXE Explorer, go to http:/www.mitec.cz/exe.hti,

3 For a list of Language Identifier Codes, go to httpz/msdn.microsoft.conven-
us/library/aa912040.aspx.

40 For a list of Character Codes, go to httpz/msdn.microsoft.conven-us/library/cc195051.aspx.
I For more information about PE Explorer, go to http7//www.heaventools.comoverview. htm.

“2 For a good discussion on file packing prograns and obfiiscation code analysis, see Lenny
Zeltser’s SANS Forensics 610, Reverse-Engineering Malware: Malware Analysis Tools
and Techniques, 2010.

“3 For more information about PEID, go to http//peid.info/.
# For more information on PEIiD plug-ins, go to http:/www.peid.info/plugins/.

%5 Lyda, R., and Hanrock, J. (2007). Using entropy analysis to find encrypted and packed
malware, IEEE Security and Privacy (S&P).

46 For more information about Mandiant Red Curtain, go to
http//www.mandiant.conyproducts/free_software/red _curtain/.

47 For more information about PE Detective, go to http:/www.ntcore.com/pedetective.php.
8 For more information about RDG, go to http7//www.rdgsoft.8k.cony.

4 For more information about pefile, go to httpz/code.google.convp/pefile/.

Y To obtain a copy of packerid. py, go to http:/handlers.dshield.org/jclausing/packerid. py.
>1 httpy/www.peid.info/BobSoft/Downloads. html.

32 httpy/research. pandasecurity. comyblogs/images/userdb. txt.

>3 For more information about Anubis, go to httpz/anubis. iseclab.org/.

>* For more information about Yet Another Binder, go to http7/gsa.ca.com/pest/pest.aspx?
ID=453073945.

>3 http/msdn.microsoft.conven-us/windows/hardware/gg463119.aspx.
%6 Some of the foundational whitepapers on the subject are authored by Matt Pietrek, including;

Peering Inside the PE: A Tour of the Win32 Portable Executable File Format
(http7//msdn.microsoft.comven-us/library/ms809762.aspx) and An In-Depth Look into the
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Win32 Portable Executable File Format (http2/technet.microsoft.conven-
us/library/bb985992.aspx).

>7 httpy//www.openrce.org/reference _library/files/reference/PE%620F ormat. pdf.

38 http//www. wheaty.net/pedump. zip.

> For more information about PEView, go to httpz/www.magnma.ca/~wjt/.

% For more information about Anywhere PE Viewer, go to
http//www.ucware.convapev/ndex.htm

%I For more information about CFF Explorer, go to http:/www.ntcore.convexsuite. php.

%2 For more information about the IMAGE NT HEADERS structure, go to
http//msdn.microsoft.conven-us/library/ms680336%628v=vs.85%29.aspx.

%3 For more information about the IMAGE FILE HEADER structure, go
http//msdn.microsoft.conven-us/library/ms6803 13%28v=vs.85%29.aspx.

% Microsoft Portable Executable and Common Object File Format Specification, Section 2.3,
Revision 8.2—September 21, 2010.

% For more information about the IMAGE OPTIONAL HEADER structure, go to
http//msdn.microsoft.conven-us/library/ms680339%628v=vs.85%29.aspx.

% Microsoft Portable Executable and Common Object File Format Specification, Section 2.4,
Revision 8.2—September 21, 2010.

67 For detailed information about the Portable Document Format, see the Adobe Portable
Document File Specification (International Standard ISO 32000-1:2008),
http//www.adobe.convdevnet/pdfipdf reference.html.

%8 Portable Document Format Specification (International Standard ISO 32000-1:2008),
Section 7.3.8.1.

% Portable Document Format Specification (International Standard ISO 32000-1:2008),
Section 7.5.4, Note 1.

70 Portable Document Format Specification (International Standard ISO 32000-1:2008),
Section 7.5.5.

I Further detail can be found in the PDF specification documentation: Portable Document
Format Specification (International Standard ISO 32000-1:2008); International Organization
for Standardization (ISO) 2008; Adobe Extensions to ISO 32000-1:2008, Level 5; Adobe
Supplement to the ISO 32000-1:2008, Exension Level 3.

72 For more information about Origami, go to http:/code.google.com/p/origami-pdf.

73 For more information about jsunpack-n, go to https:/code.google.com/p/jsunpack-1v.

74 For more information about Origami, go t‘?g}‘llttps//code. google.com/p/origami-pdf’.



73 For more information about SpiderMonkey, go to http7/www.mozilla.org/js/spidermonkeyy.

76 For more information about Didier Stevens’ version of SpiderMonkey, go to
http7//blog.didierstevens.comyprograms/spidermonkey’.

77 For an exanple of this paradigm, see “PDF file loader to extract and analyze shellcode,”
http//www.hexblog.com/?p=110.

8 Heap spraying works by allocating multiple objects containing the attacker’s exploit code in
the program’s heap—or the area of memory dynamically allocated for the program during
runtime. Ratanaworabhan, P., Livshits, B., and Zorn, B. (2008), NOZZLE: A Defense
Against Heap-spraying Code Injection Attacks, SSYM’09 Proceedings of the 18th
conference on USENIX security symposium

7 For an example of this infection paradigm, see “Explore the CVE-2010-3654 matryoshka,”
http//www.computersecurityarticles.info/antivirus/explore-the-cve-2010-3654-matryoshka/.

80 For more information about shel1code2exe, including its implementation in other tools, see
http//winappdbg.sourceforge.net/blog/shellcode2exe.py;
httpz//breakingcode.wordpress.conm/2010/01/18/quickpost-converting-shellcode-to-
executable-files-using-inlineegg/; (as implemented in PDF Stream Dumper,
http7/sandsprite.convblogs/index. php?uid=7&pid=57); and (as implemented in the Malcode
Analysts Pack,
http/labs.idefense.conysoftware/malcode.php#more _malcode+analysis+pack).

81 http/zeltser.comvreverse-matware/ConvertShellcode. zip.

82 httpy/sandsprite.comyshellcode 2 exe.php.

8 For more information about PDF Dissector, go to http:/www.zynamics.com/dissector. htm.

8 For more information about PDF Stream Dummper, go to
http//sandsprite.comyblogs/mdex. php ?uid=7&pid=57.

85 For more information about PDFubar, go to http:/code.google.com/p/pdfubar.

8 For more information about Malzilla, go to httpz/malzlla.sourceforge.net/.

87 httpv/msdn. microsoft. conven-us/library/cc3 13105%28v=office. 12%29.aspx.

88 http//www.microsoft.convinterop/docs/officebinaryformats.mspx;
httpz//download.microsoft.com/download/2/4/8/24862317-78F0-4C4B-B355-
C7B2C1D997DB/OfticeFileFormatsProtocols.zip.

89 http//download. microsoft.com/download/0/B/E/0BESBDD7-E5SES-422 A- ABFD-
4342ED7AD886/WindowsCompoundBmnaryFileFormatSpecification. pdf.

% The Microsoft Word Binary File Format specifications can be found at
httpz//download.microsoft.com/download/2/4/8/24862317-78F0-4C4B-B355-
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C7B2C1D997DB/%%SBMS-DOC%5D.pdf and at
http//download.microsoft.com/download/5/0/1/501ED102-E53F-4CE0-AA6B-
BOF93629DDC6/Word97-2007BmaryFileFormat(doc)Specification.pdf.

1 http//msdn.microsoft.conmven-us/library/dd92613 1%:280ffice. 12%29.aspx.

92 http//msdn.microsoft.conven-us/library/dd949344%:28v=office. 12%29.aspx.

93 httpv//download.microsoft.con/download/2/4/8/248623 17-78F0-4C4B-B355-
C7B2C1D997DB/%%SBMS-OSHAREDY5D.pdf.

% The Microsoft PowerPoint Binary File Format specifications can be found at
http//msdn.microsoft.comven-us/library/cc313106%28v=oflice.12%29.aspx;
httpz//download.microsoft.com/download/2/4/8/24862317-78F0-4C4B-B355-
C7B2C1D997DB/%%S5BMS-PPT%5D.pdf; and
httpz//download.microsoft.com/download/5/0/1/501ED102-E53F-4CE0-AA6B-
BOF93629DDC6/PowerPoint97-2007BmaryFileFormat(ppt)Specification. pdf.

93 The Microsoft Excel Binary File Format specification can be found at
http//msdn.microsoft.comven-us/library/cc313133%28v=oflice.12%29.aspx;
httpz//download.microsoft.com/download/2/4/8/24862317-78F0-4C4B-B355-
C7B2C1D997DB/%SBMS-XLSB%S5D.pdf.

% The Office Open XML file format specification documents can be found at
http//msdn.microsoft.conven-us/library/aa338205%28office. 12%629.aspx.

7 For more information about WinRaR, go to http:/www.rarlab.cony.

%8 For more information about Unzip, go to http/www.info-zip.org/.

% For more information about 7-Zip, go to http/www.7-zip.org/.

100 Eor more information about officecat, go to httpz/www.snort.org/vit/vit-
resources/officecat.

101 For more information about OffVis, go to
httpz//blogs.technet.com/b/srd/archive/2009/09/14/oftvis-updated-office- file- format-traning-
video-created.aspx; http/go.microsoft.com/fwlink/?LinkId=158791.

102 For more information about exiftool, go to http:/www.sno.phy.queensu.ca/~phil/exiftool/.
103 For more information about OfficeMalScanner, go to
http//www.reconstructer.org/code.html.

104 Boldewin, F. (2009). Analyzing MS Office Malware with OfficeMalScanner,
http//www.reconstructer.org/papers/Analyzing’e2 0MSOffice%62 Omalware %62 0with%62 00 fic
and Boldewin, F. (2009). New Advances in MS Office Malware Analysis,
http//www.reconstructer.org/papers/New%o20advances%620m%20Ms%6200 fice%620malwa
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105 Boldewin, F., 2009, Analyzing MS Office Mabware with OfficeMalScanner, p. 8.

106 For more information about exi ftoo1, go to httpz/www.sno.phy.queensu.ca/~phil/exiftool.

107 For more information about the National Library of New Zealand (NLNZ) Metadata
Extractor, go to http//meta-extractor.sourceforge.net/.

108 Eor more information about CHM Decoder, go to http/www.gridinsoft.com/chm. php.

109 The wide variety of anti-virus signature names for certain threats caused the Mitre
Corporation to create the Common Malware Enumeration project “{tJo provide single,
common identifiers to new virus threats and to the most prevalent virus threats n the wild to
reduce public confusion during malware incidents.” See http://cme.mitre.org/mdex. html.
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Chapter 6

Analysis of a Malware Specimen

498



Solutions in this chapter:

* Goals

* Guidelines for Examning a Malicious File Specimen

» Establishing the Environment Baseline

* Pre-execution Preparation: System and Network Monitoring

* Execution Artifact Capture: Digital Impression and Trace Evidence

* Executing the Malware Specimen

* Execution Trajectory Analysis: Observing Network, Process, API, File System, and Registry
Activity

* Automated Malware Analysis Frameworks

* Online Malware Analysis Sandboxes

* Defeating Obfuscation

* Embedded Artifacts Revisited

* Interacting with and Manipulating the Malware Specimen: Exploring and Verifying Specimen
Functionality and Purpose

* Event Reconstruction and Artifact Review: Post-run Data Analysis

* Digital Virology: Advanced Profiling through Malware Taxonomy and Phylogeny

* Conclusion
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Introduction

Through the file profiling methodology, tools, and techniques discussed in Chapter 5, substantial
nsight into the dependencies, strings, anti-virus signatures, and metadata associated with a suspect file
can be gained, and then used to shape a predictive assessment as to the specimen’s nature and
functionality. Building on that information, this chapter will further explore the nature, purpose, and
functionality of a suspect program by conducting a dynamic and static analysis of the binary. Recall
that dynamic or behavioral analysis mvolves executing the code and monitoring its behavior,
mteraction, and effect on the host system, whereas static analysis is the process of analyzing
executable binary code without actually executing the file. During the course of examining suspect
programs in this chapter, we will demonstrate the importance and inextricability of using both dynamic
and static analysis techniques to gain a better understanding of a malicious code specimen. As the
specimens examined in this chapter are pieces of actual malicious code “from the wild,” certain
references such as domain names, IP addresses, company names, and other sensitive identifiers are
obfuscated for privacy and security purposes.
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Goals

P While analyzing a suspect program, consider the following:

» What is the nature and purpose of the program?

» How does the program accomplish its purpose?

* How does the program interact with the host system?

* How does the program interact with the network?

» How does the attacker interact (command/control/etc.) with the program?

» What does the program suggest about the sophistication level of the attacker?
» Is there an identifiable vector of attack the programuses to infect a host?

* What is the extent of the infection or compromise on the system or network?

P Though difficult to answer all of these questions—as many times key pieces to the puzze such
as additional files or network-based resources required by the program are no longer available to the
digital mvestigator—the methodology often paves the way for an overall better understanding about
the suspect program

P When working through this material, remember that “reverse-engmneering” and some of the
techniques discussed in this chapter fall within the proscriptions of certain international, federal, state,
or local laws. Similarly, remember also that some of the referenced tools may be considered “hacking
tools” in certain jurisdictions, and are subject to similar legal regulation or use restriction. Please refer
to Chapter 4 for more details, and consult with counsel prior to implementing any of the techniques
and tools discussed in these and subsequent chapters.

% Analysis Tip

Safety First

Forensic analysis of potentially damaging code requires a safe and secure lab environment. After
extracting a suspicious file from a system, place the file on an isolated or “sandboxed” system or
network to ensure that the code is contained and unable to connect to or otherwise affect any
production system. Similarly, ensure that the sandboxed laboratory environment is not connected to
the Internet, local area networks (LANSs), or other non-laboratory systens, as the execution of
malicious programs can potentially result in the contamination of, or damage to, other systens.
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Guidelines for Examining a Malicious File Specimen

This chapter endeavors to establish a general guideline of the tools and techniques that can be used to
examine malicious document files and executable binaries in a Windows environment. However, given
the seemingly endless number of malicious code specimens now generated by attackers, often with
varying functions and purposes, flexibility and adjustment of the methodology to meet the needs of
each individual case is most certainly necessary. Some of the basic precepts we will explore include:

» Establishing the environment baseline

* Pre-execution preparation

* Executing the malicious code specimen

* System and network monitoring

* Environment emulation and adjustment

* Process spying

* Defeating obfuscation

* Disassembling

* Advanced PE analysis

* Interacting with and manipulating the malware specimen

* Exploring and verifying specimen functionality and purpose
* Event reconstruction and artifact review

* Digital virology: Advanced profiling through malware classification and phylogeny

502



Establishing the Environment Baseline

@T here are a variety of malware laboratory configuration options. In many instances, a
specimen can dictate the parameters of the lab environment, particularly if the code
requires numerous servers to fully function, or more nefariously, employs anti-virtualization
code to stymie the digital investigator’s efforts to observe the code in a virtualized host
system.

P Use of virtualization is particularly helpful during the behavioral analysis of a malicious code
specimen, as the analysis often requires frequent stops and starts of the malicious program in order to
observe the nuances of the program’s behavior.

* A common and practical malware lab model will utilize VMware (or another virtualization of
preference, such as VirtualBox)! hosts to establish an emulated “infected” system (typically
Windows XP).2

* A “server” system (typically Linux) is used to supply any hosts or services needed by the
malware, such as Web server, mail server, or IRC server.

* And if needed, a “monitoring” system (typically Linux) that has network monitoring software
available to mtercept network traffic to and from the victim system is used.

Investigative Considerations

* Prior to taking a system “snapshot” (discussed in the following section), install and configure all
of the utilities on the system that will likely be used during the course of analysis. By applying
this methodology, the created baseline system environment can be repeatedly reused as a
“template.”

* Ideally, the infected system can be monitored locally, to reduce the digital nvestigator’s need
to monitor multiple systens during an analysis session. However, many malware specimens
are “security conscious” and use anti-forensic techniques, such as scanning the names of
running processes to identify and terminate known security tools, including network sniffers,

firewalls, anti-virus software, and other applications.2
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System “Snapshots™

P Before beginning an examination of the malicious code specimen, take a snapshot of the system that
will be used as the “victim” host on which the malicious code specimen will be executed.

* Implement a utility that allows comparison of the state of the system after the code is executed
to the pristine or original snapshot of the system state.

* In the Windows environment, there are two kinds of utilities that we can implement that
provide for this finctionality: #ost integrity monitors and installation monitors.

Host Integrity Monitors

P Host Integrity or File Integrity monitoring tools create a system snapshot in which subsequent
changes to objects residing on the system will be captured and compared to the snapshot. These tools
typically monitor changes made to the file system, Registry, and .ini files. Some commonly used host

integrity system tools for Windows include Winalysis,#WinPooch,2 RegShot (Figure 6.1),2 FingerPrint
v2.1.3,Z and ESET SysInspector,® which are discussed in greater detail in the Tool Box section at the

end of'the chapter and on the companion Web site.g‘x
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Installation Monitors

P Another utility commonly used by digital investigators to identify changes made to a system as a
result of executing an unknown binary specimen is installation monitors (also known as installation
managers). Unlike host integrity systems, which are intended to generally monitor all system changes,
nstallation monitoring tools serve as an executing or loading mechanism for a target suspect program
and track all of the changes resulting from the execution or installation of the target program—typically
fle system, Registry, and .imi file changes. Some examples of mstallation monitors include

InstallWatch, 12 InCrtl5 1L InstallSpy, 12 and SysAnalyzer (Figure 6.2).1—3ﬂ
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P The first objective in establishing the baseline system environment is to create a system
snapshot so that subsequent changes to the system will be recorded.

* During this process, the host mtegrity monitor scans the Registry and file system, creating a
snapshot of the system in its normal (pristine) system state.

 The resulting snapshot will serve as the baseline system “template” to compare against
subsequent system changes resulting from the execution of a suspect program on the host

system (see Figure 6.3).
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* After creating a system snapshot, the digital nvestigator can invoke the host integrity monitoring
software to scan the file system and Registry for changes that have manifested on the system
as a result of executing the suspect program

» Although the detail and structure of reports differ, each of the above referenced monitoring
utilities compile and generate a report of the results after identifying the changes.
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Pre-Execution Preparation: System and Network
Monitoring

[‘Z[A valuable way to learn how a malicious code specimen interacts with a victim system,
and identify risks that the malware poses to the system, is to monitor certain aspects of the
system during the runtime of the specimen.

P Tools that monitor the host system and network activity should be deployed prior to execution
of a subject specimen and during the course of the specimen’s runtime. In this way, the tools will
capture the activity of the specimen from the moment it is executed. On a Windows system, there are
five areas to monitor during the dynamic analysis of malicious code specimen:

* Processes

* The file system

* The Registry

* Network activity
* API calls

P To effectively monitor these aspects of an infected malware lab system, use both passive and
active monitoring techniques (see Figure 6.4).

‘ File ‘ I | | ‘
Processes System Registry MNetwork API Calls

Active Monitoring

Pristine - Infected _ Post-run
Snapshot Host Snapshot

Passive Monitoring
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Implementation of passive and active monitoring techniques

% Analysis Tip

Document your “Digital Footprints”

The digtal mvestigator should interact with the victim malware lab system to the smallest degree
practicable in an effort to minimize “digital footprints” in collected data. Similarly, the digital
mvestigator should document any action taken that could result in data that will manifest in the
monitoring process, particularly if another investigator or party will be reviewing the monitoring output.
For exanple, if, during the course of monitoring, the digital investigator launches caic.exe to check a
hexadecimal value, it should be noted. Documenting investigative steps minimizes perceived anomalies
and distracting data that could complicate analysis.

Passive System and Network Monitoring

mPassive system monitoring involves the deployment of a host integrity or installation
monitoring utility. These utilities run in the background during the runtime of a malicious
code specimen, collecting information related to the changes manifesting on the host system
attributable to the specimen.

P After the specimen is run, a system integrity check is performed by the implemented host
mtegrity or installation monitoring utility, which compares the system state before and after execution
of the specimen.

Active System and Network Monitoring

mActive system monitoring involves running certain utilities to gather real-time data
relating to both the behavior of the malicious code specimen and the resulting impact on
the infected host. The tools deployed will capture process information, file system activity,
API calls, Registry, and network activity.
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Processes Monitoring

P After executing the suspect program, examine the properties of the resulting process and other
processes running on the infected system. To obtain context about the newly created suspect process,
pay close attention to:

* The resulting process name and process identification number (PID)

* The system path of the executable program responsible for creating the process

* Any child processes related to the suspect process

* Modules loaded by the suspect program

* Associated handles

* Interplay and relational context to other system state activity, such as network traffic and

Registry changes

P A valuable tool for gathering process information in a clean, easy to navigate GUI is Process

Explorer12 As shown in Figure 6.5, during the analysis of a malicious PDF file, spawned processes
are identified with Process Explorer; by right-clicking on a target process and selecting “Properties,”
deeper analysis into the process can be conducted.
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Monitoring process activity with Process Explorer
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« Other utilties that similarly can gather these details include CurrProcess,
ProcessActivityView,12 Explorer Suite/Task Explorer,.Z Process Hacker, 12 PrcView,2 and

MiTec Process Viewer.2!

File System Monitoring

P In addition to examining process information, it is important to also examine real-time file system
activity on an infected system during dynamic analysis.

« The de facto tool used by many digital investigators is Process Monitor (ProcMon),2 an
advanced monitoring tool for Windows offered by Microsoft. Process Monitor combines the

features of two legacy Microsoft tools, FileMor?2 (File Monitor) and RegMon? (Registry
Monttor), along with process, thread, and network port monitoring functionality into one

comprehensive toolﬁ‘x

 To provide continuity, the Process Monitor user interface incorporates the RegMon and
FileMon icons, which serve as switches that allow the user to filter captured content by event
type; since Process Monitor v2.94 events can also be filtered by process activity, network
port activity, and profiling events.

* The FileMon feature of Process Monitor reveals the system path of the activity, files, and .dllls
opened, read, or deleted by each running process, as well as a status colunmn, which advises
of the failure or success of the monitored activity.

* For exanple, in Figure 6.6, the file system activity resulting from the execution of a malicious
PDF file is captured in granularity with Process Monitor, allowing the digital investigator to
trace the trajectory of the malicious PDF as it executes.
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Monitoring file system activity during the execution of a malicious PDF file with Process
Monitor

* Having an “umbrella” tool such as Process Monitor, which gathers nformation relating to all
system aspects, is particularly helpful because its use limits the number of tools that the digital
mvestigator needs to toggle between to ensure that all of the pertinent real-time activity relating
to the suspect program is observed.

» Unlike the legacy tools FileMon and RegMon, Process Monitor enables the digital nvestigator
to save the monitoring session in native Process Monitor Format (PML), allowing the session
to be loaded back into Process Monitor for later analysis.

a¥ Other Tools to Consider

File and Directory Monitoring

There are a number of utilities that help keep tabs on system behavior during the course of dynamic
malware analysis. Many of these tools serve as “tripwires,” alerting the digital investigator to potential
issues that warrant deeper investigation.

ProcessActivityView. Allows the digtal investigator to monitor the file system activity
(file/folders  opened, closed, read/write) associated with a target process
(http//www.nirsoft. net/utils/process_activity view.htm).

Tiny Watcher: Runs in the background and monitors key changes on the subject system, such
as when an application is installed or changed, modifications in specific system folders, and

changes to important areas of the Registry (http2/kubicle.dcmembers.com/watcher/).
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DirMon: File system change monitoring utility for Windows N'T/2000/XP. The utility can be run
either observable to the digital investigator, or silently in the background, and it generates the
HTML log of file system changes (http//www.gibmsoft.net/).

Further tool discussion and comparison can be found in the Tool Box section at the end of this
chapter and on the companion Web site, hitp//www.malwarefieldguide.con/Chapter6.html.

Registry Monitoring

P Just as the FileMon feature of Process Monitor is a staple nvestigative tool for file system activity
analysis, the RegMon feature is commonly used in tandem and actively reveals which processes are
accessing the host system’s Registry, keys, and the Registry data that is being read or written.

* Process Monitor includes a Registry Summary feature that provides an overview of Registry
paths accessed during active monitoring, with additional filtering based upon event type.

» Unlike static Registry analysis tools, the advantage of using Process Monitor with the RegMon
feature during dynamic analysis of a malicious code specimen is that it provides the digital
mvestigator with the ability to trace how prograns are interacting with the Registry in real time.

* Figure 6.7 displays the RegMon feature of Process Monitor capturing real-time Registry
activity of a malicious process creating an autorun entry for a newly spawned child process.
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Monitoring Registry activity with Process Monitor using the RegMon feature
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% Analysis Tip

Auto-starting Artifacts

Another aspect of Registry monitoring the digital mnvestigator should consider is “auto-starting”
artifacts. When a system is rebooted, there are a number of places that the Windows operating
system uses to automatically start programs. These auto-starting locations exist in particular folders,
Registry keys, system files, and other areas of the operating system. References to malware may be
found in these auto-starting locations as a persistence mechanism, increasing the longevity of a hostile
program on an infected computer. The number and variety of auto-start locations on the Windows
operating system have led to the development of tools for automatically displaying programs that are
configured to start automatically when the computer boots. Some of the more commonly used tools
for discovering these artifacts include:

Autoruns: httpJ/technet.microsoft.com/en-us/sysinternals/bb963902.aspx.

WhatInStartup: http//www.nirsoft.net/utils/what run in_startup.html (supersedes —currently
available but obsolete tool, StartupRun (Strun), http:/www.nirsoft. net/utils/strun. html).

Autostart Explorer: http://www.misec.net/products/autostartexplorer/.
Autostart and Process Viewer: http//www.konradp.com/products/autostart-and-process-
viewer/.

Network Activity

P In addition to monitoring the activity on the infected host system, monitoring the live network traffic
to and from the system during the course of running a suspect program is also important. Monitoring
and capturing the network serves a number of investigative purposes.

* First, the collected traffic helps to identify the network capabilities of the specimen. For
instance, if the specimen calls out for a Web server, the specimen relies upon network
connectivity to some degree, and perhaps more important, the program’s interaction with the
Web server may potentially relate to the program’s vector of attack, additional malicious
payloads, or a command and control structure associated with the program
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* Further, monitoring the network traffic associated with the victim host will allow the digital
mvestigator to further explore the requirements of the specimen. If the network traffic reveals
that the hostile program is requesting a Web server, the digital investigator will know to adjust
the laboratory environment to include a Web server, to in effect “feed” the specimen’s needs
to further determine the purpose of the request.

* Windows systenms are not natively equipped with a network monitoring utility; however, a
number of them are readily available, ranging from lightweight to robust and multifunctional, as
shown in the box “Other Tools to Consider: Network Monitoring Tools.” windump, the
Windows functional equivalent of tcpdump, is a powerful command-line-based network
capture tool that can be configured to scroll real-time network traffic to a command console n
a human readable format. However, for the purpose of collecting real-time network traffic
during dynamic analysis of a suspect program, it is advantageous to use a tool that provides an
intuitive graphical interface.

* Perhaps one of the most widely used GUI-based network traffic analyzing utilities is
Wireshark 22 Wireshark is a multi-platform, robust, live capture, and offline analysis packet
capture utility that provides the user with powerful filtering options and the ability to read and
write numerous capture file formats.

a¥ Other Tools to Consider

Network Monitoring Tools

Capsa: Robust GUI-based network forensic tool for monitoring and analyzing network traffic
(http-//www.colasoft.com/capsa/).

IP Sniffer: Free packet sniffer and protocol analyzer developed by Erwan’s Lab
(http//erwan.Lfree.fr).

Network Miner Network Forensic Analysis Tool (NFAT) : (http//www.netresec.cony/?
page=NetworkMiner; http:/sourceforge.net/projects/networkminery).

Network Probe: Highly configurable commercial network monitoring  utility
(httpz/www.objectplanet.conyprobe/).

PacketMon: Free GUI-based packet capture tool and protocol analyzer

(http//www.analogx.con CONTENTS/download/network/pmon. htm).
SmartSniff: Free lightweight GUI-based packet capture tool and protocol analyzer, with handy

dual-pane user nterface (http:/www.nirsoft.net/utils/smsniff htim).
Sniff hit: Lightweight network monitoring utility that is included in the Malcode Analyst Pack

and  SysAnalyzer tool  suites 1oifelred by iDefense Labs  (Verisign)
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(httpz/labs.idefense.conysoftware/malcode.php).
Visual Sniffer: Free GUI-based packet capture tool and protocol analyzer

(http//www.biovisualtech.conyvindex. htm).

Further tool discussion and comparison can be found in the Tool Box section at the end of this
chapter.

P Before running Wireshark for the purpose of capturing and scrolling real-time network traffic
emanating to and from a host system, consider the deployment and configuration options.

* The first option is to deploy Wireshark locally on the host victim system. This makes it easier
for the digital mvestigator to monitor the victim system and make necessary environment
adjustments. Recall, however, that this is not always possible, because some malicious code
specimens terminate certain “nosey” security and monitoring tools, including packet-analyzing
utilities.

* As a result, an alternative is to deploy Wireshark from the malware lab “monitoring” host to
collect all network traffic. The downside to this approach is that it requires the mvestigator to
frequently bounce between virtual hosts in an effort to monitor the victim host system.

* Once the decision is made as to how the tool will be deployed, Wireshark needs to be
configured to capture and display real-time traffic in the tool display pane.

* In the Wireshark Capture Options, as shown in Figure 6.8, select the applicable network
mterface from the top toggle field, and enable packet capture in promiscuous mode by
clicking the box next to the option. Further, in the Display Options, select “Update list of
packets in live capture” and “‘Automatic scrolling in live capture.”
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Tl Wireshark: Capture Options
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Wireshark Capture Options

» At this pomt, no filters should be enabled on the traffic. Later, during the course of

mvestigation, applying specific filters based upon identified or known network artifacts may be
appropriate.

Port Activity

P In addition to monitoring the network traffic, examine real-time open port activity on the infected
system, and the port numbers of the remote systems that are requested by the infected system

» With this information, a quick picture of the network capabilities of the specimen may be
revealed. For mstance, if the specimen calls out to connect to a remote system on port 25
(default port for Simple Mail Transfer Protocol, SMTP), there is a strong possibility that the
suspect program is trying to connect to a mail server.

517



* The observable port activity serves as a road map for what to look for in the captured network
traffic. When examining active ports on the infected system, the digital investigator can
observe the following information, if available:

(Local Internet Protocol (IP) address and port
[Remote IP address and port

(IRemote host name

(IProtocol

(IState of connection

(IProcess name and PID

JExecutable program associated with process
(JExecutable program path

P There are a number of free GUI-based utilities that can be used to acquire this information.
Some of the more popular tools include:

« TCPViewZ2 (Microsoft), which provides color-based alerts for port activity (green for opening
ports, yellow for TIME WAIT status, and red for closing ports)

« DeviceLock’s Active Ports utility2/
« CurrPorts (Nirsoft),28 a robust and configurable tool that provides the digital investigator with a

number of filter options and helpful HTML report features (see Figure 6.9)
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API Calls

P Another active monitoring task to perform when conducting dynamic analysis of a malicious code
specimen is to intercept API calls from the program to the operating system

* The Microsoft Windows API provides services used by all Windows-based programs and
enables prograns to communicate with the operating systen?; these communications are
referred to as API calls.

» API calls made by a suspect program can provide significant insight as to the nature and
purpose of the program, such as file, network, and memory access.

* Thus, by monitoring the API calls, the digital investigator can observe the executed program’s
nteraction with the operating system. The intercepted information serves as a great road map
for the mvestigator, often pointing to correlative clues regarding system or network activity.

« A powerful and feature-rich tool for intercepting API calls is TracePlus/Win32, 2 which can
trace 34 categories of API functions (comprising nearly 1,500 API calls).

* There are a variety of other utilities available for intercepting API calls, some of which are more
reliable and robust than others. Many of these tools accomplish the task of intercepting API
calls by mmplementing .dll injection—injecting a .dll mto the address space of the target
process.

« Some of the more popular API call-monitoring utilities include API Monitor, 2LAPISpy32,32
Microsoft Detours,2> APILogger (included with Malcode Analyst Pack and SysAnalyzer), 3

Kerberos,22 AutoDebug2¢ WinAPIOverride, 2. and Kakeeware’s Application Monitor. 3

* As a rule of thumb, the more robust the list of API functions and calls accurately recognized by
the tool, the better. Similarly, for the purpose of malicious code analysis, it is essential to have
a utility that allows the user to isolate the interception of API calls to a specific target program
Otherwise, searching for the calls made by your suspect program through “API noise” from
other applications will prove difficult.

» Further, it is very valuable to have a tool that enables the digital investigator to isolate or “spy”
only on certain functions, as shown in Figure 6.10. We will explore the purpose of that
functionality later in the chapter, using the Spy Studio utility.
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Execution Artifact Capture: Digital Impression and Trace
Evidence

@Similar to real-world crime scenes, digital crime scenes contain valuable impression and
trace evidence that can help identify suspect malware, effects of the infection on the victim
system, and potentially the suspect(s) who deployed the malware. Collection of digital
impression and trace evidence is not a separate monitoring technique; rather, it
encompasses the totality of artifacts collected through both active and passive system
monitoring.

Impression Evidence

P In the traditional forensic science and crime scene analysis contexts, impression evidence is resulting
marks, patterns, and characteristics that have been pressed into a surface at the crime scene, such as
tire treads, footwear, and tool marks.

» Impression evidence is valuable evidence, because it can be a unique identifier relating to the
suspect or it can reveal how certain events or aspects of the crime occurred.

* Impression evidence is collected and preserved for comparison with other evidence,
impressions, exemplars, or known specimens.

* Traditionally, the manner in which investigators gather impression evidence is through an
impression cast, using a material such as a plaster compound, silicone, or powder to create a
duplicate of the impression.

* Collected mmpressions can have individual or class characteristics. Individual characteristics
are those that are unique to one entity or person. Conversely, class characteristics are those
that are common to a group.

Trace Evidence

P Trace evidence n traditional crime scene analysis includes hatr, fibers, soils, particles, residues, and
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other material that is introduced mto the crime scene as a result of contact with the suspect, or
conversely, resulting from victim interaction and contact away from the crime scene, which
introduces the trace evidence into the crime scene. This transfer of trace evidence through contact is
known as Locard’s Exchange Principle— ‘every contact leaves a trace.”

Digital Impression Evidence

P In the context of malware forensics, digital impression evidence is the imprints and artifacts left n
the physical memory, file system, and Registry of the victim system resulting from the execution and
manifestation of suspect malicious code.

* Digital impression evidence can be a unique identifier relating to a particular malicious code, or
it can reveal how certain events occurred while the suspect malware executed and manifested.

* Digital impression evidence can be collected and preserved for correlation and comparison
with other evidence or known malicious code infection patterns and artifacts. For instance,
newly created files on the victim file system should be collected and analyzed.

* Similar to real-world crime scene forensics, collected digital impressions can have individual or
class characteristics.

Digital Trace Evidence

B Digital trace evidence m the context of malware forensics are files and other artifacts introduced
mto the victim systenvdigital crime scene as a result of the suspect malware’s execution and
manifestation, or conversely, resulting from victim online activity, which introduces the digial trace
evidence into the crime scene.

P The collection of digital impression and trace evidence nvolves digital casting —or passively
logging and collecting the digital impression and trace evidence as the malware executes—and
augmenting real-time monitoring and analysis during dynamic analysis of a suspect program. The
resulting “digital cast” supplements evidence collected through host integrity and installation monitors,
which reveal the resulting system changes compared to a pristine system snapshot, but not the totality
of the execution trajectory and how the impression and trace evidence manifested.

* Atool that is helpful to implement on the local system during dynamic analysis to obtain digital
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impression and trace evidence is Capture BAT (Behavioral Analysis Tool).22

* Developed by the New Zealand Honeynet Project for the purpose of monitoring the state of a
system during the execution of applications and the processing of documents, Capture BAT
provides the digital mvestigator with significant insight into how a suspect executable operates
and interacts with a host system, gathering the resulting digital impression and trace evidence.

* Capture BAT monitors state changes on a low kernel level, but provides a powerful filtration
mechanism to exclude “event noise” that typically occurs on an idle system or when using a
specific application.

* This granular filtration mechanism enables the investigator to intuitively identify processes that
cause the various state changes, such as file and Registry writes, modifications, and deletions.
For mstance, as shown in Figure 6.11, upon executing a malicious PDF file, Capture BAT
identifies and logs the creation of processes and the resulting File system and Registry activity.
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13T YW E| Use of CaptureBat to obtain digital impression and trace evidence

P As discussed in Chapter 2, memory forensics is an mtegral part of malware forensics. Recall
that physical memory can contain a wide variety of digital impression and trace evidence, including

malicious executables, associated system-related data structures, and remnants of related user

activities and malicious events.
* The purpose of memory forensics in the scope of analyzing a malware specimen in a laboratory

environment is to preserve physical memory during the runtime of the malware, and in turn,
find and extract data directly relating to malware (and associated nformation) that can provide

additional context.
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* Using the tools and techniques discussed n Chapter 2, the digital mvestigator can harvest
available metadata including process details, network connections, and other nformation
associated with the malware for analysis and comparison with volatile data preserved from the
live victim system in which the malware was collected.

P In addition to these tools and techniques, digital casting of physical memory can be augmented
by identifying digital impression and trace evidence using FlyPaper® and RECon2

B FlyPaper is a utility that loads a device driver causing process artifacts to “stick’ or reside in
menory.

* FlyPaper is optimally used m a VMWare Workstation environment as it is intended to be used
in conjunction with the VMWare snapshot function—preserving the memory state of the guest
system once 1t is infected by the malware specimen.

* Once a snapshot of the infected system state is taken, the .vmem file associated with the
infected guest system can be parsed i HBGary Responder, Mandiant
Memoryze/AuditViewer/Redline, and Volatility (see Chapter 2 for a detailed discussion of
these tools).

* A VMWare .vmen file is a virtual machine’s paging file and contains the memory of the virtual
machine (also known as the gues?); it is saved on the digital investigator’s analysis system
(also known as the host).22

* To use FlyPaper, launch it within the malware laboratory guest system prior to executing the
target malware specimen, as shown in Figure 6.12.

{€)2008-2009 HEGArY, Inc.

W Blodk TCRIIP
¥ Block Program Exdit
W Record Behavior

Start |
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IDT YA P: FlyPaper

* Execute the target malware specimen and allow it to run for a few moments to ensure
execution trajectory. During the course of runtime, FlyPaper generates a log file (by default,
C:\flypaper.log ) detailing the behavior of the malware and the resulting digital impression
evidence left on the nfected guest system

* Preserve the mfected system state of the VMware guest by taking a snapshot. Save the
associated .vmem file for the guest system for analysis in HBGary Responder, or other
memory forensic tool of choice.

P REcon is a dynamic analysis utility included with Responder Pro that records and graphs a
suspect program’s behavior during runtime. %2 The resulting “recording,” in conjunction with physical
memory, can be examined in the scope of temporal and relational contexts with Responder Pro using
the Tieline and Graph features. REcon is typically deployed n a virtual environment, such as a
VMWare Workstation guest system, wherein the nfected .vmem file can easily be collected for
analysis and to ensure that the system can be reverted to a pristine state after being potentially infected
by a suspect program

* To use REcon, simply invoke the program and click the “Start” button, as shown in Figure
6.13. Select “Launch New”” and select the target executable specimen for analysis.
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* Let the specimen run for a reasonable period of time to ensure full execution trajectory and
manifestation of potential digital impression and trace evidence in memory.

» Take a snapshot of the infected virtual guest system; after the snapshot has completed stop
REcon.

* Collect the resulting REcon Forensic Binary Journal (. fbj) session file (by default residing n
the root of c:\) and the . vmen file associated with the mfected VMWare guest. These files will
be processed concurrently in Responder Pro.

* HBGary Responder 2 also offers a “Live Recon Session” project option, which largely
automates this process.
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Executing the Malicious Code Specimen

@Aﬁ‘er taking a snapshot of the original system state and preparing the environment for
monitoring, you are ready to execute your malicious code specimen.

* As mentioned earlier, the process of dynamically monitoring a malicious code specimen often
requires plenty of pauses, review of the data collected in the monitoring tools, reversion of
virtual hosts (if you choose to use virtualization), and re-execution of the specimen to ensure
that no behavior is missed during the course of analysis.

* In this process, there are a number of ways in which the malware specimen can be executed;
often this choice is contingent upon the passive and active monitoring tools the digital
mvestigator chooses to implement.

* Execution of a target specimen also is contingent upon file profile. Unlike Portable Executable
(PE) files that can be mvoked through other tools, as described below, malicious document
files such as PDFs, MS Office files, and MS Compiled Help (CHM) files typically require the
digital mvestigator to manually open and execute a target file by double-clicking on it. It is
through this opening and rendering process that the infection trajectory of the specimen is
mnvoked.

(ISimple Execution: The first method is to simply execute the program and begin monitoring
the behavior of the program and the related effects on the victim system. Although this method
certainly is a viable option, it does not provide a window into the program’s interaction with
the host operating system As described previously, this method is often used for the
execution of malicious document files.

(nstallation Monitor: As discussed earlier, a common approach is to load the suspect binary
mnto an nstallation monitoring utility such as InCtrl5 or InstallWatch and execute the binary
through the utility in an effort to capture the changes that the program caused to the host
system because it was executed.

JAPI Monitor: In an effort to spy on the program’s behavior upon execution, the suspect
program can be launched through an API monitoring utility, which in turn traces the calls and
requests made by the program to the operating system

» No matter which execution method is chosen, it is important to begin actively monitoring the
host system and network prior to the execution of the suspect program to ensure that all of

the program behavior and activity is capt%rgg.



©%Analysis Tip

“Rehashing”

After the suspect program has been executed, obtain the hash value for the program. Although this
mformation was collected during the file profiling process, recall that executing malicious code often
causes it to remove itself from the location of execution and hide itself n a new, often non-standard,
location on the system. When this occurs, the malware may change file names and file properties,
making it difficult to detect and locate without a corresponding hash. Comparing the original hash
value gathered during the file profiling process against the hash value collected from the “new” file will
allow for positive identification of the file.
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Execution Trajectory Analysis: Observing Network,
Process, Api, File System, and Registry Activity

mMalware execution can be viewed similarly to traditional forensic disciplines, such as
ballistics, that examine trajectory—the path or progression of an entity. In the digital crime
scene reconstruction context, “execution trajectory” is the behavior and interaction of the
malicious code specimen with the victim system and external network resources from the
point of execution through the life cycle of the infection.

P Critical aspects of execution trajectory analysis include:

* Network activity

* Process activity

* API function calls
* File system activity
* Registry activity

Network Activity: Network Trajectory, Impression, and Trace Evidence

B After executing a target malware specimen, observe immediate requests made by the program,
including;

* Attempted Domain Name queries

* Attempted TCP/IP connections

* Attempted UDP packet transmissions

* Unusual traffic (e.g., ICMP for attempted covert communications, command/control, etc.)

P A convenient and efficient way to capture the network requests attributable to a malware
specimen during execution trajectory is to deploy a software firewall program in the lab
environment—yparticularly a firewall that offers network and program rules acting as a “tripwire” when
activity is triggered by the program

* Some exanmples of free firewall software available for installation on your malware lab system
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include:

Zone Alarni
IOnline Armor
[IComodo*t
[IPC Tools*
[JAshampood

* The real-time network traffic captured in Wireshark can be used to correlate firewall activity
(see Figure 6.14). This layering of information collection is also advantageous in instances
where a malware specimen has countersurveillance capabilities, such as terminating
processes associated with anti-virus, firewall, and other security software.
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The subject specimen requesting to resolve a domain name

P Often, in the beginning phase of execution trajectory, the purpose or significance of a network
request made by a malware specimen is unknown.

* To enable a suspect program to fully execute and behave as it would “in the wild,” the digital
mvestigator will need to adjust the laboratory environment to accommodate the specimen’s
request to resolve a network resource, and in turn, facilitate the natural execution trajectory.

* Environment adjustment in the laboratory is an essential process in behavioral analysis of a
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suspect program. A common adjustment, particularly for modular malicious code (such as
banking Trojans, crimeware kits, and bots), is to emulate DNS to resolve domamn names
hard-coded into the target specimen.

Environment Emulation and Adjustment: Network Trajectory
Reconstruction

P Through adjusting the malware lab environment and providing the resources that the specimen
needs, the digital mvestigator can conduct network trajectory reconstruction or re-enact the manner
and path the specimen takes to successfully complete the life cycle of infection.

P There are a number of ways to adjust the lab environment to resolve a domain name.

* The first method would be to set up a DNS server, in which the lookup records would resolve
the domain name to an IP address of another system on the laboratory network (typically the
suggested Linux server host). A great program to facilitate this method is Simple DNS Plus, a

lightweight and intuitive DN'S program for Windows systems.@‘x

* An alternative to establishing a full-blown DNS server would be to use a utility such as
FakeDNS, which comes as a part of the Malcode Analyst Pack tool suite made available
from iDefense. 2’ FakeDNS can be configured to redirect all DN'S queries to a local host or
to an IP address designated by the user (typically the Linux server host). As shown in Figure
6.15, once launched, FakeDNS listens for DNS traffic on UDP port 53 (the default port for
DNS), and m this instance, will redirect all DNS queries to the host supplied by the user (in
this instance, 192.168.186.139).
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Resolving DNS queries with FakeDNS

* Another more simplistic solution is to modify the systemhosts file—the table on the host
system that associates IP addresses with host names as a means for resolving host names. On
Windows 2000, the hosts file resides in the c: \WINNT\system32\drivers\etc directory and
on  XP/Vista/Windows 7 systens, the hosts  file  resides i the
C:\WINDOWS\system32\drivers\etc directory.

(ITo modify the entries in the hosts file, navigate to the \etc directory and open the hosts file in
notepad or another text editor.

(JAdd the relevant domain name entry by first entering the IP address that you want the domain
name to resolve to (typically the IP address of the virtual Linux server system in your malware
laboratory), followed by a space, and the target domain name to resolve. Example entries are
provided in the hosts file as guidance.

Network Trajectory Reconstruction: Chaining

P After adjusting the environment to resolve a domain name for the specimen, and pointing the
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domam to resolve to the IP address of a virtual Linux server host on malware lab network, monitor
the specimen’s reaction and impact upon the victim system

* Keep close watch on the network traffic, as adding the new domain entry and resolving the
domain name may cause the specimen to exhibit new network behavior. For instance, the
suspect program may reveal what it was trying to “call out” or “phone” home to, such as a
Web server, FTP server, IRC server, or other remote resource, as depicted in Figure 6.16.

TCP caspss] > http [5yYn] Seq=0 win=65535 Len=0 M5S=1460

TCP http > caspssl [SYN, ACK] Seq=0 Ack=1 win=3840 Len=0 M55=1460
TCP caspss] > http [Ack] sSeqel Acksl win=565535 LensQ

HTTP GET /blogfiles/ i AiEii general/msn_messenge. jpg HTTR/1.1
TCP http > caspss] [ACk] Seq=1 Ack=336 wWin=6432 Len=0

HTTP HTTP/1.1 404 Mot Found (Text/html)

HTTP GET /blogfiles A Mimiil sgeneral /descompact_msn. jpg HTTRP/1.1
HTTP HTTP/1.1 404 Not Found (text/html)

TCP caspssl > htt? [ACK] Seg=673 Ack=1118 wWin=64418 Len=0

TCP http > caspssl [FIN, ACK] Seqelllf Ack=673 Wine7504 Lens0

A suspect program attempting to retrieve a file fioma Web server after a domain name
is resolved

P Perpetuating the infection life cycle and adjusting the laboratory environment to fulfill the
network trajectory is a process known as trajectory chaining; be certain to document each step of the
trajectory and the associated chaining steps.

* To facilitate trajectory chamning, accommodate the sequential requests made by the suspect
program

* For instance, to chain the request made by the malware depicted in Figure 6.16, the digital
mvestigator should start a Web server on the virtual Linux host where the domain name is
pointed; done this way, the requested connections are captured in the Web server log (see

Figure 6.17).
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Capturing the requests of a malware specimen in a Web server

* The data collected through network trajectory reconstruction, such as that shown in Figure
6.17, may not be mmediately decipherable and will require mvestigation of the resulting
network impression and trace evidence.

Network Impression and Trace Evidence

B Network impression evidence includes the imprints and artifacts n network traffic attributable to a
suspect program. Similarly, network trace evidence are files and other artifacts mtroduced mto
network traffic, and in turn, onto the victim system, as a result of the suspect malware’s execution and
manifestation, or conversely, resulting from victim online activity. The following itens of mvestigative
significance can be gleaned from network impression and trace evidence:

* The purpose of resolving a domain name. For example, in Figure 6.17, the Web server log
reveals that the suspect program needed to resolve a domain name m order to phone home to
a Web server and download additional files (msn_messenge.jpg and descompact nsn.jpg).

* Identifiers of modular malicious code likely introduced as trace evidence onto the victim
system. The nature and purpose of the requested files is unknown, but both have .jpg file
extensions, giving the mnitial impression that they are image files. To emulate how the malware
specimen would fully execute as it would have in the wild, if possible, discreetly retrieve and
analyze the requested files and host them internally on your malware lab server to perpetuate
the execution trajectory of the specimen.

* Functionality interpretation. The functionality displayed by the specimen in the Web server
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log is commonly referred to as a Tiojan downloader, which is a Trojan program that
attempts to connect to other online resources, such as Web or File Transfer Protocol (FTP)

servers and stealthy download additional files. Typically, the downloaded files are additional

malware, such as backdoor or other Trojan programs.2

* Metadata. Significant network impression evidence embedded in the captured Web traffic is
the user-agent string. A user-agent string identifies a client Web browser and provides certain
system details to the Web server visited by the browser. In the instance of Figure 6.17, the
user-agent string is “(compatible; MSIE 6.0; Windows NT 5.1; SV1; EmbeddedWB 14,52
fromhttp//www.bsalsa.conVEmbedded Web Browser from:http:/bsalsa.cony).” The digital
mvestigator should research and document findings relating to user-agent strings; this metadata
may provide further insight mto the attacker or malware functionality and purpose. For
nstance, the bsalsa embedded Web browser in Figure 6.17 is a freeware package of Borland
Delphi components used to create customized Web browsing applications and to add data

downloading capabilities to applications, among other things.22

Using a Netcat Listener

P An alternative method that can be used to mtercept the contents of Web requests and other
network connections is to establish a netcat listener on a different host in the laboratory network.

* Recall from Chapter 1 that netcat is a powerful networking utility that reads and writes data

across network connections over TCP/IP or User Datagram Protocol (UDP).23

* This is particularly helpful for establishing a network listener on random TCP and UDP ports
that a suspect program uses to connect. Netcat is a favorite tool among many digital
mnvestigators due to its flexibility and diversity of use, and because it is often natively installed

on many Linux distributions. There is also a Windows port available for download. 24

* Upon learning on which remote port the suspect program is requesting to connect, the digital
mvestigator can utilize netcat by establishing a netcat listener on the target port of the Linux
server host in the malware laboratory.

* Using the example in Figure 6.17, the suspect program is requesting to download files from a
Web server over port 80. To establish a netcat listener on port 80 of the Linux server, use
the nc command with the —v (verbose) —1 (listen) —p (port) switches and identify the target
port number. (The —v switch is not required and simply provides more verbose output, as

shown in Figure 6.18.) 536
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i Wk Establishing a netcat listener for the purpose of collecting network impression evidence

Examining Process Activity

P During dynamic analysis of a suspect program, the digital investigator will want to gain process
context, or a full perspective about a spawned process and how it relates to the system state and to
other behavioral artifacts resulting from the execution of the program

» Using Process Explorer (or a similar process analysis tool), collect basic process information,
such as the process name and PID. With subsequent queries, seek further, particularly for the
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purpose of obtaining these process details:

(IProcess name and PID

(ITemporal context

CIMemory consumption

(IProcess to executable program mapping
(IProcess to user mapping

(IChild processes

Threads

(nvoked libraries and dependencies
(JCommand-line arguments used to invoke the process
(JAssociated handles

(IMemory contents of the process

IRelational context to system state and artifacts

* Further, by right-clicking on a suspect process in the Process Explorer main viewing pane, the
digital investigator will be presented with a variety of other features that can be used to probe
the process further, such as the strings in memory, threads, and associated TCP/IP
connections, as shown in Figure 6.19.
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Analyzing a suspect process with Process Explorer

Process Spying: Monitoring API Calls

P Recall that API calls are communications made by user-mode prograns to the operating system
Gaining a solid understanding of the API calls made by a malware specimen will greatly assist in static
examination of the specimen in a disassembler.

* In examining the API calls made by a suspect program, be mindful of queries relating to:

(ICreation or termination of a process;

((ICalls to anomalous files or resources;

(TISocket creation;

(INetwork connectivity;

Olnformation gathering about open Internet Explorer Windows and
Registry modification, among other anomalous or nefarious API calls.

» Figure 6.20, which will be used for demonstrative purposes in this section, depicts a sample of
API calls made by a Banking Trojan.
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Analyzing the API calls being made by a Banking Trojan

* The captured API calls reveal that the specimen is monitoring user Internet Explorer browser
activity. By correlating the various API calls and gaming an understanding of the relational
context between the calls, the digital investigator can better determine the nature and purpose
of the specimen.

* Further examining the API calls, it is discernable that the Banking Trojan uses Dynamic Data
Exchange (DDE) commands,2> which enable Windows applications to share data. Internet
Explorer supports DDE commands, and in this instance, the suspect program leverages this
by issuing the www_GetwWindowInfo command, which returns the Uniform Resource Locator
(URL) and Window text currently displayed in an open Internet Explorer browser window.

* Immediately after querying to identify the URL being navigated to in the open browser, the
Trojan uses the Findwindowa finction?® to locate window names that match specified strings.

* In addition to identifying and comparing the names of the open browser windows, the Trojan
searches in the winpows\Help directory for specific file names using the FindFirstFilea
function.

Investigative Considerations
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» For full execution context, the digital investigator should examme API calls in conjunction with
file system activity, and associated artifacts, such as suspicious files, that are requested or
mnvoked by a suspect program

“Peeping Tom”: Window Spying

P In addition to mntercepting API calls, another useful technique for gaming insight into execution
trajectory is examining window messages related to a suspect program

« A tool that we can use to quickly acquire this information is NirSoft’s WinLister utility.2Z

» With WinLister, the digital investigator can identify numerous hidden windows relating to the
malicious code specimen.

« Itens of mvestigative interest that can be uncovered i this process include:

(ITitle

(Handle of the window

(Location

ISize

(IClass name

[JAssociated process number

IName of the program that created the window

* In the example in Figure 6.21, the nature of the windows associated with a suspect program
reveals numerous references to Tforms (“forms™), which are objects used in the creation of
Delphi applications. This is a good clue that we are analyzing a malicious code specimen
written in Delphi.
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File Edt Options Help

. | S5A T on == 8

Title Visible  Location Size Handle Class
] sbout:blank - Microsoft ... Mo (-1000, 1... (948,729) OOOCOIFZ  TFrmPrinc
£ Mo (0, a) (100, 100) 00560296  Auto-Suggest Dropdown
2] Mo {0, 0) {100, 100) 00140240  Auto-Suggest Dropdown
&) Mo (373,290) (300, 185) 00060282  TFrmlert
E]Formd No (475, 351) (230, 111) 00060316  TFormd

Mo (251,243) (483, 167) 0O0SO3LC  TForm?

&]Form_N_B_Cted Mo (627,271) {124, 166) 00060326  TForm_N_B_Ched
£ ]FemiHsbe Mo (693, 383) (167, 308) 00100294  TFrmHshe
2] Mo (220, 411) (300, 180) O0OFO278  TFrmHsbchss
2] Mo (161,84)  {327,296) OO0G030E  TFrmltau
Elrmes Mo (8, 0) (795, 564) 000SO318  TFrmSant
&) Mo {191, 107) (775, 600) O0O1401FA  TFrmBrad
&) Mo {0, 22) {868, 2) (4260284  CombolBox
£] Mo (0, 22) {759, 2) O00E0Z30  CombolBox
&"!‘IF;mmJnr Biny (-3 L1 51 F4RT 49 1y glalyic el Thrends das

13Tl W®A| Displaying hidden program windows with WinLister

Examining File System Activity

P During the dynamic analysis of a suspect program, gain full perspective about file system activity
that occurs on the victim system and the relational context to other artifacts manifesting during
execution trajectory. Some of these considerations mnclude:

* Correlate the information gathered through the interception of API calls with artifacts
discovered in file system activity.

* Correlate file system activity with process activity and digital trace evidence such as dropped
executables, driver modules, hidden files, and anomalous text or bmary files. Monitoring
common locations where malware manifests to blend mto the system, such as
“%systemroot%\system32,” may reveal anomalous items. In addition to such traditional
malware file artifacts, consider functional context, including processes running from suspicious
locations i the file system, such as newly created directories, or anomalous directories such

as C:\Documents and Settings\<user>\Local Settings\Temp, amongothers.
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* Correlate file system activity with Registry activity.
* Perform relational analysis, including correlation of network impression and trace evidence with
execution trajectory on the file system, such as modification of the hosts or 1mhosts file.

Examining Registry Activity

P During the runtime of the suspect program, gather correlative mformation relating to the malware
specimen’s interaction with the Registry of the host system, including;

* Registry keys created during the execution life cycle of the malware specimen, which may
reveal where malware is configured to auto-start

* Registry keys modified during the time period the malware specimen was executed

* Registry keys deleted during the time period that the malware specimen was executed

* Registry artifacts that provide clues about additional components of the malware

P Another interesting aspect about monitoring Registry activity is that good clues are not
necessarily those values or keys created, modified, or queried by the suspect program; rather, they
are values or keys queried for, but not in existence, on the host system. For instance, a suspect
program may attempt to query for Registry keys related to a particular program or development
environment, not present on a host system, which is a great supporting clue that the program may
require additional components to be fully finctional and successfully complete its execution life cycle.
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Automated Malware Analysis Frameworks

mA helpful solution for efficiently triaging and processing malicious code specimens in an
effort to gain quick intelligence about the specimens is automating the behavioral analysis
process.

P Over the last few years, a number of researchers have developed automated malware analysis
frameworks that combine and automate a myriad of processes and tools to collectively monitor and
report on the runtime behavior of a target malicious code specimen. These analysis frameworks
provide an effective and efficient means of processing a suspect program to quickly gain actionable
mtelligence about the specimen. Some exanples of automated malware analysis frameworks include:

« Buster Sandbox Analyzer (Buster)2: A flexible and configurable sandbox platform based

upon Sandboxie,Z a utility that creates an isolated abstraction area (sandbox) on a host
system preventing changes from being made to the system Buster monitors and analyzes the
execution trajectory and behavior of malicious code specimens, including PE files, PDF files,
and Microsoft Office Documents, among others. Unlike many automated solutions, Buster
allows the digital investigator to interact with the specimen when required (such as clicking on
a dialog box button or supplying missing libraries where needed).

o ZeroWine® and ZeroWine Tryouts®: Developed by Jean Koret, both ZeroWine and
ZeroWine Tryouts (an offShoot of the original ZeroWine project) are open source malicious
code behavioral analysis platforms buit on Debian Linux in QEMU virtual machines that
emulate Windows systens using WINE. Intuitive to use, both systems provide the digital
mvestigator with Web-based upload and reporting consoles. Although both systens can
dynamically analyze Windows executable files, ZeroWine Tryouts can also conduct
automated static analysis of PDF files, as shown n Figure 6.22.
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Zero Wine: A Malware Analyais Tool Malwsre analysis

Zero Wine Tryosts: A Malware Analysis Tool

Oplasd | Wiew | Denlssd T
S l—*

IDTYV WP Analyzing an executable malware specimen in ZeroWine and a malicious PDF file
specimen in ZeroWine Tryouts

« Minibis%2: Developed by the Austrian Computer Emergency Response Team (CERT.at),
Minibis is a malicious code behavioral analysis framework based on Oracle VirtualBox
virtualization and scripting of third-party malicious code monitoring utilities, such as those
referenced in the Active System and Network Monitoring section of this chapter.

* The Reusable Unknown Malware Analysis Net (TRUMAN)®: A native hardware-based
solution developed by malware expert Joe Stewart of SecureWorks, TRUMAN operates on
a client-server model with a custom Linux boot image to restore a fresh Windows victim
system image after each malware specimen is processed. At the core of TRUMAN is a series
of scripts to emulate servers (DNS, Web, SMTP, IRC, SQL, etc.) and pmodump, a perl-
based tool that parses physical memory for malicious process artifacts. Although TRUMAN
is no longer supported, in 2009 Jim Clausing of the SANS Institute developed and published
enhancements for the platform &

« Cuckoo Sandbox®: An open source malicious code behavioral analysis platform developed
by Claudio Guarnieri that uses a Linux controller system (core component), virtual machines
(nstalled on VirtualBox), Samba shares (to facilitate commumnication between the controller
and virtual machines), and analysis packages (scripts that define automated operations that
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Windows should conduct during the analysis of a target specimen).2

a¥ Other Tools to Consider

Commercial Malware Sandboxes

GFI Sandbox (formerly Sunbelt CWSandbox): Designed for Windows platforns, the GFI
Sandbox system monitors and analyzes malicious code specimens during runtime. Capable of
analyzing Windows executable files and Microsoft Office Documents, among other files types,
GFI Sandbox reports on system changes and network activity attributable to a target
specimen, along with proprietary Digital Behavior Traits (DBT) for interpreting malware
actions (http//www.sunbeltsoftware.conmyMalware- Research- Analysis-Tools/Sunbelt-
CWSandbox/).

Norman Sandbox Malware Analyzer: Buit upon a Windows Clone operating system,
Norman Sandbox executes and analyzes Windows executable files in an emulated host and
network environment, monitoring and reporting on the target specimen’s behavior and impact
upon the system (http:/www.norman.com/business/sandbox_analyzer/).
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Online Malware Analysis Sandboxes

mA helpful analytical option to either quickly obtain a behavioral analysis overview of
suspect program or to use as a correlative investigative tool is to submit a malware specimen
to an online malware analysis sandbox.

P These services are distinct from vendor-specific malware specimen submission Web sites or
online virus scanners such as VirusTotal, Jotti Online Malware Scanner, and VirScan, as discussed n

Chapter 5.

* Online malware scanners execute and process the malware n an emulated Internet, or
“sandboxed,” network and generally provide the submitting party a comprehensive report
detailing the system and network activity captured in the sandboxed system and network.

* As we discussed with the submission of samples to virus scanning Web sites, submission of any
specimen containing personal, sensitive, proprietary, or otherwise confidential information may
violate a victim company’s corporate policies or otherwise offend the ownership, privacy, or
other corporate or individual rights associated with that nformation. Seek the appropriate
legal guidance in this regard before releasing any such specimen for third-party examination.

* Similarly, remember that by submitting a file to a third-party Web site you are no longer n
control of that file or the data associated with that file. Savvy attackers often conduct
extensive open source research and search engne queries to determine if their malware has
been detected. The results relating to a file submitted to an online malware analysis service are
publicly available and easily discoverable—many portals even have a search function. Thus,
as a result of submitting a suspect file, the attacker may discover that his malware and
nefarious actions have been discovered, resulting in the destruction of evidence and potentialty
damaging your investigation.

 The following table is a comparative listing of currently available online malware analysis
sandboxes and their respective features:
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Web Service

Features

GFI Sandbox (formerly Sunbelt Sandbox)
http//www.sunbeltsecurity.com/sandbox/

* Conducts cursory file profiling,
including file name and MDS5 and SHA1
hash values.

* Conducts behavioral analysis of
Windows portable executable files;
monitors and reports on process, file
system, Registry, and network activity.
* Provides report via e-mail address
supplied by user.

CWSandbox (academic)http://www.mwanalysis.org/

* Conducts cursory file profiling,
including file name and MDS5 and SHA1
hash values.

* Conducts behavioral analysis of
Windows portable executable files;
monitors and reports on process, file
system, Registry, and network activity.
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* Conducts cursory file profiling,
including file name, MD5 hash value, time
last submitted (if previously received),
and a description of the suspect file’s
identified behavioral characteristics.




Anubis http://anubis.iseclab.org/index.php

* Conducts behavioral analysis of
Windows portable executable files;
monitors and reports on process, file
system, Registry, and network activity.
* Malicious URL Scanner.

ThreatExpert http:/www.threatexpert.com

* Conducts cursory file profiling,
including file size, MDS5 and SHA1 hash
values, submission details, duration of
processing, identified anti-virus
signatures, and a threat categorization
based upon the suspect file’s identified
behavioral characteristics.

* Conducts behavioral analysis of
Windows portable executable files;
monitors and reports on process, file
system, Registry, and network activity.

Norman Sandbox Analyzer

http.//www.norman.com/security_center/security tools

* Conducts cursory file profiling,
including file size, MDS and SHA1 hash
values, packing detection, and identified
anti-virus signatures.

* Conducts cursory behavioral analysis of
Windows portable executable files;
monitors and reports on file system,
Registry, and network activity.

* Provides basic text report via e-mail
address supplied by user.

Joe Sandbox Web (formerly Joebox)
http://www.joesecurity.org/service.php
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* Commercial online sandbox service.

* Conducts extensive file profiling,
including file size, MDS5 and SHA1 hash
values, packing detection, PE file
analysis, and metadata extraction.

* Conducts robust behavioral analysis of
Windows executable files (exe, dll, sys)
Microsoft Office Document, and PDF
files; monitors and reports on memory,

process, file system, Registry, and



network activity.

* Provides HTML report and session
screenshot and session pcap file via e-
mail address suppli

NSI Malware Analysis Sandbox
http//www.netscty.conymalware-tool

« Sandbox based upon TRUMAN
automated malware analysis framework.
* Link to analytical report is provided via
e-mail address supplied by user.

Fureka http//eureka.cyber-ta.org/

* Conducts behavioral and static analysis
of Windows portable executable files;
provides assembly code analysis of
unpacked specimen, strings, control flow
exploration, API calls, capabilities graph,
and DNS queries.

* Unpacked executable specimen is
made available for download.

Comodo httpz/camas.comodo.cony (Automated Analysis

System) http//valkyrie.comodo.cony (“File Verdict

Service”)

* Conducts cursory file profiling,
including file size and MDS, SHAI1, and
SHA256 hash values.

* Conducts behavioral analysis of
Windows portable executable files;
monitors and reports on process, file
system, Registry, and network activity.

BitBlaze http//bitblaze.cs.berkeley.edw/

* Conducts behavioral and static analysis
of Windows portable executable files;
provides assembly code analysis of
unpacked specimen, strings, and API
calls.

Malfease https’//malfease.oarci.net/

* Conducts extensive file profiling,
including file size, MDS5 and SHA1 hash
values, identified file signatures, packing
detection, PE file analysis, byte frequency
analysis, and metadata extraction.

» User portal.
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ViCheck.ca https//www.vicheck.ca/

(PDF, MS Office, CHM), images, and
archive file, among others.

* Queries a submitted file against
viCheck malware database, as well as
Virustotal.com, ThreatExpert.com, and
TeamCymru malware hash databases.

* Conducts file profile of target specimen,
including file format identification, file
size, and MD5/SHA1/SSDEEP hash
values. Provides a hexdump for
submitted PE files.

* Processes target file in Sandbox.

* Link to analytical report is provided via
e-mail address supplied by user.

» Tool portal that allows users to search
the malware database for
MDS5/SHA1/SHA256 hash values,
Master Decoder, IP header processing,
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Defeating Obfuscation

EAS described inChapter 5 , malware is often protected with obfuscation code preventing
the digital investigator from harvesting valuable information from the contents of the file
during initial cursory review, which would potentially provide valuable insight into the
nature and purpose of the malware.

P To gain meaningful clues that will assist n the contmnued analysis of a malicious code specimen,
the digital investigator will need to remove the obfuscation.

* In order to fully explore a suspect program, including reviewing the embedded artifacts or
examining the program in a disassembler, it is necessary to extract the orignal program from
its “armor.”

« Although there are many obfiiscation programs available, very few, such as UPX, % have a
native unpacking feature or utility. There are a number of methods to defeat file obfuscation,
each with its own advantages and limitations. Some of these methods include:

[ICustom unpacking tools
(IDumping a suspect process from memory
(Locating the Original Entry Point (OEP) with a debugger and extracting the PE file

Custom Unpacking Tools

P Using the tools and techniques described in Chapter 5, detect and identify any obfuscation code
concealing a target file specimen. If a packing program is identified, conduct Internet research about
the program and you are bound to find an “unpacker” program specifically created to defeat the

packing program

« Some examples of this are UnFSG2 UnMew,% AspackDie,”2 UnPECompact,L and
DeShrink 22
* These tools work with varying degrees of success, and many are written by hackers referred to
by a single name. Unfortunately, as many of these tools are “underground utilities,” there is
552



also a possibility that an unscrupulous coder has built malicious features into the tool that may
nfect the user system or render it vulnerable.

* Further, as these tools are not typically considered forensic utilities, they may not be the best
choice for mvestigations that have the potential for litigation in court or other proceedings in
which findings need to be validated. Use due care in selecting and implementing these utilities.

P In Figure 6.23, the unpacking utility AspackDie (which unpacks executables obfuscated with
ASPack) is demonstrated.

(2]

[AspackDie 1.41] by yoda - Select the target file...

o Lock it | L3 Mabware =
é‘; AspachDin eie ] [
@I“w @\““
e

Aspackilie - Info

. File sems bo be unpacked successfully.
\l‘) Comprassor: Aspack 2.12/2.12a02.120
Output: C\Doouments and SattingsMabwarelAspackiunpacked, ExE

[ ]

IDT Y WR] Using AspackDie to unpack a protected executable

* AspackDie is very simple to use. After executing the program the user will be prompted to
select a target file to unpack.

 After choosing the target file, AspackDie does its “magic” and provides the user with a
message box revealing whether the file was successfully unpacked, the version of ASPack
identified, and the path of the output file where the new, unpacked version of the target
executable was written to disk (this is normally the same directory where the target program
resides).

Dumping a Suspect Process from Memory
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P Another method of defeating obfuscation is to “dump” the unpacked program from memory once
the decompression or decryption routine of the obfuscation is completed. This is a simple and
common method used by many digital investigators, but there are a few shortcomings that are
examined i detail later in this section.

* There are a number of'tools that can assist in dumping, all of which are PE editing tools as well.
?&me of the staple utilities include LordPE,2 ProcDump,Z# and PE Tools (Xmas Edition).22

* Although these tools are used quite often by digital nvestigators, they are considered by many
in the industry to be underground tools (i.e., PE Tools is available from http:/www.uinc.ru/—
the “Underground Information Center”).

» In addition to these tools, a number of process monitoring utilities have been released that also

provide a process dumping feature, including Process Explorer,Z CurrProcess,”Z Task
Explorer, 28 ProcessAnalyzer,2 Sysinternals ProcDump,22 and Dunper.&ﬂ

P To dump a suspect program from memory with LordPE (the same procedure applies with
ProcDump and PE Tools), first execute the programin a lab environment.

* Once the program has executed, locate the process in the upper pane of the tool, right-click on
the process, and choose “dump full” (see Figure 6.24). The digital investigator will then need
to name the newly dumped file and the location to write the file to disk.

“A [ LordPE Deluxe ] by yoda 4=

Daik. FiD ImasgeBase | = PE Echice
e s e ——
§ PO p— 0000G34C 00400000 —ﬂ""—PE—]
{._dwmorsgon.., Fpe-chibordpe. e O0O0UBAE  DO400000 ok
Bctive dumg Brgine b - Uresplit
% L3
= 3 Dhurepest Senvoe
ImageBace | ImageSize -
- i i svide.. 00400000  0OCSEQ00 I Oviee |
load into PE sditor... (temg Fle) FLH0000 DO0B0000
losd inks PE aditer.... (raad anly) JCEO0000  (O0FA000 About
i 7040000 OO0S0000 __ Abor |
B progess 7TFI0000  OOO45000 - Ext
—  refrach Fs
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Using LordPE to dump a process fiom memory

P Although using this method can be helpful for dumping an obfuscation-free version of the
program, for the purpose of searching for strings or examining the file in a disassemnbler, the resulting
file typically cannot be executed because the PE import table is often corrupted in the process of
being dumped. (The import table provides the Windows loader with the mported .dll names and
functions needed for the executable to properly load.)

Investigative Considerations

* Another shortcoming of dumping a running program from memory is that it does not work for
all forms of obfuscation code. Savvy attackers have learned that dumping is a part of the
malware analyst’s arsenal for peering nto their programs. As a result, some attackers use
packers that have ant-dumping countermeasures, which stymie the digital mvestigator’s ability
to dump an unpacked program from memory.

» In such mstances, static analysis techniques, such as debugging, will be required to extract the
specimen from obfuscation code.

a¥ Other Tools to Consider

Automated Unpackers

* Polyunpack: Developed by researchers at Georgia Tech, Polyunpack identifies and extracts
hidden  code durng  the runtime of the target executable;
//po ack.cc.gt.atl.ga.us/po ack.zp; http//www.acsac.org/2006/papers/122.pdf.
* Ether: Developed by researchers at Georgia Tech, Ether is a malware analysis framework
based upon virtual hardware extensions to remain transparent/undetectable to a target
executable during the course of  execution; httpy//ether. gtisc. gatech.eduw/;
https/ether. gtisc. gatech.eduw/web _unpack/ (Online Ether unpacking Portal).
* Reversing Labs Tools: Reversing engineering tools (TitanEngine, TitanCore, TitanMist,
NyxEngine) to identify and deobfuscate malware; http://www.reversinglabs.cony.
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P Another method of defeating obfuscation is to run the protected suspect program through a
debugger, locate the OEP of the original program as it is unpacked into memory, and then extract the

program

* Because each packing and cryptor obfuscates the OEP of the protected programin a different
way, it requires step-by-step tracing of a suspect program during execution through a
debugger. A debugger is a program that enables software developers, and conversely,
reverse engineers, to conduct a controlled execution of a program, allowing the user to trace
the programas it executes.

* In particular, a debugger allows the user to set breakpoints during the execution of a target
program, which pause the execution, allowing for examination of the program at the respective
breakpoint.

P A debugger used by many malware analysts is Oleh Yuschuk’s powerful and free 32-bit
debugger, OllyDbg 52

* OllyDbg has a user-friendly GUI and a variety of configuration options. The main OllyDbg
mterface or “CPU window” provides the analyst with five re-sizeable viewing panes,
including, among other things, a disassembler view, a register window (which displays and
mterprets the contents of CPU registers), and a dump window (which reveals the contents of
menory or file).

* One of the many benefits of OllyDbg is the ability to add functionality to the program through
the use of plug-ins and scripting, in which there is a rather sizeable contributing community. A
great resource for OllyDbg Plug-ins is the Open Reverse Code Engineering (OpenRCE) Web

site founded by Pedram Amini 33

% Analysis Tip

Anti-debugging

Be aware that in some instances attackers attempt to protect their malicious prograns by

implementing anti-debugging mechanisims, which are used to detect if the program is being run through

a debugger. These techniques are used to stymie analysis and reverse-engineering. A good article on

Windows anti-debugging titled the “Windows Anti-Debugging Reference” can be found online at
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http//www.securityiocus.comyinfocus/1893.

B A useful plug-in to assist in extracting our suspect program from its packing is OllyDump, &
which enables the digital nvestigator to dump an active process to a PE file. The nuances of this
process will vary with different types of obfuscation code, but the general methodology is similar. In

the following example, a malicious code specimen obfuscated with ASPack®2 (a common packing
program) will be examined to demonstrate the use of OllyDbg and OllyDump.

* To use OllyDump, a suspect program must first be loaded into OllyDbg,

* Upon loading the obfuscated target specimen, a message box will advise that the entry point
for the program is “outside the code” (see Figure 6.25). This is a common error to receive
when attempting to debug a specimen that is obfuscated with a packing or cryptor program

[ PModie Veleo' b sty point oubricle he e (a2 specified in the PE header]. Masbe s fle i self-acts acing or solf-mocifying. Ploass L & in sindd sehar gotting

Ereshperisl

]

OllyDbg entry pomt alert

* After clicking through the warning, the digital nvestigator will be greeted with another helpful
message box. This time OllyDbg will advise that based upon entropy analysis, the loaded
specimen appears to be compressed or encrypted (see Figure 6.26).

T | Guich st aftical bl of mockule Video erpoets That Ep code usction i sEhar compresoed, BnorrpEsd, or nonksng lege smount of smbackied SiEs. Renr of cods st
B caribe ey arvokebie ar sl ey, Do you mant Be coftrue anafrn

S

OllyDbg Compressed Code Detection Warning

» After clicking through the warning, the suspect program is presented n the OllyDbg
environment. To identify the OEP of the specimen, execute the malicious code specimen in
OllyDbg (allowing the ASPack decompression routine to occur) and in turn, have the suspect
program loaded into memory where it is no longer protected (see Figure 6.27).
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A suspect program loaded into OllyDbg

* Once the specimen is loaded nto OllyDbg, execute it using the F9 key.

* When the execution pauses, identify a pusH instruction for the suspect program. At this offset
use the “follow n dump” feature, which can be mvoked by right-clicking within the CPU
window (see Figure 6.28). In addition, set a hardware breakpoint so that when the code is
stepped over with the F8 key the OEP address of the suspect program will be reached (see
Figure 6.29).
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Finding the OEP of a suspect program

P Once the OEP is located, the debugged process can be dumped with the OllyDump plug-in,
which can be mvoked by either right-clicking in the CPU pane or by selecting the plug-in from the
Plug-ins Menu as shown in Figure 6.30.
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Dumping with OllyDurmp
P In selecting to dump the debugged process, OllyDbg presents the user with an interface

revealing the OEP address of the extracted binary, DC044, as shown in Figure 6.31. By selecting to
dump debugged process, the “new’” unpacked binary will need to be saved to disk.
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IRTN A Acquiring the OEP of a dumped suspect program

P At this point, the dumped suspect program is unpacked, but the Import Table and Import
Address Table (“Imports”) are most likely corrupted (this can be tested by attempting to execute the
program in the sandboxed environment). Refer to Chapter 5 for a discussion about the Import Table
and the Portable Executable file structure.

* OllyDump has a feature to rebuild the Imports as do PE Tools (Xmas Edition) and LordPE.
* An alternative, discussed in the next section, is to rebuild the Imports while the suspect
program s still loaded in OllyDbg and running in memory.

Reconstructing the Imports

B As we discussed in Chapter 5, dynamically linked executable prograns require certain dynamic link
libraries (.dlls) to successfully execute.

* When a dynamically linked program is executed, the Windows loader reads the Import Table
and Import Address Table of the PE structure, identifies and loads the . dlls (and associated
functions) required by the program, and maps them into process address space. Thus, if the
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Imports are corrupted, the program will not be able to successfully execute and load into
memory.

« The Imports can be reconstructed using Import Reconstructor (ImpREC).2¢ While the suspect
process is still running after having been executed with OllyDbg, attach to the suspect process

by selecting it from the ImpREC active process drop-down menu (Figure 6.32).

# Import REConstructor v1.6 FINAL {C) 2001-2003 MackT/uCF

Altach to an fctive Process

L -

IDTN (P4 Selecting a dumped process with ImpREC

* After attaching to the process, supply the OEP of the suspect program obtained during the
dump program in OllyDbg (DC044) in the ImpRec IAT Autosearch feature window.

* By supplying the OEP and selecting IAT Autosearch, ImpREC attempts to recover the original
Import Address Table of the dumped executable. ImpREC provides the user with a message
box if the address of the original IAT is discovered, as displayed n Figure 6.33.

Found address which may be in the Original IAT. Try 'Get Import’,
(IF it is not correct, try RYA: OO0E2000 Size:00003000)

OK

|97 (R [mpREC

* By selecting the Get Imports function, ImpREC rebuilds the Imports of the target executable.
Each recovered import is demarcated as to whether it is valid or invalid. Further, the user can
query ImpREC using the “Show Invalid” or “Show Suspect” functions to identify finctions
that may not have been properly recovered.

* Once the Imports of the target executable have been recovered and validated, the newly
“refurbished”” dumped executable can be,5 6sgved to disk using the “Fix Dump” function (see



Figure 6.34).
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Reconstructing the dumped binary n ImpREC

P After saving the newly dumped and reconstructed binary, re-scan it with a packing
identification utility such as PEID, to verify that the obfuscation has been removed.

* Many of the packing detection utilities we discussed in Chapter 5 also detect the signatures of
compilers and high-level programming languages.

 The digttal mvestigator can further verify the functionality of the binary by executing it—
confirming that the program executes and exhibits the same behavior as the previous
obfuscated version.
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Embedded Artifact Extraction Revisited

EAﬁer successfully pulling an executable malicious code specimen from its obfuscation
code, re-examine the specimen for embedded artifacts and conduct deeper static analysis of
the specimen.

P Re-profile the newly deobfuscated executable file using the tools, techniques, and protocol
described in Chapter 5.

* Pay particular attention to strings, symbolic information, and file metadata that may reveal clues
relating to the purpose and capabilities of the program

* Disassemble the target executable in an effort to determine the fnction and interrelationships of
embedded artifacts, and in turn, how the totality of these relationships shape the functionality
of the specimen, including:

(ITriggering events
Relational context of API function calls
CJAnticipated digital impression and trace evidence on a target system

% Analysis Tip

Investigative Parallels

The digital mvestigator could think of dynamic analysis to some degree as surveillance of a suspect.
During the course of surveillance, the nvestigator seeks to learn “what does the suspect do, where
does he go, who does he talk to,” etc. This mitial evidence collection helps provide a basic overview
of the suspect’s activity, but often additional nvestigation is required. A detailed interrogation (in the
parallel of malware forensics, disassembly) of the suspect (code) can help identify the remaming items
of potential interest.

Examining the Suspect Program in a Disassembler

P During the course of dynamic analysis of a maélcél‘(l)us code specimen, active system monitoring will



likely yield certain clues into the fimctionality of the specimen. In particular, API calls made by the
specimen during execution trajectory provide substantial insight into the manner in which the specimen
operates and the digital impression and trace evidence that will be left on the affected system

* Examine the specimen in IDA Pro, a powerful disassembler and debugger offered by Hex-

rays.com®Z A disassembler allows the digital investigator to explore the assembly language
of a target bnary file, or the mstructions that will be executed by the processor of the host
system

* IDA Pro is feature-rich, multi-processor capable, and programmable, and has long been
considered the de facto disassembler for malicious code analysis and research. Although 1t is
beyond the scope of this book to go into great detail about all of the capabilities IDA Pro has

to offer, there is a great reference guide called The IDA Pro Book by Chris Eagle. 28

P By spying on the API calls made by a suspect program during dynamic analysis, a helpful list
of functions can be identified for exploration within IDA Pro. The following examples demonstrate
leveraging the mtelligence gathered during API monitoring and using IDA Pro to parse a suspect
malware specimen. In particular, IDA Pro can be used to identify: (1) triggering events; (2) relational
context of API function calls; and (3 ) anticipated network trajectory, digital impression, and trace
evidence.

Triggering Events

» Triggering events are environmental or functional context variables that cause a malicious
specimen to perform a certain function. In Figure 6.35, IDA Pro was used to locate the
strings a specimen uses to compare against open browser windows. The code of the malware
reveals numerous URLs for various financial institutions, which the specimen monitors with the
FindWwindow function.
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call
push
push
call
o
RO
®or
RAOW
call
chp
jnz
xor
moyw
Ao
call

push
push
call

sub_LC9BGR

offset aHttpWuw brades ; "http://uwe.
2 ; 1pClassHame
FindWindowd

[ebx+BCO4h], eax
dword ptr [ebx+8BDEN], &
edx, edx

eax, [ebx+9D4h]
sub_431FBD

dword ptr [ebx+0BDOR], &
short loc_4DAFGF

ecx, ecx

a1, 1

eax, off_UBFC78

sub_41FADL
; CODE XREF: sub LDAF10+14Tj
: sub_LDAF10+4FT]

offset aHttpsBradescon ; “https://)

1} ; lpClassHame

FindWindowh

Using IDA Pro to discover a triggering event

Relational Context of API Function Calls

* In addition to identifying triggering events, IDA Pro can be used to identify the nextricability of
certain function calls, further revealing how a malware specimen accomplishes its nfection life
cycle and intended purpose.

* Looking further into the code of a target specimen from Figure 6.36, the malware also uses the
GetForegroundWindow and GetwWindowTextA functions in tandem to identify the window that is
currently in use and obtain the text from the window.
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Examining relational context between finctions with IDA Pro
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* Deeper exammnation of the function with IDA Pro reveals that the specimen uses the
SendMessageA function to relay back the discovered window titles. This method allows the
malware to selectively monitor the infected user’s browser activity, targeting URLs that relate
to the specified financial institutions.

Anticipated Network Trajectory, Digital Impression, and Trace Evidence

* In addition to determining the manner in which a malware specimen performs a nefarious
function, IDA Pro should be used in an effort to identify digtal trace evidence potentially
introduced onto a victim system

* In particular, using IDA Pro, locate functions and references to files a malware specimen tries
to download and execute. For example, inFigure 6.37, the malware makes a call to
download a file. After acquiring the file, the malware executes the newly acquired binary
th[‘Ollghthe winExec function.

call URLDownloadToFilen
lea

#ax, [ebpruar th]

noy ede, oFFset CRdLine [ “C:\uiEndowsy\Desconpact . exe
call sub_RRAIDC

noy ean, [ebprvar 18]

call subi_NREFLN

test al, al

fnx short loc SDERET

Rl O
Darsh L] 5 LPRIMSTATESCAL LEACK
pwin @ : pudaD lbee_soanm: i uCedina
s aFfset Coilline WA s B @ LY 5

iea wdx, [#bpewar iC] puih  offiel Codline :

v wau, [ehos (9 DCR] kall  WinEwec

leall  sub SPECE

e wax, [ehgeuwar 1C]

hea wtx, [ebpewar 1)

e dx, TIEM

leall  sum_AC3Two

I wax, [ebpewar 18]

Eall Sl _kbia

Pk eax i LPESTR
Bl n 1 LPUMEHE
kall  URLDowndeadTof led

Persh 5 :

H Lt ]
‘pash effset Coaline SRLTEE
wall winEaee

Ljme shart loc M09 00

Identifying potential digital impression and trace evidence with IDA Pro

* This nformation reveals the likely network trajectory of the malware, mn addition to digital
impression and trace evidence likely introduced on a victim system affected by the malware.

» Intelligence gathered through this process should be correlated with live response and post-
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mortem forensic findings in an effort to identify remediation considerations.

a¥ Other Tools to Consider

Visualizing Disassembly

« BinNavi: https/www.zynamics.com/binnavi. html
* HBGary Responder: http//www.hbgary.com/responder-pro-2

Advanced PE Analysis: Examining PE Resources and Dependencies

mln addition to examining the suspect program for embedded entities and inspecting the
assembly instructions in IDA Pro, re-examine certain PE structures in the suspect program
to gain further insight into the nature and purpose of the program.

PE Resource Examination

P The Resource Section (.rsrc) of the PE file contains information pertaining to the names and types
of Resources embedded in the file.22

« Described in the Microsoft winnt.n header file,2? the Resource Section is a hierarchical
structure consisting of the header pointing to an array of Resource entries. In a PE file, this
structure is collectively known as the tMAGE_RESOURCE_DIRECTORY, depicted in Figure 6.38.
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Image resource_directory

» Standard Resource types include icon, cursor, bitmap, menu, dialog box, enhanced metafile,
font, HTML, accelerator table, message table entry, string table entry, and version
mnformation, among others. (A comprehensive listing of the predefined Resource types can be
found in the winuser. h header file). 2L

» If references in the strings of a malware specimen connote indicia of mmage files, the Resource
Section should be thoroughly examined.

* Resource information gives the digital mvestigator a window into the ntentions of the attacker.
For instance:

(IDid the attacker make the icon associated with a malware specimen appear to be innocuous
to give the victima sense of comfort to click on it?

(JAre there embedded images in the Resources that reveal how the code will behave once
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executed?

(Do dialog boxes reveal the purpose and/or capabilities of the malware or the language likely to
be spoken by the mtended victim?

(IWas version information (described next) modified to make the specimen appear to be
trustworthy?

* As discussed in Chapter 5, certain metadata can be extracted from Windows PE files. This
mformation includes version information from the Resource Section, which is unique textual
data that describes and identifies an executable file.

* Version information is typically supplied by the user who compiled the executable during the
course of compilation. Version information includes:

OJFile version
(IProduct version
(Target OS
(anguage
(ICompany name
(JFile description
(nternal name
(egal copyright
Legal trademarks
(IOriginal file name
(IProduct name

P A number of different PE analysis tools and Resource editing tools can be effectively used to
parse and extract the contents of a target executable’s resources, ncluding PE Explorer, Resource

Hacker,22 CFF Explorer,2> and XN Resource Editor.%‘x Unlike many PE Resource analysis tools
that simply identify that the binary contains picture data and displays American Standard Code for
Information Interchange (ASCII) encoding of binary data, PE Explorer enables the digital mvestigator
to probe the Resources and display actual embedded images, if available.

* Loading a suspect program into a PE Resource analysis tool, the digital mvestigator will be
presented with a listing of the various Resources n the bmary. Most tools provide for a
hierarchical “drill down” navigation capability, similar to that of Windows Explorer. In
exploring Resources, start in ascending order and slowly ‘“peel” through the available
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Resources. (See Figure 6.39.)
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Navigating PE Resources

* InFigure 6.40, a dialog box Resource reveals that the target malware, a Wemon Trojan
specimen, contains a “GETPASSWORDI1” dialog box with Cyrillic characters; the dialog box
requests a password to be entered. A Resource such as this is a good clue, suggesting not
only that the malware has a password nexus, but that the attacker and/or intended recipient
can read Russian.
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IR, Examining the resources of a suspect executable with XN Resource Editor

* Similarly, in the example shown m Figure 6.41, the target specimen contains a RCDATA
Resource with an embedded mage of a virtual keyboard and Portuguese text requesting a
debit card password.

P dnplerar - Ceramenty amd i tiogShatmars Lok Tkingblumpnid_Tidre_rm

i

bbbt bbb bdbbddd
B 5

IDTI X Extracting an embedded resource image with PE Explorer

* RCDATA Resources are raw data Resources for an application that permit the mnclusion of

binary data directly into an executable file.22 Delphi executables typically contain RCDATA
Resources, which include Tforms. For a discussion regarding the nuances of Delphi
specimens, see the Delphi Executables text box, below.

P An alternative to manually exploring PE Resources is using a Resource extraction tool, such as

NirSoft’s ResourceExract,2® which allows the digital investigator to select a target binary and copy
certain Resources, such as icons, bitmap images, and cursor entries, into a destination folder.

» This approach is certainly quicker, but a downside is that it is not as methodical and thorough,
and valuable Resources such as RCDATA and version mformation can be missed. (See

Figure 6.42.)

572



[ ResourcesExtract E| =]}

FilerameMildcard: CiiMshuaraidumped_Video_exe E
Destirustion Foldsr: CiiDocuments and SettingsiMakeare Lab i

Rasource types o sxtract Clscan

[#l1cens [FlCursors - >

=] Aot onmatic olly open destinabion Folder

] s [FIHTML Related Resources

[] Arimated Teons [] Anisnated Cursors

[ avi Fies [ Mandest Resources

[#] Type Libraries [#] Other Esnary Resources

IF Filenaene: siready exists... Crverwrie sxisting Fle w

oo ] [ex )

IDTYN YWY Extracting Resources froma suspect executable with Resource Extract

% Analysis Tip

Delphi Executables

In the field, the digital nvestigator will likely encounter malware written in Delphi (a development
environment for Microsoft Windows), such as Banking Trojans and Rogue AntiVirus variants. Delphi
executables often contain artifacts resulting from development and compilation n the Delphi
environment. These artifacts, such as form files (TForns), contain valuable clues into a target
specimen. Delphi form artifacts typically reside n the RCDATA resources of a target executable. In
addition to exploring these artifacts in PE Resource viewer, the following tools and techniques allow
the digital investigator to dig further into a Delphi executable specimen:

Decompiling a Delphi Executable Specimen

A very powerful tool for analyzing Delphi executables is DeDe, which allows the mnvestigator to

decompile a target Delphi executable, reverting the binary into a native project directory, ncluding

pas (source) files, .dfim (Delphi form files), and .dpr (Delphi) project files. After extracting the

components of the executable, DeDe provides for an ntuitive navigation window, allowing the digital

mvestigator to parse the contents of the program. Individual components can be viewed for further

mformation by  selecting the  respective = component, such as a  form
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(https//www.softpedia.convget/Programmi buggers- Decompilers- Dissasemblers/DeDe.shtml).
Viewing Delphi Forms

DeDe also comes with a DFM (Delphi Form) Inspector, allowing the digital investigator to examne
the form files associated with the target executable file. However, for viewing form mformation, we
find that a better suited tool is DFM Editor, which is available for Windows 95/98/ME/NT
4.x/2000/XP/2003/Vista (http//www.mitec.cz/dfmhtml). DFM Editor is a form editor for Borland
Delphi forms in both text and binary format. A particular helpful feature of DFM editor is its ability to
extract forms from compiled executables and .dllls through its extraction tool. Upon loading a suspect
executable, DFM Editor provides the digital mvestigator with ‘Resources” and “Info” tabs. The
mnformation contained in the Resources table reveals the form Resources identified and extracted from
the target executable, whereas the “Info” tab reveals the components that the suspect executable
contamns, similar to the navigation window offered in DeDe. Upon selecting a target form, the DFM
Editor provides for an object tree view navigation pane, enabling the digital mvestigator to drill down
through objects on a granular level.

Dependency Re-exploration

P In addition to exploring the Resource section of a suspect program, the file dependencies of a
suspect program should be re-examined to identify modules that the specimen invokes to support its
functionality.

» For instance, during the course of parsing the assembly instructions of a binary in IDA Pro, the
digital mvestigator may learn that the suspect program relies on certan functions. By re-
examining the target executable’s file dependencies, it is possible to identify which imported
libraries support the necessary functions.

* As discussed in Chapter 5, a helpful tool for gaining a granular view of file dependencies is

Dependency Walker.2Z

» Using the collective results of API monitoring, file system monitoring, and static binary analysis
with IDA Pro, identify the .dll files that are invoked by a target malware specimen to support
required functionality.

* InFigure 6.43, the Banking Trojan examined earlier in this chapter invokes user32.d11 to
support its required DDE functionality, as well as the Findwindow and sendmessage functions.
Further, the specimen loads kernel32.d11 to support the FindFirstFile function, which is

574



required for querying the text files the program searches for during runtime.

SAl APPHELROUL e _fQedeg s L Hel Furstion Lrixy Poind
* 2] QUERY.OIL B [na 10 (Goai ) | Cudedccmssiaty ok Bourd
# 30 GRanLEDu L BLT 106 (BbOEA) | DxdeChont Teardattan Bk Bonred
35 peozou B |nmia 107 (D08 ) | DodempStrngHardes ek B
O wianer.ow B | 108 {OeadDCh | CoeConnesct Mok Boured
O LMoL B e 100 (G004 ) | DdecresteDataande Mt Bound
3] SELEoL BB |na 101 [0l ) | ExdeCresteSirngHardies Bk Boured
O coMmsx.ouL B (s LA (Bl0T 1) | Delalipoorrt Bt Bl
O Sawstou B |me 116 (oD 74) | CxleFreeDatabtande Het Bourd
R M i B e 117 (00075} | DdePreeTringtands Mok Bound
b biAL B |we 118 (00077 ) | Ddecsat astrmoe Mok Bound
3 oy s 122 (0 T4 | Duladeitisiona Hk Beared
B Bl RN DL —an 136 (00 TD) | Delehiameerice Hek Beared
3] -LoERSZ UL R 126 (00TE ) | DdePoathdhse Mot Bound
8] ACWAPRLY.DLL B e 127 (00 7F ) | DdeGueryConminfo Pk Bourd
34 ouzou i 129 (00081 ) | DdeuerySinnga Hct B
3] APRHELP DL BB s 13 (3al0ES) | Dodedatimerranchs Bk Bl
v 301 MaGOl B ne 134 (0noE8) | DeLinacesssiats Mt Bound
3a] comcmazow B e 135 (00DE7) | DdeLinindision Mot Bound
35 cwerau E_ |Omnd~ | Het Furtion Pt
?ﬁ ot BN |24 {100E0} | 223 (E000F) | Equaect COO00ACON
3 B | 225 (0a00E b ) | 224 (Du00ED) | Exchodelipsisteiion CaB00CERT
3a] oueauriou 226 (0002} | 225 fouiedE 1) | ExtwiredemesEe CDO049ESD
+ 300 msEU ED | 2z7(0noes) | 226 fowoe 2) | Fllect CHR000CACS
33 sEnsastou ED [zowitenoa) | 227 (on00e3) | Ardwindows CODOZFI0E
38 LREWLOW ED | Zob (0e00ES]) | 228 (00006 4) | FrWindomEs SuOOZFIEY
3] LRLMCHDLL ED | 23000:0066) | 229 (on0ES) | FrdWindwExw CeDDOZ5LE
3] Lo BB |z imo0e7) | 230 oa0Es) | Frawindowss ODOZFZAS
300 weemow D |zwimnoes) | 231 i000r7) | Fashavedon CODD45ECE0
Al VERSIOM.DLL ED | a3 (00085} | 232 (Saddnn) | Mashwindowts [ T b
T CoMMiLGIOLL ED | 234 (008 A) | 33 (Gl 0] | Fratifect ExB000FSFE
3 EEEEm ot | I |23 (0068} | 204 [00EA) | rasboePuran Sty

IR Examining the dependencies of a target executable with Dependency Walker

» After identifying the modules and associated functions nvoked by a suspect program, the
digital nvestigator can spy on the program’s behavior in a more aggressive manner, such as
API hooking, as described below in the following section.
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Interacting with and Manipulating the Malware Specimen:
Exploring and Verifying Functionality and Purpose

@Aﬁ‘er identifying the manner and means in which a target malware specimen functions,
manipulate the specimen or the lab environment in an effort to interact with the specimen
and verify its functionality.

B Unlke other phases of analysis that involve monitoring, data analysis, and extraction to
understand the functionality of a target malware specimen, this phase of analysis focuses on thinking
like the attacker. In particular, the focal point is sow is the malware specimen used and how its
functionality is invoked.

* To accomplish this task, the digital mvestigator can manipulate a target malware specimen in
the following ways:

(JAPI hooking
CIPrompting trigger events
(IUsing client applications

API Hooking

P A technique that can be used to isolate and spy on specific functions of a suspect program, and in
turn, confirm our findings regarding a program’s functionality, is API hooking, or intercepting specific
API calls.

* A useful tool that can be used to accomplish this task is SpyStudio, which is developed by
Nektra 2
 Unlke the.dl/ mjection technique discussed earlier, SpyStudio uses a proprietary API
framework called the Deviare API to mtercept function calls, allowing the digital investigator
to monitor and hook applications in real time.
* Recall from previous examples where we examined a suspect Banking Trojan’s dependencies,
which revealed that the functions nvoked by the specimen were primarily provided by the
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imports user32.dll and kernel32.dll. Further, from our inspection of the specimen’s assembly
mstructions and our previous APl monitoring sessions, we learned that the program
accomplishes its nefarious purpose by using the FindwindowaA and sendMessagea functions and
DDE commands, among others. With this information SpyStudio can be configured to insert a
hook to monitor required functions.

* As shown in Figure 6.44, a hook is inserted nto the bbecreatestring HandleA command
through user32.dll. Immediately after placing the hook, the output mterface of SpyStudio
scrolled with the www_GetwindowInfo request.
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Intercepting the www_cetwindowInfo finction with SpyStudio

* The same method can be used to confirm the suspect program’s use of the FindwindowA,
SendMessageA, GetWindowTextA.

* For exanple, inFigure 6.45, the output resulting from the mterception of calls for the
FindwindowA function identifies numerous financial mstitution Web sites that are being
monitored vigilantly by the specimen.
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Intercepting the Findwindowa function with SpyStudio

* SpyStudio enables the digital investigator to monitor several hooked finctions simultaneously,
ntercepting and revealing the relational context and mterplay between the functions.

Prompting Trigger Events

P Recall from earlier in the chapter that execution trajectory is the behavior and interaction of the
malicious code specimen with the victim system and external network resources from the point of
execution through the life cycle of the infection. As a part of the trajectory, triggering events are
those events that invoke behavior or functionality froma specimen.

» Trigger events may be caused by victim behavior on the infected system (such as typing on the
keyboard—invoking a keylogging feature) or through the introduction of digital trace evidence
from a remote resource (such as the download of additional malicious files that provide
nstructions to the specimen).

* Armed with information gathered through dynamic and static analysis, the digttal investigator
can engineer the laboratory environment in an effort to replicate the particular triggering events
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used by a target specimen. Although triggering events are specific relative to a target
specimen, some examples include:

(JOpening and using a particular targeted client application

(IChecking for the existence of specific files on the victim system

(Replicating victim interaction with the system such as opening browser windows
Myping information into a Web form

INavigation to certain URLs

(ISetting up additional network resources sought by the specimen

* To emulate a malware specimen’s interaction with the target URLSs, one approach would be to

copy the content of the target Web sites using utilities like HTTrack 2 (Windows and Linux)
or wget (Linux) and host the content on a Web server in your malicious code laboratory—in

essence, allowing the specimen to interact with the Web site offline and locally.m‘x

* An alternative approach is to resolve the predefined domams and URLs to a Web server
running in the laboratory network. Although the content of the Web sites will not be similar, at
a mmimum the URLs will resolve, which may be enough to trigger a response from the
specimen.

Investigative Considerations

» Triggering events that relate to specific files on the victim system emphasize the need for a
holistic mvestigative approach. In particular, where possible, the digital mvestigator should
examine the physical memory and hard drives of the victim system to corroborate trigger
events and recover relevant associated artifacts.

Client Applications

B Certain types of malware are controlled by the attacker with a client application or command and
control mterface. Thus, to fully replicate the functionality and use of these specimens, the digital
mvestigator will need to use these control mechanisis.
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* Unfortunately, as these are typically “‘underground” applications, they may not be easy to
acquire. Furthermore, even when client applications are available for download from
underground foruns, they are often modified by attackers to have additional backdoors and
malicious features in an effort to infect the system of the individual who downloaded the
program. Use extreme caution when conducting this kind of research.

» Ifa “clean” and “reliable” version of client software can be obtained through a malicious code
research Web site, /2L install it for use on a separate laboratory system in an effort to replicate
the remote attacker.

* Once the client application has been configured for adaptation in the laboratory environment,
execute the malware specimen in the victim laboratory system mn an effort to trigger the
specimen to connect to the remote client.

* Explore the nature and capabilities of the program by delving deeper and assuming control
over the victim system through the malicious code specimen. Further, in gaining control over
the victim system execute available commands and features from the “attacker” system in an
effort to evaluate the attack capabilities of the specimen and client (see Figure 6.46).
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Interacting with a victim laboratory system using the Poison Ivy client application
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Event Reconstruction and Artifact Review: Post-Run Data
Analysis

EAﬁer analyzing a suspect malware specimen, and gaining a clearer sense of the
program’s functionality and shortcomings, reconstruct the totality of the forensic artifacts
relating to the malicious code specimen. Examine network and system impression evidence
to determine the impact the specimen made on the system as a result of being executed and
utilized.

P Correlate related artifacts and try to reconstruct how the specimen interacted with the host
system and network. In particular, examme digital impression and trace evidence collected through
both passive and active monitoring tools during the course of execution trajectory, including:

* Passive monitoring artifacts

CIFile system

Registry
IProcesses

* Active monitoring artifacts

(IProcesses

CIFile system
Registry

(JAPI calls
CINetwork activity

* Physical memory artifacts

Example Event Reconstruction Case Scenario

P To gain a clearer understanding of the Event Reconstruction process, an example case scenario will
be used for demonstrative purposes. In particular, the investigative steps and artifacts examined will
be through the lens of analyzing the impact that a Trojan crimeware specimen made on an infected
victim system. The basic facts of the scenario include:
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* During dynamic and static analysis of the target specimen, you determined it to be modular
malicious code — malware that has limited functionality requiring the download of other files
for additional functionality. Your analysis reveals that the malware tries to connect to remote
resources for additional files.

* You learn that the execution trajectory on the victim system created numerous new files and
processes. Further, the specimen required substantial environment adjustment and emulation
to complete trajectory and its infection life cycle.

* To conduct your analysis, the sample Trojan crimeware specimen was executed on an
emulated victim laboratory system (Windows XP SP2 VMware Guest), and a server system
(Ubuntu 10.10 VMware Guest) was established to facilitate environment emulation and
trajectory chaining,

» Using the facts of this example case scenario as the basis, the totality of the forensic artifacts
relating to the malicious code specimen can be reconstructed following the guidelines in this
section.

Passive Monitoring Artifacts

P After executing and interacting with a malicious code specimen on an infected victim system, assess
the impact that the specimen made on the system. In particular, compare the post-execution system
state to the state of the system prior to launching the program (the “pristine” system state).

* Recall that the first step prior to executing a malicious code specimen is to establish a baseline
system environment by taking a snapshot of the system state using a host mntegrity or
nstallation monitoring program

* Once the dynamic analysis of the malware specimen is completed, examine the post-runtime
system state by comparing it against the pre-run snapshot taken with a host integrity or
nstallation monitoring tool.

* For exanple, after running the Trojan crimeware specimen presented in the example scenario
and comparing system snapshots, the installation monitoring utility InstallWatch captured the
creation of directories, executable files, and prefetch files on the victim system (Figure 6.47).
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File system changes captured with InstallSpy

* Correlate host mtegrity or installation monitoring results with other digital impression and trace
evidence collection methods. For mstance, referenced earlier n the Execution Artifact
Capture: Digital Impression and Trace Evidence section, CaptureBat collects granular details
regarding a malware specimen’s behavior and the associated digital impression evidence left
on the file system and in the Registry of the affected system

* Areview of the CaptureBat log resulting from the execution of the Trojan crimeware specimen
(Figure 6.48) details execution trajectory resulting in a newly created malicious process,
qeise.exe, and relational context withexplorer.exe, which suggests possible process
mnjection.

Loaded kernel driver: CaptureProcessMonitor
Loaded kernel driver: CapturefegistryMonitor
Loaded filter driver: CapturaFileMonitar

=gdived for brevity>
proccs:: created Cr\WINDOWS\explorer.exe => CriMalware\svcinstal.exe

ragistry: SetValueKey Ci'Halware'aveinstal.exe ->
HKEU‘EoftharE\HLCrn:oft‘w;ndﬂwa‘cu:rcntJc'nLnn\prlo:c'\bhchl Folders\AppData

filer Write Cir\Malware\svcinatal.exe => Ci1\Documents and Settings\Malware
Lab\Application Data‘\Vawiuviqeise.exe

process: creatéed Ci1'Malware\sveoinstal.exe => Ci\Documents and Settings‘Malware
LabvApplication Data‘\Vawiuvhgeise.exe

registry: SotValueKey C:\Documents and Settings‘\Malware Lab‘\Applicationm
Data\Wawiuviqeise.exe => HECU\Software'\Microsoft\Windows\CurrentVersion\ExploreriShell
Faldrrﬂ\hpp“nta

reg 1at?¥ ur!ﬁ? C:\WINDOWS\explorer.exe -> HECU\Socftware'\Microsoft\Internst
Explorerh t'].'.l'ﬂﬂ:(‘\.cleﬂﬂ ockies

pegistry: SetValuekKey C:W\WINDOWS\explorer.exe -»> .
HKEU\EoftwarE\HLc:usaEt\w;ndDw51Cu:rcnt?cr51ﬂn\1ntc:nct SettingshZones\0V160%

file: Write C:\WINDOWS\explorer.exe -> C:\Documents and Settings'\Malware
LabhApplication Data‘\Geovriwubou.umz

filer Write Ci1\WINDOWS\explorer.exe => Cr\Documents and Settings‘\Malware
LabvApplication Data\Geoveiwubou.uRs

registry: SetValueKey C:A\WINDOWS\explorer.exe =>
HECUY Software\Microsoft\Windows\CurrentVersion\Run'\ {81EFIASI-TEDB=-TA56-C2R]1~
4T0EASEERGDA}

registry: SetValueKey C:\WINDOWS\explorer.exe => HECU\Software\Microsoft\Uzegho'Ebna

CaptureBAT log

Active Monitoring Artifacts
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P For holistic context, compare data collected through active monitoring with passive monitoring data.

* Track process creation, file system, and Registry changes.
* Confirm digital impression and trace evidence on the affected system
* Identify any inconsistencies or anomalies between the data sets.

P Eigure 6.49 reveals the file system and Registry activity of malicious processes spawned by the
Trojan crimeware specimen, as captured by Process Monitor. Later in the execution trajectory
(Figme 6.50), the malicious Process geise.exe iry'ects explorer.exe.
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File system and Registry activity captured during active monitoring in Process Monitor
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I NCRI{l, Active monitoring capturing process mjection

Analyzing Captured Network Traffic

P As a general principle, in examining the post-run network data there are five objectives:

1. Get an overview of the captured network traffic contents to get a thumbnail sketch of the

network activity and where to probe deeper.
2. Replay and trace relevant or unusual traffic events.
3. Gain insight into network trajectory and associated network impression and trace evidence.
4. Conduct a granular inspection of specific packets and traffic sequences if necessary.
5. Search the network traffic for particular trends or entities if needed.

P There are a number of network analysis and packet decoding tools for Windows that enable
the investigator to accomplish these tasks. Some of the more commonly used tools for this analysis
include:

» Wireshark (discussed earlier in the chapter)
« RUMINT (a network forensic visualization tool)1%2
« Network Miner (a network forensic analysis tooly.%3

P Trace and compare network trajectory evidence with resulting digital impression and trace
evidence on the victim system. This is parﬁcdarlgfgigrportam when analyzing modular malicious code



that retrieves additional files from remote resources.

* For example, during the examination of the sample Trojan crimeware specimen, environment
emulation was conducted to facilitate the needs of the specimen. In particular, a configuration
file needed by the specimen was hosted on the malware laboratory Linux server, enabling the
Trojan to download it and accomplish the execution trajectory and infection life cycle. This
sequence is a good example of digital trace evidence introduced onto the victim system.

* After downloading the configuration file, substantial digital impression evidence manifested on
the victim system, including the creation of new files. Further, the network trajectory shifted,
yet again, in an effort to report to Web-based command and control structure.

* To gan an overview of network trajectory in relation to the totality of system events and
resulting digital impression evidence, use a network forensic visualization solution such as
RUMINT.

CJRUMINT provides the digital investigator with the ability to view network traffic through a
myriad of different visualization schemas, providing alternative context. This is particularly
useful when a series of environment adjustments are made on the victim system

(IVisualization schemas can be used in tandem, as shown in Figure 6.51. The Text Rainfall
view reveals reconstructed network traffic, including domain name queries and a GET request
for the configuration file hosted on the Linux server. The Byte Frequency view provides the
digital mnvestigator with a high-level view of protocol activity and data transmission, which is
helpful for identifying data network traffic patterns.
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a¥ Other Tools to Consider

Network Forensics

* Dice: http//www.ngthomas.co.uk/dice.html

* Chaosreader: http’/chaosreader.sourceforge.net/
* Packetyzer: http//www.paglo.com/opensource/packetyzer
* Xplico: http//www.xplico.org/

Analyzing API Calls
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P Another post-execution event reconstruction task is collective review of the API calls made by a
suspect program, and how the calls relate to the other artifacts discovered during the course of
analysis or during Event Reconstruction. Tools such as TracePlus provide an API call capture
summary, which is a great overview for identifying the ratio and types of calls made by a malware
specimen during runtinme.

Physical Memory Artifacts

P Physical memory can contain a wide variety of digital impression and trace evidence, including
malicious executables, associated system-related data structures, and remnants of malicious events.
Within the scope of Event Reconstruction, the goals of memory analysis include:

» Harvest available metadata including process details, network connections, and other
mnformation associated with the malware specimen for analysis and comparison with other
digital impression and trace evidence identified on the infected laboratory system

* Perform keyword searches for any specific, known details relating to the malware specimen
that was examined.

* Look for common indicators of malicious code including memory injection and hooking (see
Figure 6.52, depicting the detection of process mjection into explorer.exe during the runtime
of the Trojan crimeware specimen).
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I * Description:  Tha program Sppears bS iRjoct cods Mo another prodeds, Thill B wiry comincs b malwara and highly duspetious,

IR ®P: Process injection detected with the Responder Professional Digital DNA feature

» For each process of mnterest, recover the executable code from memory for further analysis.
» For each process of iterest, extract associated data from memory, including related
encryption keys and captured data such as usernames and passwords.
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* Extract contextual details such as URLs, MFT entries, and Registry values pertaining to the
nstallation and activities associated with malicious code.

* Perform temporal and relational analysis of nformation extracted from memory, including a
time line of events and a process tree diagram.
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Digital Virology: Advanced Profiling Through Malware
Taxonomy and Phylogeny

@Aﬁ‘er gaining a clearer picture about the nature, purpose, and capabilities of a malicious
code specimen through dynamic and static analysis, catalog and classify the specimen with
the aim of identifying phylogenetic relationships to other specimens.

P Creating and maintaining a malware repository of cataloged and classified specimens is a
valuable and recommended feature in the digital investigator’s malware laboratory. Carefully classified
malware in the repository provides a powerful resource for comparing and correlating new specimens.

P A repository of cataloged and classified specimens supports several benefits in a digital
mnvestigator’s malware laboratory.

* Formalizes the information captured and reported for each specimen of malware, increasing the
consistency of analysis and reporting.

* Knowledge reuse when analysis has already been performed can be applied to a new
specimen, saving time and effort on malware analysis, particularty when encryption and other
challenging features are mvolved.

* Exchanges details about malware with other digital nvestigators in a format that is ntelligible
and immediately useful for their analysis.

* Reveals trends in malware infections that may be useful for protecting against future attacks.

* Finds relationships between related malware that may provide msight nto their orign,
composition, and development. Such linkage may also reveal that a single group of attackers
is responsible for multiple incidents.

B Malware taxonomy or cataloging and classifying a malware specimen means correlating the
mformation gathered about the specimen through file profiling, behavioral and static analysis, and, i
turn, identifyng the nature, purpose, and capabilities of a specimen. This enables the digital
mvestigator to group the specimen mnto a category of like specimens. Mahware taxonomy borrows
from traditional biological taxonomy, or the science of classifying organisms.

* In some instances, going beyond classification and endeavoring to identify the evolution,
similarity in features, and structure of a particular malware specimen—or relationships to
other specimens—is needed. For exanple, during the course of an mvestigation you may learn
that a victim has been under attack over the course of several months, and the attacker’s
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malware has become more sophisticated as a result of countermeasures attempted by the
victim  Examining phylogenetic relationships between all of the specimens may identify
important nterrelationships and indicia of evolution in the malware.

* In biology, phylogenetics is the study of evolutionary relation among various groups of
organisns A% Applied to malware, phylogeny is an estimation of the evolutionary relationships
between a set of malware specimens. 12 There have been a number of studies on malware
phylogeny modeling, as detailed in the following table.

Researcher(s) Research Model

Hayes, Walenstein, and Evaluation of Malware Phylogeny Modeling Automated variant

Lakhotia Systems Using Automated Variant Generation'?® |generation
Classification of Malware Using Structured Structured control

591



Cesare and Xiang Control Flow~%Z flow
Wagener, State, and Mahware Behavior Analvsisl®8 Behavioral analysis
Dulaunoy re vior Analysis
o - Digital Genome Mapping- Advanced Binary Graph

Carrera and Erdélyi Malware Analysis!®’ similarity/clustering
Rieck, Holz, Willenrs, Dussel, |Learning and Classification of Malware Machine learning
and Laskov Behavior-2 techniques

. : Automatic Malware Classification Using Cluster  |Hybrid hierarchical
Ye, Chen, Li, and Jiang EnserrblolLL clustering (FIHC)
Walenstein, Venable, Hayes, (Exploiting Similarity Between Variants to Defeat |, Vilo” method
Thompson, and Lahkhotia  [Malware! 2
Karim, Walenstein, and ) ) I1 patterns n stri
Lakhotia Malware Phylogeny using Maximal IT Patterns' 3 coﬁte s ring
Gupta, Kuppil, Akella, and .. . 114 Text mining and
Barford An Enpirical Study of Malware Evolution— prun

P On a practical level there are many mvestigative steps that can be taken to comparatively
analyze the contents and functionality of malicious code specimens. These steps include:

* Context Triggered Piecewise Hashing (CTPH)

* Identifying textual and binary indicators of likeness
* Comparing function flowgraphs

* Process memory trajectory comparison

* Visualization

* Behavioral profiling and classification

Context Triggered Piecewise Hashing

B Recall from Chapter 5 that CTPH computes a series of randomly sized checksuns for a file,
allowing file association between files that are similar in file content but not identical.

* In the context of malware taxonomy and phylogeny, sdeep, a file-hashing tool that utilizes
CTPH, can be used to query suspicious file specimens in an effort to identify homologous
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files 112

* One scanning option, as demonstrated in Figure 6.53, is to use the recursive (-r), bare (-b),
and “pretty matching mode” (-p) switches against a directory of malware specimens; the

output cleanly displays matches between files.

IDTYL IR Comparing a directory of files with ssdeep

Textual and Binary Indicators of Likeness

P Another method the digital investigator can use to conduct taxonomic and phylogenetic analysis of
malware specimens is through identifying similar embedded artifacts—textual or binary nformation—
in files. Two tools that can be used to assist in this endeavor are YARA1® and HBGary’s
FingerPrint 117

P YARAs a flexible malware identification and classification tool developed by Victor Manuel
Alvarez of Hispasec Systens. Using YARA, the digital mvestigator can create rules that describe
target malware families based upon textual or binary nformation contained within specimens in those

families 118
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* YARA can be nvoked from the command line as a stand-alone executable or the functionality

can be integrated mto the digital mvestigator’s own Python scripts through the yara-python

extension 2

* The YARA rule syntax consists of the following components:

CJRule identifier: The rule “name” that typically describes what the rule relates to. The rule
identifier is case sensitive and can contain any alphanumeric character (including the

underscore character), but cannot start with a digit, and the identifier cannot exceed 128

characters. 120

(IString definition: Although not required for a rule, the string definition is the section of the rule

in which unique textual or hexadecimal entities particular to a specimen are defined. The string

definition acts as a Boolean variable for the rule condition.12L

(ICondition: The rule condition is the logic of the rule; if files queried with the rule meet the
variables in the condition, the files will be identified as matches.

* Rules can be written in a text editor of choice and saved as “.yara” files.

* YARA rules can range from simple to very complex; it is highly recommended that the digital
mvestigator familiarize himself with the YARA User’s Manual (currently version 1.6) to gain a
full understanding of YARA's finctionality and limitations 122

* InFigure 6.54, a rule was created in an effort to identify and classify Wemon Trojan
specimens. 12 Recall fiom the section Advanced PE Analysis Examining PE Resources and
Dependencies that the Wemon Trojan contains unique PE resource artifacts. Further,
extracted strings reference a PE file (svchost.exe) and various dynamic link libraries, when
taken in totality, are unique to the Wemon malware family.

rule wemon : trojan
i
»

5a = "svchost.exe "

b = "SHFOLDER.dL1"
o = “TegamViewsr Resource de.dll”
= b~

ion:
{5a and $b or 5c) and (%4 or fe or Sf or %g or $h or $i or %3j)

A YARA rule to detect the Wemon Trojan
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* After creating the rule and saving it as “wemon.yara,” a directory of numerous malware
specimens was queried with YARA, applying the rule. The results of the query are shown in
Figure 6.55; seven different specimens were identified and classified.

C:\Malware Lab\caxonomy»yAara.exe -r wemon.yara ci:i\Malware\specimens
Wemon o \Malware '\.".E:l'.:q;'.l 15 '\.l';!:e:igzl'z'. e

wemon ©: \Malware ens LZOrvhosk . éxe

wemon ¢: \Malware \s ‘helpfile.exe

wemnan <: ‘Malware ‘\specimens updacehelp . exe
wemon ©: \Malware \spe ens '\'ri'ir'.-::i;_;-w:'_;'iipri.l.l ", ERE
wemon ¢: ‘\Malware )\ape ‘\winhelp.exs

wemon ¢: ‘Malware \spec 18 \winsrv.exe

wemon c: ‘\Malware \specimens \WinUpdate.exe

Results of scanning a directory with a YARA rule

a¥ Other Tools to Consider

Textual and Binary Indicators of Likeness

Scout Sniper (scoutsniper) is a command-line wrapper program for YARA and ssdeep that can be
used to scan target directories on local and  remote systenms
(https//www.cutawaysecurity.com/blog/scout- sniper).

Further tool discussion and comparison can be found in the Tool Box section at the end of this
chapter.

P The digital mvestigator can further probe malware specimens for indicia of phylogenetic
relationships, such as string and byte patterns by using HBGary’s FingerPrint 124

» Written in C#, FingerPrint is a framework (command-line utility and XML database) for
scanning portable executable files and extracting attributive embedded artifacts such as strings
and metadata. Figure 6.56 displays the information extracted and cataloged for each target
file.
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Source Patch
i \pray nragisfx‘\bulldi\sixrarilirelesass
Original <k Hame sfxrar
Original & Path

d:\project nrarvsfx\buildisfxrariZirelease
RETSC 2

CPUID 2

FPE Headers

=

IS CIR]E Probing a malicious code specimen with FingerPrint

* Results of the each scan are saved in a database named “scan_history.xml1,” which can be
used to further query and compare new specimens against previous specimens.

* FingerPrint can be used to scan single or multiple files in a variety of ways either against other
specimens or the scan history database. A command reference is provided in the following
table.

Switch Function
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fp [file or Acquire a dump of FingerPrint data

: :
ig,re-g BFtle 1] [file |oomare two files

fp ¢ [directory] Scan a directory and compare it to the scan history, showing a summary of

results
fp -r [directory] Recursively scan a directory
fp -db [file 1] Compare a file to the scan history, only showing > 80% matches

fp -dball [file 1]  |Compare a file to the scan history, showing all comparisons

* The FingerPrint comparison scanning options are very valuable toward identifying possible
phylogenetic relationships between targeted specimens. Figure 6.57 displays an example
comparison of two different Wemon Trojan specimens using the — option.
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locale

Comparing malicious code specimens with FingerPrint

* The resulting output provides a detailed report of matched and unmatched variables between
the two specimens; the matches and mismatches are calculated and weighted and a final
match percentage is rendered.

* In addition to the native scanning capabilities, FingerPrint is extendable through user-generated
plug-ns called “FingerPrints.” Details regarding how to create a FingerPrint are included in the
“readme” file packaged with FingerPrint.
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P Using ssdeep, YARA and FingerPrint, malicious code specimens can be triaged, classified, and
cataloged based upon file content. Deeper comparison and exploration of similar malware specimens
can be accomplished by conducting a diff (short for difference) of the specimens.

B By diffing files, the digital investigator can identify common features and functions between
specimens, and conversely (and perhaps more important) identify distinctions. In particular, through
this process, evolutionary factors such as feature accretion'>—or added features and capabilities in
malware—can be identified and considered toward establishing phylogenetic relationships. Using
BinDiff12% an IDA Pro plug-in, the digital investigator can diff two target executable file specimens.

* One of the most powerful features of BmDiff is the Graph GUI, which displays side-by-side
comparative flowgraphs of target code contents.

 BnDiff assigns a signature for each function in a target executable based upon the number of
codeblocks, number of edges between codeblocks, and number of calls to subfinctions. 122

* Once the signatures are generated for the two target executables, matches are created through
a myriad of Function Matching and Basicblock Matching algorithms. 128

* BinDiff renders Similarity and Confidence values for each matched function (shown n Figure
6.58) as well as for the whole executable file 122

T B0 Wowi-A O rached Functions [ | T et T Privnary Urmatehad W Soconchay Lrmabcbed 1] Hax Vi
| sendarity | confidence LA primary TR DIEMATY A secondary T secondary sorthm
1o 0.9 D0 sl ADECDD 2 OEED0 o _S0ED0_E9T hash matcing
100 0.9 CHOEFT2 by 40EFTI 40 DOM0BF72 wub_S0BFT2 809 thach matehing
] 0.9 HOTTET wub_$000ET_227 DoOTTET oy S0TDET_E0E hach matefing
1,00 o DHOCEDS b 400005343 IOHOCES o SOCC05_B12 Muash masbcring
1.00 099 DHOICAY b AMICAY_29 DOSO1CAL oo _$31CA1_438 Hach msbcting
1.00 0. O LOEES s 4 L0EES_45% D04 I0EED nubs_$10E69_528 Thach mabching
1,00 0% 4 LO3CH b 4L03CA_¥53 0410308 by _4§0308_562 Tach mabebing
100 o Listiikik ] Fuls 40133 10 DOA0L3LS Suli SO13LE 479 [hash mabhing
1.00 0.9 DB by A0ECE9_339 OHOBDSS oy _SOBPSS_B0S Thash matching
100 [ OHES0E oy A0EG0E 170 DOH0GS0E: i 05908 £33 Thash mabohing
1,00 0.5 [T A LA _454 0410846 nuby_410845_523 Thash mabching
100 () OH0REEC Fuls A0S2EC 247 DOHZEC By WOGIEC_T1E call refersnce matching
Lod e OHOEFH sl 4080239 DOADGSHD Fuby_S0GSED_55E [rvish mashohing
100 U8 0L D00 sl _4L0003_443 D0 30003 b 410003 1B [hash mabohing
100 o HHEE Suls_HHCEZ BE DOHDHCED Fub_ SORCEQ 555 [hazh mabeiing
100 o HOBHTE by $0BASE_J322 DOSOBASE sub_S0B45E_T91 call referanoe matching
100 oo DHL1SL sl 3L136E_462 DOAT 1361 b _A11361_931 [z mashohing

Ut BinDiff plug-in interface n IDA Pro
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Pre-processing

* Prior to nvoking BinDiff] load the respective target executable specimens into IDA Pro. Save
the IDA Database file (. idb) associated with the target executables.

* In IDA Pro, open the IDA Database file for the first target executable specimen.

» Using Figure 6.59 as a visual reference, BnDiff can be invoked through the following steps:

1. Go to the Edit option in the IDA toolbar.

2. Select the Plugins menu.

3. Select the “Zynamics Bindiff”’ plug-in.

4. By virtue of selecting the BinDiff plug-in, the Diff Menu box will appear. Click on the “Dift
Database” box in the menu; this will open Windows Explorer.

5. Select a second IDA Database file for comparison.

Bogn slection. AR+
Select etfer  Shitefirber

Selecting target files for comparison in BinDiff
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* Upon loading the second target IDA Database file, four additional tabs are presented in IDA:
Matched Functions, Statistics, Primary Unmatched, and Secondary Unmatched.

Displaying Flowgraphs in the BinDiff Graph GUI

* Upon identifying a function of interest, right-click on the finction and select “Visual Diff,” as
shown in Figure 6.60. This mvokes the BnDiff Graph GUI.

1.00 53 IO rageFinMaporgs O 1 230C Crostefisiaoorgt rign hash matching
il (R o

| Delete Match

1.00 of DI ripina Fash malching

1.00 a5s 12118 s baash mstching
1.00 0% oMINIC oty Puash i
1.60 s I ruama huish matching
1.00 s QoHIZI2e mame hash mstching
1.00 o oI ruaena oy mbching
1.00 oS HIZEC mame hash matching
1.00 ofF oM rian Faash maslching
1.00 O oHINM s buash mshcking

Invoking the BinDiff Graph GUI

P The BnDiff Graph GUI displays the function flowgraphs for the respective target executable
fles n an mtutive dualpaned nterface, enabling the digital mvestigator to navigate the target
flowgraphs contemporaneously, as shown in Figure 6.61.
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IR XY | BnDiff Graph GUI

» Using the mouse wheel, the flowgraphs can be zoomed in or out.

* By “zooming out,” a high-level visualization of the function flows is displayed, which is useful
for visually comparing the likenesses or contrasts in data. Similarly, a flowgraph overview
“map” for the respective target executables is provided.

* By “zooming in,” the disassembled code is displayed in detail

* The graphical manifestation of the flowgraph can be viewed i three distinct layouts to provide
slightly different context of the graphs: hierarchic, orthogonal, and circular.

Process Memory Trajectory Analysis

P As discussed in Chapter 5, malware in the wild often presents itself as armored or obfuscated,
primarily to circumvent network security protection mechanisis like anti-virus software and intrusion
detection systems. Even if a specimen could be linked to a certain family of malware based upon its
content and similar functions, obfuscation code 6s(1)1§h as packing may limit the digital mvestigator’s



ability to extract any meaningful data without first deobfuscating the file.

* A technique that allows the digital mvestigator to compare the contents and trajectory of
deobfuscated malicious code n memory during runtime is process memory trajectory
analysis, or the acquisition and comparison of the process memory space associated with
target malware specimens while executed and resident in memory. This technique is most
effective when the respective specimens manifest as distinct new processes rather than
jection into pre-existing processes.

* After executing the target specimen, locate the newly spawned process in a process analysis
tool that offers process dumping functionality, and dump the process to disk.

* For exanple, in Figure 6.62, using LordPE, the target process is identified and selected in the
tool’s process viewer. The process dumping menu is mvoked by right-clicking on the target
process; select “dump full” and save the newly dumped process to disk.

X [ LordPE Deluxe ] by yoda

Path FiD ImageBiase | ImageSizs |~ PE Edtor_ |
2| - \program fla'adcbehsvchost aee Bienk & Erber

dumg partial. ..

g P, .. ___E_u_bi.dd__li'E__J
‘ axckiver dump endgere LA = el

' Durrger $:N:r!

Path priority ; - I]—
E! = \progiam Mes\sdobeasvehosl sos correct ImageSize g
& e vwandows\ystemIZinbdl A
4] e \windowr\system I hened 12 I loaci ko PE adker... (teme Fle)
8 e Saystemiz a load into PE editor, . (read only) Aot |
4] & \windowssystem3urer32 I B e | b Ewmt

IR XY/ Dumping process memory with LordPE

* Conduct the same process memory collection method for each specimen of interest; determine
the file size and hash values associated with the process memory dump files. As shown in
Figure 6.63, the processes dumped with LordPE have an identical file size but distinct MDS5

hash values.
File Name Size (bytes) | MDS Hash
{dumped-winsry  SO74944  9E43SDOM4GAETZACIDAGOOTESAIDAIIS
dumped-helpfls S074044  6ADADIFEEBAGFDBIEDS ] TIBAFCC195DA

603



DTN R MDS5 hash values of suspect process memory
« Query the respective process memory files with ssdeep in an effort to determine similarity. 13
(JAs shown in Figure 6.64, applying ssdeep with the recursive (-r), bare (-b), and pretty

matching mode (-p) options against the target specimen files prior to execution, the files were
scored as 96 (out of 100) in similarity.

Labraadesp.axa -r -b -p C:\MHalware'spescimena’

e |

brgadesp.exe -r -b -p C:'\Malware'specimens'\procmem
¢ matches dumped-winsrvy (100)

rtehes dumped-helpfili

Querying target specimens and resulting process memory dumps with ssdeep.

(Conversely, in querying the respective process memory files associated with the target
malware specimens, the files were scored 100 in similarity, revealing that the specimens are
the same once executed.

Visualization

P As discussed in Chapter 5, visualization of binary file contents provide the digital investigator with a
quick reference about the data distribution in a file. In addition to identifying obfuscation, comparing
data patterns of mutltiple suspect files can also be used as a method of identifying potential like files
based upon visualization of data distribution.

* Target malware executable files can be viewed through a variety of visualization schemas using
BinVis. 12
* To select an executable file for analysis, use the BinVis toolbar, and select “File” % “Open.”
* Once the executable is loaded nto BinVis, choose a data visualization schema m which to view
the file using the “View” toolbar option.
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» BinVis has seven different data visualization schemas in addition to a hexadecimal viewer and a
strings viewer.

1. Byte Plot: Maps each byte in the file to a pixel in the display window.

2. RBG Plot: Smilar to Byte Plot but uses Red, Green, and Blue pixels (3 bytes per pixel).

3. Bit Plot: Maps each bit in the file to a pixel in the display window.

4. Attractor Plot: Visual plot display based upon chaos theory.

5. Dot Plot: Displays detected sequences of repeated bytes contained within a file.

6 . Byte Presence: A condensed version of Byte Plot causing data patterns to be more
pronounced.

7. ByteCloud: Visual cloud of bytes generate from file contents.

* A powertul feature of BinVis is coordinated windows—the mterplay between the various data
display windows; clicking on a target data region in one viewing pane causes the data in the
other open viewing panes to adjust and transition to the same region.

* Another novel aspect of BinVis is the navigator feature. Based upon a “VCR motif,” this
mterface allows the digital investigator to navigate forward or backward through the visualized
data.

* In the example displayed in Figure 6.65, three malicious code specimens were examined—two
of which were helpfile.exe and winsrv.exe. Vlsua]]zmg the executables through the BinVis
Byte Presence view, the two similar specimens are quickly discernable from the third,
dissimilar specimen.




Using BinVis to visually identify similar files

P Visualization is also useful for examining the execution of a malware specimen. As mentioned
in the “Other Tools to Consider: Automated Unpackers” text box earlier in the chapter, Ether is a set
of patches and applications that have been customized for the Xen hardware virtualization framework
to transparently monitor malware during runtine; the results of the monitoring are saved as a trace file.

P Danny Quist of Offensive Computing developed the Visualization of Executables for Reversing
and Analysis (VERA) architecture as a means to mterpret Ether sessions and visually represent the

execution and flow of target executable specimens.’22 VERA can be used to visually compare the
runtime trajectory of malicious executable specimens toward the effort of identifying phylogenetic
relationships between specimens.

* To process and visualize the Ether trace of a target malicious executable, load the resulting
Ether trace file into VERA, and, in turn, provide the original executable file.

» Upon processing the trace file, VERA generates two graph files (.gm1) called “All Addresses’
(renders all addresses in the executing specimen) and “Basic Block™ (renders the beginnings
and ends of basic blocks).

* Upon selecting the graph file, VERA visually displays the execution and flow of the target
executable in the main viewing pane. VERA provides the digital investigator a series of mouse
functions to ‘“zoomin,” “zoomout,” and navigate the results.

* As displayed i Figure 6.66, two similar Trojan horse specimens are compared in distinct
VERA sessions, revealing very similar execution and runtime behavior. This is valuable
mformation toward cataloging and qualifying phylogenetic relationships between specimens.
Further, a close-up of addresses within the specimen’s runtime flow can be seen in the callout
box.

b
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IR CIETC Using VERA to visualize execution traces

Behavioral Profiling and Classification

P In addition to comparing the visualized runtime trajectory of target executables, the runtime
behavioral profile of executables can also be used as a method of identifying similar specimens.

« Malware behavioral profiles can be classified with Malheur,133 a framework for autormatic
analysis of malware behavior. Malheur is a command-line tool that can be compiled on Linux,
Macintosh OS X, and OpenBSD platforns using the standard compilation procedure for

GNU software 134
* Malheur processes data sets —reports of malware behavior recorded and compiled from the

CWSandbox/GFI SandBox132 malware analysis sandbox and into Malware Instruction Set
(MIST) format13¢ MIST format &8 not intended for human readability; rather, it is a
generalization of observed malware behavior specialized for machine learning and data mining,

* Data sets can be submitted into Malheur as a directory or a compressed archive (tar.gz, .zp,
.pax, .cpio) containing the textual reports for analysis.

(ICustom data sets can be created by the digital investigator by converting reports from

CWSandbox using the cws2mist.py and mist2malheur.py Python scripts associated with the
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project 37
(JA repository of data sets is maintained by the University of Mannheim, Laboratory for
Dependable Distributed Systens, on their Mwanalysis Web site. 138

*» Malheur conducts four basic types of analysis:

OExtraction of prototypes: 1dentifies and extracts a subset of prototypes, or reports that are

typical for a group of homogenous behavior and represent the totality of the larger reports

corpus. 122

Clustering of behavior: 1dentifies groups (clusters) of reports containing similar behavior,

allowing for the discovery of unique classes of malware 142

OClassification of behavior: Previously processed report clusters can be further analyzed
through classification, or assigning unknown behavior to known groups of malware. Through
this method, Malheur can identify and categorize unique malware variants 141

Olncremental analysis: Malheur can be calibrated to process (cluster and classify) reports in
“chunks,” reducing system resource requirements. This mode of analysis is particularly

beneficial for long-term implementation of Malheur, such as automated application of Malheur

against regular malware feeds from honeypot sensors. 122

* A data set can be nput into Malheur and processed using the following steps:

1. Invoke malheur.
2. Use the —o (output) switch and identify the name of the analysis output file (e.g., in Figure
6.67, the output file is named out .txt).

malwarslab@malwarelab:-/ropository S malheur =v =0 out.txt clustesr
20090804 miskE,.tAr.g2
Extras 3 I ag £t o
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Performing a clustering of a data set with Malheur

3. Select the action to be conducted. An action is the type of analysis applied to the target data
set. Actions include:

Action |Result

distance |Computes a distance matrix of the data set
prototype|Determines a set of prototypes representing the target data set
cluster |Clusters the data set

classify |Classifies a data set

increment|Performs ncremental analysis of data set reports
protodist|Computes a distance matrix for prototypes

4. Incrementally apply analytical actions. For instance, clustering of a data set must be conducted
prior to classification. Similarly, when clustering, Malheur automatically extracts prototypes
prior to conducting cluster analysis, as shown in Figure 6.67.

5. Generated analytical results are saved as text files in the Malheur home directory, which by
default is ~/.ma1lheur (located in the user’s home directory).

6 .The textual results can be wvisualized with custom Python scripts
(dynamic_thr‘eadgr‘aph .png.py, dynamic_treemap.png.py, static_threadgraph.png.py, and
static_treemap.png.py), Which were developed for Malheur and associated research
projects 143
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Conclusion

* Carefully consider and plan the malware laboratory environment to ensure success during the
various phases of analysis. Establish a flexible, adjustable, and revertible environment to
capture the totality of a target specimen’s execution trajectory and nfection life cycle.

* To gain a holistic understanding of a target malware specimen, dynamic and static analysis
techniques are often used mextricably. Deobfuscation, extracting embedded artifacts,
identifyng trigger events, and understanding execution and network trajectory may require
repeated and alternating uses of dynamic and static techniques. Maintam detailed
documentation of the steps taken during the course of analysis. Refer to the Field Notes at the
end of this chapter for documentation guidance.

* During the course of dynamic analysis, use passive and active monitoring tools and other
techniques to collect digital impression and trace evidence. Such evidence, when collectively
examined along with results of dynamic and static analysis, will elucidate the nature, purpose,
and functionality of a suspect program

* Catalog and classify malicious code specimens in the repository to compare, correlate, and
identify relationships between malware. Phylogenetic relationships between specimens may
provide insight into their origin, composition, and development. Correlative analysis of
archived specimens may also reveal trends in malware infections that may be useful for
protecting against future attacks.
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Pitfalls to Avoid

Failure to establish an environment baseline prior to examining a
malware specimen

OAnalysis of a post-runtime system state without comparison to a system baseline makes
identifying system changes challenging.

@Before beginning an examination of the malicious code specimen, establish a baseline
environment by taking a “snapshot” of the system that will be used as the “victim” host on
which the malicious code specimen will be executed.

@Inplement a utility that allows comparison of the state of the system after the code is
executed to the pristine or orignal snapshot of the system state. In this way, changes made to
the baseline (original) system state can be quickly and accurately identified.

Incomplete evidence reconstruction

OLimited or incomplete evidence reconstruction prevents a holistic understanding of the nature,
purpose, and capabilities of a malicious code specimen. Further, without fully reconstructing
the artifacts and events associated with the dynamic analysis of a malicious code specimen,
the digital mvestigator will have limited insight nto the impact the specimen makes on a victim
system

@Fully examine and correlate data collected through active and passive monitoring techniques
to gain a complete understanding about the malicious code specimen’s capabilities and its
effect on a victim system
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mTake detailed notes, not only for specific monitoring processes and results, but for the totality
of the evidence and how each evidentiary item interrelates (or does not relate). Consult the
Field Notes located at the end of this chapter for additional guidance and a structured note-
taking format.

Incorrect execution of a malware specimen

1Slneifectively executing a target malware specimen can adversely impact all dynamic analysis
mvestigative findings.

EExecution of a target specimen is often contingent upon file profile. Unlike Portable
Executable (PE) files that can be invoked through other tools, such as installation monitors or
API monitors, malicious document files such as PDFs, MS Office files, and MS Compiled
Help (CHM) files typically require the digital mnvestigator to manually open and execute a
target file by double-clicking on it.

ESimilarly, some malware specimens require user interaction, such as mouse clicks through
dialog boxes to fully execute. A common example of this is rogue (fake) anti-virus or
scareware. Thus, statically executing such a specimen through an installation monitor will not
fully capture the specimen’s execution trajectory, behavior, and functionality.

Solely relying upon automated frameworks or online sandbox analysis of
a malware specimen

OAlthough autormated malware analysis frameworks can provide insight into the nature of
identified malicious code, they should not be solely relied upon to reveal the purpose and
functionality of a suspect program. Conversely, the fact that automated analysis of a malware
specimen does not reveal indicia of mfection does not mean that it is mnocuous.

QOnline malware sandbox analysis of a target or “similar” malware specimen can be helpfil
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guidance, but it should not be considered dispositive in all circumstances.

EThird—party analysis of a similar malware specimen by a reliable source can be an incredibly
valuable resource, and may even provide predictors of what will be discovered in your
particular specimen.

mThis correlative information should be considered in the totality of your investigation, but it
should not replace thorough independent analysis.

Submitting sensitive files to online analysis sandboxes

®ODo not submit a malware specimen that is the crux of a sensitive investigation (ie.,
circunmstances in which disclosure of an investigation could cause irreparable harm to a case)
to online analysis sandboxes in an effort not to alert the attacker.

EBy submitting a malware specimen to a third-party Web site, you are no longer in control of
that specimen or the data associated with that specimen. Savvy attackers often conduct
extensive open source research and search engne queries to determine if their malware has
been detected.

EThe results relating to a submitted specimen to an online malware analysis service are publicly
available and easily discoverable. Many portals even have a search function. Thus, as a result
of submitting a target malware specimen, the attacker may discover that his malware and
nefarious actions have been discovered, resulting in the destruction of evidence and potentialty
damaging your nvestigation.

Failure to adjust the laboratory environment to ensure full execution
trajectory

OThe behavior and interaction of the malicious code specimen with the victim system and
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external network resources will likely not be revealed if the digital investigator does not adjust
the laboratory environment based upon the specimen’s trajectory requirements.

EThrough adjusting the malware lab environment and providing the resources that the
specimen needs, the digital investigator can conduct trajectory reconstruction and re-enact the
manner and path the specimen takes to successfully complete the life cycle of infection.

mPerpetuating the infection life cycle and adjusting the laboratory environment to fulfill
trajectory is a process known as trajectory chaining; be certain to document each step of
the trajectory and the associated chaining steps.

mTo facilitate trajectory chaining, accommodate the sequential requests made by the suspect
program

Failure to examine evidence dynamics during and after the execution of a
malware specimen

ODo not make mvestigative conclusions without considering the totality of evidence dynamics.

mOne of the primary goals of forensic analysis is to reconstruct the events surrounding crime.
Three common analysis techniques that are used in crime reconstruction are temporal,
Junctional, and relational analysis.

EThe most common known form of temporal analysis is the time line.

EThe goal of functional analysis is to understand what actions were possible within the
environment of the malware incident, and how the malware actually behaves within the
environment (as opposed to what it was capable of doing).

mRelational analysis nvolves studying how components of malware interact, and how various
systems involved in a malware incident relate to each other.

Elnsight mnto the evidence dynamics created by a target malware specimen can be acquired
during active monitoring as well as post-run evidence reconstruction, such as the examination
of passive monitoring data and collected digital impression and trace evidence.
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Failure to examine the embedded artifacts of a target malware specimen
after it is extracted from obfuscation code

OCritical clues embedded in a target malware specimen can be missed if the specimen is not
deeply examned after it is extracted from obfuscation code. Failure to gather this mformation
can adversely affect mvestigative findings and how to proceed with the larger investigation.

@Aﬁer removing a malware specimen from its obfuscation code, harvest valuable information
from the contents of the file which would potentially provide valuable insight into the nature
and purpose of the malware, such as strings, symbols, file metadata, file dependencies, PE
structure, and contents.

@To gather additional meaningful clues that will assist in the continued analysis of a malicious
code specimen, consider conducting a full file profile (including digital virology processes) of
the deobfuscated specimen.
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Field Notes: Dynamic Analysis

| Case Number: Dt Time:

| Investigator:

Malware Specimen [dentiliers

Source from which specimen was acquired: Diate acquired:
File Name: Shze: OMDE:
OsHAL:

AFile Similarity Index (MST) matches:

[File Identified in Online Hash Repositoryisi:

File Appearance: e Content Visualization:
QFExecutable File Qiocument File
O Ponable Execuable (PE) OPDE
OnLL OME HTwe- Exced
DECR OME (Hlce- PFTT
QOCK OME Hlce: Word
Ohher OCHM
O Hher
Dikher
o
| Antl-virus E[umrm: File Submitted to Sandboxes:
Signature: Vendor: QMorman D¥es ONo
OBRiBlare D¥es ONo
OAnuhbis DYes DN
OThreatExpert DYes ONo
QGFI (Sunbelt CW Sandbox ) DYes DNo
QEurcka D¥es ONo
e O Xandora D¥es ONo
QJoeSecurity D¥es DONo
DM alOiMice DYes ONo
OWepawer DYes ONo
OVvi.Check.ca DVes ONo
_File Submitted to Cnline Virus Scanning Engines: File Submitted vin Online URL Scanners:
QWirusTotal Identified as Malicioms? DYes ONo Q1Sunpack Ideazified 35 Malichoon? ODYes ONo
OVirScan ertiBied as Malicioms? OYes ONo OWepawet libessified ax Malicam? OYes ONo
Dot Identificd as Malicion? DYes ONo OavG Idemsified ax Malicioms? (DYes ONo
O MetaScan Identificd as Malicion? OYes ONo QURLVoid Iendified ax Malicious? OYes ONo
QMalFease Idemtified &s Malicions? OYes ONo QVirusTotal Ideaeified as Malickous? OYes ONo
OPareto Idestified 2 Malichon? O¥es OMo
QONative Hardware OHost 12 QHost 2: QHost 3
OVirtnalizatien: Ohperating System: Operating System: Operating System:
OV M Ware | SP/Patch Level: SPPatch Level: P Patch Level:
OViruallox 1P Addiress: 1P Adddress: 1P Addalress:
D Xen Purpsose: Purpese:
DBochs m" Sysicm O Victim"” Sysiem O Victim"” System
OViriualPC Oontioring Sysiem DMontosing Sysiem
OYher_ DServer Sysiem OServer Sysicm OServer Sysbem
D Anacker” Sysiem O Amacker” Syacm O Aacker” Sysdem
OHkhir o | OMnher | Oher__
“WVictim'™ System Baseline TR
DSvstem “snapshot™ taken: OYes ONo OSimple Execution
O Dase/Tinne Dinstallagion Menitor:
OName of Snapehid: O Tood Used:
OTould Used: QAP Monitor:

Tl Lsend:
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EXECUTION TRAJI

Network Trajectory Overview

ADNS Queryis) Mage: QDNS Adjusted
] ’ ODNS Server ostablushed
O v D DNS emualation willwae ased
O D Host file modiled
O Associated Dhgital legoeion and Trsce Evidenes OINobes:
DAWeh TrafTic Generated: QO Web Service provided
o } OWeb Server established
. R o OMencat listener established
Dl Associated Digital Ingeesion and Trsce Evidence: OMolgs:
DSMTE Activity: asmTe _
o_ = OMail Server established
0. ] : OMNetcal listencr established
MAssociated Digicl [mpeession and Trace Evidence b T
DIRC TrafTic: =
o QIRC Server Extablished
IS : OiNabes:
C)Associated Digital lesgeession and Trsce Evidence

D Other Network Activity:
{n}
(=}

QiMher Emulation/Adjustment Steps:
2

Q2

D!

D Assoraied Digital Impeeason and Trace Evidence

MNetwork Conn

Q0O Network connections: B0 Network connections:

OTIME_WAIT
O(kher:
DForeign Connection Fort:

OSystem path to process:

Evulence:

OSYN_RECEIVED

DForeign Connection Adidress!

DProcess 1D Associated with Connection:

D) Assosciated I}lr_ll.-:l Imipression and Trace

OProtocol: OProtocol:
aTce aTce
aune auvne
O(krher: OOther:

DLocal Por: O Laocal Por:

DSatus: DSratus:
OESTABLISHED OESTABLISHED
OLISTE OLISTEN
OSYN_SEND O5YN_SEND

O5YN_RECEIVED
OTIME_WAIT
DA hver:

".'.'H"im':!.'_u Connection Addlress:
DForeign Connection Por;

DProcess 11 Associated with Connection:

D 8ystem path to process:

620

B Assosciated Digital Impression amd Trsce
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&0 Network connections:

DProtocal;
oTce
[m [

OOther:

Docal Por:

ODStatus:
DESTABLISHED
OLISTEN
OSYN_SEND
OSYM_RECEIVED
OTIME_WAIT
CWnher:

OForeign Connection Address:
OForeign Connection Pon:

ODSystem path 10 process:

DhAssocied Digital Impression and Trace
Evidlence:

@0 Network connections:

DProtocal;
orce
[m
OOther:

Dlocal Port:

DStatus:
DESTABLISHED
OLISTEN
OSYN_SEND
OSYMN_RECEIVED
OTIME_WAIT
Ohher:

DForeign Connection Address:
DForeign Connection Pomn:

OSyatem path 1o process:

Dl Associaned Digital Impression and Trace
Eviclenoe:

OProcess 1D Associaed with Connection:

OProcess 10 Associated with Connection:

@O Network connections:

OProtocol;
arce
oune
OOther:

OLaocal Port:

OSuitus:
OESTABLISHED
OLISTEN
OSYN_SEND
OSYN_RECEIVED
OTIME_WAIT
OOnher:

DForeign Connection Address:
O Forcign Connection Porn:
OProcess 1D Associated with Connection:

DSystem path 1o process:

D Asaociated Digital Impression and Trace
Evidlence:

@0 Network connections:

OProtocol;
arce
ouvpe
OOther:

Oocal Port:

OStatus;
OESTABLISHED
OLISTEN
OSYN_SEND
OSYMN_RECEIVED
OTIME_WAIT
Other:

OForeign Connection Address:
OForeign Connection P
OProcess 10 Associated with Connection:

DEvstem path to process:

Olassociated Digial Impression and Trace
Evidence:
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Process Activity

OSuspicions Process Identified: O Suspicious Process Identified:
O Process Name: OProcess Nanse!
OProcess ldentification (P1D): OProcess ldentification (PID):
OPath to Associated Execulahle File: OPath 10 Associated Execulable File:
D Associated User: D Associated User:
O Chikd Procesaes): OChild Processics):
a o
a a
pi———————— e
D Command-line Peremeters: D ommanal -line Parnmciers;
OFile Handles: OFibe Handles:
a o
(= 8 c m ]
a m]
a > u ] =
O Loaded Misdules: O Loaded Modubes:
pi=—7 = O_ —
e = —
a o
{n [ - Qiee—=—=——u=——"
O = u] 3
a m ]
a a
a |
a m ]
a o
o m)
a o
a u =
DExported Modules: D Exporicd Modubes:
a a
a o
(= B ]
O Process Memory Acqaired DProcess Memory Acquined
OFile Name: OFile Name:
OFile Size: DOFile Sirec:
OIMDS Hash Value: OMIS Hash Valoe:
DlAssociaed Digital Impression and Trace O Asuociated Digital Impression and Trace
Evidence: Evidence;
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O Suspicious Process Identified:

OProcess Name:
DProcess ldenification (PIEX:
OPath 10 Associaled Executable File:

DAssocaed User:
OHChild Processieskc
=]

n]

a

OCommand line Parmmeiers:

OFile Hamlles:

oooo

OFLoaded Maodubes:

goooooooooono

DExponed Moduales:
a

o

a

DProcess Memory Acquined
OFile Name:
OFile Size:
OIS Hash Valoe:

DlAssociaed Digiial Impression and Trace
Evidence:

O Suspicions Process Identified:
QProeess Name:
O Process kemtification (PID):
OPath b Associsied Executable File:

DAssociated User:
OChikl Process{es):
a

a

a

OCommand-line Paramesers

OFile Handles:

a
a
a

OlLoaded Modules:

agopoooooooooo

DExpomed Moduales:
u]

a

a

DProcess Memory Acquined
OFile MName:
OFile Size:
CIMIDS Hash Value:

DlAssociaied Dighal Tmpression and Trace
Evidence:



O Suspicious Process Identified: QO Suspicions Process Identified:
OProcess Name: OProcess Name:
OProcess Identification (FID): OProcess Wdemification (FID):
OPath 1o Associated Execalable File: D Fath po Associatod Execulable File:
D Associaed User: DAssociaved User:
OChild Procesales): ik Processes):
o a
n a
o a
D Command-line Farnmeners: OCommand-line Parimeters:
OFike Handles: OFile Handles:
o a
o a
) a
O Loaded Modules: DLoaded Modules:
o a
0 a
o a
o a
o a
o a
o a
o a
| a
o a
o a
o a
o a
OExporied Modubes: OExported Modules:
o a
o a
0 o
OProcess Memory Acquined D Prooess Memory Acqgaired
OFile Name: OFile Name:
OFile Sire: OFile Size:
OMDS Hash Yalue: OMDS Hash Value:
DAssociabed Digital Impression and Trace DlAssocinted Digital Impression and Trace
Evidence: Evidence:
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I Function Calls

O Function Mame:
DPurpise
DAssociated DLL:
DAssociated Process;
SAxsociated PID
Dnterplay with other funciioni <)
a

=5
a

OAssociated Digital Imypression and Trace
Evidence;

OFunction Name:

DPurpose

OAssociated DLL:

DAssocimed Process:

GhAssociated PID

Anterplay with other funciion| sk
0_
a

a_

TAssociated Dagital Inipressson and Trace
Evidence:

QFunction MName:
DPurpose
Odssocizted DLL:
SAssociated Process:
SAocited PID
Olneerplay with other function|sh
a

a
o_

DAssocinted Digital Impression and Trace
Evidence:

O Function Name:

DParpose

O Associated DLL:

D Associnted Process:

D Associnbed PEEX

Dlnterplay with other functionds )
o_
o
a

D Assecinted Digital Impression and Troce
Evidence

QFunction Mame:
QAPurposs
D Associabed DLL:
D Associaed Process:
DAssocinted P
Dnterplay with other fanction sl
a_

s ]

a_

D Assocnabed Dignal Impression and Trace
Evidence:

QOFunction Name:
D Parpose
O Associabed DLL;
D Associnted Process:
D Associated PHY
Oimtenplay with other fanctioms)
o

a

=
DAssocinted Digind Impression and Trace
Evadence:
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File System Activity: Directory and File Creation, Modification, Deletion

QFileMYrectory: Created QFileMirectory: Modifed QFileMrectory: Defefed
A y k]
OFTimne Sismp: O Axwocisied with peocesads VPN Associmed wish AP Callisk Associsbed with Reglary Valee{s):
OOt Metadain u | [} a a
a [ o a
OewMledified File Extracted and Maintained for Analysia? OFull (e profile perfonmed on PE (i specimen alter exoction? Yes Do
DOYes ONo | Sepanie Ficld Mote Form|
OFRle Name-
O __ =
O
OSHAL
Mt Time Acquind
QFileMirectory: Created QFileMirectory: Wodiffed QOFileDirectory: Delefed
i \ \
OTime Stmempe O Assectated with peocesais VPN Associmed wah AM Callisg Assoiabed with Regiary W ales{)
OrOnhser Meimdata a | [} a =
o 1} a a =
OewMedified File Extracted and Mumtained for Anslysis O¥Full fike profile perfommed on PE lile specimen after extrsction” 0Yes ONo
OYes 0o | Sepanne Field Mot Porm |
Dk Name:
[ P
bm L[ #L
OEHAIL
DDt Tise Acipamrod.
OFileTirectory: Created QOFikeTirectory: Modiffed OFikeMirectory: Deleted
A Y L
O¥Time Stserg W Assoiated with peosesads AP Assocued wigh AP Callis) Assoiatod with Reginiry Walas{w)
CrCnbey Mctmdain a [} n | =}
o [} a w]
OecwMedificd File Extracted and Maintained for Analysia O¥Full file profile performed on PE ke spocimen alter extrsction” D1Yes DOMNa
BOYes Do [Sepanse Fichl Mole Form}
OWFike Mame:
DS
[m 1] LI
TEHAL
OFDwiic/ Timse Accscd:
QFileMirectory: Created QFibeMirectory: Modified OFike/Directory: Deleted
(i i, A\
e Slamps 0 Ansasciated with procesal s FIDHs): Associated with APICallisk Associabod with Regintry Valsois)
C30nbey Metadala a £ = a - L -
u | (o n | ju ]
O¥NewMedified File Extraciod and Maintained for Analyis OXFull e profle perlormed on PE e spocimen alter eabfaction” C1Yes DNa
OYes ONo |Separate Freld Mo Form)
OWFile Mame
DS
OMDE
OSHAL IFTEs
DHrates Time Acgqeeed:_
OFile/MHrectory: Created DIFileMirectory: Modiffed OFile/Mirectory: Delerted
L} \ A
OFTime: Stamg: D Associsiod wilh processd sy PN Associmed wish AFLCallisk Associsted with Bogiary Valeois):
Ohbor Metadata o | n ) a.
n | ] a == |5k
Oewhledificd File Exirscted and Mairtained for Anahvsis O Full e profite perfonmed oo PE (e specimen afier exosction? OYes D8
Yes DNo {Seymrate Fickd Noto Form]
OiRle Name: -
e
OMDE:_
TEHAL

(u 1Ty e p—
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Hequests

OFile Reguest Made:
QFath af File Request:
.

O I T = Lo
DiRtesule af File Request:

Dokl

e Fonesd

Hoeknows

D Asocisted Digital pression amd Trace Evidence:

HFhle Reguest Made:
QPash of Fike Riguest:

4, . . \
DResul of File Request:
Faoruful
C¥%on Fousal
[= [T

D Associabed Degital Impression and Trace Exidence:

OFile Request Made:
OPath of File Requess:

o, ENEES ¥ |
DiRtesult of File Reguest:

Dipceadsl

O Found

OUshnrwn

DA ssocisted Digital Dipressson pnd Trace Evidence:

QFile Reguest Mace:
RPath of Fike Roquest:
G 2 A

QIResult of File Reguest:
Dipcoesdul
ot Fousd
Oskicnn

DM Assoniated Digital Impresion and Trac

QFike Request Made:
DPath of File Request:
[ A L8
DrReesule of File Regees:
Mgl
Ot Fonsmd
Oabivrin

Ao isted |}|$'|I_1| Inepressson amd Trace Evidence:

QFike Request Madke:
DiFath of File Request:

C L i
DResal of File Reqeess:
Dol
DN Fromsd
O ikmran

DRegiary Bev™ alue: Cvared
MY

¥ Thmar St DAssocaind with provessds yFEN sk
Chieber Sotmdany a i
a i
OMephtry Koy /Vabae: reated OMephtry Key/Vaha: Modified
HEEY - e 2
T Saarip O At il i1h Pt s BPIIN L)
CMber Mhctubsta a -
a I
OiMegltry Koy Ve Cremted ORegiciry Kes/Value: Modified
B e it Lo s 2 e ek
T Soarmp ChAssiciatod o posraed s WP
My Mtialat i ] I
a I
DR eghstry Kooy ahee: Cremied ORegiviry Ko™ alue; Mool fead
HEEY e S R
i Sy O At widh prvsceesd 1N
Wb Wirtasla (= ] [
o i
DRephary Key/ aluc: Creatod O Regisiry Bey aboe: ModifTed
HKEY R
O T St Ao mibind with prociss s 3PEN b
Criher btmdatn a i

)

Cirpnted

T Dol w

KeyValoe: Modifind

T Awncialod with AP Callsk

DRegihiry Koy Vabue: Modifind

ORegisiry Ky alue: Delesed
Awsccinod with AP Callisr  Associased with Fike Activizy
a a

a (n |

DMegivtrs Kew/V adue: Dieleted

Assnciaben] with AP Calliss
f

(=] a
D Rsgistry Kev/ abse Defered

Aveinc i wah Fike Activity
o

Assocaiod with APLCalMsk  Assochsiod with il Actnity:
a a

a a
DReglstry Kea/N ubse Fglered
Ansoisiod with File Actny

a a
DR eghotrs Koy alus: Picleied

Avenchsnd with File Ativiey:

a a

Assicianind with AT Caliis
a

O ghsiry Koy Yalue: Pheloied

[m———T— Avancitod with AP Callik.  Assoxianod with File Aetivity:
a i a o
I i a o
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Registry Activity: Reque

HRegistry Request Made:
OPath of Registry Request:
HKEY
OResult of Regisiry Reguest:
DEucoesstul
Ol Found
O nknown
O Associnted Digital lmpression and Trace Evidence:

ORegistry Request Made:
OPath of Registry Request:
HEKEY
OResult of Regisiry Reguest:
D Successful
OMot Found
DU nknown
Dr".\‘ul.‘:lil!l.'d Drigatal Impreasion and Trace Evidlence:

HRegistry Request Made:
HPath of Registry Regquest:

HEEY

DResult of Registry Request:
DS ceesiul
ANt Found
DUnknown

D Asseciated Digital Impression and Trace Evidence:

INTERACTION

API Hooking

ORegistry Request Made:;
QPath of Registry Request:

HEKEY

OResult of Registry Reguest:
OIS uceessiul
OMNot Found
OUnknown

D Associated Digital Impression and Trace Evidence:

ORegistry Request Made:
QPath of Registry Request:

HKEY

HResult of Regisiry Reguest:
DSaccessful
OMot Found
OUnknown

D Associated Digital Impression and Trace Evidence:

ORegistry Request Made;
Path of Registry Request:

HEEY

QOResult of Regisiry Reguest:
DSuccessiul
Mot Found
DU nknown

D Associated Digital Impression and Trace Evidence:

AND MANIPULATION

OAPI Hook inserted: Ty O
D Function Intenepied: - O'es  ON¥o
OFenction ssociaed woth UL
AP Hook successfully revealed specimen’s Fesctionalidy:
OYes Oa
DRehaviorFandiomality (Beerved:

QAP Hook inserted:  Oves O
OFunction niercepled:  O¥es Oko
D Funciion ssaocisted with DLL:__ — .
DAM Hook successfully revealed specimen’s fasctionalay:
OYes ONa
D BehaylorFanctionality Observed:

QAP Hook inserted:  Ove ONa
OFunction Inierceplad: OYex OXo
O Puncrion associated wish DLL: TR T
DAP Hook secocsslially revested specimen’s functionality
O¥es ONe
DBehavionFunctionality Ohserved:

OAPI Hook inserted:  Oves e
D Functios Inlercepied. - OYex OMa
OFunctiom assockaiod with DELL:_ TP
AP Hook seccosslullty pevealiod spocimen’™s luinctionality

O¥es ONo
DhchaviorFumctionality (hserved:

QAP Hook inserted:  Oves Oko
OFunctics Imercepled:  OYes ONo
OXFuncibon axsociaied with L1 oy }
AR Mook suceesslully revealed spocimen’s functsosality:
T¥es OXo
el berFuncthonality (heerved:

QAP Hook inserted:  Ove o
OFunction Iniercepted: . OYex OXo
O Puncuion associsbed wigh DLL: ST
DA Hook seccesslilly revested specimen’s functionaliny
O¥es ONe
DBehavionFunctlonality (Ohserved:
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Trigger Events

OTrigger Event identified:
O Tngger Event replicme A¥es DN
OTrigger Evest soocessbially involoed specimen’s behavior: OYes ONo
D bichayiorFunctionality (beerved:

OTrigger Event identified:
D Trgger Event sopli OYes OONa
D Trgger Evesd seccesslally involed specimen’s Behavior: OYes ONo
D BechaviorFenctionality Observed:

ntified:

Ote ONa
fially invaed speci
nalily (ibne Ao

s Behavior: OYes ONa

QSpecimen controlled with client application; OYes ONo
QCHent application idenified: O¥es ONo

IName

OYes ONo
OYes Ono
OYes ONn

Dl applicamsos sucoessully imhercts with malware specimes OYes Ona

QCHent features of capahilithes

Motes:

QFull file profile performed on PE file specimen after extraction from Digital Impression and Trace Evidence [on
separate File Profiling Notes: Snspicious File form]: OYes ONo
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Field Notes: Static Analysis

Case Numher:

Dt Thme:

Investkgator:

D Wisumal C-+
CDBorkand C4-+
QGeC

Dmher Compiler

Source Mrom which lile wos acquired: Diate acquired:
File Name: | Size: OMDs:
| LSHAL
File Similarity Indes (FSI) matches:
DFile Identificd in Online Hash Repositoryis):
File Type Programming Langiage
QErecutnble File dftocament File [m Tl
._j”nn..r& Esceutabic iFF1 gl‘l‘lf C++
oL DM Tk Excel i
0K OMS (ffice- PPT EDeiph .
200 OME Office- Weed DVisual CH
nber CHHM DWisual Basic
OHhee DavaScript
O Rimary/ OArchive File EE.WE
Configuration File O Ui‘:rlh\ll-
Ou RN Hr
O.Config Wb Hfert
ot DRuby
Dehlier OOther Language

Compiter e

File Content Visunlization:

Antl-virus Signalores:

Signature:

YViemdor:

JFile examined for obfascation: O%ex ONa

File ohlascation detected: DVew DNa

Db luscation Type:
D Packing D Cryplor
C155g nature:_ DSipnature:_
DS nasture: = OSignmure
O Rinder OiNates:
OSignatwre
O)5agnature:

O File Submitted to File Unpacking Service(s)

| O Ether

| O Jsunpack

Sucoenfully Extracsed ODYes ONo

| O Renove (in BitBlaze) Successfully Extrcted OYes ONo
|

Succesdully Burscted OYes ONo
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DEOBFUSCATION

Ciestom Unpacking Toals

A Custom Toal 1sed:

MIEF Adkdress
Ieokiuscated Brsary Eviraced

OTripgering Events Identifed:

Damain
Mamais)

TP Addresses

O Statically Linked

O Dynamieally linked
ODependencies iestified

BITood Acquired From; __

O mFESG DrAspackng D8ize
IinMew ODeShrink OIS
DUalE ot Oiher OSHAL
Ohleradns
CHoapurts Cinmsptol OYes
¥ty Rooonabmiolod aYes
AProcess Dunped Trom Memory : OIDumped file nomse:
OProcess Name OSize:
P DD
Path 15 Enecutable: OEHAL
OHlmpons Comapted dYes
D lmpents Rooomatnicied OYes

Qeabduscated file name:
O¥Sire

IS

DEHAL

[ LR R

Crlmmpons Comuptod:
¥ty Redomtnicied

QY¥es O%o

OYes
OYe

EMBEDDED ARTIFACTS

DRelstisnal Context of APL Cabls:

ONa
=7

= L

O Oxea

[
= L)

| DAnticipated Netwaork
Trajectory. Iigital Impression,

wnd Truce Evidence:

E-muil | Mickname{sl'
Addresses Tdentiferis)

Program | Regisry

| Dther:

Commuand(s) | Referenceis) |
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DSymbeals have been stripped
DSymibsals are present
DSy mboky identilied DF¥es Do

Symbad Nume Purpine ! i AP Reference

AuthorCreator: File Venion Numsher: L1
Creation Dane: [ Prodisct Version Number:
Modification Dae: Language Code-

File Type: Characicr Sel:

MIME Type: File Discriptinn:
Machine Type: File Vershom:
Conmpalagion Time Stamp: Teitcrmal Name:

umang lany ¢ Legal Copyrighs:

Compaler: _ Orriginal Filensme:
Linker Version: Prostucy Mame

Enry Point: Proisct Veron:
| Wurget ©5 Type: _Unher:

Notes:

File Signature

Eniry Paing Address:

Time anmd dste the file was compiledioreated:
Target platformiprosessen

MNumber of sections in the Section Table:
File chantensiics:

Linker version

Taget Opetuting System

PFE Resoupee

Wersion Information:

Ehtheey items of imerest;

|
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OSpecimen contains Resources  OYes ONo

DMeon DYes DNo

QAddress Location:

QExracted and Saved OFile Name amMns:

O%cmeen Capture nken DS Os5HAL:
M ursor DYes ONg

QAddress Logation:

RExiracted and Saved QFile Name: MDA

Qfeneen Caprure 1aken DShme: DEHAL
O ¥ndog Box DYes ONo

O ddress Location;

DExirncted and Saved DFile Nume MDsE:

DSereen Capture taken DSiae SSHAL
DRCDATA DYes ONo

RAddress Location:

QExtracted and Saved OFile Name amDs;

OScneen Capture tnken DS OsHAI
DVerskon Information: DYes ONo

File Wersion Number:
Product Version Number:
Target Operation System:
Language Code:
| Character Set;

File Description:
File Version:
Iniermal Name:
Legal Copyright:
Original Filename:
Product Name:
Product Version:

LChher

Adlditional Notes:

O Full file profile performed on PE file specimen after extraction from obfuscation code [on separate File
Frofiling Notes: Suspicious File form]: OYes ONa
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Field Notes: Evidence Reconstruction & Malware Capability Assessment

Case Mumber:

Date/ Time:

Investigator:

Malware Specimen Identiliers

Source lrom which specimen was aceuired: Date acquired:
File Name: | Size: OMDS:
OSHATL:

QFile Similarity Index (FS1) matches:

OFile Tdentified in Online Hash Repositoryis):

File Specimen Type:

UExecutable File Loenment File
C¥Puwtable Exocutable (PER QOPDF
ML OMS DHloe- Excel
OSCR OMS Celice- PPT
[ OME Celice- Word
O ber OCHM

DOher,
Dedeher
o

Altack Vector

File Appearance: ibe Content Visualization:

Veclor: Description

BIE-mail

Oweb Site
Oinstant Messenger
DiAutomited
COther

OUnkrown

Clussification: Nature and Purpose
DVirus

OWorm

D Trojan Horse

OKeylogger

QB

DCrmeware Kit

DRootkit

HBackdoor

D Sniffer

= | DLogic Bomb

DOther:

| OUnknown:;

Victimaology
HTargeted anack?
Bl Anack specific to victim infrastructure?  OYes ONo
EI'II;Jrchtd Operating System

DY¥es OMNo

O Targeted vulnerability DYes OMo

L ]
0 trher:
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Malware Sophistication Matrix
COUnsophisticated

DSomewhar Sophisticated
OModerately Sophisticated
QS5aphisticated

OVery Sophisticmed

QOther:

DU nknown:




ratory Environment:

IJIMative Hardware HdHaost 1: JHost 2: JHost 3
OVirtualization: Operating System: Operating System: Opeerating System:
OVMWare SPPach Level: SPPatch Level: SPPatch Level:
O imualBox 1P Address: I Adbiliress: 1P Address:
DXen Furpose: Purpsse: FPurpose:
D Bachs O*“Viclam™ System O*“Victim” System O Victim™ Syviem
OWirualPC OMomitoring System Oloniloring Sysbem OMuomitoring System
Oiher D Server System OBerver 5 DEerver Svstem
O Anacker” System O Anacker™ Svsrem O Aanacker™ Sysiem
O ) OHher Db _

wecution
OSimple Execution
Qinstallation Monitor:
DTool used;
QAP Monitor:
Dol nsed:

O¥Name of Snapshot:
DTonl nsed;

Eseoution Trajectory & Infection Time Line

\ \ \ \_ \—

Metwork Trajectory: Activily Summary

LIDMNS Cheery( sp made; UWebh araffic penerbed;
O 8 |
D o_
O
LASMTP activity: UIRC wralfic
Q. o
O s

Qikher network activity
] s ]
] o

Network Trajectory: Connections

OO0 Network connections: B0 Network connections:
D Protocal: D Protocol:
arce aTce
Oupr ouvne
Dlocal Post: OLocal Port:
D%atus; 05 ;
CrStatus:
DESTABLISHED OESTABLISHED
OLISTI =l 5
O5YMN_SEND L
Sl R CI5YN_SEND
bl ol CISYN_RECEIVED
Clober. CITIME_WAIT
OForeign Connection Address: Bl0ther:
DForeizn Connection Pon DForeign Connection Address:
OProcess 1D Associated with Conmection: DForeign Connection Pon:

DProcess 11D Associated with Connection:

OSystem path o process; DSystem path (o process:

OAssociated Digital Impression and Trace Evidence: OAssocimed Digital Impression and Trace Evidence:
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@0 Network connections: @O Network connections:

O Prowocol: O Progocol:
arce arTce
oune auvpe

Dlocal Por: Ol Pon:

D Suios: [ 1T
OESTABLISHED OESTABLISHED
OLISTEN OLISTEN
O5YN_SEND OsYN_SEND
OS8YN_RECEIVED OSYN_RECEIVED
OTIME_WAIT OTIME_WAIT
Dixher: Oinher:

DForcign Connection Addness: DFoneign Connecion Address:

OForeign Connection Poet DForeign Connedion Por:

O Process [0 Associsted with Connection: OProcess 1D Assecinted with Connection:
DSysiem path o process: DEwstem path b process:

DAssocimed Digital Impression and Trace Evidence: D Associated Dagital Impression and Trace Evidence:

@0 Network connections: @0 Network connections:

DPFroloeol: OPridocol:
oTce arce
ouDe aune

DLocal Por: Dlocal Pon:

OIS taias; OIS s
DOESTABLISHED OESTABLISHED
OLISTEN CLISTEN
DSYMN_SEND COSYN_SEND
OS5YN_RECEIVED OSYN_RECEIVED
OTIME_WAIT OTIME_WAIT
Cther: Dthher:

DForeipn Connection Address: OFoneign Connecibon Address:

OForeign Connection Post: DForeign Conneclion Port:

O Process [ Associated with Connection: OProcess 1D Associnted with Connection:
Sy stem path 1o process: DEystem palh e process:

DAssociated Digital Impression and Trace Evidence: Ol Associated Digital Impression and Trace Evidence:

Metwork Trajectory: Network Impresion and Trace Evidence

DO000000g

a
a
a.
Oltru.inmnl'uodul-' Malicios Cocke
a
o
‘OFunctionality Inserpreision
a
a
a
DMeznlats
a
a
a
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OFibe Name:
BSine:
OMns:
QEHAL
QFile Type:
OMctsdats:

Dl file pealike porformod on (il spocimen alicr
ealraction [Separato Fickl Note Form]: OYes ONa

Dimvestigative Signilkcance:
Do
o
a

(=}

Didentifiers of Modulsr Malicios Code
a
a
]

Ohmgwhy Ieserpreiation

a
a

OFile Name:
O
Qs
gﬁqﬂﬁh
Jo Tupe:
DM otadata:

D Full fike profile porformed on fike specimen aficr
extraction [Separaie Fickl Mobe Form]: QYex Qo

Olinvestigstive Slgmifieance:
O Pepose:

a

a

a
a ficrs of Mod Code

=]

a

o.
UF-uSrdhthm

o.

o

i
DISHATL
DHFile Type:
OiMetadara:

OFull file peofile performed o0 filke spocamen afler
extraction [Separate Ficld Note Fom]: OYes DiNo

Qimvestigative Skgnificamce:
E’Pl.lm:

a
{n ]

a
OHdentifiers of Modular Malicious Code

O untseaal ity Indeapretation

OFibe Name:
Disiee:
DM
DSHAL
OFike Type:
Dictaddata:

Ol file: profike perfocmed on fike specimen afier
eatraction [Separate Field Mote Farm]: OYes ONo

Dmvestigative Skpnifcamce:
OPurpose:

a

0

a
CHidentifiers of Modular Malicious Code
fn |

a0

OFuncticnality Intorpretation

Qoo

641




Process Activity

QProcess Activity Summary: O Processies) modified
O Process{es) Started D OModification of existinglactive processes:
OONew process staned e

DlProcess 1D manifested: DOfrocess hooking identified:

8 5215 bidden OIOther eifects on active processes:

DIProcess has decepliveinnocuous nume

OIProcess changes name each execution:

DOIProcess restarts after termanation
OIProcess has a persistence mechanism:

DHundles dascoverable
OProcess can be dumped for examination

B ONew process staned B OMedification of existing/active processes:
OProcess D manifested:
CIProcess is hidden DIProcess hooking identified:
DIProcess has deceplivefinnocuous name

ClOher effects on active processes:

OProcess changes name cach execution:

DIProcess restarts after lermination
OProcess has a persistence mechanism:

DHandles discoverable
DProcess can be dumped for examination

B0New process stamed B OModification of cxistinglactive procesies:
OProcess 1D manifested:
DIProcess is hidden OProcess hooking kdentified:
DOProcess has deceplive/inpocuous name

DOnher effects on active processes:

DOProcess changes name exch execution:

DOIProcess restarts after termination
OIProcess has a persisience mechanism:

OHandles discoverable
OProcess can be dumped for examination

DProcessies) terminated
OO Termination of existingfactive process(esk:
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Process Activity

OSuspicions Process Identified: OSuspicious Process Identified:
OProcess Name: OProcess Nans!
OProcess Identification (P1D): DProcess ldentification (PID):
OPath o Associated Execulahle File: OPath 10 Associated Execuiable File:
O Associated User DAssocialed User:
O Chikd Procesafes): OChild Processics):
a
o
= = = o S ——— ==
D Command-line Peremeters: D ommarad -line Parnmeiers:
OFile Handles: OFike Handles:
a o
a m ]
a m]
0. 5 o
O Loaded Midules: O Loaded Modules:
[a e — O_ —
m] m ]
(m o
a : a
a m
a = = o_ =
a o
a m ]
m] o
a. n ]
a o
a_ = (u ] e
DExported Modules: DExporied Modubes:
a a
a o
a o
OProcess Memary Acqaired OProcess Memory Acquined
OFile Name: OFile Name:
OFile Size: OFile Size:
OIMDS Hash Value: OMIDS Hash Value:
DAssocisted Digital lmpression and Trace DO Associated Digital Impression and Trace
Exvidence: Evidence;
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O Suspicious Process Identified:
DProcess Name:
DProcess ldentification (PID)
OPath 10 Associaled Executable File:

DAssociated User:
OHChild Processies)kc
o

o

(u ]

CHCommand-line Paramelers:

OFile Hamlles:

oooo

O Loaded Modubes:

gooooooooooono

D Exponed Modules:
a

o

a

DProcess Memory Acquined
OFile Name:
DOFile Size:
OMDS Hash Value:

Dl Associaed Digial Impression and Trace
Evidence:

O Suspicions Process Identified:
QProcess Name:
O Process kemtification (PID):
OPath by Associsied Executable Fibe:

Dassociaed User:
OChikl Process{es):
a

a

a
OCammand-line Paramesers

OFile Handles:

a
a
u]

OlLoaded Modules:

goooooooooooo

DExpomed Modules:
a

a

a

DProcess Memory Acquined
OFile Name:
OFile Sime:
EIMDA Hash Value:

DlAssociaied Dighal Impression and Trace
Ewvidence:



OSuspicious Process Identified:
OProgess Name!
OProcess ldentifeation (PID):
OPalk o Associated Excealable File:

D Associaed Uscr:
OChild Processies):
o
o
o
D Command-line Farnmeiers:

OFike Handlles:

m)
]
o

OLoaded Modules:

gooooaooooooon

OExporied Modubes:
o
o
C]:E—
OProcess Memory Acquined
OFle Name;
OFile Sire:
OMDS Hash Value:

DAssociabed Digital Impression and Trace
Evidence:

QO Suspicions Process Identified:
QProcess Name:
DProcess kenificaton (FID):
OPath b Associated Executable File:

DAssociaed User:
DCHik Processies):
a
a
a

OCommand-line Panmebers:

OFile Handles:

a
a
a

DLoaded Medules:

gooooaoopooaon

O Exported Modules:
a

m)]

=

O Prooesy Memory Acquined
CIFike Mame:
OFike Size:
OIMDS Hash Value:

DlAssociated Digital Impression and Trace
Evidence:

Motes:
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API Function Calls

DOAPI Function Call Summary:
Dfuspicions AP fenction callis ) made:
CUART function callis) ble pa |
VAP function callis) maceahle to Dighal lang

and Trace Evidence

OFunction Name:
O Purpose;
D Associaed DLL:
D Associed Process:
O Associated PID:
Olneerplay with other function(s)

]
0

DAssociated Digital Impression and Trace
Evidence:

OFunection Name:
DPurpose:
D Associmed DLL:
O Associated Process:
O Associated PID:
Olnrerplay with other functionsk

)
)

D Associated Digital Impression and Trace
Evidence:

OFunction Name:

OPurpose:

O Associated DLL:

O Associted Process:

O Associated P1D:

Olnterplay with other function sk
m
m)
0

O Associated Digital Impression and Trace
Evidence:

MNotes:

OFunction Name:
O Purpose:
D Associated DLL:
O Associated Process:
D Associated PID:
Olnrerplay with other functions):

0
a

D Associated Digital Impression and Trace
Evidence:

OFunction Name:
O Purpose:
D Associated DLL:
D Associated Process:
D Associated PID:
Olnterplay with other functioms):

0
]

DAssociated Digital Impression and Trace
Evidence:

OFunction Name:

OPurpose:

O Associated DLL:

DAssociated Process:

O Associated PID:

Olnterplay with other functions):
0
m
m

OAssociated Digital Tmpression and Trace
Evidence:
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and Trace Evidence

't | Memory Artifacts

OPhysical Memory Artifact Summary
The folkvwing rebevant andior suspicious arlifacs were discoversd:

ONeiwork Commectionis) 0 Services DCommand Hisory  DOMemory Concealment  ORegisiry Eniries
OFort Activity 0 Dirivers OINeiwork Shares OIMFT Emtries. DOURLEW ch History
OProcessies) O Gpen Files DScheduled Tasks . DPreferch Files
ﬂi"ll_lmil;]ﬂ .'l‘lrr"l:r_r Actpuired I)un'ng Execution 'rrujw;mrg
O Memory Type 2 Dt T
O .vmem O File Mama:
O.bin ) Sire
O hpak O MDS Yalue:
B Onher: O SHAT Value

O Tewsd msedl

QFull Physical Mem

ry Anadysis conducted [&-pu:rulr Field Mote Form): O¥es Do [Denils):

Fil tem Activity: I

OFile System Activity Summary:

The fdlowing nelovant andlior suspicious anifacs were discovered:
O Hnectoryis) Crested: O Nrectonyts) Maodilked: O Dirctenyis) Deleiod:
OV Fakern) Createal: Ik Mondifend; DX Fila(nh Deleted;

OThe malware specimen looks for certain Filels) an the host syslem:

The malware specimen targetsfopens o specific filke on the host sysiem:
OThe malware specimen manifests im 8 specific dinectory upos execution:
OThe malwane specimen “dissalves™ or sell-doleoes after a perbod of tme:
OThe makware specimen resides only in memory and does nod wrile io disk:

QFileMrectors: Or DFflaTHreciory: Modfled QIFieTireciory: Deleied
L i L1 A

O Timse Stamp: D Associated with process(s VPN 1 Associnted with AP Callizk Assnciated wish Hegiary Vadoe(s)
O hher Meysdata; (= | ) [= ] a
o L a =1
ONeaModilied File Exiracted and Maintained for Asalysis Ol file profile performed on PE file specimen after exoraciicon™ OfYes Do
BYes ONe [Separate Field Note Form):
OFile Mams:
DASiee
OIS
OISHAL
D Time Acguined
OFdeMieectory: Created O FfeMireciory : Madifod OFileDirccior: Pelrted
A i X
OFThme Stamp: O Asscisted with provessis WPk Associsted with API Callisk Asaocisted winh Regisory Value(s):
W her Metsdais o [FEE A re i e a | a
=—7iltV—— PSS ee————
D Mewihiodified File Exeracied and Maintained For Analysis Ol Mile prodile performed on PE fik: specimen aflter eximction? OYes ONo
OYe: ONo [Separnic Ficld Note Form]:
OFile Name:
DSiic:
OMDs:
OsHAL___

DI T .-'i.u,'@'.'n':u:-;;__

OFikeMireetary: {roafed OFileMbirectiory: Madifind OFEeTdieector: Pvleted
(r4 s L s
OTime Stamp: DAssocisted with processs WP Asacciated with AP Csllis): Associsted with Regisiry Valug(sx
O hher Metulsts =} ' b a_ a
= ] ik a a
ONewNodified File Extracied and Maintmined lor Amalysis Full Mk profile pedomed oa PE file specimen aficr extraction” OYes ONo
OYex O¥a | Separabe Field MNoge Form}
DOIFille Mame:
OI5kec: =
OMDs:____ —— =
OsHAL

OB Time Acuired
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OF e THrmien: 4 rratnd

CFF e Tarwtisry = Bloalifhed
1

OF e Mrcotory : Dvred

sl
B‘T-wsr.ﬂp DAesocinnd with prooes P Assoctsed with AP Callis) - Associsied with Reprary Vauere)
Dby Metadals: =] i o =)
o I o o
DN Mlodified Filke Extrsciod ad Slandained Tk Avulbysis Dl ik prolile peiformsd o8 PE ik specunen sher coicisn? Y es Qe
Mies M0 [eparats Fihd Mok Form]
Rl Mars:
(=
OIS
osAk
Wi v Agpesind

OFdsTHrrmary: I' il

T P TR T S
T L)

DN F e THet ey TRk

Acancised wih AP Callisk Aancisie] wish Begiary Valisiar
o o

o o

O Tiene Sung ¥ Avsocuand with poced s PP
OOy Mtadate o L
(e ] i
Do Madilied Fe Evirscisd snd Mantainod Fe Asilyis
O es Do
Uik Naime:
CR¥ine:
[m L]0
CHEHAR
st Tirse Acqpuimrd_

DF e THrecharyd Creieed D TRt tonry | Woslfiid

Chkie Metsdain o

A
D Assiuatien] il oot s WPV o}
Fi

Ol fike profile perfrmed on PE file specinm afler evntion? O e 0o
[Sergarate Futld Naowe Formi]

OF e THrvatnry : Deleted

Ansonnied with AFECalldir; Avsaruied with Repriry Valass)
a a

a i

a a

O Nhodliod File Estrsiod snd Maimusind for Asalyils
OYes O
il Mame:
e
= L0 IELE
OXSILAL

2" AT [ —

Requests

3 Fulll ke prsfile periommed oo PE file specmen shio camation” OYos Oke
[Beparic Fiek] Mok Form)

DFile Beguest Made

DIPath of File H.qlw

i, )

uRm'll al File Rr.-p.hhl
DRuceesalul
DN Found
OUnknirn

D Associabed Digital Ingression and Trace Evidence:

DFile Reduest Mads:
ul'amﬂl"lkz H.n]un.L
!
l'.:IR:sIII af File an_l.h‘N:
DEvcceshal
%o Found
DUpknown

D Anscciated Digital Impression and Traco Bvidenos:

QFle Reguest Made:

QFath of File ltnqunl

[ e} i,

CResalt of Fike chuc-:
DBucceiul
oA Feinad
OUnkmown

D Assecrated Digital Impression and Trace Ev idenoe:

DFike Begues) Made:
QPath of Fike Regues:
[ ] 1

DResath of File Request:
D Ruccesful
OINor Femiiil
DU nkmcw
OlAssociated [ipatal Impression and Troce Evidence:

DFike Regoest Made:
Clm ol Fik erpnl

L'Isz'h of File R\up.mst:
Duceesshiol
ot Foand
ODlinkmown
DA wscchated Digaal Impressaon and Trace Evidence:

DFike Reguoes Made:
QP of Fike ﬂtq;unl

CA_ A
ClRessilt of File Iin,u.u:ﬂ..
DFuccesalul
Ny Fosad
OUnkenown

O Assiciaed Dagstal Impressaon and Trooe Evidenos:
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Value Creation, Modification., Dele

O Registry Activity Summary:
The follawing nelevant andior suspicioas artifacts were discovenced:
OV alue(sh Cerind: FValue(s) Milificd: W alues(s) Deboiod:
OKeyin) Creared; DKy Miodified: DKeyis) Delesed:
QRegistry ey Vahe: Oreaned QRtegistry Key/Vabwe: Modiffed QRegistry KeyVake: Delered
HEEY
OTiame Stamp: D Assocised with process s WPIN): Associated with APl Callis  Assoclated with Filke Activiry:
O hher Metadata: a i a s
[» B a a
O Registry KeyVahse: Created ORegistry Koy abue: Modifed O Reglstry Key/Vabue: Deleted
HEEY
T Smmyr; X Assciated with process s WPIDN); Assiciated with APLCallish: Associated with Fils Activiry:
Cher Metad: a I a a
] Re—— ) — a a

DReghsiry Kew/Value: Created DRepistry KewY alae: Modiffed DRepbstry Key/Y alue: Deleted
HKEY

OTime Stanp: O Asnciated with processis e T NxE Ansociated with AP Callis): Assnciated with File Activity:
CrOsher Mactadata: n) ) a a

n /! a a

ORegistry KeyValue: Modiffed OiRegistry Key!Value: Defeted

OTime Stamp: D Associated with processisFPHNsk Associsted with APICallis:  Associaied with File Activty;
D¥0her Metsdatn: n ) f a a
b= f—— n | ju |
ORegistry Key/Value: Created ORegistry Kev/Valoe: ModifTed ORegistry Key/Valoe: Deleted
HEEY
O it o Chssociated with proseasts VPHKa Asaccisiod with AP Calling Asuecistod with File Activily:
O3Mher Metadata: i s : o -
[l e—— a
OReyistry Key/Value: Created ORegistry Key/Value: ModifTed OReybstry Kex/Valoe: Defeted
HEEY
OMime Sursp: O Associated with processis ¥ PIDNs e Associstod with AP Callis): Assciaied with File Actiaty:
OMOeher Metsdala: B EL a — in]
i a a
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Dicprary Reguest Made Doyt Bogeaot Make
P Regesiry Rogusss o Regnary Reguest
HEEY HEEY
DRessh of Registry Rogues CRcsaly of Regisary Kegquest
Fepccral DSacopwiul
AMan Fi ¥ Fosasd
M inl ] OH ehsaran
[ P N T e sl Trace [vidone ElAssiwiaied Dpeal Evgerasm and Traoe Fyiikvay
DiRcgrary Reguest Made DRegiary Regues Made:
DOiPath of Registry Roguest DPagh of Regisery Reques:
HEEY e HEEY -
DR el of Registry Kegucat DIResub of Regiary Request
O Saccunlel |
Fid Fouind Wil Fonprad
M nkreran
Dlassocianed Ergual Impresssss snd Troce Evedence OMAssocunied Dhpad Impression mnd Trace Evadence:
LIRegriry Beguest Mk SRepsiny Bogeest Madk
CPah of Reginiry Roguess Aitaih of Kegesry Reguesi
HEEY HEEY
OResal of Begistry Rogees R el of Registry Reguest
Iomcoeashal Fnoceelul
Do Found o Fowmad
M Inknerwn . ks
DV incratind DRl Dingsresain diml Trace Fiadon D) Assawiated Dhgatal Brrpeewvnss ahad Trsce Evidensy

Malware Capability Assessment

API Hooking

OAF Hook inserted:  Oves ONe QAP Hook insertad: O O
OFemciion Inlevceped Des ONn OFunction lssevcepied: e DN
OWFection associalod with DLL: ¥ Pwction associated with DLL:
RAPE Mook sucovesfully rriealed wpoc AP Hook wecoradully rovealsd ap

e CiNn - e [IYes [T
I‘,huhﬂ"nhﬂuhﬂk_‘ Uiy el CAHehia s b F e tismality: § e
OAP Hook inserted:  Ave Ake OAFI Hook inserted: Ave Txa

OYes ONo £ OYes Do
Soet D1 IF - i THLL

CRAFT ok wakod spocimen”s Senctonality FAF] Hlisd s imin’s functiomadiy
n |

el D TN
Mictussbor ¥ s thonality (e ed: et ¥ wortionalily (e
QAP Hook inserted:  OYes Do QAP Hook inserted:  Ove D%

Ot Fateroegpaed Des [ OFuncion Imewepied  OYes Do

DFmmction svsociated winh DLL:_ ¥ Punctios seocisied with DL

DR Mook sucoesafulty nevrakod spocimen’s facsonaliny: AP Mook ssooessfully reveakesd spocimen’s funciiomslity
OYex Clfn D¥ex DNa

0 W s b ol Boamallity: E0bsrrvend ¥ B ben Fusctlonality (hsorved:

ATrigeer Event identifled:
3T sl )

+ [Cinda
wt | specimen’s behanion, CI¥es (o
ey lor Functlonsliy {lmerved:

rekslnily iy

dTrigger Event identilied:
Ova Oxe

Vel successis wwoked specimen’s behavior DY e Do
O s oo B i botuslliy. by el

3w
FEchaviosFenciionaliny (leerved:

B LALL T

s beluvioe ¥ Do
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QSpecimen controlled with client application: O¥es ONa
OClicnt application identified: OYes ONa
O ame
OFile Slre
O
OEHAL
AClient application scquined: OYes ONa
¥ omie m R
S Tiem application installed Oves Oxa
fm F TR
O lient application successfully imerscts wath malware specimen: OYes COda

A lient features of capahilities

Assessment Findings & Investigative Considerations
QWhat Is the nature and purpose of the malware specimen?

OHow docs the specimen sccomplish its purpose?

D How does the specimen interact with the host system?

QiHow does the specimen interact with the network?

IWhat does the specimen suggest about the sophistication level of the attacker?

L% there an identifiable vector of sttack that the malware specimen usis (o infect o host?

RWhat is the extent of the infection or compromise of the systen or nefwork as a resull of ihe specinen?

mummuwmmnuwmmm

Imprission amd Trace Evidence [on separaic File
Profiling Notes: Suspicious File form}: OYes ONo mprexsion anid Trace Evidence [on separac
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Field Notes: Digital Virology

Case Number:

| Dt Time:

Investigator:

Date pequired:

Specimen File Type:
QExecutable File
OPoreable Excoutable (PE)
ODOLL

SCR

CHCK

Ohther,

Dideher.
e

Classification

QSSDEEPF Hash Value:

O Maschios §90- 100}
DIMatchcs (R-EY)
CAN b { M-TH
OIMaches (k69
LM e b { 50-59)
O M {501

Size: ‘OMDS:

OSHAL:

DFile Identificd in Online Hash Repositoryis):

QDecument File
DPOF

OIS Orifice- Excel
OIS Office- PP
OIS Oiffice- Word
ORCHM

ke,

Malware Taxonomy

Cataloging

File Tcon

Contextual Piecewise Hashing (CTPH)

O Comparative scan conducted against malware reposifory: 9 Yoo O Mo [Deik]

0000000000

1B

DHomolegousMatching Files:

L] DFile Name
OMach Valug
D%are
e 11 [a11
DEHAL
Dsadeep:

L1} (IFile Mame;
OMach Valug
e
oMo
DEHAL
Daadeep:

a OFile Name;
OMasch Value
fe 1P
e 11 [a11
D5HAL
Dsadeep

OFile Type
OV Aml-vanis Sapsalungis

OFile Type
OV Ani-vins Sipsalungis

e Type

arus Sapsaluncisk

L]

L]

5]
SMaich Value
Wi
NS
ISHAL
b S Y

654

OrFike Taps:
CRAal-virus Signabeses)

CHFile Type:
CRAAL-virus Signabeses)

Yile Type:
CXAati-viems Sigr




Textual and Binary Indicators of Likeness

Name of DA Database File 1:
Name of 1A Database File 2:
Similarity:

S of 1IEA Datahase File 1:
Samse of 1A Datahase File 1;
Simblarity:

Confidence:

JYARA Rule created for specimen: OSpecimen queried with FingerPrint
OFubs Name: OFingerPrint Signature:
Mame
Hash:
Rals PE Time stamp:
i LiriLer Venson:
MErings: DL Characteristics:
PE Soctien: :
Command Shell:
Windows GIHAC omeson Contrd:
Condition: E: m“ -
Wind2 File Scarching:
} Dﬁw.t'l-'hﬁh.g:
umhnrid&m:
DhataCiorversion;
ORule applied against malware repository Imﬁ'm
ONumber af matches discovered: 3 spping
Command Lise
OMatching file specimens: ; i
2 Stdout Formatting:
s ) Privilcge:
> ShellExorsse:
2 COM Aware:
2 Source Patc
a
3
2 RETSC:
2 CRUID:
] PE ok
[+ ]
b )
a OFingerPrint applied against malware repository
3 ONumber of matches discovered:
; O Mutching file specinmens:
: o
a o
3 a
& o
o ) |
) L ]
) s ]
s ) (s ]
a1 aQ

Function Flow Graphs

Mame ol 1A Database File 1:
Mame of IPA Datalase File I:
Similarity:

Confidence:

Mame of 1A Database File 1:
Mueme of DA Daiohase File X:
Slmdlarity:

Confidence:




OSuspicious Process:
D Proces Mamse:
DProoew bdeniificasion (P
EFPath s Avwiatod o oeutabie Nk

DIProeas Momssry Acupaiend
Dk N g
OFile Sise
OIS Hanh Vb

DSuspicious Process:
OProcess Nume:
O oess |destdficaiion (FE)
Xt s Anoiatod cuncutablc ik

XProess Momory Aogerod
OFile Nawm::
OFik: Suse
CIMEDS Hardh 'V b

Dhadeep Vialae:

PIOCEss IOy Spev e

AProcess memary companed Lo olber

Dssddeep Value:

AProces memery compared bo other
Prospess memery specimens

OSespicious Process:
OProcess Name:
OrProcess B ficution P11
X s A isbod puggutabls e

WY Adain]
N

Sixe
CIMDS Hash Vabor

Dhosdeep Vada

QP rocess memary compured bo other
Process nemery specimens

000000

A%umber of matches disoovered: D%umber of matches discovered: OiMumbser of matches discovered:
DHamalogainMsiching process AllamalgonsMatching prooms ClonsbogonMtchlng proces
ey iR e st AEmOry spocimei

o L]

a 3

o =]
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a [+

Q (=]

il Name: DVisnaliztion Schem
O¥File Type: OByl
L LAPE ORI
i LYTH LY DB Pl
DEHAL D Anraces Phe
il Ot Pl
IAyie Prvsrmon
Vismalization 1: Visualization 2: Visualization 3: | Visualization 4:

Comparison

File Name:
Sire:
DS




File Name

LiF

IS

SHAL
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Sime:
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%  Malware Forensic Tool Box

Dynamic and Static Analysis Tools

Environment Baseline

Host Integrity Monitors

Name: ESET Sysinspector
Flgt Relerence: 367

Author/Thstributer: ESET
Available From: hirpaiiwww.e wet comfuddownload Tree-antivirus-utilities:
hitp:/fdownload.eset.comidownload sy sinspecton 3 UENLSysinspector.exe
Description: ESET SysInspector is a graphical Windows diagnastic 1ool that tikes a “spapshol™ of the
sysbem state of a target compater. including unning processes, Registry, network connections, and
stmup contents. Onee o snapshod has been laken, ESET applies heuristics to assign a “nisk level”™ for each
Hem logged allowing the digial investigator o conduct a number ol analytical progesses, including log
generation, bog comparison (diffmg ), and Rlering based upon risk color-coding.

Nume: FingerPrint v2.1.3

Page Reference: 367

AuthorMistributor: 2BrightSparks

Available From: hipyiwww. 2bnghtsparks comfassetssofiwareFingerPrint_Setup, rip
Description: FingerPrint is a lightweight GUI-based utility that monitors files and directories for
myodiflications and deletions.

Name: RegShot

Page Relerence: 367

Author/Distribuior: TIANWER

Available From: hl!p‘.n'n'mmnﬂ.' i n}:¢.1mh'prujc\q,'l\.¢r:g\|m!

lwﬂplim! H¢E?$Jhll 1% a free wnd T T Rl,"gi\h} n,'|1r||rr_|.rius|i tool that allows the uer to take a
'\FI;IP'\|:II:H. of the Rm‘:i.\lr:,-' priar o e execulion of o progrim, and a second qup\hnl: after execulion ll\.ing
the compare feature, RegShot provides the digital investigator with a report detailing the differences in the
Registry s a result of exeouling the progrum.
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Name: Winalysis

h@eiﬂtm: 367

Author/Distributor: Winalyais Sofiwarne

Available From: RUp:/IWWW.cows comipreview/ 195902

'_Dmipﬁw A favorite of digital investigators, Winalysis is a program that enables the user to save a
snapshot of @ subject system’s configuration and then monitor for changes to files, the Registry, users,
loscal and global groups, rights policy, services, the scheduler, volumes, shares resulting from software
installation, or unauthorized access.

= M T B

Pt )

Installation Monitors

Name: InCotrl5

Page Relerence: 3638

Author/Distributor: PC Magaziee

Available From: hitpaiwww, pemagcom/anicle 20,1759 9882 (0.asp

Description: A favorite of many digital investigators, InCirls monitors the changes made 1o the host
systemt as 3 result of installing software. InCrrlS offers an intuitive GLUT and Hypenext Markup Language
(HTML) reporting.

Name: InstallSpy

Page im_: 368

Author/Distributor: 2BrightSparks

Available iﬂm:klpﬁhﬁm.ﬂbﬁﬂmpuhmﬁm#mﬁwﬁlmﬁﬂpyjmpﬂp

Description: [ruu.l-l.':py i nliTin enabling the user to track any changes to the Regisiry and file system
when 3 program is executed. installed, or uninstalled.

Name: InstaliWatch

Page Reference: 168

Author/Distributor: Epsilon Squared

Avallable From: hirp=fweb.archive.oneweb 200902 161 13249 hop: e ww.epsionsquared, com/ and hip:f
webarchive orgweb 200002 161 15240 hutpa fwsow epsidonsguared comfanonymaot < Tnsiall WaichPro2 S exe

Description: InstallWatch is o software wility developed by Epsilon Squared, Inc., that records
modifications made 1o a subject system during the installation of software, or a2 a resull of hardware and
configurmtion chngas,
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Name: SysdAnalyzer

Page Reference: 368

Author/Distributor: Verisign iDefense Labs

Available Fram: hiip:iflabs. idefense. comfsoltwane/malcode. php

Description: An astomated malicious code runiime analysis application, SysAnalyzer enables the digital
investigator (o execute an unknown binary, and then monitors various aspects of the host system,
including running processes, open ports, loaded drivers, injected libranes, file modifications, Registry
changes. AP calls made by the target process, and cenain network traffic (HTTP; IRC; and DINS).
SysAnalyzer quickly builds anintuitive report identifying the changes made as a resull of execution of the
program on the host sysiem.

Environment Emulation

Name: Internet Services Simulation Suite (INetSIM)

Page Reference: 353

Author/Distributor: Thomas Hungenberg and Maithias Ecken

Available From: hitpaiiwww.inetsim.org/

Dexcription: (For uwwe on Linux and FreeBSDVOpenBED systems. ) INetSIM is a sofiware saile Tor
semulating comimon Intemet services in a laboratory environment. Specifically developed 1o assist in the
analysis of network behavior of unkeown malware specimens, INGSIM provides the digital investigator
with a common control and logging platform for envireament adjustment during dynamic asalyss, As
shawn in the following figure (lefl), once INetSIM is invoked emulated services are imitiated cousing local
metwirk sockets associated with the service to listen for network activity (right).
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Name: SimpleDNS

Page Reference: 358

AuthorfMstributor: TH Software

Available From: hup:iwww_simpledns.com/

Description: SimpleDNS is a lightweight and intutive DNS server with a GUI froat-cnd. DNS emulition
and adjustment within the digital investigator’s laboratory environment can be configured quickly and casily
using the Quick Zone Wizard feature, shown in the following diagram,

Cryick Zoma Wizard

il
-

(L L 1.]

LR T

Dynamic Analysis—Active System and Network Monitoring

Process Monitoring

Name: CurrProcess

Page Reference: 372

Author/Distributer: Nir Sofer™irSofi

Available From: hip-feww nissoftsetutilsicprocess. himl

Deseription: A GUI and command-line wtility, CurProcess displays a list of all processes running on a
targetl systemy, By selecting o target process, CurrProcess displays PE version information (from the PE
resources) and details relating to modules loaded into memory associated with the process image. The
memory of o target process cun be dumped to a text file using the wolbar button or by pressing Cirl+M,
and details associated with the process can be quickly copied to the clipboard by right-clicking the target
process and selecting “Copy Selected Processes™ from the menu,

Name: Explorer Suite
Page Relference: 172
Author/Distributor: Daniel PistelNTCore
Available From: hip:ifeww ntcore.com/exsuite, php
Description: A lreeware suite of wools developed by Daniel Pisteli, Explorer Suile comes with a series of
ool 1o assist the digital investigator in conducting malware Forensics, incleding a rich PE Viewer (CFF
Explorer), a packing detection framework (PE Detectives/Signature Explorer), and a process viewer (Task
Explorer). Task Explorer is o dual-paned graphical process analysis tool. The top pane reveals the minning
processes along with respective PIDS, system paths. and PE version information; the lower pance displays
maoddules loaded into memory by a selected process. Right-clicking on a target process provides the digital
investigator with a shell context menu of additional options, including PE dumping and analysis in CFF
Explorer.
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Interret Extensions for ¥
¥

Name: Mitec Process Viewer

Page Reference: 372

Author/Distributor: Michael Mul/MiTeC

Available From: http:fiwww. mitec.ceDownloads P xip

Description: A lightweight graphical process analysis utility, the Process Viewer imerface provides
distinct tabs for isolated analysis of processes, drivers, and services. Upon selecting a target process, the
“detanls™ button provides an additional analysis interface enabling the digital investgator to drill down
into the handles, performance, loaded modules, threads, and child processes, among other details,
associated with the process.

Name: Process Hacker

Page Reference: 372

Author/Distributor: wil2

Available From: hup:{processhacker.sourceforge.netf and hitpzffsourceforge.net/projecis/processhacken’

Description: A robust graphical process analsysis tool, Process Hacker gives granular visibility into
Funning processes, services, and network activity. Right-clicking on pr offers additional analytical
options including threads, handles. process memory. and environment details,
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File System Monitoring

Name: ProcessActivityView

Page Reference: 372

Author/Distributor: Nir SoferMirSolt

Available From: hitp:/fwww nirsoflnet/utils/process_activity_view. himl

Description: A useful ol for monitoring file svstem interaction by a target process, ProcessActivity View
displays the system path and lles accessed by the process, associated statistics, and the module in

memary responsible for accessing the file, Right-clicking on a target file system artifact presents the digital
investigator with a shell context menu of additional analytical options, as displayed in the following diagram.
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Name: DirMon (included in GiPo@FileUtilities)

Page Reference: 373

Author/Distributor: Gibin Software House

Available From: hitp2{fwww.gibinsoft.net

Description: DirMon provides the digital investigtor with a practical and simple way 1o track changes in
a target directory. After configuring the granularity of monitoring, DirMon provides real-time insight into
changes made 1o the directory, incloding an event listing and statistical ticker. Analytical results are saved
and compiled into an HTML report.
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| MName: FileMon

Page References: 372

Author/Distributor: Mark Russinovich and Bryce Cogswell (Sysinternals pMicrosoll

Available From: hupzfweb.archive orgfweb 20090801 | 83050/ p:Mechnet microsoft.com/fen-
usisysinternalhER6642 aspx and

hiypeifweb.archive orgfwehf 20090301 1 83050/hap:fdownload sysinternals.com/Files/FileMon.sip

Description: A legacy ool discontued by Microsof (and replaced with Process Monitor), FileMon 1= a
powerful GUI-based fle-monitonng welity that reveals the fles and .41 1s opened, read, or deleted by
cach running process as well as a states column, which advises of the failure or success of the monitored
setivity. FileMon also provides the investigator with filter options, a search function, and the ability o
save the results o a file for offline analysis. Identified artifacts of interest can gquickly be socessed on the
file system by double-clicking on a target entry in the user imerface. Although obsolete and unavailable
for download from Microsoft, the utility is still a Favorite among digital investigators and available from
Web archives on Archive.org.
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Name: Tiny Watcher

Page Reference: 373

Author/Distributor: Olivier Lombart

Available From: hup:fkubicle.demembers comiwatcher/

Description: A graphical file, directory, and regisiry monitoring tool, Tiny Watcher takes a baseline
snapshop of the subject sysiem state and then makes potifications when a change is detected on the
system. For example, in the following figure, Tiny Watcher captured the invocation of a new process, the
system path (o the suspect executable (winhelpaexe), and the resulting system changes.
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Registry Monitoring

Name: RegMon

Page Reference: 374

Author/IMstributor: Mark Bussimowvich and Bryee Cus;.v.\cll{ﬂ]’:inlcmah:ﬂﬂiml'l

Available From: hipfwebarchive orgfweb 2000062 10208 hitpfechnet. micrmafoomben-
usfsvsinternalobbEMGH52 agpx and

hpaifaeh.anchive.ongfoeh 200002 020 hrpt

download sysimernals. comFilesRegmon. zip

Description: A legacy ool discomued by Microsoft famd replaced with Process Monitor), Reghdon
actively reveals which processes are accessing the host sysiem”s Begisiry, keys, and the Regisiry data
that is being read or written, The tools includes a Gilber function and con gither provide time stamps for
capiured events, or simply show the amount of time that has elapsed sinee the last time the event window
wis cleared, Unlike static Registry analvsis tools, the advantape of using FegMon during dynamic
analysis of a malicious code specimen is that it provides the digitl investigator with the ability o tmee
how proprams ane imteructing with the Registry in real time. Although obsolete and unavablable For
download froa Microsoft, the utility is stll available from Web archives on Archive org,
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Nume: Autoruns
Pure Reference: 373

Author/istribator: Mark Russinovich and Bryee Cogswelli Sysintemals)iMicrosolt
' Available From: hipatiechnet microsolt.comfen-ussysimlemalubhoa 302

Description: A robust GUT utility that reveals what prograns on the subject system are configured bo mn
during system bootup or login.
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Name: Autostart Explorer

Page Reference: 375

Author/Distributor: Mischel Internet Security

Available From: hup:fwww misec.netproductsfantostartiex plorer!

Description: A wriple-paned graphical auto-stan inspection utility, Auostan Explorer provides an
expandable tree listing of Registry keys, startup folders, _bac, and . ini files on a target system on
a lefi-side viewing pane, Upon selecting an item of interest, the wpright pane displays all discovered
atto-started files, while the bottom left pane provides a description of the selected item.
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Name: Aufostart and Process Viewer
Page Reference: 375

Author/Distributor: Konrad Papala Software

Available From: hitp:/fwww. konradp.com/productsfautostan-and-process-viewer

Description: Useful for guickly auditing ronning processes and aulo-start locations on a target system,
Autostant and Process Viewer is a graphical utility that succinctly separates data into distinct tabs in the
user interface. Once a target auto-start location or process is selected. further details can be acquined sing
the toolbar menu oplions,
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wame: WhatinStartup

Page Reference: 375

Author/Distributer: Nir Sofer/MNirSoft

Available From: hup=ffwww nirsoft. netfutilsfwhat_nn_in_startup.himl

Description: The seccessor tool 1o Nirsoft's now obsolete StarupRun utility, WhatinStartup is an intuitive
graphical wtility that reveals detailed information about programs idemtified on a warget system as having a
auto-start mechanism, In a one-pane GUI with numerous data columns, WhatinStanup identifies a
program. along with the respective auto-start type (startup folder or Registry), command-line properties!
system path (o execotable, PE version information in memory, auto-start location, file system metadata
(ereated time and modified tmes), file aunbutes, and process creation dateftime,
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Network Forensics

Name: Capsa Network Analyzer

I’ageiefeum: 3o

Author/Distributor: Colasoft

Available From: http2ffwww . colasoft.com/capsal

Description: Capza is a powerul and robust GUI-based network packet capture and analysis 1ool. The free
version of the wol (Colasoft Capsa 7 Free) includes additional network forensic tools, Mac Scanner,
Packet Builder, Packet Plaver, and Ping Tool. A great companion utility to Wireshark, in addition to full
traffic capture, Capsa has predefined filters for HTTP, e-mail, DNS, FTP, and Instant Messenger traffic
caplure; these filters are conversely available in the “Replay™ analysis options of Capsa. Rich with real-
time and post-processing analysis features, Capsa can be used to guickly and effectively gain visibility
into network traffic resulting from the dynamic analysis of a malware specimen.
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wame: Network Miner

Page Reference: 376

Author/Distributor: Erik Hjelmvik

Available From: hip/fsourceforge. net/projecta/networkminer/

Description: A valuvable toel for network traffic capture and analysis, Network Miner is a graphical
metwork forensic analysis wol (NFAT) for Windows, Like Wireshark and Capsa, Network Miner can be
used passively o collect network traffic to and from target systems in the digital investigator's malware
laboratory for later reconstruction and analysis. Network Miner offers unique network forensic analysis
features, such as 08 fingerprinting of network hosts (using the pOf and Entercap databases), keyword
search funcrienality, and duta extraction/reconstruction, including files, images, messages. and credentials.
As shown in the following figure, Network Miner reconstructed network trace evidence files acguined
from malicious network traffic.
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Port Monitoring

Name: ActivePorts

Page Reference: 378

Author/Distributor: DeviceLock

Available From: hitpzfiwww. devicelock comffreeware.himl

Deseription: ActivePorts is a lightweight graphical port monitoring utility that displays process-to-pon
mapping, executable-to-process filepath, local connection details, remote connection details, connection
state, and network protocol. As displayed in the following figure, a newly opened pont associated with the
process winhelp. exe is highlighted by ActivePorts for ease of elucidating port activity.
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Mame: CurrPorts

Page Reference: 375

Author/Dhistributor: MNir Sofer/MNirSoft

Available From: hup2fwwe nirsoft.netutilsfeports.huml

Description: A Mexible graphical port monitoring utility, CurrPorts offers detailed information about the
status of TCPUDP ports on o target system and the processes associated with the opened pons, In
addition o a myriad of analyvtical options, collected information can be saved 1o HTML, XML, or tub-
delimited reports. For ease of analysis, CurrPorts automatically highlights suspicious port activity, such as
unidentified processesfapplications. As shown in the following figure, the recently spawned malicious
process winhelp. exe is identified as opening a TCP port and attempting to connect to a Web server
over part 8.
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Name: TCPView

Page Reference: 378

Author/Distributor: Mark Fussinovich (SysintemnalsiMicrosoft

Available From: httpzfiechnet. microsoft.comfen-usfsysintermalshbE97437

Description: A favorite GUI-bazed port monitoring utility of many digital investigators, TCPView
displas open pons, connection, and associated process details,
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APl Monitoring

wume: APY Monitor v2

Page Referemce: 379

AuthorDistribator: Rohitab Baim

Available From: hitpcfwww rohitah comfGpimonitor

Description: Alhough currently in Alpha stage of development, APT Monitor v2 is a feature-nich
graphical APl monitoring too] that implements an eight-window “dishboard” of disting data viewing
panes: APl Capaure Fabier, Running Processes, Hooked Frocesses, Summary of APl Calls, Hex Buffer,
Onitput Statistics, Coll Stsck, and Parnmeters, AP Monitor v2 provides Tor inttive APl Copture Filier
options, @ process moniber fos sebecling a larget process o hook, and grasulanity in wace owlput, “Digital
investigator fricadly™ shell context menus comain nemernoas shorcuts for case of rescarching APE calls af
imberest,

Defeating Obfuscation

Process Memory Dumping Tools

Name: ProcDump

Page Reference: 405

Available From: hitpaftechnet microsoft.comien-us/sysintemal a9l

Description: ProcDumg §s a command-Tine process memory acquisition 1ol

CoiMaluars Lab\Prociuspsprociusp, éxs -ss wishalp

Prochusp w1 B4 - Writes procmss domp fLlew
Copyright IF) J008-1011 Mark Russisovich
ByulREcifali - www. syeinborsali, oo

Brititg dise Flis COMalvare Lab\Procouspivinks 1o 519710 315005 dep
Diamg wrlttan
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PE Import Address Table Reconstruction

Name: ReVirgin

Page Reference: 411

AuthorTistributor: +Tachp

Available From: Numerous underground reverse engineering sites—download with care

Description: Similar to lmpREC, ReVirgin is a graphical Import Address Table (IAT) rebuilding wtility,
popular in the “reverse engineering “underground.” Like many “underground” tools from unverified
origins (often developed by anonymous authors referenced only by unusual monikers), exercise comimon
sense amd due care in acquining and implementing this 1ool.
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Embedded Artifacts Revisited

Disassembly Visualization

Name: BinNavi
Page Reference: 415
Author/Distributor: Zynamics

Available From: hipfsww eynamics.com/binnavi.html

Description: BinMNavi is the de ficro tool for binary code reverse engineering through graph
visualization, Used inextricably with DA Pro, a MySOL database, and other third-party utilities, BinNavi
enables the digital investigator o import IDA database files (. 1db) and navigate the disassembled code
in a visually stunning graph form. BinNavi offers a myriad of analytical features to view, analyze, and
anmotate the code of the arget module (BinNavi nomenclature for a single disassembled file) once it is in
graph form, In addition, using defug clients, the BinNavi debugger offers robust functionality for
controlling and analyzing the execution of a targel process,
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PE Resource Viewers

mame: Resource Hacker
Page Relerence: 417

Author/Distributor: Angus Johnson

Available From: hup:fwww angusj.comfresourcehacker!

Deseription: Resource Hacker is o casily navigable, dual-pancd graphical PE Resource analysis

(and editing) tool. Resource Hacker displays available PE Resources in an expandable tree menu in the
lefi-hand viewing pane, while selected content is displayed in the right-hand viewing pane. Resources can
b extracted and saved to disk using the shell context menu or the “Action” toolbar,
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Interacting with and Manipulating the Malware Specimen

Prompting Trigger Events

Name: WinHT Track
Page Reference: 425
AuthorMistributor: Xavier Roche

Available From: hetp:/fwww hitrack com

Description: WinHTTrack is the Windows version of the graphical Web site copying tool, HT Track. A
valuable tood for copying Web site content for offline browsing and ing Web o locally,
WinHTTrack offers granular configumation options for copying depth and content acquisition.
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Digital Virology

Contextual Piece wise Hashing and Indicators of Likeness

Name: S5Deep
Page Reference: 435
Author/Distributor; Jesse Komblum

Available From: hupissdeepsourceforge net!

Description: S5Deep is a fuzsy havking ool that computes a series of randomly sized checksums for a
fike, allowing file association between files that wee simalas in ile content but pot Bdentical
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Name: Scout Sniper

Page Reference: 437

Author/Distributor: Don €. Weber/Security Ripeord

Available From: hiipaiwww cutawaysecurity comblog/scout-sniper

Dﬁﬂ'i]ﬂhn Sniper Scout (sniperscout) is a wrapper program (. exe and Python script) for
two tools that can be used during digital virology analysis—ssdeep and YARA. In panticular,
anipcrmtmhmnlmﬂaumﬂﬁecm of specimens using a spa:rﬁx:"fﬁkﬁ mile or the
mmnlsmphmdwma contextual pmwme’hash‘ingusm; the me d;rnam]: Ilnk library
{fuzzy.dl1) from ssdeep (s shown in the following figure).

C:\Frthon2Sspython scoutaniper.py -s c:‘\Malware\specimens\Crvhost.exe -d

o Malware\specimens

gdir: ci\Malware\spacimens

There is no warrency for this program, User at your own risk and only with permission.
If you use the deleticn cption you may damage your system, programs or applicacions.
Enter ¥YES to indicate you have read and understand this warning and with to proceed.
-» YES

Scout Sniper: Happy Hunting

Secart Timeé: 2011-07-10.01:59:10.546000

Searching Local: c:'\Malware'\specimens

Sample File Hash: *43152;dudwiHOwaabe/80CBQ4QIARSPFEREFZVEAQ2YMOE : dus/SuqdR4IELADZS "
Checking: c:‘\Malware\specimensavhelper

Alert: avhelper scored 91

Checking: ci\Malwarelspecinenslrvhost  exe

Alerc: Crvhost.exs acored 109

Checking: c:\Malware\specimenshelpfile exe

Alerk: helpfile.exe scored 96

Checking: c:\Malware'\specimensupdatehelp.exe

Alerc: updatehelp.exe scored &

Chacking: o1\Malwara'epecinenawi ndowslipdace, exa

Alert: WindowslUpiace,exe scored 96

Checking: c:\Malware\specimenswinhelp.exe

Alert: winhelp.exe scored 96

Chacking: c:\Malware\specimenswinasrv.exe

Alere: winsry.exe scored 96

Checking: c:\Malware\apecimenaWinUpdate,exe

Alerc: WinUpdate.exe scored 96

Finigsh Time: 2011-07-10.01:59:14_750040

Ecout Sniper Done
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! For more information about VirtualBox, go to http:/www.virtualbox.org/.

2 Unless an examination or experiment is specific to Vista or Windows 7, Windows XP is
typically used as a baseline victim platform by malicious code researchers simply because it is
still currently the predommant OS deployed on workstations. See
http7//blogs.techrepublic.com convit-numbers/?p=122.

3 For more information, go to http7/www. f-secure.com/v-descs/im-worm w32 skipi a.shtmil.

# Unfortunately, the Web site that offered Winalysis is no longer operational, but with a little
searching on the Internet, the program can be found on many software review sites, such as
http//www.tucows.com/preview/195902.

> For more information about WinPooch, go to http:/sourceforge. net/projects/winpoochy.

% For more information about RegShot, go to http/sourceforge. net/projects/regshot.

7 For more information about FingerPrint 2.1.3, go to
http//www.2brightsparks.convassets/software/FingerPrint_Setup.zip.

8 For more information about ESET SysInspector, go to
http//www.eset.com/us/download/free-antivirus-utilities.

? https//www.malwarefieldguide.com/Chapter6. htm.

10 For more information about InstallWatch, go to the archive version of the Epsilon Squared
Web site, http//web.archive.org/web/20090216115519/http//epsilonsquared.cony, and
download URL,
httpz//web.archive.org/web/20090216115249/http//www.epsilonsquared.convanonymous/In

' For more information about InCtrlS, go to
http//www.pcmag.convarticle2/0,1759,9882,00.asp.

12 For more information about InstallSpy, go to
http//www.2brightsparks.convassets/software/InstallSpy Setup.zip.

13 For more information about SysAnalyzer, go to
httpz//labs.idefense.convsoftware/malcode.php.

14 For more information about Process Explorer, go to http/technet.microsoft.conven-
us/sysinternals/bb896653.aspx.

15 For more information about CurrProcess, go to httpz//www.nirsoft. net/utils/cprocess. htril.

16 Eor more information about ProcessActivityView, go to
http//www.nirsoft.net/utils/process_activity view.html.

17 For more information about Explorer Suite/Task Explorer, go to
http7//mtcore.convexsuite. php.

18 For more information about Process Hackgr, go to httpz//processhacker.sourceforge.net/.
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19 For more information about PrcVeiw, go to http:/www.teamcti.com/pview/preview. htm,

20 For more information about MiTec Process Viewer, go to
http//www.mitec.cz/Downloads/PV.zp.

21 For more information about Process Monitor, go to http:/technet. microsoft.com/en-
us/sysinternals/bb896645.aspx.

22 For more information about FileMon, go to http/technet.microsoft.conven-
us/sysinternals/bb896642.aspx.

23 For more information about RegMon, go to http/technet.microsoft.conven-
us/sysinternals/bb896652.aspx.

24 Process Monitor runs on Windows 2000 SP4 with Update Rollup 1, Windows XP SP2,
Windows Server 2003 SP1, and Windows Vista, as well as x64 versions of Windows XP,
Windows Server 2003 SP1, and Windows Vista.

25 For more information about Wireshark, go to http//www.wireshark.org/.

26 For more information about TCPView, go to http:/technet. microsoft.com/en-
us/sysinternals/bb897437.aspx.

%7 For more information about Active Ports, go to http:/www.devicelock.con/freeware. htril,
28 For more information about CurrPorts, go to httpz/www.nirsoft. net/utils/cports. htri.

29 http/msdn.microsoft.conmven-us/library/aa383723(VS.85).aspx.

39 For more information about TracePlus/Win32, go to http:/www.sstinc.com/windows. htrl.
31 For more information about API Monitor, go to http://www.rohitab.com/apimonitor/.

32 For more information about APISpy32, go to http//www.internals.com.

33 For more information about Microsoft Detours, go to http/research.microsoft.conven-
us/projects/detours/.

3% For more information about APILogger, go to http:/labs.idefense.convsoftware/malcode. php.

33 For more information about Kerberos, go to http7//www.wasm.rwbaixado.php?
mode=tool&id=313.

36 For more information about AutoDebug, go to http://www.autodebug,cony.

37 For more information about WinAPIOverRide, go to
http7/jacquelin.potier. free. fi/winapioverride32/.

38 For more information about Application Monitor, go to
http//www.kakeeware.con/i_kam php.

39 For more information about Capture BAT, go to https//www.honeynet.org/node/315 and
http//www.nz-honeynet.org/cbatabout. html.
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40 For more information about FlyPaper, go to http:/www.hbgary.com/free-tools#flypaper.
4l For more information about REcon, go to http//www.hbgary.conyrecon.

42 On Windows 2000, Windows XP, and Windows Server 2003 systems the default system
path for the . vmem file of a respective virtual machine 1S c: \Documents and Settings\
<username>\My Documents\My Virtual Machines\<virtual machine>. On Vista and
Windows 7 systerm, the default pathis C:\Users\<username>\Documents\Virtual

Machines\<virtual machine>\.
“3 For more information about REcon, go to http//www.hbgary.conyrecon.
4 http//www.zonealarm.convsecurity/en-us/zonealarm-pc-security- free- firewall. htm.
45 http//www.online-armor.convdownloads. php.
46 httpy/personalfirewall.comodo.cony.
47 http//www.pctools.conyfirewall.
8 http//www.ashampoo.conven/usd/pin/0050/Security Software/Ashampoo-FireWall-FREE.
4 For more information about Simple DNS Plus, go to httpz/www.simpledns.cony.
Y For more information about FakeDNS, go to http:/labs.idefense.com/software/malcode.php.

> For more information about Trojan Downloaders, go to http:/www.fsecure.conven EMEA-
Labs/virus-encyclopedia/encyclopedia/trojan-downloader.html.

32 http//www.bsalsa.com.

>3 For more information about netcat, go to http7/netcat.sourceforge.net/.

>* For more information, go to http/joncraton.org/files/nc1 1 1nt.zp.

>3 For more information about DDE, go to http:/support.microsoft.convkb/160957.

%5 http//msdn.microsoft.conven-us/library/ms633499(VS.85).aspx.

>7 For more information about Winlister, go to http//www.nirsoft. net/utils/winlister. htr.

38 For more information about Buster Sandbox Analyzer, go to http/bsa.isoftware.nl.

% For more information about Sandboxie, go to http7/www.sandboxie.cony.

%0 For more information about ZeroWine, go to http:/zerowine.sourceforge.net/.

61 For more information about ZeroWine Tryouts, go to http/zerowine-tryout.sourceforge.net/.

62 httpy/cert.at/downloads/software/minibis_en.htm;
http7/cert.at/static/downloads/papers/cert.at-mass_malware analysis 1.0.pdf.

%3 For more information about TRUMAN, go to
http//www.secureworks.com/research/tools/truman. html.

4 http://www.sans.org/reading_roomywhitepapers/tools/building-automated-behavioral-

malware-analysis-environment-open-source-software 33129.
687



65 For more information about Cuckoo Sandbox, go to http:/www.cuckoobox.org/.
% http/cuckoobox.org/doc/0. 1/setup. htm.
67 For more information about UPX, go to http/upx.sourceforge.net/.

%8 For more information about UnFSG, go to http7//www.zerorev.net/reversing/index. php?
path=Unpackers%62C+Dumpers+and-+Decrypters%e2FUnFSG+2.0/.

% For more information about UnMew, go to http:/www.zerorev.net/reversing/index.php?
path=Unpackers%62C+Dumpers+and+Decrypters’e2 FUNMew+10-11/.

70 For more information about AspackDie, go to
http//www.woodmann.com/crackz/Packers.htm

71 For more information about UnPECompact, go to
http//www.zerorev.net/reversing/mdex.php?
path=Unpackers%62C+Dumpers+and+Decrypters%e2FUnPECompact+1.32/.

72 For more information about DeShrink, go to
http//www.woodmann.com/crackz/Packers.htm

73 For more information about LordPE, go to
http//www.woodmann.net/collaborative/tools/ndex. php/LordPE.

74 For more information about ProcDummp, go to
http//www.fortunecity.comymilleniuny firemansany962 /html/procdump. html.

73 For more information about PETools, go to http/www.uinc.rw/files/neox/PE_Tools.shiml;
http//www.petools.org.rw.

76 For more information about Process Explorer, go to http/technet. microsoft.conven-
us/sysinternals/bb896653.aspx.

77 For more information about CurrProcess, go to http:/www.nirsoft.net/utils/cprocess. htrl.
78 For more information about Task Explorer, go to httpz/www.ntcore.conyexsuite. php.

7 ProcessAnalyzer comes with SysAnalyzer, which is available from
http/labs.idefense.conysoftware/malcode.php.

80 For more information about ProcDunp, go to http/technet. microsoft.conven-
us/sysinternals/dd996900.

81 Dumper comes with WinAPIOveride32, which is available from
http7/jacquelin.potier. free. fi/winapioverride32.

82 For more information about OllyDbg, go to httpz//www.ollydbg de/.

83 https//www.openrce.org/downloads/browse/OllyDbg_Plugins.

8 For more information about OllyDump, go to
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http//www.openrce.org/downloads/details/1 08/OllyDump.

85 For more information about ASPack, go to http7//www.aspack.cony.

8 For more information about ImpREC, go to
http//www.woodmann.com/collaborative/tools/mdex. php/ImpREC.

87 For more information about IDA Pro, go to http7//www.hex-rays.convidapro/. Although the
tool sells for approximately $600.00, there is a freeware version (with slightly less
functionality, features, and support) for non-commercial use available for download
(http//www.hex-rays.convidapro/idadownfreeware. htm).

88 httpv/www.amazon.conVIDA- Pro-Book- Unofficial- Disassembler/dp/1593271786.

89 httpy/Awww.microsoft.comywhdc/systenyplatformy/firmware/PECOFF.mspx;
http//msdn.microsoft.comven-us/magazine/cc301805.aspx.

9 Winnt.h file, line 7691.

71 Winuser.h file, line 160.

92 For more information about Resource Hacker, go to http7//www.angusj.com/resourcehacker.

%3 For more information about CFF Explorer, go to http:/www.ntcore.convexsuite. php.

% For more information about XN Resource Editor, go to
http//www.wilsonc.demon.co.uk/d10resourceeditor.htm.

93 http/msdn.microsoft.conven-us/library/aa381039(v=vs.85).aspx.

% For more information about ResourceExtract, go to
http//www.nirsoft.net/utils/resources_extract.html.

97 For more information about Dependency Walker, go to http:/www.dependencywalker.cony.

%8 For more information about SpyStudio, go to http:/www.nektra.convproducts/spystudio.

% For more information about HT Track, go to http:/www.httrack.cony.

100 There are some legal and ethical considerations with this method. First, the content of the
Web site may be copyright protected or otherwise categorized as intellectual property and
fall within the proscriptions of certain international, federal, state, or local laws, making it a
violation of civil or crimmal law to copy it without permission. Similarly, as the tools are used
to acquire the contents of a Web site by recursively copymng directories, HTML, images, and
other files hosted on the target Web site, they may be considered “hacking tools” n some
Jurisdictions. Also, the act of recursively copying the content of a site may also be considered
an aggressive or hostile computing activity and potentially viewed as unethical or illegal n
some jurisdictions. Consultation with appropriate legal counsel prior to implementing these
tools and techniques is strongly advised and encouraged.

10T Some of the more popular malicious code repository Web sites for digital investigators and
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researchers include Offensive Computing (www.offensivecomputing.net) and VX Heavens
(http7//vx.nethux.org).

102 Eor more information about RUMINT, go to http:/rumint.org/.
103 For more information about Network Miner, go to http/networkminer.sourceforge.net/.

104 Bdwards, A.W.F., Cavalli-Sforza, L.L., Systematics Assoc. Publ. No. 6: Phenetic and
Phylogenetic Classification ed. Reconstruction of Evolutionary Trees. pp. 67-76.

105 Hayes, M., Walnstein, A., and Lakhotia, A. (2009). Evaluation of Malware Phylogeny
Modelling Systems Using Automated Variant Generation, Journal in Computer Virology,
Vol. 5, no. 4, pp. 335-343.

196 Journal in Computer Virology, 2009, Vol. 5, no. 4, pp. 335-343.

107 8th Australasian Symposium on Parallel and Distributed Computing (AusPDC 2010), 2010.
108 Journal in Computer Virology, Vol. 4, 0. 4, pp. 279-287.

109 Proceedings of the 14th Virus Bulletin Conference 2004, pp. 187—197.

10 Detection of Intrusions and Malware, and Vulnerability Assessment Lecture Notes,
Computer Science, 2008, Vol. 5137/2008, pp. 108—125.

T Proceedings of the 16th ACM SIGKDD International Conference on Knowledge Discovery

and Data Mining.
112 Proceedings of BlackHat DC 2007.

113 Proceedings of EICAR 2005 Conference.

114 Proceedings of the First International Conference on Communication Systems and
NETworks, 2009.

113 For more information about ssdeep, go to http:/ssdeep.sourceforge.net.
116 For more information about YARA, go to http7/code.google.con/p/yara-project/.
17 For more information about HBGary Fingerprint, go to http//www.hbgary.convfree-

tools#ingerprint.
118 Y ARA User’s Manual Version 1.5.

19 Y ARA User’s Manual Version 1.5, p. 22.
120 YARA User’s Manual Version 1.5, pp. 3-4.
121 YARA User’s Manual Version 1.5, p. 4.

122 htp/code.google.conyp/yara-project/downloads/detail?
name=Y ARA%20User%:27s%20Manual%6201.6.pdf.

123 htp//matwareresearchgroup.cony2010/10/detection-of: the- latest- variant-of: wemon-trojary’;
http//www.threatexpert.com/report.aspx?md5=43cd918b3330468721b8b123a6b22126.

690



124 For more information about HBGary FingerPrint, go to http7//www.hbgary.conyfree-

tools#ingerprint.

125 Hayes, M., Walenstein, A., and, Lakhotia, A. (2009). Evaluation of Malware Phylogeny
Modeling Systems Using Automated Variant Generation, Journal in Computer Virology, Vol
5, no. 4, pp. 335-343.

126 For more information about BinDiff} go to http7//www. zynamics.convbindiff htrl,

127 Zymamics BinDiff 3.2 Manual, pp. 6-7.

128 For details on the BinDiff Matching Strategy and process, refer to the BinDiff 3.2 Manual.
129 Zymamics BinDiff 3.2 Manual, pp. 11-12.

130 For a detailed discussion of ssdeep, refer to Chapter 5.

131 For more information about BinVis, go to http7/code.google.conp/binvis/.

132 For more information about VERA, go to http:/www.offensivecomputing net/?
g=node/1689, http://csr.lanl. gov/vera/vera-manual. pdf, and
http//www.offensivecomputing. net/vizsec09/dquist-vizsec09.pdf.

133 For more information about Malheur, go to httpz/www.misec.org/malheur/, http7//honeyblog
.org/junkyard/paper/malheur-TR-2009.pdf (Rieck, K., Trinws, P., Willenss, C., and Holz, T.
(2011). Automatic Analysis of Malware Behavior using Machine Learning, Journal of
Computer Security, 19(3).

134 https//Awww.misec.org/malheur/install html,
135 https//Awww.sunbeltsecurity.com/sandbox/.

136 Phillip, T., Carsten, W., Thorsten H., and Konrad R. (2009). A Malware Instruction Set
Jfor Behavioral-Based Analysis. Technical Report TR-2009-07, University of Mannheim
(www.mlsec.org/malheur/docs/mist-tr.pdf).

137 The Python scripts can be found on httpz/mwanalysis.org/inmas/maschinellesLernen/mist/,
138 http//pil .informatik. uni-mannheim de/malheur.

139 dutomatic Analysis of Malware Behavior Using Machine Learning, p. 8; Rieck, K.
(2011). Malheur Version 0.5.0, User Manual, p. 2.

140 Rieck, K. (2011). Malheur Version 0.5.0, User Manual, p. 2.
141 Rieck, K. (2011). Malheur Version 0.5.0, User Manual, p. 2.
142 Rieck, K. (2011). Malheur Version 0.5.0, User Manual, p. 2.
143 The Python scripts can be found on https:/mwanalysis.org/inmas/backend/visualisierung/.

691



Index

Page numbers followed by f indicates a figure and ¢ indicates a table.
A

ABA, See Anerican Bar Association (ABA)
AccessData FTK Enterprise, 175/

Active monitoring artifacts, 429, 429/
Active network connections, 15-16

Active system monitoring, 371-379
CurrProcess, 372
DirMon, 373
Explorer Suite/Task Explorer, 372
File Monitor, 372
file system monitoring, 372373, 373f
MiTec Process Viewer, 372
process activity monitoring, 371/
Process Hacker, 372
ProcessActivity View, 372, 373
registry monitoring, 372, 374, 374f
Tiny Watcher, 373

Address Resolution Protocol (ARP), 17
ARP cache, 17

American Bar Association (ABA), 207

American Recovery and Remnvestment Act (ARRA), 215

American Standard Code for Information Interchange (ASCII), 32, 418
AnalogX TextScan, 258
692



Anti-debugging mechanisns, 407

Antivirus, 160
freeware, 252
logs, 161, 167
signatures, 251, 252

Anubis, 4017

API call
analysis, 431
mterception, 378-379, 3791
monitoring, 386, 394-395

API hooking, 422-424

ARP, see Address Resolution Protocol (ARP)

ARRA, see Anerican Recovery and Reinvestment Act (ARRA)

ASCII, see Anmerican Standard Code for Information Interchange (ASCII)
AspackDie, 403, 404f

AuditViewer, 102
configuration options screenshot, 102/
in listing drivers, 108/
memory injection detection, 124/
Memoryze output, 103/
open file, viewing, 111/
suspicious memory sections, 123/
tabs, 102

Austrian Computer Emergency Response Team (CERT.at), 398
Auto starting artifacts, 375
Autorun locations, 165

693



Autostart and Process Viewer, 375

Autostart Explorer, 375

Auto-starting locations mspection, 31-32
Avira A/V software, 161/

B

Banking Trojan, 394/

Behavioral profiling and classification, 446-448

BIFF, see Binary Interchange File Format (BIFF)

Binary Interchange File Format (BIFF), 297
Binders, 272

BinDiff, 440, 440/-442f

BmnNavwi, 415

BinText, 258, 258/

Biometric data, 218

BitBlaze, 4021
Breach notification statutes, 2337

Buster, see Buster Sandbox Analyzer (Buster)

Buster Sandbox Analyzer (Buster), 397
Byte Frequency view, 431
C

694



Capsa, 376

Capture BAT, see Capture Behavioral Analysis Tool (Capture BAT)

Capture Behavioral Analysis Tool (Capture BAT), 381

log, 428/
use of, 382/

CERT.at, see Austrian Computer Emergency Response Team (CERT.at)
CFAA, see Computer Fraud Abuse and Act (CFAA)

Chain of custody, 230

Child Online Privacy Protection Act (COPPA), 216
CLI, see Command line Interface (CLI

Client applications, 425, 425-426

Clipboard contents, 27, 28/

COFF, see Common Object File Format (COFF

COFF File header, see IMAGE FILE HEADER

Command history collection, 26

Command line Interface (CLI), 5, 240
file identification tools, 249-250
MDS5 tools, 243244
packing and cryptor detection tools, 270-272
PDF analysis tools, 291

Command-Ine
memory analysis utilities, 99—102
parameters, 20
utilities, 6

695



Common Object File Format (COFF), 272
Common Vulnerabilities and Exposures (CVE), 294
Comodo, 402¢

Compressor, see File obfuscation

Computer forensic specialists, 207

Computer Fraud Abuse and Act (CFAA), 221
Concealment techniques, 122

Connscan2 plug-in, 111/

Contextual Piecewise Hashing (CTPH), 434, 435
Cookie files examination, 38

COPPA, see Child Online Privacy Protection Act (COPPA)
COTS, 175

Cross Reference (XREF), 283

Cross-border investigation resources, 233-234
Cryptors, 269281

csrpslist plug-in, 101, 101/

CTPH, see Contextual Piecewise Hashing (CTPH)
Cuckoo Sandbox, 399

CurrProcess, 372, 405

CVE, see Common Vulnerabilities and Exposures (CVE)

696



CWSandbox, 4007
Cybercrime prosecution, 227
D

Data, across borders, 222-226
data transfers, 224
mformal assistance, 225
letter of request, 225
MILAT, 225
Safe Harbor certification, 224
workplace data, 222-226

Data, authority over
federal protection of health mformation, 215
federal protection of public company information, 216
mformation about children, 216
PCIDSS, 217
privileged nformation, 217
protected data, 213-218
real-time data, 211-213
state law protections, 217
stored data, 210-211
student educational records, 216

Data acquirng tools, 218222
business purpose, 219
dual use, 220-222
hacker tools, 220
mnvestigative use, 219
network security and diagnostic tools legitimacy, 222/
ordinary course, 219

Data directory, 279

Data sources, 126, 157

697



Data structures, 112117
event logs, 112
mnvestigative considerations, 116117
master file table, 112113, 113/
registry entries, 113—116
services, 113
windows operating system, 118, see also Memory forensics

DBT, see Digital Behavior Traits (DB
DDE, see Dynamic Data Exchange (DDE)

DDNA, see Digital DNA (DDNA)
Decompiling CHM file, 310/

Delphi executables, 420

DeShrink, 403

Deviare API, 423

Digital Behavior Traits (DBT), 399
Digital casting, 381

Digital crime scenes, 380

Digital DNA (DDNA), 104
malicious process extracted using, 125/

Digital evidence, 93
preservation, 229-230

Digital footprints documentation, 370

Digital forensics, 207
consequences of unlicensed, 207
law enforcement, 209, see also Legal considerations

698




Digital mpression evidence, 380381

Digital mvestigator, 208
computer trespasser exception, 213
consent exception, 212
non-content portion, 213
protected data, 213-218
provider exception, 211
real-time monitor, 211, see also Legal considerations

Digital trace evidence, 381-385

Digital virology, 432448
malware cataloging, 433

malware phylogeny, 432, 434¢, see also Investigative steps on malicious code
DirMon, 373

DLL mjection, 21

dlllist option, 1007, 107

DLLs, see Dynamic Link Libraries (DLLs)
DNS, see Domain Name Service (DNS)
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network activity, 386388

network impression evidence, 390-391
network trajectory reconstruction, 388-390
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system exammnation, 33-34
system monitoring, 372-373, 373/
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File Monitor, 372
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File obfuscation, 267, 268/

File profiling, 238, 239/
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IMAGE FILE HEADER, 276, 277, 277f, 278f, 280
IMAGE-OPTIONAL HEADER, 278, 278/
malware scanning, 251-252, 252-255
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MS-DOS stub, 274-275, 276f
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Packer and Cryptor Detection Tools, 269-270
packers, 267-268
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PE Header, 275-279, 277f

regional settings identification, 264

section table, 280-281, 280/

steps in, 239

Strings, 255-257
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Windows PE file format, 272-274, 273f, see also File visualization Profiling suspicious file

File signature identification and classification, 247
anti-virus signatures, 251, 252
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malware scanning, 251-255
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File Transfer Protocol (FTP), 391

File visualization, 246261, 246f
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Fancial Services Modernization Act of 1999, see Gramm Leach Bliley Act, 214

FingerPrint, 437, 438/, 438¢, 4391

Firewall logs, 167
FlyPaper, 383, 383/

FNA, see File Name Attribute (FNA)

Forensic analysis, 29, 157

Forensic duplication
Avira A/V software scanning, 161/
of hard drive, 29/
loaded nto VMWare, 173/
locating malware on, 159
mounting, 158, 158/

of storage media, 29, see also Malware detection

Forensic exammation, 155
Forensic reconstruction, 173174

Forensic tools, 158
commercial, 99

Forensic tools, memory, 97, 98, 119
additional functionality, 99
for dumping process memory, 119
HBGary Responder, 103, 103/, 104/
nformation provided by, 98
mnvestigative considerations, 99, 120
malware concealment technique detection, 122
Memoryze, 101, 1017, 102

Forensic tools, remote, 11, 29
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COTS, 175

F-Response, 8, 35
iSCSI mitiator service, 97, 357, 36/
physical memory identification, 10/
remote subject system hard drive, 107, 36/
subject system connection, 9/, 107, 357, 36/
suspicious files extraction, 41-42, see also Physical memory acquisition

FTP, see File Transfer Protocol (FTP)
Function flowgraphs, 439442
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Gargoyle Forensic Pro, 160, 160/
GB, see Gigabytes (GB

GFI Sandbox, 399, 4007

Gigabytes (GB), 5

GNU Core Utilities, 244

Gramm Leach Bliley Act, 214

Graphical MDSsum, 244

Graphical user interface (GUI), 5, 240
AuditViewer, 102
file identification tools, 250-251
HBGary Responder, 103
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memory analysis tools, 102—104
memory dumping tools, 7
Nigilant32, 7
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Hacker Defender Rootkit, 105/
Hacker tools, 220

Hash Quick, 244
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repositories, 245
values, 242243, see also Malware

HashonClick, 244

HBGary Responder, 103, 103/, 104£, 116, 415
add-ons, 104
examining system infected with ZeuS Trojan, 124, 124/
keys and passwords function, 122/
keyword searches, 121, 1211
in listing drivers, 109, 109/
registry entries, 116
report of suspicious module, 125, 125/, see also Forensic tools, memory

Health Insurance Portability & Accountability Act (HIPAA), 215
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HTTrack, 425

Hypertext Markup Language (HTML), 249
I

IDA Pro, 413, 415f, see also BnDift
iDefense, 258

IM, see Instant messenger (IM)
IMAGE FILE HEADER, 276, 277, 2771, 278f, 280

Image resource directory, 416/
IMAGE-OPTIONAL HEADER, 278, 278/
Import Reconstructor (ImpREC), 411, 4111

ImpREC, see Inmport Reconstructor (ImpREC)

Impression evidence, 380

Incident response forensics, 2
field mterviews, 3
malicious code live response, 2

Information extraction, 156
Injected code detection, 122

Installation managers, see Installation monitors

Installation monitors, 366, 367-369
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InstallSpy, system snapshot, 369/

Instant messenger (IM), 257

Internet communication non-content portion, 213

Internet Protocol (IP), 2, 377
IP Sniffer, 376

Intrusion vector, 155

Investigative steps on malicious code, 434
behavioral profiling and classification, 446-448
CTPH, 434, 435
function flowgraphs, 439-442
process memory trajectory analysis, 442444, 443f
textual and binary indicators of likeness, 435-438
visualization, 444446

IP, see Internet Protocol (IP)

iSCSI mitiator service, 97, 357, 36/
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Joe Sandbox Web, 4017

Jomers, see Binders

Jotti Online Malware Scanner, 253
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Keys and passwords function, 122/
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LANS, see Local area networks (LANS)

Legal considerations, 204, 204-205
breach notification statutes, 2337
chain of custody, 230
company employee, 208
cross-border nvestigation resources, 233-234
data, 205
digital forensics, 207
diverged goals of victim and, 228
documentation, 229
evidence type, 204
federal rules on evidence, 234-235
findings, 205
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improving chances for admissibility, 229-230
mvestigative approach, 204
mvestigative authority sources, 205-209
mvestigator, 205
Jurisdictional authority, 205-207
law enforcement, 209
legal landscape, 204205
lmitations on waiver, 235
perspective of, 227-228
preservation of digital evidence, 229-230
private authority, 208-209
private nvestigation, 206
private provider, 210
protected data, 213-218
public provider, 210, 211
real-time data, 211-213
retained expert, 208
statutory limits on authority, 210-218
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tools, 205

victim misperception, 227

victim reluctance, 226-227, see also Data, across borders Data, authority over Data acquiring
tools Digital forensics Digital investigator Protected data

Letter of request, 225

Live response, see Incident response forensics
Loaded modules listing, 107/

Local area networks (LANS), 364
Local Security Authority Subsystem Service (LSASS), 104

Locating OEP and extracting, 406-410, 409/, 410/

Log files, 166
AntiVirus logs, 167
desktop firewall logs, 167
domain controller security event logs, 168
Dr. Watson log, 167
web browsing history, 167
windows event logs, 166

LordPE, 404, 405
LSASS, see Local Security Authority Subsystem Service (LSASS)
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MAC, see Media Access Control (MAC)

macmatch.exe, 34/

Malcode Analyst Pack (MAP), 244, 258
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Malfease, 402¢
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Malheur, 446
analysis, 447
clustering of a data set, 448/

Malicious code
API monitor, 386
execution, 385-386, 386
identifiers, 391
mstallation monitor, 385
live response, 2
rehashing, 386
simple execution, 385
specimens, 15

Malpdfobj, 291

Malware, 112
artifact discovery and extraction, 39
cataloging, 433
concealment technique detection, 122, 123
concealment techniques, 122
discovery and extraction, 159169, 174175
forensic analysis, 157
hard drive, 156
mformation extraction, 156
keyword, 172
modem, 156
phylogeny modeling, 4347
scanning, 251-255, 400
search for known, 159-161, see also Malicious code

Malware analysis
environment for, 365-366

guidelines for, 365-369
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Malware analysis frameworks, 397-399
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Norman Sandbox Malware Analyzer, 399
TRUMAN, 399
ZeroWine, 398
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Malware analysis sandboxes, 400-412, 402¢
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malware scanners, 400
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Malware detection
AntiVirus, 160
autorun locations, 165
correlation with logons, 169
drivers, 165
executables, 164165
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hashes, 159
mstalled program, 161-162
nvestigative considerations, 161, 164
keywords, 160
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log files, 166168
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schedule, 165
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Malware incident response, 2—4
forensics, 2
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volatile data collection methodology, 2, 4-18
web browsing artifacts examination, 37-38
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client applications, 425-426
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HTTrack, 425
mtercepting with SpyStudio, 423/, 424f
mnvestigative considerations, 425
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file extraction, 97
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IP packet in, 97, 97f
memory forensic tools for, 119
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open port information extraction, 110, 110f
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volatility files option, 110, 110/
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GUI-based memory analysis tools, 102—104
Hacker Defender Rootkit, 105/
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relational reconstruction, 104

temporal analysis, 106

VMWare, 383, 384

windows memory forensics tools, 98, 98118

windows process memory, 118120, 121125, see also Memory dunp
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batch scripts, 108
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open file extraction, 111/
output from, 101
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artifacts, 262, 262
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IP Sniffer, 376
Network Probe, 376
NFAT, 376
PacketMon, 376
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SmartSniff, 376
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NFAT, see Network Miner Network Forensic Analysis Tool (NFAT)

Nigilant32, 7
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suspicious files extraction, 41/
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Obfuscation code removal, 402
anti-debugging mechanisns, 407
CurrProcess, 405
Dumper, 405
dumping suspect process, 404-405, 410/
locating OEP and extracting, 406-410, 409/, 410/
LordPE, 404, 405/
OllyDbg, 406, 407, 408/
PE Tools, 404
ProcDump, 404, 405
Process Explorer, 405
ProcessAnalyzer, 405
reconstructing imports, 411-412
script identification and decoding, 310, 311/
Task Explorer, 405
UPX, 403, see also Unpacker program

OEP, see Original Entry Pont (OEP

OfficeMalScanner, 301, 301-308

OllyDbg, 406, 407, 408/
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OllyDunp, 407, 410, 4101
OPAF, see Open PDF Analysis Framework (OPAF)

Open files, 25
files opened locally, 25
files opened remotely, 25-26, see also Volatile data collection methodology

Open PDF Analysis Framework (OPAF), 291
Open port information extraction, 110, 110/
Open Systers Interconnect (OSI), 17
Origami, 291

Original Entry Point (OEP), 403
orphanthreads volatility plug-in, 102

OS], see Open Systens Interconnect (OSI)

P
Packed malware specimen execution, 268/

Packers, 267-268
and cryptor detection tools, 269270, see also File obfuscation

PacketMon, 376
Packing, see File obfuscation
Parsing
suspect PE file, 274f
tools, 163
Pasco, 38

Passive monitoring artifacts, 427-428
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Payment Card Industry Data Security Standards (PCI DSS), 217

PCI DSS, see Payment Card Industry Data Security Standards (PCI DSS)

PDF, see Portable document format (PDF)
PE files, see Portable Executable files (PE files)

PEB, see Process environment block (PEB
Personal identification numbers (PINs), 218
Personal information, 217

Personally Identifiable Information (PII), 110

PHI, see Protected Health Information (PHI)

Physical memory
artifacts, 432
identification, 10/

Physical memory acquisition, 5, 6
command-line utilities, 6
with FastDump, 6/
with FastDump Pro, 7/
nvestigative considerations, 5
on live windows system, 5
renote, 811
remote forensics tools, 11
from remote subject system, 11/
tools for, 7, see also Volatile data collection methodology

PID, see Process Identification (PID

PII, see Personally Identifiable Information (PII)
PINSs, see Personal identification numbers (PINs)
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PML, see Process Monitor Format (PML)

Poison Ivy client application, 426/
Polyunpack, 406
Port activity monitoring, 377-378

Portable document format (PDF), 237
document elements, 282
file format, 282-284
miner, 291
scanner, 291
tool kit, 291

Portable Executable files (PE files), 385
PE Header, 275-279, 277f
PE Tools, 404
resource examination, 416-420

Post-mortem forensics, 155156
file system exammnation, 169—170
forensic analysis, 156159
forensic reconstruction, 173174
keyword searching, 172
malware discovery and extraction, 159169, 174175
registry examination, 170172, see also Windows file system examination

Post-run data analysis, 426-432, 426, 427
active monitoring artifacts, 429, 429/
API call analysis, 431
Byte Frequency view, 431
CaptureBAT log, 428/
captured file system and registry, 428/, 429/
captured network traffic analysis, 430-431
detected Process Injection, 432/
passive monitoring artifacts, 427-428
physical memory artifacts, 432
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RUMINT, 430, 431f
Text Rainfall view, 431
Visualization schemas, 431

PrcView, 372
Pre-execution Preparation: System and Network Monitoring
Prefetch files, 31, 163—164
nspection, 31
related to Poison Ivy malware, 163/
tools for parsing, 163
Preview Disk function, 39, 39/
Private nvestigation, 206
Privileged information, 217
ProcDump, 404, 405

Process activity
exammation, 393
monitoring, 3711

Process environment block (PEB), 118
Process Explorer, 393, 393/, 405

Process Hacker, 372

Process Identification (PID), 18, 100, 371

Process information collection, 18-22
child processes, 2021
command-line parameters, 20
dependencies loaded by running processes, 21-22
executable program mapping process, 19
exported DLLs, 22
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file handles, 21

menory usage, 19

process memory content capture, 22

process name and process identification, 18—19

temporal context, 18-19

user mapping process, 20, see also Volatile data collection methodology

Process Injection, detected, 432/

Process memory
content capture, 22
trajectory analysis, 442-444, 4431

Process Monitor, 372, 373, 373f
Process Monitor Format (PML), 373

ProcessActivity View, 372, 373

ProcessAnalyzer, 405
procexedump option, 119

Profiling Compiled HTML help files, 308
decompiling CHM file, 310/
file structure and content examination, 309
locating suspect scripts, 309
malice indicators, 308
metadata discovery, 309
obfuscated script identification and decoding, 310, 311/

Profiling Microsoft Office files, 295, 298-301
extracted code examination, 305
file format, 295-298
file structure examination, 303
locating and extracting embedded executables, 304
locating and extracting shellcode, 307
malice indicators, 298
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metadata discovery, 299
OfficeMalScanner, 301, 301-308
vulnerabilities and exploits, 298

Profiling suspect PDF files, 281-284
embedded entities, 284
file format, 282284, 283f
file structure and contents examination, 286
GUI tools, 292-294
Jjavascript extraction, 290
locating suspect scripts and shellcode, 287
malice indicators, 285
metadata discovery, 285
online resources, 295
parsing specific object, 288/

shellcode extraction, 291

suspect object decompression, 287, 288/
Trailer, 283

XREF, 283

Profiling suspicious file, 240243
file appearance record, 242, 242f
file name acquisition, 241-242
file size acquisition, 242
hash values, 242-243, 243
mnvestigative considerations, 241
system details, 240, see also File profiling . Profiling Compiled HTML help files : Profiling

Microsoft Office files ; Profiling suspect PDF files

Protected data, 213-218
child pornography, 216
children information, 216
financial mformation, 214
health information, 215
payment card information, 217
privileged mnformation, 217
public company mformation, 216
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state law protections, 217
student educational records, 216, see also Legal considerations

Protected Health Information (PHI), 110

Protected storage (pstore), 38

psdiff plug-in, 100

Psloggedon, 15, see also Command line Interface (CLI)

psscan plug-m, 99, 100/

pstore, see Protected storage (pstore)

R

RAM, see Random access memory (RAM)
Random access memory (RAM), 3

RECon, 383, 384, 384/

Regstry
activity exammation, 397
contents, 34
Monttor, 372
remnants, 163
remote analysis, 35-37
Viewer, 171/

Registry entries, 113-116
HBGary Responder, 116
hivedump plug-in, 116/, 117/
hivelist plug-in, 115/
regobjkeys plug-in, 1157, see also Data structures

Registry monitoring, 374, 374f
auto starting artifacts, 375
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Autostart and Process Viewer, 375
Autostart Explorer, 375

RegMon, 374/
WhatInStartup, 375

RegMon, 374f
regobjkeys plug-in, 115/

RegRipper, 37, 170
item extraction, 171/

Rehashing, 386

Remote forensics tools, 11
Resource Extract, 419, 4211
Restore pomts, 171172
Reusable Unknown Malware Analysis Net, the (TRUMAN), 399
Reversing Labs Tools, 406
RUMINT, 430, 4311

S

Safe Harbor certification, 224
Safety tip, 238, 364

Sandboxie, 397

Sarbanes-Oxley Act (SOX), 216
Scheduled tasks determination, 27

Scout Sniper, 437
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SDK, see Software Development Kit (SDK)
Section table, 280281, 280f

Secure Hash Algorithm Version 1.0 (SHA1), 243

Security
configuration, 30
conscious malware, 366

Services and drivers identification, 23, 113
mstalled drivers examination, 24-25
running services examination, 24, see also Data structures ; Volatile data collection methodology

SHAL, see Secure Hash Algorithm Version 1.0 (SHAI)

Shellcode extraction, 291

SIA, see Standard Information Attribute (SIA)
Simple DNS Plus, 388

Simple Mail Transfer Protocol (SMTP), 377
SmartSniff, 376

SMTP, see Sinple Mail Transfer Protocol (SMTP)

Smuft’ hit, 376
Software Development Kit (SDK), 272

SOX, see Sarbanes-Oxley Act (SOX)

SpyStudio, 422, 423, 423/, 424, 4241

ssdeep, 160, 2461, 435, 4351

SSDeepFE, 244
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Standard Information Attribute (SIA), 170
Stateful mformation, 2, see also Volatile data

Strex, see String Extractor (Strex)

String Extractor (Strex), 258
Strings, 255-257
Student educational records, 216

Subject system detail collection, 1113
enabled protocols, 13
network configuration, 12
with psinfo, 14/
system date and time, 1112
system environment, 13
system identifiers, 12
system uptime, 13
uptime command, 137, see also Volatile data collection methodology

Sunbelt Sandbox, see GFI Sandbox
Suspect program examination, 413-415

Suspicious file, 238
extraction, 39-40, 41-42, 411

svescan plug-in, 114/
SysAnalyzer, 368/

System
environment, 13
files, 169
identifiers, 12
resources, 21
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System monitoring, 369380
digital footprints documentation, 370
monitoring technique implementation, 370/
passive system monitoring, 370
on Windows system, 369, see also Active system monitoring ; Network activity monitoring

T

Target NTUSER.dat selection, 37/

Task Explorer, 405

Taxpayer identification numbers (TINs), 218
TCP, see Transmission Control Protocol (TCP

TCPView, 378

Text Rainfall view, 431

TextExtract, 258

Textual and binary indicators of likeness, 435-438
ThreatExpert, 4017

TINS, see Taxpayer identification numbers (TINs)
Tiny Watcher, 373

Title 111, see Wiretap Act

Trace evidence, 380

Traffic monitoring, 375

Trailer, 283

Transmission Control Protocol (TCP), 16
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TrID, 249, 2501

Triggering events, 414, 424

Trojan horse program, 109
TRUMAN, see Reusable Unknown Malware Analysis Net, the (TRUMAN)
U

UDP, see User Datagram Protocol (UDP)

UnFSG, 403

Uniform Resource Locator (URL), 15, 255, 395

Universal Serial Bus (USB), 4, 34
UnMew, 403

Unpacker program, 403
AspackDie, 403, 404f
DeShrink, 403
Ether, 406
Polyunpack, 406
Reversing Labs Tools, 406
UnFSG, 403
UnMew, 403

UnPECompact, 403
uptime command, 13/
UPX, 403

URL, see Uniform Resource Locator (URL)

USB, see Universal Serial Bus (USB)

User account
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and group policy information review, 33
and logon activities, 168—169

User Datagram Protocol (UDP), 391
User mapping process, 20
UserAssist, 170

\%

VERA, 446, 4461

Verifying Specimen Functionality and Purpose
ViCheck.ca, 402¢

VirScan, 253

Virtual Private Network (VPN), 12
Virtualization, 365

Virus scanners, 400

VirusTotal, 253, 254f

Visual MDS3, 244

Visual Sniffer, 376

Visualization, 431, 444-446

VMWare, 383, 384

Volatile data, 2
preservation, 4—5

Volatile data collection methodology, 2, 4-18
active network connections, 15-16
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ARP cache, 17

clipboard contents, 27, 28/

command history collection, 26

DNS queries, 16

GUI-based memory dumping tools, 7
local vs. remote collection, 3-4
logged in user identification, 13—17
NetBIOS connections, 1617

netcat commands, 3/

Netstat-ano command, 16, 16/
network connections and activity, 15
open files determination, 25

open ports correlation, 22-27
physical memory acquisition, 5, 6
process information collection, 18-22
scheduled tasks determination, 27
services and drivers identification, 23
shares identification, 26, 26/

subject system detail collection, 1113
volatile data preservation, 4-5, 5, see also Malware incident response

Volatility, 121
commands to open ports, 110/
csrpslist plug-in, 101, 101/
dlllist option, 1007, 107
dynamic link libraries listing, 108/
files optionn, 110, 110/
loaded modules listing, 107/
malfind plug-in, 123/
malware concealment technique detection, 122
procexedump option, 119
psdiff plug-in, 100
psscan plug-in, 99, 100/
regobjkeys plug-in, 115/
service extraction, 113

svescan plug-in, 114/

version 1.3, 119, see also Forensic tools, m%gogy



VPN, see Virtual Private Network (VPN)

W

Web browsing artifacts examination, 37-38
cookie files exammation, 38
malware artifact discovery and extraction, 39
protected storage, 38
suspicious files extraction, 39-40, 41-42, see also Malware incident response

Web browsing history, 167
WhatInStartup, 375
Window spying, 395

Windows, 118
event logs, 166
memory forensics tools, 98, 98118

Windows file system examination
examination, 169-170
file system data structures, 169
forensic examination, 155
forensic reconstruction, 173174
functional analysis, 173
malware discovery and extraction, 159-169, 174175, see also Malware : Post-mortem
forensics

Windows forensic analysis, 156159, 157
nvestigative considerations, 157-159

Windows process memory, 118120, 121125
analysis, 121125
dumping, 118120, 1201
executable file recovery, 118119
extraction, 120
recovery, 119-120
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running AntiVirus, 119, see also Memory forensics
Windows Registry Database (WiReD), 163

Windows registry exammation, 170172
locations, 170
Registry Viewer, 1711
restore points, 171172
temporal analysis, 170
UserAssist, 170, see also Malware ; Post-mortem forensics

Windump, 375
WinLister, 395, 396/
WinMDS5, 244

WiReD, see Windows Registry Database (WiReD)

Wireshark, 375, 376, 377f

Wiretap Act, 211

Wrappers, see Binders
X

XREF, see Cross Reference (XREF)

Y
YAB, see Yet Another Binder (YAB)

YARA, 435, 436f, 4377f
Yet Another Binder (YAB), 272

Z

ZeroWine, 398
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ZeroWine Tryouts, 398
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