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Enterprise Network Management 

THIS LAB CONTAINS THE FOLLOWING EXERCISES AND ACTIVITIES: 
------------------------------
Exercise 2.1 Installing Windows Server 2016 

Exercise 2.2 Installing Roles and Features 

Exercise 2.3 Migrating Roles Between Servers 

Lab Challenge Managing Servers Remotely 

Clean Up Resetting Servers 

BEFORE YOU BEGIN 

The lab environment consists of student workstations connected to a local area network, along with a 
server that functions as the domain controller for a domain called adatum.com. The computers 
required for this lab are listed in Table 2-1. 

Table 2-1 
Computers required for Lab 2 

Computer Operating System Computer Name 

Server (VM 1) Windows Server 2016 LON-DC1 

Server (VM 2) Windows Server 2016 LON-SVR3 

Client (VM 3) Windows Server 2016 LON-SVR4 

7 



In addition to the computers, you will also require the software listed in Table 2-2 to complete Lab 2. 

Table 2-2 
Software required for Lab 2 

Software Location 

Lab 2 student worksheet Lab02_worksheet.doc (provided by instructor) 

Working with Lab Worksheets 

Each lab in this manual requires that you answer questions, shoot screen shots, and perform other 
activities that you will document in a worksheet named for the lab, such as Lab02_ worksheet.doc. 
You will find these worksheets on the book companion site. It is recommended that you use a USB 
flash drive to store your worksheets, so you can submit them to your instructor for review. As you 
perform the exercises in each lab, open the appropriate worksheet file using Word, fill in the required 
information, and then save the file to your flash drive. 

SCENARIO 

After completing this lab, you will be able to: 

• Install Windows Server 2016 

• Install Windows Server 2016 roles and features 

• Use Windows Server Migration Tools 

• Manage Servers Remotely 

Estimated lab time: 125 minutes 

Exercise 2.1 Installing Windows Server 2016 
Overview 

Mindset 

Completion time 

8 

In this exercise, you will use a local computer running Windows 
Hyper-V to install Windows Server 2016 (Desktop Experience). 

Installing Windows Server 2016 is a relatively easy process. You 
typically boot from the Windows Server 2016 installation disk and 
then step through the installation wizard. Selecting the Server with 
the Desktop Experience option provides a Server Graphical Shell, 
including Server Manager; selecting Server Core provides a 
command prompt. 

20 minutes 
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You will not be able to perform this exercise on the MOAG Labs Online systems. 
Instead, you need to use a computer running Windows Server 2016 with 
Hyper-V installed. 

1. Log on to a local computer running Windows Server 2016 with Hyper-V as an administrator. 

2. Click the Start button, click the Windows Administrative Tools tile, and then double-click 
Hyper-V Manager. 

3. In Hyper-V Manager, as shown in Figure 2-1 , right-click the computer under Hyper-V Manager 
and choose New> Virtual Machine. 

ilil Hyper-V Manager 

File Action View Help 

Ef3 Hyper-V Manager 

E8 WIN2016SVR Virtual Machines 

0 x 

Actions 

WIN2016SVR 
Name State CPU Usage Assigned Memory Uptime Stat! --------------------1 

Figure 2-1 

I N-20740B-LON-CL 1 Running O % 2048 MB 05:09:26 

E! 20740B-LON-DC1 Running o % 2048 MB 05:18:50 (c:. Import Virtual Machine ... 

EJ 20740B-LON-SVR1 Off El Hyper-V Settings ... 

EJ 20740B-LON-SVR2 Running O % 2048 MB 05:09:34 ~ Virtual Switch Manager ... 
E] 20740B-tON-SVR3 Running O % 2048 MB 05:09:54 
EJ 20740B-LON-SVR4 Running O % 2048 MB 05:09:41 lu),. Virtual SAN Manager ... 

E] 20740B-LON-SVR6 Off ,.:..: Edit Disk ... 

l!!!l 20740B-NANO-SVR1 Off r,=i I ct o· k Q .,. nspe 15 .... 

< ~=================:::::::::::===== @ Stop Service 
Checkpoints 

8·~ 20740B-LON-CL1 -{212.5/2017-9:58:59AM) 
i.. ... IJJ, Now 

)( Remove Server 

O Refresh 

View 

fJ Help 

207408-LON-CL 1 

,....__ ______________________ ~ Connect .. . 

207408-LON-CL 1 

Created: 11/2/201610:13:31 AM 

Configuration Version: 5.0 

Generation: 1 

Not es: None 

Summary Memory Networking Replication 

< 

duste red: No 

Heartbeat OK (Applicati, 
Healthy) 

Efl Settings .. . 

@ Turn Off .. . 

@ ShutDown ... 

G) Save 

II Pause 

II), Reset 

~ Checkpoint 

!) Revert .. . 

> Bt Move .. . 

Windows Server 2016 Hyper-V Manager 

4. In the Virtual Machine Wizard, on the Before You Begin page, click Next. 

5. On the Specify Name and Location page, in the Name text box, answer the fallowing question. 
Then type Win2016 and click Next. 

Question 
1 

What is the default location of the virtual machines? 
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6. On the Specify Generation page, click Next. 

7. On the Assign Memory page, for the Startup memory, type 2048. Then click to select the Use 
Dynamic Memory for this virtual machine option and click Next. 

8. On the Configure Networking, for the Connection, select Private Network. Click Next. 

9. On the Connect Virtual Hard Disk page, answer the following question. Then for the Size, type 
60 GB and click Next. 

Question 
2 

What is the default location of the disk? 

10. On the Installation Options page, click to select the Install an operating system from a bootable 
CD/DVD-ROM option. 

11. Click to select the Image file (.iso) option. Then in the Image file text box, type the name of the 
ISO file, such as C:\SW _DVD_ Win_Svr_STD_Core_and_DataCtr_Core_2016_64Bit_ 
English.iso file. Click Next. 

12. On the Summary page, take a screen shot of New Virtual Machine Wizard by pressing 
Alt+PrtScr and then paste it into your Lab02_worksheet file in the page provided by press
ing Ctrl+V. 

[copy screen shot over this text] 

13. Click Finish. 

14. In Hyper-V Manager, right-click the Win2016 virtual machine and choose Start. 

15. Right-click the Win2016 virtual machine and choose Connect. The Windows Server 2016 
window opens, as shown in Figure 2-2. 

u Windows Setup 

Figure 2-2 
Selecting language, time and currency format, and keyboard or input method 
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16. Using the drop-down lists provided, select the appropriate language to install, the time and 
currency format, and the keyboard or input method. Click Next. 

17. On the Windows Server 2016 Install Now page, click Install now. 

18. On the Select the Operating System to Install page, select Windows Server 2016 Datacenter 
(Desktop Experience). Click Next. 

19. On the License Terms page, select I accept the license terms and then click Next. 

20. On the Which type of installation do you want page, click Custom: Install Windows only 
(advanced). 

21. On the Where Do You Want to Install Windows? page, from the list provided, click Drive O 
Unallocated Space and then click Next. 

22. After several minutes, during which the Setup program installs Windows Server 2016, the 
computer reboots. When the Customize Settings page appears, in the Password text box and the 
Reenter password text box, type Pa$$w0rd. Click Finish. 

23. Click the Action menu and then click Ctrl+Alt+Delete. Then log on as an administrator with the 
password of Pa$$w0rd. 

24. If you are prompted to allow your PC to be discoverable by other PCs, click Next. 

25. In Server Manager, take a screen shot by pressing Alt+PrtScr and then paste it into your Lab02_ 
worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

Shut down the virtual machine before continuing to the next exercise. 

Exercise 2.2 
Overview 

Mindset 

Completion time 

Installing Roles and Features 
In this exercise, you will use Server Manager to install roles 
and features. 

A server role is a set of software programs that performs a specific 
function as a network service for multiple users. Role services are 
made up of one or more role services that provide the functionality of 
the server role. A feature is a software program that is not directly 
part of a server role but can support or augment the functionality of a 
server role. Use Server Manager to add, remove, or manage server 
roles and features. 

10 minutes 

1. On LON-SVR4, log on as adatum\administrator with the password of Pa$$w0rd. 

2. In Server Manager (see Figure 2-3), click Manage> Add Roles and Features. 

11 



-liiii Server Manager x 

WELCOME TO SERVER MANAGER 

-I Local Server 

-I i All Servers 8 Configure this local server -ii File and Storage Services I> 

WHAT'S NEW 

LEARN MORE 

2 Add roles and features 

3 Add other servers to manage 

4 Create a server group 

5 Connect this server to cloud services 

ROLES AND SERVER GROUPS 
Roles: 1 I Server groups: 1 I Servers total: 1 

if; File and Storage 
1 

Services 

© Manageability © Manageability 

Events Events 

Services II Services 

Performance Performance 

BPA results BPA results 

Hide 

Figure 2-3 
Server Manager 

3. In the Add Roles and Features Wizard, on the Before You Begin page, click Next. 

4. On the Installation Type page, click Next. 

5. On the Server Selection page, click Next. 

6. On the Server Roles page, click to select the Web Server (IIS) option. In the Add Roles and 
Features Wizard dialog box, click the Add Features button. Click Next. 

7. On the Features page, select the Telnet Client option and the XPS Viewer option. 

8. Expand the Remote Server Administration Tools option and then expand the Role 
Administration Tools node and the Feature Administration Tools node to show the availa
ble options. 

Question 
3 

9. Click Next. 

Which options should be selected when you want to manage Active 
Directory? 

10. On the Web Server Role (IIS) page, click Next. 
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11. On the Role Services option, click Next. 

12. On the Confirmation page, click Install. 

13. When the role and features are installed, take a screen shot of Server Manager by pressing 
Alt+PrtScr and then paste it into your Lab02_worksheet file in the page provided by press
ing Ctrl+V. 

[copy screen shot over this text] 

14. Close the Add Roles and Features Wizard by clicking Close. 

Question 
4 

Where else can you find Disk Management? 

Remain logged on to LON-SVR4 for the next exercise. 

Exercise 2.3 
Overview 

Mindset 

Completion time 

Migrating Roles Between Servers 
In this exercise, you will use Windows Server Migration Tools to 
migrate the DHCP server role from one server to another. 

Many roles included with Windows Server 2016 involve a lot of 
configuring. A particular role might require policies, security, or other 
settings that you must configure before it can be used. Therefore, 
when you want to migrate such roles, you want to find a way that can 
migrate them and all their configuration settings to another server 
quickly and easily without having to install and configure the role 
from the beginning. If you search for Migrating Roles and Features in 
Windows Server, you should find a list of available migration guides, 
including how to use the Windows Server Migration Tools (WSMT) 
and how to migrate individual roles from one server to another. 

70 minutes 

1. On LON-SVR4, in the Server Manager console, click Manage > Add Roles and Features. 

2. In the Add Roles and Features Wizard, click Next. 

3. On the Select installation type page, click Next. 

4. On the Select destination server page, click Next. 

5. On the Select server roles page, click to select DHCP. In the Add Roles and Features Wizard 
dialog box, click Add Features. The DHCP Server role should be selected, as shown in 
Figure 2-4. 

13 



- . lliii Add Roles and Features Wizard 

Select server roles 

Before Yo u Begin 

Installation -ype 

Server Selection 

Server Roles 

Fea,ures 

DHCP Server 

Confirr,ation 

Figure 2-4 

Select one or more roles to install on the selected server. 

Roles 

O Active Directory Certificate SefVices 
O Active Directory Domain Services 
O Active Directory Federation SefVices 
O Active Directory lightweight Directory Services 
O Active Directory Rights Management Services 
O Device Health Attestation 

~ DHCP Serve 
O DNSServer 
O Fax Server 

I ~ File and Storage Services (2 of 12 installed) 
O Host Guardian Service 
O Hyper-V 
O MultiPoint Services 
O Network Controller 
O Network Policy and Access SefVices 
O Print and Document Services 
O Remote Access 
O Remote Desktop Services 
O Volume Activation Services 

I ~ Web Server (IIS) (8 of 43 installed) 

< Previous 11 Next > 

Selecting the DHCP Server option 

6. Click Next. 

7. On the Select server roles page, click Next. 

8. On the Select features page, click Next. 

9. On the DHCP Server page, click Next. 

Description 

D 

DESTINATION SERVER 
LON-SVRA.Adatum.com 

Dynamic Host Configuration 
Protocol (DHCP) Server enables you 
to centra lly configure, manage, and 
provide temporary IP addresses and 
related information for d ient 
computers. 

Install 1 1 Cancel 

10. On the Confirm installation selections page, click Install. 

x 

11. When the installation is complete, click Complete DHCP configuration, as shown in 
Figure 2-5. 

14 
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- . ~ Add Roles and Features Wizard 0 

Installat ion prog ress 
DESTINATION SERVER 

LON-SVR4.Adatum.com 

Results 

Figure 2-5 

View installation progress 

O Feature installation 

Configuration required. Installation succeeded on LON-SVR4.Adatum.com. 

DHCP Server 
Launch the DHCP post-install wizard 

Complete DHCP configuration 

Remote Server Administration Tools 

Role Administration Tools 

DHCP Server Tools 

r. You can close this ,vizard without interrupting running tasks. View task progress or open this 
page again by clicking Notifications in the command bar, and then Task Details. 

Export configuration settings 

I < Previous 1 1 Next > Close 11 Cancel 

Completing DHCP configuration 

x 

12. In the DHCP Post-Install configuration wizard, on the Description page, click Next. 

13. On the Authorization page, click the Commit button. 

14. On the Summary page, take a screen shot by pressing Alt+PrtScr and then paste it into your 
Lab02_ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

15. Click Close and then click Close again to close the Results page. 

16. On LON-SVR4, using Server Manager, click Tools > DHCP. 

17. In the DHCP console, expand the lon-svr4.adatum.com node. 

18. Click, then right-click 1Pv4 and choose New Scope. 

19. In the New Scope Wizard, click Next. 

20. In the Name text box, type Main Scope and then click Next. 

21. In the Start IP address text box, type 192.168.1.30. In the End IP address text box, type 
192.168.1.40. Click Next. 

22. On the Add Exclusions and Delay page, click Next. 

23. On the Lease Duration page, change the lease duration to 1 day. Click Next. 

15 



24. On the Configure DHCP Options page, the Yes, I want to configure these options now option is 
already selected. Click Next. 

25. On the Router (Default Gateway) page, click Next. 

26. On the Domain Name and DNS Servers page, click Next. 

27. On the WINS Servers page, click Next. 

28. On the Activate Scope page, make sure Yes, I want to activate this scope now and then 
click Next. 

29. When the wizard is complete, click Finish. 

30. Close the DHCP console. 

31. In the Server Manager console, click Manage> Add Roles and Features. 

32. In the Add Roles and Features Wizard, click Next. 

33. On the Select installation type page, click Next. 

34. On the Select destination server page, click Next. 

35. On the Select server roles page, click Next. 

36. On the Select features page, select Windows Server Migration Tools. Click Next. 

37. On the Confirm installation selections page, click Install. 

38. When Windows Server Migration Tools is installed, take a screen shot by pressing Alt+PrtScr 
and then paste it into your Lab02_ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

39. Click Close. 

40. On LON-SVR3, log on as adatum\administrator with the password of Pa$$w0rd. 

41. In the Server Manager console, click Manage > Add Roles and Features. 

42. In the Add Roles and Features Wizard, click Next. 

43. On the Select installation type page, click Next. 

44. On the Select destination server page, click Next. 

45. On the Select server roles page, click Next. 

46. On the Select features page, select Windows Server Migration Tools. Click Next. 

16 
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47. On the Confirm installation selections page, click Install. 

48. When Windows Server Migration Tools is installed, click Close. 

49. On LON-SVR4, using File Explorer, open the \\LON-DCl\software folder. 

50. In the \\LON-DCl\software folder, create a Migrate folder. 

51. On LON-SVR4, using Server Manager, click Tools > Services. 

52. In the Services console, right-click the DHCP server service and choose Stop. 

53. Using Server Manager, click Tools > Windows Server Migration Tools > Windows Server 
Migration Tools. 

54. In the Windows Server Migration Tools window, execute the following command: 

Export-SmigServerSetting -featureID DHCP -User All -Group -IPConfig 
-path \\LON-DCl\software\migrate -Verbose 

55. When you are prompted for a password, type Pa$$w0rd and then press Enter. 

56. When role is exported, take a screen shot by pressing Alt+PrtScr and then paste it into your 
Lab02_ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

57. On LON-SVR3, open File Explorer and then open the \\LON-DCl\software folder. Then copy 
the Migrate folder to the C drive. 

58. On LON-SVR3, right-click the Start button and choose Run. 

59. In the Run dialog box, in the Open text box, type cmd and press Enter. 

60. In the command prompt window, execute the ipconfig /all command. 

Question 
5 

What is the MAC address for the Ethernet adapter Ethernet? Record 
this address. 

61. On LON-SVR4, in the command prompt window, execute the ipconfig /all command. 

Question 
6 

What is the MAC address for the Ethernet adapter Ethernet? Record 
this address. 

62. On LON-SVR3, using Server Manager, click Tools> Windows Server Migration Tools> 
Windows Server Migration Tools. 

17 



63. In the Windows Server Migration Tools window, execute the fallowing command, using the 
<LON-SVR3 MAC address> and <LON-SVR4 MAC address> that were recorded from the 
previous two questions: 

Import-SmigServerSetting -featureID DHCP -User All -Group -IPConfig all 
-SourcePhysicalAddress ''<LON-SVR4 MAC address>'' 
-TargetPhysicalAddress ''<LON-SVR3 MAC address>'' -path C:\migrate 
-Verbose 

64. When you are prompted to provide a password, type Pa$$w0rd and press Enter. 

65. When role is imported, take a screen shot by pressing Alt+PrtScr and then paste it into your 
Lab02_ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

66. On LON-SVR3, right-click the Start button and choose Control Panel. Click Network and 
Internet> Network and Sharing Center. 

67. In the Network and Sharing Center, click Change adapter settings. Then click the Ethernet 
connection and select Status. 

68. In the Ethernet Status dialog box, click Properties. 

69. Double-click Internet Protocol Version 4 (TCP/1Pv4). 

70. In the Internet Protocol Version 4 (TCP/IPv4) Properties dialog box, change the IP address to 
172.16.0.23. 

71. Close the Internet Protocol Version 4 (TCP/1Pv4) Properties dialog box by clicking OK. If you 
are prompted to save the configuration, click Yes. 

72. Close the Ethernet Properties dialog box by clicking OK. 

73. Close the Ethernet Status dialog box by clicking Close. 

74. Restart LON-SVR3. 

75. Log on to LON-SVR3 as adatum\administrator with the password of Pa$$w0rd. 

76. On LON-SVR3, using the Server Manager console, click Manage> Add Roles and Features. 

77. In the Add Roles and Features Wizard, click Next. 

78. On the Select installation type page, click Next. 

79. On the Select destination server page, click Next. 

80. On the Select server roles page, click Next. 

18 
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81. On the Select features page, select Remote Server Administration Tools\Role Administration 
Tools\DHCP Server Tools and then click Next. 

82. On the Confirm installation selections page, click Install. 

83. When the installation is complete, click Close. 

84. In Server Manager, click the Yellow triangle and then click Complete DHCP configuration. 

85. In the DHCP Post-Install configuration wizard, on the Description page, click Next. 

86. On the Authorization page, click Commit and then click Close. 

87. On LON-SVR3, using Server Manager, open the DHCP console and verify that the main 
scope is there. 

88. Take a screen shot of the DHCP console by pressing Alt+PrtScr and then paste it into your 
Lab02_ worksheet file provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

Remain logged on to LON-SVR3 and LON-SVR4 for the next exercise. 

Lab Challenge Managing Servers Remotely 
Overview 

Mindset 

Completion time 

In this exercise, you will access a computer remotely using the 
Computer Management console and the Remote Desktop 
Connection program. 

Many of the snap-ins supplied with Windows Server 2016 enable you 
to manage other Windows computers on the network. You can use the 
Remote Desktop Connection program to connect to computers 
running Server with Desktop Experience and Server Core. 

15 minutes 

1. On LON-SVR4, click the Start button and then click Server Manager. 

2. Click Tools> Computer Management, as shown in Figure 2-6. 
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(!tl Computer Management 

File Action View Help 

..fi' Computer Management (Local) 

v Wi System Tools 

> 0 Task Scheduler 
) ~ Event Viewer 

) !n1 Shared Folders 

) Local Users and Groups 
) @ Performance 

~ Device Manager 

v ~ Storage 

> ~ Windows Server Backup 

~ Disk Management 

> 6, Services and Applications 

Figure 2-6 

Name 

f~ System Tools 

~Storage 

~ Services and Applications 

Opening Computer Management 

- 0 x 

Actions 

Computer Management (L... • 

More Actions ~ 

3. In Computer Management, right-click Computer Management (Local) and choose Connect to 
another computer. 

4. In the Select Computer dialog box, in the Another computer text box, type LON-SVR3 
and click OK. 

5. Expand Services and Applications > Services. 

6. Scroll down to Print Spooler service. Right-click the Print Spooler service and choose Restart. 

7. Take a screen shot of the Remote Desktop session by pressing Alt+PrtScr and then paste it into 
your Lab02_ worksheet file provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

8. Close Computer Management. 

9. On LON-SVR3, using Server Manager, click Local Server. 

10. In the Properties section, click Remote Desktop Disabled. 

11. In the System Properties dialog box, select Allow remote connections to this computer. 

20 



Enterprise Network Management 

12. In the Remote Desktop connection dialog box, answer the following question and then click OK. 

Question 
7 

What was the warning? 

13. Close the System Properties dialog box by clicking OK. 

14. On LON-SVR4, click the Start button and then click Remote Desktop Connection. 

15. In the Remote Desktop Connection dialog box, in the Computer text box, type LON-SVR3 and 
then click Connect. 

16. When you are prompted to log on, log on as adatum\administrator with the password of 
Pa$$w0rd and then click OK. 

17. Take a screen shot of the Remote Desktop session by pressing Alt+PrtScr and then paste it into 
your Lab02_ worksheet file provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

18. On the LON-SVR3 Remote Desktop window, click the Start button. Click the Power button and 
then click Restart. When you are prompted to choose a reason for the reboot, click Continue. 

Overview 

Mindset 

Completion time 

In this exercise, will remove the roles and features that you installed 
during this lab. 

To ensure that the systems are clean for future labs, you should reset 
the system back to default settings or remove unnecessary 
components. 

10 minutes 

1. On LON-SVR4, log on as adatum\administrator with the password of Pa$$w0rd. 

2. On LON-SVR4, click the Start button and then click Server Manager. 

3. Click Manage > Remove Roles and Features. 

4. In the Remove Roles and Features Wizard, on the Before You Begin page, click Next. 

5. On the Server Selection page, click Next. 

6. On the Server Roles page, deselect DHCP Server and Web Server (IIS). When you are 
prompted to remove features, click the Remove Features button. Click Next. 

7. On the Features page, deslect the Telnet Client and XPS Viewer options. Click Next. 

8. On the Confirm removal selections page, click Remove. 
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9. Take a screen shot of the Server Manager by pressing Alt+PrtScr and then paste it into your 
Lab02_ worksheet file provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

10. Reboot LON-SVR4. 

11. On LON-SVR3, click the Start button and then click Server Manager. 

12. Click Manage > Remove Roles and Features. 

13. In the Remove Roles and Features Wizard, on the Before You Begin page, click Next. 

14. On the Server Selection page, click Next. 

15. On the Server Roles page, deselect DHCP Server. When you are prompted to remove features , 
click the Remove Features button. Click Next. 

16. On the Features page, click Next. 

17. On the Confirm removal selections page, click Remove. 

18. Reboot LON-SVR3. 

End of lab. 
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THIS LAB CONTAINS THE FOLLOWING EXERCISES AND ACTIVITIES: 
------------------------------
Exercise 3.1 Installing Windows Server Core 

Exercise 3.2 Configuring Disks and Volumes 

Exercise 3.3 Managing NTFS and Share Permissions 

Lab Challenge Creating, Configuring, and Mounting VHDs 

Clean Up Resetting Servers 

BEFORE YOU BEGIN 

The lab environment consists of student workstations connected to a local area network, along with a 
server that functions as the domain controller for a domain called adatum.com. The computers 
required for this lab are listed in Table 3-1. 

Table 3-1 
Computers required for Lab 3 

Computer Operating System Computer Name 

Server (VM 1) Windows Server 2016 LON-DC1 

Server (VM 2) Windows Server 2016 LON-SVR4 

23 



In addition to the computers, you will also require the software listed in Table 3-2 to complete Lab 3. 

Table 3-2 
Software required for Lab 3 

Software Location 

Lab 3 student worksheet Lab03_worksheet.doc (provided by instructor) 

Working with Lab Worksheets 

Each lab in this manual requires that you answer questions, shoot screen shots, and perform other 
activities that you will document in a worksheet named for the lab, such as Lab03 _ worksheet.doc. 
You will find these worksheets on the book companion site. It is recommended that you use a USB 
flash drive to store your worksheets, so you can submit them to your instructor for review. As you 
perform the exercises in each lab, open the appropriate worksheet file using Word, fill in the required 
information, and then save the file to your flash drive. 

SCENARIO 

After completing this lab, you will be able to: 

• Install Windows Server Core 

• Configure Disks and Volumes 

• Manage NTFS and Share Permissions 

• Create, Configure, and Mount VHDs 

Estimated lab time: 105 minutes 

Exercise 3.1 
Overview 

Mindset 

Completion time 

24 

Installing Windows Server Core 
In this exercise, you will create a virtual machine and install the 
Windows Server 2016 Core server. You will then use the Sconfig 
command to configure the Core server. 

The Server Core installation provides a command-line management 
interface. Because the installation does not include the GUI interface, 
the Server Core installation has a reduced hardware footprint and a 
reduced security footprint/attack surface. Unfortunately, it does not 
support all Windows Server roles. 

40 minutes 
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You will not be able to perform this exercise on the MOAG Labs Online systems. 
Instead, you need to use a computer running Windows Server 2016 with 
Hyper-V installed. 

1. Log on to a local computer with Hyper-V as an administrator. 

2. Click the Start button, click the Windows Administrative Tools tile, and then double-click 
Hyper-V Manager. 

3. In Hyper-V Manager, as shown in Figure 3-1 , right-click the computer under Hyper-V Manager 
and choose New> Virtual Machine. 

iii Hyper-V Manager - D x 
File Action View Help 

••l~IEll 6 1m 
Efl Hyper-V Manager Actions 

Ef3 WIN2016SVR Virtual Machines 
WIN2016SVR ..... I', 

Name State CPU Usage Assigned Memory Uptime Stat1 

EJ 207408-LON-CL 1 
New ~ 

Running 0 % 204SMB 09:1 1 :42 

EJ 207408-LON-OCl Running 0 % 204SMB 02:14:12 ~ Import Virtual Machine .. . 

E3 20740B-LON-SVR1 Off El Hyper-V Settings ... 
EJ 207401YLON-SVR2 Running 0 % 204SMB 09:1 1 :50 n Virtual Switch Manager .. . 
EJ 207408-LON-SVRJ Running 0 % 204SMB 00:40:21 

E3 20740B-LON-SVR4 Running 0 % 204SMB 09:11 :57 lu),. Virtual SAN Manager ... 

E3 207408-LON-SVRG Off # Edit Disk ... ... 
EJ 20740B-NANO-SVR1 Off !!:] - Inspect Disk ... 
< 

@ Stop Service 
Checkpoints I x Remove Server 

The selected virtual machine has no checkpoints. " Refresh 

View ~ 

6 Help 

Win2016 ..... 

..a Connect ... 

Win2016 
I 
~ Settings ... 

-
@ Turn Off ... 

- Created: V25/20173:16:11 PM Clustered: No 
® ' • Shut Down ... 

Configuration Version: 8.0 Heartbeat OK (Applicati, - Healthy) G) Save 
• 

Generation: 1 
II Pause 

Notes: None 

•• Reset -
m, Checkpoint 

Summary Memory Networking Replication Elt Move ... 

< I > ~ Export ... .., 

Figure 3-1 
Windows Server 2016 Hyper-V Manager 

4. In the Virtual Machine Wizard, on the Before You Begin page, click Next. 

5. On the Specify Name and Location page, in the Name text box, type Win2016Core and then 
click Next. 

6. On the Specify Generation page, click Next. 
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7. On the Assign Memory page, for the Startup memory, type 2048. Click to select the Use 
Dynamic Memory for this virtual machine option and then click Next. 

8. On the Configure Networking page, for the Connection, select Private Network. Click Next. 

9. On the Connect Virtual Hard Disk page, answer the following question. Then for the Size, type 
60 GB and click Next. 

Question 
1 

Which format is used by the virtual hard disk? 

10. On the Installation Options page, click to select the Install an operating system from a boota
ble CD/DVD-ROM option. 

11. Click to select the Image file (.iso) option. In the Image file text box, type the name of the ISO 
file, such as C:\SW _DVD_ Win_Svr_STD_Core_and_DataCtr_Core_2016_64Bit_English. 
iso file. Click Next. 

12. Click Finish. 

13. When the virtual machine is created, take a screen shot showing Win2016 and Win2016Core by 
pressing Alt+PrtScr and then paste it into your Lab03_worksheet file in the page provided by 
pressing Ctrl + V. 

[copy screen shot over this text] 

14. In Hyper-V Manager, right-click the Win2016Core virtual machine and choose Start. 

15. Right-click the Win2016 virtual machine and choose Connect. The Win2016 window opens. 
The computer switches to the Windows graphical interface and the Windows Setup page appears. 

16. Using the drop-down lists provided, select the appropriate language to install, the time and 
currency format, and the keyboard or input method. Then click Next. 

17. On the Windows Server 2016 Install Now page, click Install now. 

18. On the Select the Operating System to Install page, select Windows Server 2016 Datacenter 
Core. Click Next. 

19. On the License Terms page, select I accept the license terms and then click Next. 

20. Click Custom: Install Windows only (advanced). 

21. The Where Do You Want to Install Windows? page appears. From the list provided, select Drive 
O Unallocated Space and click Next. 

22. After several minutes, during which the Setup program installs Windows Server 2016, the 
computer reboots. When the C:\Windows\system32\LogonUI.exe window opens, press Enter. 
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23. When you are prompted to enter new credentials, type Pa$$w0rd and then press the tab key. 
Type Pa$$w0rd again and press Enter. 

24. On the Customize Settings page, in the Password text box and the Reenter password text box, 
type Pa$$w0rd. Click Finish. 

25. When the password has been changed, press Enter. 

26. At the command-prompt windows, execute the sconfig command. The Server Configuration 
screen appears, as shown in Figure 3-2. 

ii Administrator: C:\Windows\system32\cmd.exe - sconfig 

Figure 3-2 
The Server Configuration program 

27. Press 2 and press Enter. 

28. When you are prompted enter a computer name, type Win2016Core and press Enter. 

29. When you are prompted to confirm that you want to restart, click Yes. 

30. Click the Action menu and then click Ctrl+Alt+Delete. 

31. When you are prompted for the password, type Pa$$w0rd and press Enter. 

32. At the command prompt window, type sconfig and press Enter. 

33. To enable Remote Desktop, type 7 and press Enter. 

34. To enable Remote Desktop, press the E key and press Enter. 

35. When you are prompted to choose a security option, type 1 and press Enter. 
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36. In the Remote Desktop dialog box, click OK. 

37. Take a screen shot of the sconfig program by pressing Alt+PrtScr and then paste it into your 
Lab03 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

38. Shut down the server by pressing 14 and then pressing Enter. When you are prompted to con
firm that you want to shut down the virtual machine, click Yes. 

Leave Win2016 Core shut off for the next exercise. 

Exercise 3.2 Configuring Disks and Volumes 
Overview In this exercise, you will first create a simple volume. You will then 

expand the simple volume. 

Mindset A simple volume is a type of volume that uses free space available on 
a single disk. Because it requires only a single disk, a simple volume 
is the quickest and easiest to set up. 

Completion time 20 minutes 
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1. Log on to LON-SVR4 as adatum\administrator with the password of Pa$$w0rd. 

2. Right-click the Start button and choose Disk Management. 

3. In Disk Management, as shown in Figure 3-3, click Action > Rescan Disks. 

4. Right-click the first offline disk and choose Online. 

5. Right-click the ''Not Initialized'' disk and choose Initialize Disk. 

6. When you are prompted to select a partition system, answer the following question and then 
click click OK. 

Question 
2 

What are the two partition styles? 

7. Right-click an empty area (unallocated space) of this disk and choose New Simple Volume. 
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Figure 3-3 
The Disk Management program 

8. In the New Simple Volume Wizard, on the Welcome page, click Next. 

x 

x 

e 

9. On the Specify volume Size page, answer the following question and then click Next. 

Question 
3 

How large will the simple volume be? 

10. On the Assign Drive Letter or Path page, answer the following question and then click Next. 

Question 
4 

Which drive letter will be assigned to the volume? 

11. On the Format Partition page, answer the following question. Then, for the Volume label text 
box, type Data and click Next. 

Question 
5 

What is the default file system? 

12. On the Completing the New Simple Volume Wizard page, take a screen shot of the New Simple 
Volume Wizard by pressing Alt+PrtScr and then paste it into your Lab03_worksheet file in the 
page provided by pressing Ctrl+ V. 
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[copy screen shot over this text] 

13. Click Finish. If you are prompted to format the disk, click Cancel. 

Remain logged on to LON-SVR4 for the next exercise. 

Exercise 3.3 
Overview 

Mindset 

Completion time 

Managing NTFS and Share Permissions 
In this exercise, you will create a folder, share the folder, and then 
configure the NTFS and share permissions for that folder. 

As a Windows administrator, you need to know how to manage files 
and folders, including how to configure NTFS and share permissions 
so that users can access the files that they need in order to perform 
their jobs while preventing other users from accessing those 
same files. 

30 minutes 

1. Log on to LON-DCl as adatum\administrator with the password of Pa$$w0rd. 

2. On LON-DCl, using Server Manager, click Tools> Active Directory Users and Computers. 
The Active Directory Users and Computers console opens, as shown in Figure 3-4. 

3 Active Directory Users and Computers 

File Action View Help 

3 Active Directory Users and Com 

> Ll Saved Queries 
~ > ~.3 adatum.com 

< I > 

Figure 3-4 

Name Type 

Ll Builtin builtinDomain 

Ll Computers Container 

[11 Domain Con... Organizat ional... 

Cj ForeignSecu... Container 

Cj Managed Se... Container 

C'.l Users Container 

Description 

Default cont ainer for up .. . 

Default container for do .. . 

Default container for sec .. . 

Default container for ma .. . 

Default container for up .. . 

The Active Directory Users and Computers console 

3. Right-click the Users OU and choose New > User. 

- D x 

4. In the New Object - User dialog box, type the following and then click Next. 
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First Name: Todd 

Last Name: Williams 

User log on name: TWilliams 

5. For the Password text box and the Confirm password text box, type Pa$$w0rd. Click to deselect 
User must change password at next logon and then select Password never expires. 
Click Next. 

6. Click Finish. 

7. Close Active Directory Users and Computers. 

8. On the taskbar, open File Explorer by clicking the File Explorer icon. 

9. Under This PC, click Local Disk (C:). Then right-click Local Disk (C:) and choose New> 
Folder. For the folder name, type Data and press Enter. 

10. Right-click the Data folder and choose Properties. 

11. Click the Sharing tab. 

12. Click the Advanced Sharing button. 

13. Click to select Share this folder. 

14. To configure the share permissions, click the Permissions button. 

15. With Everyone already selected, click to select Allow Full Control. 

16. Click OK to close the Permission for Data dialog box. 

17. Click OK to close the Advanced Sharing dialog box. 

18. To manage the NTFS permissions, click the Security tab. 

Question 
6 

Which permissions do Users have? 

19. Click the Advanced button. 

20. In the Advanced Security Settings for Data dialog box (see Figure 3-5), click the Effective 
Access tab. 
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Name: C:\ Data 

Owner: Administrators (LON-SVR4\Administrators) ~ Change 
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For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if ava ilable). 

Permission entries: 

Type Principal Access Inherited from Applies to 

Allow SYSTEM Full control C:\ This folder, subfolders and fi les 

Allow Administrators (LON-SVR4\A ... Full control C:\ This folder, subfolders and fi les 
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Figure 3-5 
The Advanced Security Settings for Data dialog box 

21. Click Select a user. 

22. In the Select User, Computer, Service Account, or Group dialog box, in the Enter the object 
name to select text box, type TWilliams and then click OK. 

23. Click the View effective access button. 

Question 
7 

Which permission does TWilliams not have for the Data folder? 

24. Click OK to close the Advanced Security Settings for Data dialog box. 

25. Click the Edit button. 

26. In the Permissions for Data dialog box, click Add. 

27. In the Select Users, Computers, Service Accounts, or Groups dialog box, in the Enter the object 
names to select text box, type TWilliams and then click OK. 

28. With TWilliams selected, click to select Allow Full control. 

29. Click OK to close the Permissions for Data dialog box. 

30. In the Data Properties dialog box, click the Advanced button. 

31. Click the Effective Access tab. 

32. Click Select a user. 
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33. In the Select User, Computer, Service Account, or Group dialog box, in the Enter the object 
name to select text box, type TWilliams and then click OK. 

34. Click the View effective access button. 

Question 
8 

Which permission does TWilliams not have for the Data folder? 

35. Take a screen shot of the Advanced Security Settings for Data dialog box by pressing Alt+PrtScr 
and then paste it into your Lab03 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

36. Click OK to close the Advanced Security Settings for Data dialog box. 

37. Click OK to close the Data Properties dialog box. 

Close all windows on LON-SVR4 but remain logged on to the server. 

Lab Challenge Creating, Configuring, and Mounting VHDs 
Overview 

Mindset 

Completion time 

In this exercise, you will create a virtual disk and mount the disk using 
Computer Management. 

Because virtual disks are associated with virtual machines, it would 
make sense that you would use Hyper-V to manage and create virtual 
disks. You can also create VHDNHDX files with the Disk Management 
snap-in or Windows PowerShell. The Disk Management console can be 
accessed directly or from the Computer Management console. Of course, 
the Computer Management console can be accessed from 
Server Manager. 

10 minutes 

1. On LON-SVR4, right-click the Start button and choose Disk Management. The Disk 
Management console opens, as shown in Figure 3-6. 
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Figure 3-6 
The Disk Management console 

2. Click Action > Create VHD. 

3. In the Create and Attach Virtual Hard Disk dialog box, in the Location text box, type E:\ 
VDisk. vhdx. 

4. In the Virtual hard disk size text box, type 5 and then change MB to GB. 

5. To create a . vhdx file, select VHDX. 

6. With the Dynamically expanded (Recommended) option already selected, click OK. 

7. To initialize the disk, right-click the new disk (you may need to scroll down to see it) and choose 
Initialize Disk. 

8. In the Initialize Disk dialog box, click OK. 

9. Right-click the unallocated space and choose New Simple Volume. 

10. In the New Simple Volume Wizard, on the Welcome page, click Next. 

11. On the Specify Volume Size page, click Next. 

12. On the Assign Drive Letter or Path page, answer the following question and then click Next. 
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Which drive letter will be assigned to the virtual disk? 

13. On the Format Partition page, for the Volume label, type VDisk and then click Next. 

14. When the wizard is complete, click Finish. If you are prompted to format any disks, 
click Cancel. 

15. Take a screen shot of the Disk Manager showing the virtual disk by pressing Alt+PrtScr and 
then paste it into your Lab03 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

16. Unmount the drive by right-clicking the disk and choosing Detach VHD. In the Detach Virtual 
Hard Disk dialog box, click OK. 

Leave Disk Management open for clean up. 

Overview 

Mindset 

Completion time 

In this exercise, will remove the volume D that you just created 
during this lab. 

To ensure that the systems are clean for future labs, you should reset 
the system back to default settings or remove unnecessary 
components. 

5 minutes 

1. On LON-SVR4, right-click the E volume and choose Delete Volume. 

2. When you are prompted to confirm that you want to continue, click Yes. 

3. Right-click Disk 1 and choose Offline. 

End of lab. Log off LON-SVR4. 
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THIS LAB CONTAINS THE FOLLOWING EXERCISES AND ACTIVITIES: 
------------------------------
Exercise 6.1 Installing and Configuring Windows Deployment Services 

Exercise 6.2 Adding Windows Deployment Images 

Exercise 6.3 Generating an Autounattend.xml File 

Exercise 6.4 Checking a Current Autounattend.xml File 

Lab Challenge Configuring WDS for Automatic Deployment 

BEFORE YOU BEGIN 

The lab environment consists of student workstations connected to a local area network, along with a 
server that functions as the domain controller for a domain called adatum.com. The computers 
required for this lab are listed in Table 6-1. 

Table 6-1 
Computers required for Lab 6 

Computer Operating System Computer Name 

Server (VM 1) Windows Server 2016 LON-DC1 

Server (VM 2) Windows Server 2016 LON-SVR4 
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In addition to the computers, you will also require the software listed in Table 6-2 to complete Lab 6. 

Table 6-2 
Software required for Lab 6 

Software Location 

Windows 10 Assessment and \\LON-DC1 \Software 
Deployment Kit 

Lab 6 student worksheet Lab06_worksheet.doc (provided by instructor) 

Working with Lab Worksheets 

Each lab in this manual requires that you answer questions, shoot screen shots, and perform other 
activities that you will document in a worksheet named for the lab, such as Lab06_worksheet.doc. 
You will find these worksheets on the book companion site. It is recommended that you use a USB 
flash drive to store your worksheets, so you can submit them to your instructor for review. As you 
perform the exercises in each lab, open the appropriate worksheet file using Word, fill in the required 
information, and then save the file to your flash drive. 

SCENARIO 

After completing this lab, you will be able to: 

• Install and configure Windows Deployment Services 

• Add images to Windows Deployment Services 

• Generate an autounattend.xml file 

• Check an autounattend.xml file. 

• Configure WDS for Automatic Deployment 

Estimated lab time: 145 minutes 

Exercise 6.1 
Overview 

Mindset 

Completion time 
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Installing and Configuring Windows Deployment 
Services 
In this exercise, you will first create a new server and then install and 
configure Windows Deployment Services so that you can quickly install 
Windows servers in the future. 

WDS is a Windows server role used to deploy Windows over the network 
with little or no user intervention. If the client can perform a PXE boot, 
you perform an installation over a network with no local operating 
system or local startup device on it. The WDS server stores and helps 
administrators manage the boot and operating system image files used in 
the network installations. 

15 minutes 
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1. Log on to LON-SVR4 as adatum\administrator with the password of Pa$$w0rd. 

2. Using the Server Manager console, click Manage > Add Roles and Features. 

3. On the Add Roles and Features Wizard page, click Next. 

4. On the Select installation type page, click Next. 

5. On the Select destination server page, click Next. 

6. Scroll down and select Windows Deployment Services. 

7. On the Add Roles and Features Wizard page, click Add Features and then click Next. 

8. On the Select features page, click Next. 

9. On the WDS page, click Next. 

10. On the Select role services page, make sure that the Deployment Server option is selected and the 
Transport Server option is selected and then click Next. 

11. On the Confirm installation selections page, click Install. 

12. When the installation finishes, click Close. 

13. In Server Manager, click Tools > Windows Deployment Services. The Windows Deployment 
Services console opens, as shown in Figure 6-1. 

14. Expand Servers. Right-click the LON-SVR4.Adatum.com and choose Configure Server. 

15. On the Before You Begin page, click Next. 

16. On the Install Options page, select the Integrated with Active Directory option and then 
click Next. 

17. On the Remote Installation page, answer Questions 1 and 2 that follow and then click Next. 
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Figure 6-1 

Windows De ployment Services 

Windows Deployment Services enables you to deploy Windows operating systems over the network. 

This Microsoft Management Console (MMC) snap-in enables you to manage and configure Windows Deployment 
Services. You can perform tasks including adding images, configuring multicast transmissions, and configuring server 
properties. You can also manage your server using the WDSUTIL command-line tool. For more information, press Fl . 

To manage a server from this snap-in, you must add it first. To add a server, right-c lick the Servers node, and then click 
Add Server. 

Opening Windows Deployment Services 

Question 
1 

Question 
2 

What is the default path for the remote installation folder? 

Why is the default location not recommended? 

18. When the system volume warning appears, click Yes. 

19. If a Proxy DHCP Server page appears, click Next. 

20. On the PXE Server Initial Settings page, select Respond to all client computers (known and 
unknown) and then click Next. 

21. When the operation is completed, click to deselect Add images to the server now. 

22. Click Finish. 

23. Take a screen shot of the Windows Deployment Services Configuration Wizard page by pressing 
Alt+PrtScr and then paste it into your Lab06_worksheet file in the page provided by press-
ing Ctrl+V. 

[copy screen shot over this text] 
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Leave Windows Deployment Services open for the next exercise. 

Exercise 6.2 Adding Windows Deployment Images 
Overview 

Mindset 

Completion time 

In this exercise, you will prepare images (boot images and install images) 
that will be used to deploy Windows. 

To deploy Windows, you must create two types of images: a boot image 
and an install image. As the name implies, the boot image boots the 
computer. In addition, the boot image starts the operating system 
installation. The install image contains the operating system that 
WDS installs. 

50 minutes 

1. On LON-SVR4, create a C:\Software folder. 

2. On LON-SVR4, right-click the Start button, choose Run, type \\LON-DCl\Software, and then 
click OK. 

3. Copy the ISO file for the Windows Server 2016 installation disk, the autounattend.xml file, and 
the install_ Windows_Server 2016 SERVERSTANDARD.clg to the C:\Software folder. 

4. On LON-SVR4, open the C:\Software folder. 

5. Right-click the ISO file for Windows Server 2016 installation disk and choose Mount. 

Question 
3 

Which drive letter was the ISO file mounted to? 

6. From the Windows Deployment Services console, expand Servers and then expand LON-SVR4. 
Adatum.com so that you can see the Install Images folder and the Boot Images folder. 

7. To add a boot image, right-click the Boot Images folder and choose Add Boot Image. The Add 
Image Wizard opens. 

Question 
4 

What is the boot image based on? 

8. Click the Browse button, and browse to the Windows Server 2016 mounted drive \Sources 
folder, click the boot.wim file, and then click Open. Click Next. 

9. On the Image Metadata page, click Next. 

10. On the Summary page, click Next. 

11. When the image is added to the server, click Finish. 

12. Right-click the Install Images folder and choose Add Install Image. The Add Image Wizard 
page opens. 
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13. On the Image Group page, the Create an image group named option is selected. Anwer the 
following question, and click Next. 

Question 
5 

What is the default image group name? 

14. Click the Browse button. Browse to the E:\Sources folder, double-click the install.wim file, and 
then click Next. 

15. On the Available Images page (as shown on Figure 6-2), deselect the following images: 

• Windows Server 2016 SERVERSTANDARDCORE 

• Windows Server 2016 SERVERDATACENTERCORE 

• Windows Server 2016 SERVERDATACENTER 

Be sure that Windows Server 2016 SERVERSTANDARD (second option) is selected. 

~ Add Image Wizard 

Available Images 

The file that you specified contains the following images. Select the images that you 
want to add to the server. 

Name Architec... Description 

0 Windows Ser... x64 

0 Windows Ser... x64 
0 Windows Ser... x64 

0 x64 \.</indov•JS Ser. .. 

< 

Windows Server 2016 SERVERSTANDARDCORE 

Windows Server 2016 SERVERSTANDARD 
Windows Server 2016 SERVERDATACENTERCO 

Windows Server 2016 SERVERDATACENTER 

> 

0 Use the default name and description for each of the selected images 

< Back II Next > ! I Cancel 

Figure 6-2 
Selecting images to use 

16. Click Next. 

17. On the Summary page, click Next. 

x 

18. Take a screen shot of the Windows Deployment Services Add Image Wizard page by pressing 
Alt+PrtScr and then paste it into your Lab06_worksheet file in the page provided by press
ing Ctrl+V. 

[copy screen shot over this text] 
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19. When the image is added to the server, click Finish. 

Leave any windows open for the next exercise. 

Exercise 6.3 Generating an Autounattend.xml File 
Overview 

Mindset 

Completion time 

You are ready to deploy Windows. However, if you install using WDS, 
you will have to interact with the Windows installation program by 
choosing applicable settings during the installation process. To help 
automate the installation during this exercise, you will create an 
Autoattend.xml file and check a provided Autounattend.xml file. 

At this point of the lab, you have installed and configured WDS. 
However, right now, the WDS server will allow you to only install 
Windows remotely just as if you booted from the Windows Server 2016 
installation disk. What do you need to do to automate the installation? 

60 minutes 

1. On LON-SVR4, right-click the Start button and choose Run. In the Open box, type\\ 
LON-DCl\software and then click OK. Copy the adksetup.exe file and the Installers folder to 
the C:\Software folder. 

2. Open the E:\Sources folder and copy the install.wim file to the C:\Software folder. 

Question 
6 

What are the two ways to create or modify an unattend xml file? 

3. To start the installation of the Windows Assessment and Deployment Kit, double-click adksetup. 
exe. If you are prompted to confirm that you want to run this file, click Run. 

4. On the Specify Location page, leave the default settings and then click Next. 

5. On the Windows Kits Privacy page, click Next. 

6. On the License Agreement page, click Accept. 

7. Deselect all options except Deployment Tools and Windows Preinstallation Environment 
(Windows PE). Click Install. 

8. When the installation is complete, take a screen shot of the Windows Windows Assessment and 
Deployment Kit- Windows 10 wizard by pressing Alt+PrtScr and then paste it into your 
Lab06_ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

9. Click Close. 

10. Using Windows Explorer, create a folder named C:\DistFold. 
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11. Click Start> Windows Kits > Windows System Image Manager. The Windows System Image 
Manager console opens. 

12. Click Tools > Create Distribution Share. The Create Distribution Share dialog box opens. 

13. In the Folder name text box, type C:\DistFold folder and then click Open. 

14. Click File> Select Windows Image. The Select a Windows Image dialog box opens. 

15. In the File name text box, type C:\Software\install. wim and then click Open. Click Windows 
Server 2016 SERVERSTANDARD and then click OK. Normally, you would be prompted to 
create a catalog file. To shorten the time of this exercise, you copied the install_ Windows_Server 
2016 SERVERSTANDARD.clg catalog file from the \\lon-dcl\softare folder. 

16. Click File > New Answer File. The answer file elements display in the Answer File pane. 

17. In the Windows Image pane, expand Components. Scroll down and right-click amd64_ 
Microsoft-Windows-International-Core-WinPE 10.0.14393.0 neutral and choose Add 
Setting to Pass 1 windowsPE, as shown in Figure 6-3. 

3 Untitled - Windows System Image Manager 

File Edit Insert Tools Help 

IB···CJ C: \D istF old 

\···· amd64_Microsoft-Windows·Disk-Failure·Diagnostic·Module_ 10.0.1 4393.0_neutr " 
$··CII amd64_Microsoft-Windows·DNS-Client_ 10.0.1 4393.0_neutral 
!····CII amd64_Microsoft-Windows·Embedded·BootExp_ 10.0.14393.0_neutral 

8 ·· !. Untitled 
$···0 Components 
( i ··~ 1 windowsPE 
' !····~ 2 offlineS ervicing 

!····~ 3 generalize 
!····~ 4 specialize 
!····~ 5 auditSystem 
!····~ 6 auditU ser 

! L.~ 7 oobeSystem 
L... Packages 

D x 

v P1ope1lies 
ApplicableConf 1 windowsPE 
Enabled T ,ue 

> Id amd64 Microsoft-Win 
v SeUings 

I nputlocale 
LayeredDriver 
Systemlocale 
Ul language 
U I LanguageF a 
Userlocale 

!····CII amd64_Microsoft·Windows·Embedded·Embeddedlogon_ 10.0.14393.0_neutral 
$··Q amd64 _Microsoft ·Windows·E mbedded-KeyboardFilterS ervice _ 1 0. 0.14393. O _ ne, 
$··Q amd64_Microsoft·Windows·Embedded·Shelllauncher_ 10.0.14393.0_neutral 
$ .. a amd64_Microsoft·W!ndows·E mbedded·UnifiedWriteFilter_ 10.0.14393. r.=I ==A=d=d ==!Se=tt=i n=g =to=P=a s=s =, w=i=n d=o=w=sP=E === 
\"" amd64 _ M rcrosoft ·W rndows·E nhancedS tor age·Adm_ 1 0. 0.14393. O _ ne . . . . ApplicableConfigu, alionP asse s 

l"" amd64_Microsoft·Windows·E rrorReportingCore_ 10.0.14393.0_neutral Add Setting to Pass 2 offhneSeNicrng 
$ .. amd64_Microsoft·Windows·Fax·Service_ 10.0.14393.0_neutral Add Setting to Pass 3 generalize 
! .... g amd64_Microsoft·Windows·GPIOButtons_ 10.0.14393.0_neutral 

itJ.. amd64_Microsoft-Windows-HelpAndSupport_ 10.0.14393.0_neutral 
(.... amd64 Microsoft-Windows-IE -ClientN etworkProtocoll mplementation 
: - -
\.... amd64 Microsoft-Windows-IE ·ESC 11.0.14393.0 neutral 
: - - -

l±J.. amd64 Microsoft-Windows-IE ·lnte.rnetExplore.r 11.0.14393.0 neutral 
j .... g amd64=Microsoft·Windows·lnternational·Core_ 10.0.14393.0_neutral 

r!J .. . 
i····CII amd64_Microsoft·Windows-LUA·Settings_ 10.0.14393.0_neutral 

amd64_Microsoft-Windows·lnternational-Core-\A/inPE_ 10.0.14393 O_r 

(···· amd64_Microsoft-Windows-MapControl-Desktop_ 10.0.14393.0_neutr 

Add Setting to Pass 4 specialize 

Add Setting to Pass 5 auditSystem 

Add Setting to Pass 6 auditUser 

Add Setting to Pass 7 oobeSystem 

~ Copy Ctrl +C 

Help ... Fl 

Add Setting to Pass 1 windowsPE 

et (OJ 

Figure 6-3 
Adding Settings to Pass 1 WindowsPE 
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The Microsoft-Windows-Intemational-Core-WinPE component specifies the default language, 
locale, and other international settings to use during Windows Setup or Windows Deployment 
Services installations. 
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18. Complete the language settings (as shown in Figure 6-4) as appropriate, such as en-US . 

.] Untitled"' - Windows System Image Manager 

Fi le Edit Insert Tools Help 

I .P llil~ l8 

l±l--[i C:\DistFold 

1····11 amd64_Microsoft·Windows·IE ·ClientNetwc " 
!····· amd64_Microsoft·Windows·IE ·ESC_ 11.0. · 

tiJ ... amd64_Microsoft·Windows·IE ·lnternetE xp 
:----· amd64_Microsoft-Windows-lnternational-C 
$--· amd64_Mic,osoft-Windows-lnternational-C 
:· ... amd64 _Microsoft -Windows-LUA -Settings_ 
:----· amd64_Microsoft-Windows-M apControl-0, 
j..... amd64 _ M ic,osoft -Windows-M ediaPlayer -( 

III-- amd64 Microsoft-Windows-MobilePC-Sen 

B -- !. Untitled 
$·{J Components 
1 (;)--~ 1 windowsPE 
. ) IIl--11 amd64_Microsoft·Windows·lnternational·Core· 

) .... ~ 2 offlineS ervicing 
j ... ~ 3 generalize 
1 .. -~ 4 specialize 
: ~ 5 auditSystem 
j -~ 6 auditUser 

. L .. ~ 7 oobeSystem 
L ... [] Packages 

0 x 

v Properties 
AppliedConfigur ationP a 1 windowsPE 
Enabled True 

> Id amd64_Microsoft·Windows·lnte 
v Settings 

I nputLocale en-US 
LayeredDriver 
Systeml ocale en-US 
UILanguage en-US 
U I LanguageF allback 
Userlocale 

Userlocale 
Type: String 

en-US 

: -
(±1-- amd64 Microsoft·Windows-NetBT 10.0.1 ::=<=================>=-==============~ 
i----CJ amd64 Microsoft·Windows·NetworkBridgt 

< 

1±1-- amd64 Microsoft·Windows·NetworkLoadl 
' amd64_Microsoft·Windows·OutOfBoxExpt XML (0) Validation (OJ Configuration Set (OJ 

.--~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

. amd64 Microsoft·Windows·PartitionMana, Description 
riJ ... amd64=Microsoft·Windows·PnpCustomiz~ 
tiJ ... amd64_Mic,osoft-Windows·PnpCustomiza 
:·--· amd64_Mic,osoft-Windows-PnpSysprep_ 1 
:----· amd64_Mic,osoft-Windows-powercpl_ 10.( 
\ ..... AmrlR4 Mir.rn~nft-Winrlnw~-Printinn-Snnnl, v 

> 

Location 

Figure 6-4 
Specifying language settings 

19. Expand amd64_Microsoft-Windows-International-Core-WinPE_neutral and click 
SetupUILanguage. In the properties pane for UILanguage, type en-US. 

The Microsoft-Windows-Setup component contains settings that enable you to select the 
Windows image that you install, configure the disk that you install Windows to, and configure 
the Windows PE operating system. 

20. In the Windows Image pane, right-click amd64_Microsoft-Windows-Setup_10.0.14393.0_neu
tral and choose Add Setting to Pass 1 windowsPE. 

21. In the Answer File pane, expand amd64_Microsoft-Windows-Setup_neutral, right-click 
DiskConfiguration, and choose Insert New Disk. 

22. In the Answer File pane, expand amd64_Microsoft-Windows-Setup_neutral, expand Disk, 
right-click CreatePartitions, and choose Insert New CreatePartition. 

23. Specify an order of 1, a size of 350, and a type of Primary. 
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24. Right-click CreatePartitions and choose Insert New CreatePartition. For the new 
CreatePartition entry, change the Extend property to true and set Order to 2. Don't config
ure the size. 

25. In the Answer File pane, click Disk. Change the DiskID to O and change WillWipeDisk to true. 

26. Right-click ModifyPartitions and choose Insert New ModifyPartition. Then specify the 
following: 

Active is true 

Format is NTFS 

Label is Boot 

Order is 1 

PartitionID is 1 

27. Add a second ModifyPartitions and configure as the following: 

Format is NTFS 

Label is System 

Order is 2 

PartitionID is 2 

28. In the Answer File pane, scroll down to and expand Imageinstall and then expand OSimage. 
Right-click InstallFrom and choose Insert New Metadata. Configure the metadata as shown 
Figure 6-5. 

29. Click InstallTo and configure the DiskID to O and PartitionID to 2. 

30. In the Answer File pane, click UserData and then specify the following: 

Accept EULA is true 

FullN ame is Student 

Organization is Classroom 
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· Untit led* - Windows System Image Manager 

File Edit Insert Tools Help 

; .... g amd64_Micros, " 
:.... amd64 Micros, 
1 .... g amd64=Micros, 
j .... g amd64_Micros, 
j .... g amd64_Micros, 
j ..... amd64_Micros, 
j ...... amd64_Micros, 

9 .. .!. Untitled 

< 

$···~ Components 
j I;]·~ 1 windowsPE 

$··G amd64_Microsolt-Windo 
j !...II SetupUILanguage 

El··G amd64_Microsolt-Windo 
i· ED ComplianceCheck 
!··ED Diagnostics 
$··111 DiskConfiguration 
i El·(J Disk[DisklD="O' 
! $··11 CreatePartiti 
1 : :....g CreateP 
i 8··11 ModifyPartiti 
1 ;····(I ModifyP 
. L.g ModifyP 

!····ED Display 
\ .... ED DynamicUpdate 
$ .. g lmagelnstall 

9 .. Q OSlmage 
$ .. g lnstallFrom 
j j .... ED Credenti 
j L.g MetaDa 
L.ED I nstallT o 

!· ED PageFile 
!···ED RunA.synchronous 
!···ED RunSynchronous 
!· ED UpgradeData 

-i-. ~ • • .... . 

> 

P1ope1lies 
AppliedConfigur ationP ass 
Component 
KeyName 
Path 

v Settings 
Action 
Key 
Value 

Value 
Type: String .., 

1 windowsPE 
Microsoft-Windows-Setup 
Key 
I ma gel nstall/0 SI mage/1 nstallF rom/M etaD ata[Key=' '/I MA 

Addlislllem 
/IMAGE/NAME 
Windows Se1ve1 2016 SERVERSTANDARD 

!····Ill amd64_Micros, 
!····Ill amd64_Micros, 

$·111 amd64_Micros, 

!····II amd64_Micros, l $··11 amd64_Micros, ~ lill;,t:=:::...... ______________________________ --11 

!····Ill amd64_Micros, XML (0) Validation (0) Configuration Set (0) 

!···II amd64_Micros, 
!····II amd64_Micros, 
$··11 amd64_Micros, 
: .... g amd64_Micros, 
$ .. g amd64_Micros, 

/.... .amrif.4 M ir.rn•, " 

Figure 6-5 

Description 

< 

Specifying which image to use 

Location 

> 

31. Expand UserData and then click ProductKey. If you have a key, type the Windows key in the 
Key box. For this lab, leave it blank. 

Microsoft-Windows-Shell-Setup contains elements and settings that control how the shell of the 
Windows operating system is installed on a destination computer. 

32. In the Windows Image pane, right-click amd64_Microsoft-Windows-Shell
Setup_10.0.14393.0_neutral and choose Add Settings to Pass 4 specialize. 

33. In the Answer File pane, click amd64_Microsoft-Windows-Shell-Setup_neutral. Here, you 
also enter the ProductKey. In addition, you can specify the ComputerN ame and Timezone. For 
now, leave these blank. 

34. In the Windows Image pane, right-click amd64_Microsoft-Windows-Shell
Setup_10.0.14393.0_neutral and choose Add Settings to Pass 7 oobeSystem. 

35. In the Answer File pane, under 7 oobeSystem/amd64_Microsoft-Windows-Shell-Setup_neutral, 
configure the following settings: 

Registered Organization is Classroom 

Registered Owner is Student 
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36. Click File > Save Answer File. 

37. The default folder is C:\Software. In the File name text box, type Unattend (Temp).xml and 
then click Save. 

38. Take a screen shot of the Unattend (Temp).xml - Windows System Image Manager screen by 
pressing Alt+PrtScr and then paste it into your Lab06_worksheet file in the page provided by 
pressing Ctrl + V. 

[copy screen shot over this text] 

39. Click File > Close Answer File. 

Leave any windows open for the next exercise. 

Exercise 6.4 Checking a Current Autounattend.xml File 
Overview In this exercise, you will use Windows System Image Manager (SIM) to 

verify an answer file. 

Mindset To streamline the installation process, you can automate the installation 
of Windows using an answer file that is used to provide responses to the 
prompts that would normally appear during the Windows installation. 
Because an answer file is just a text file based on XML, you create an 
answer file with a text editor or XML editor. However, Microsoft 
recommends that you use the Windows System Image Manager (SIM), 
which is part of the Windows ADK. SIM is a tool used to create and 
manage unattended Windows Setup answer files using a graphical 
interface and to check answer files. 

Completion time 10 minutes 
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1. On LON-SVR4, using Windows System Image Manager, click File > Open Answer File. In the 
C:\Software folder, click the autounattend.xml file and then click Open. 

2. Click Tools > Validate Answer File. 

3. In the Messages pane, make sure there are no errors. Warnings will appear; they are common. 

4. Take a screen shot of the autounattend.xml - Windows System Image Manager screen by press
ing Alt+PrtScr and then paste it into your Lab06_worksheet file in the page provided by press
ing Ctrl+V. 

[copy screen shot over this text] 

5. In the Answer File pane, expand the structure and view the various settings. 

6. Close Windows System Image Manager. 
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7. Open the C:\Software folder. 

8. Right-click the autounattend.xml file and choose Open with> Notepad. 

9. Scroll through the document and review the various settings. 

10. Close Notepad. 

Leave any windows open for the next exercise. 

Lab Challenge 
Overview 

Mindset 

Completion time 

Configuring WDS for Automatic Deployment 
In this exercise, you will deploy a Windows image from the WDS 
server while using the autounattended.xml file. 

By default, when you deploy Windows images using WDS, you 
will still be performing a manual installation over the network if 
you do not specify and configure autounattend.xml files. 

10 minutes 

1. On LON-SVR4, copy the C:\Software\autounattend.xml file to the C:\Remoteinstall folder. 

2. If Windows Deployment Services is not open, on the Server Manager console and click Tools > 
Windows Deployment Services. The Windows Deployment Services console opens. 

3. Expand Servers. Then right-click LON-SVR4.Adatum.com and choose Properties. The 
server's Properties dialog box opens. 

4. Click the Client tab. 

5. Select the Enable unattended installation check box. Click the Browse button corresponding to 
the x64 architecture, browse to C:\Remoteinstall\autounattend.xml, and then click Open. 
When completed, the Client tab should look like Figure 6-6. 

6. Click OK to close the server's Properties sheet. 

7. Expand the LON-SVR4.Adatum.com node, expand the Install Images node, and then click 
ImageGroupl. 
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LON-SVR4 Properties 

Multicast Advanced Network TFTP 

General FXE Response AD OS Boot Client DHCP 

Unattend file 

When enabled, installation options on the client computer are defined 
using the settings in the Windows Deployment Services client unattend 
file that you specify here. 

0 Enable unattended installation 
~-----~ 

x86 architecture: I Browse ... I ~-----~ 

ia64 architecture: 
~-----~ I Browse ... I ~-----~ 

x64 architecture: ~I au-to-un-at-ten-d.-xm-1 --~I I Browse... I 
I Browse... I ...___ _____ _. arm architecture: 

~-----~ I Browse... I ...___ _____ _. x86 (UEFI) architecture: 
~-----~ I Browse... I ...___ _____ _. x64 (UEFI) architecture: 

Joining a Domain 

D Do not join the client to a domain after an installation. 

Client logging 

D Enable client logging 

~---------~ l ogging level: log error, warning and informational messages 

Figure 6-6 
Configuring the client settings 

x 

' 

8. Right-click the Windows Server 2016 SERVERSTANDARD image and choose Properties. 
The Image Properties dialog box opens. 

9. Click to select the Allow image to install in unattended mode check box. 

10. Click Select File. The Select Unattend File dialog box opens. 

11. Browse to C:\Remotelnstall\autounattend.xml, click Open, and then click OK. 

12. Take a screen shot of the Image Properties dialog box by pressing Alt+ PrtScr and then paste it 
into your Lab06_ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

13. Click OK to accept your settings and to close the Image Properties dialog box. 

14. You are now ready to perform a PXE boot on a new server and perform an installation of 
Windows Server 2016. 

15. Close Windows Deployment Services and any Explorer folders you have open. 

End of lab. Log off of all servers. 
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THIS LAB CONTAINS THE FOLLOWING EXERCISES AND ACTIVITIES: 
------------------------------
Exercise 18.1 Installing WSUS 

Exercise 18.2 Configuring WSUS 

Exercise 18.3 Configuring Clients 

Exercise 18.4 Approving WSUS Updates 

Exercise 18.5 Installing the Windows Server Backup Feature 

Lab Challenge Performing a Manual Backup of Local Folders to a Remote Share 

BEFORE YOU BEGIN 

The lab environment consists of student workstations connected to a local area network, along with a 
server that functions as the domain controller for a domain called adatum.com. The computers 
required for this lab are listed in Table 18-1. 

Table 18-1 
Computers required for Lab 18 

Computer Operating System Computer Name 

Server (VM 1) Windows Server 2016 LON-DC1 

Server (VM 2) Windows Server 2016 LON-SVR3 
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In addition to the computers, you will also require the software listed in Table 18-2 to com
plete Lab 18. 

Table 18-2 
Software required for Lab 18 

Software Location 

Lab 18 student worksheet Lab18_worksheet.doc (provided by instructor) 

Working with Lab Worksheets 

Each lab in this manual requires that you answer questions, shoot screen shots, and perform other 
activities that you will document in a worksheet named for the lab, such as Lab 18_ worksheet.doc. 
You will find these worksheets on the book companion site. It is recommended that you use a USB 
flash drive to store your worksheets, so you can submit them to your instructor for review. As you 
perform the exercises in each lab, open the appropriate worksheet file using Word, fill in the required 
information, and then save the file to your flash drive. 

SCENARIO 

After completing this lab, you will be able to: 

• Install WSUS 

• Configure WSUS 

• Configure WSUS clients 

• Approve WSUS Updates 

• Install the Windows Server Backup Feature 

• Perform a manual backup of local folders to a remote share 

Estimated lab time: 80 minutes 
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Exercise 18.1 Installing WSUS 
Overview 

Mindset 

Completion time 

In this exercise, you will use Server Manager to install WSUS. 
Because this is a test environment, you will use the standard internal 
database that comes with Windows. 

Instead of having each of your Windows computers connect to 
Microsoft to check for updates, consider using Windows Server Update 
Services (WSUS). WSUS enables you to centrally manage the 
deployment of updates released through Microsoft, track compliance, 
and provide basic reporting functions. 

10 minutes 

1. Log on to LON-SVR3 as adatum\administrator with the password of Pa$$w0rd. 

2. Using File Explorer, create a C:\Updates folder. 

3. In Server Manager, click Manage > Add Roles and Features. The Add Roles and Feature 
Wizard displays. 

4. On the Before you begin page, click Next. 

5. On the Installation Type page, , click Next. 

6. On the Server Selection page, click Next. 

7. Scroll down and select Windows Server Update Services. 

8. In the Add Roles and Features Wizard, click Add Features. 

9. On the Select server roles screen, click Next. 

10. On the Select features page, click Next. 

11. On the WSUS page, click Next. 

12. On the Role Services page, by default, WID Connectivity and WSUS Services are selected, as 
shown in Figure 18-1. Answer the following question and then click Next. 

Question 
1 

Which option should be selected to store the database on a 
dedicated SOL server? 
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- . ~ Add Roles and Features Wizard 

Select role services 

Before You Begin 

lns:allation Typ-e 

Server Selection 

Server Roles 

Features 

Web Server Role (IIS) 

Role Services 

wsus 
Role Services 

Content 

Figure 18-1 

D 

DESTINATION SERVER 
LON-SVR3.Adatum.com 

Select the role services to install for Windows Server Update Services 

Role services 

~ ID Connectivi 
~ WSUS Services 
O SQL Server Connectivity 

< Previous 11 Next > 

Description 

Installs the database used by WSUS 
into WID. 

Install 1 1 Cancel 

Selecting the WSUS components 

x 

13. On the Content page, type C:\Updates (as shown in Figure 18-2) and then click Next. 

- . ~ Add Roles and Features Wizard D 

Content location selection 
DESTINATION S:.RVE.R 

LON-SVR3.Adatum.com 

Before You Begin 

Installation Type 

Server Selection 

Server Roles 

Features 

Web Server Role (IIS) 

Role Services 

wsus 
Role Services 

Content 

Confirmation 

Figure 18-2 

If you have a drive formatted with NTFS and at least 6 GB of free disk space, you can use it to store 
updates for client computers to download quickly. 

If you need to save disk space, clear the check box to store updates on Microsoft Update; 
downloads will be slower. 

If you choose to store updates loca lly, updates are not downloaded to your WSUS server until you 
approve them. By default, when updates are approved, they are downloaded for all languages. 

~Store updates in the follo\ving location (choose a valid local path on LON-SVR3Adatum.com, or a 
remote path) : 

lc :\Updates 

< Previous 1 1 Next > ~-Install 1 1 Cancel 

Specifying where to store the updates 
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Remember, if this was a production environment, you would store the updates 
on a non-system drive or boot partition drive. 

14. On the Web Server Role (IIS) page, click Next. 

15. On the Role Services page, click Next. 

16. On the Confirm installation selections page, click Install. 

17. When the installation has completed, take a screen shot of the Installation progress page by 
pressing Alt+PrtScr and then paste it into your Labl8_worksheet file in the page provided by 
pressing Ctrl + V. 

[copy screen shot over this text] 

18. Click Close. 

Leave the windows open for the next exercise. 

Overview 

Mindset 

Completion time 

After you install WSUS, you must configure WSUS so that it 
retrieves updates from Microsoft or another WSUS server. In this 
exercise, you will also configure WSUS for the updates that need to 
be downloaded and you will configure when those downloads 
should occur. 

When multiple servers are used, the server that obtains updates from 
Microsoft is called the upstream server. The server(s) that obtain 
their updates from the upstream server are called downstream 
servers. When multiple WSUS servers are used, you need to make 
sure the server-to-server and server-to-client communications use the 
Secure Sockets Layer (SSL). 

20 minutes 

1. On LON-SVR3, in Server Manager, click Tools> Windows Server Update Services. 

2. In the Complete WSUS Installation dialog box, click Run. 

3. Take a screen shot of the Complete WSUS Installation dialog box by pressing Alt+PrtScr and 
then paste it into your Labl8_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

4. When the post-installation successfully is completed, click Close. 
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5. In the Wizard Server Update Services Configuration Wizard, on the Before You Begin page, 
click Next. 

6. On the Microsoft Update Improvement Program page, click Next. 

7. The Choose Upstream Server page displays, as shown in Figure 18-3. Click Synchronize from 
another Windows Server Update Services server. In the Server name text box, type LON-DCl. 
adatum.com. Answer the following question and then click Next. 

Question 
2 

After synchronizing from another WSUS server, which default 
port is used? 

t)' Windows Server Update Services Configuration Wizard:LON-SVR3 x 

Choose Upstream Server 

Provide the upstream server from which you want to synchronize content 

Before You Begin 

Microsoft Update 
Improvement Program 

Choose U stream Server 

Specify Proxy Server 

Choose Languages 

Choose Products 

Choose Classifications 

Configure Sync Schedule 

Finished 

What's Next 

Figure 18-3 

You can choose the upstream server from which your server synchronizes updates. 

@ Synchronize from Microsoft Update 

O Synchronize from another Windows Server Update Services server 

Server name: 

Port number: 8530 

Use SSL when synchron1z1ng update 1nformat1on 

If using SSL, ensure that the upstream WSUS server 1s also configured to support 
SSL. 

This is a rep lica of the upstream server 

A replica server mirrors update approvals, settings, computers and groups from its 
parent. Updates can be approved only on the upstream server. 

Specifying where to get the updates from 

8. On the Specify Proxy Server page, click Next. 

9. On the Connect to Upstream Server page, click Start Connecting. 

10. When the connection is complete, click Next. 

11. On the Choose Languages page, click Next. 

If you are updating directly from Microsoft, you will choose which products and 
which classifications to download. However, because you are downloading 
from another WSUS server, you will automatically download the products and 
classifications stored on the upstream server. 

12. On the Configure Sync Schedule page (see Figure 18-4), click Next. 
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Windows Server Update Services Configuration Wizard:LON-SVR3 

Set Sync Schedule 

Configure when this server synchronizes with LON-DC 1 .adatum.com 

Before You Begin 

Microsoft Update 
Improvement Program 

Choose Upstream Server 

Specify Proxy Server 

Choose Languages 

Choose Products 

Choose Classifications 
Confiqure S nc Schedule 

Finished 

What's Next 

Figure 18-4 

You can synchronize updates manually or set a schedule for daily automatic 
synchronization. 

@ Synchronize manual ly 

O Synchronize automatically 

First synchronization: I 4:19:55 PM 

Synchronizations per day: 1 ~--~ 
Note that when scheduling a daily synchronization from Microsoft Update, the 
synchronization start time will have a random offset up to 30 minutes after the specified 
t ime. 

< Back I ! Next > ! Cancel 

Specifying when to sync updates 

x 

13. On the Finished page, select Begin initial synchronization and then click Next. 

14. On the What's Next page, click Finish. 

15. On the WSUS console, expand LON-SVR3 and then click Synchronizations. 

16. Take a screen shot of the Update Services console by pressing Alt+PrtScr and then paste it into 
your Labl8_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

17. Synchronization should already be running. Go to the Update Services console. At the bottom of 
the left pane, click Options to show the WSUS options. View the available options. 

18. In the left pane, expand Computers so that you can see All Computers. 

19. Right-click All Computers and choose Add Computer Group. The Add Computer Group 
dialog box opens. 

20. In the Name text box, type the Groupl in the name text box. Click Add to apply your settings 
and to close the Add Computer Group dialog box. 

21. Take a screen shot of the Update Services console showing Groupl by pressing Alt+PrtScr and 
then paste it into your Labl8_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 
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Leave the windows open for the next exercise. 

Exercise 18.3 Configuring Clients 
Overview For a client to get updates from a WSUS, the client has to be 

configured to get updates from WSUS. Therefore, in this exercise, you 
will use group policies to configure LON-SVRl to get updates 
from LON-SVR3. 

Mindset For clients to obtain their information from your WSUS servers, you 
need to first configure them. By default, your computers are configured 
to communicate directly with the Microsoft Update servers. With an 
Active Directory domain present, you can create a Group Policy Object 
to configure your clients. 

Completion time 15 minutes 

1. Log on to LON-DCl as adatum\administrator with the password of Pa$$w0rd. 

2. In Server Manager, click Tools > Active Directory Users and Computers. The Active Directory 
Users and Computers console opens. 

3. Right-click adatum.com and choose New> Organizational Unit. Type Servers in the Name 
text box and then click OK. 

4. Navigate to and click the Computers containers. 

5. Right-click LON-SVR4 and choose Move. 

6. Select Servers and then click OK. 

7. Close Active Directory Users and Computers. 

8. In Server Manager, click Tools > Group Policy Management. The Group Policy Management 
console opens. 

9. In the tree structure (left pane), navigate to and click Servers. 

10. Right-click Servers and choose Create a GPO in this domain, and Link it here. 

11. In the New GPO dialog box, in the Name text box, type Server Updates. Click OK. 

12. Expand the Servers node. Then right-click Servers Update GPO and choose Edit. The Group 
Policy Editor opens. 
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13. In Group Policy Object Editor, expand Computer Configuration > Policies > Administrative 
Templates> Windows Components and then click Windows Update, as shown in Figure 18-5. 

W Group Policy Management Editor 

File Action View Help 

Cl Search 1-, 

LI Security Center 
LI Shutdown Options 
LI Smart Card 
I:] Software Protection Platforr 

LI Sound Recorder 
LI Store 
Cl Sync your settings 

> LI Tablet PC 
LI Task Scheduler 
Cl Windows Calendar 
I:] Windows Color System 
LI Windows Customer Experie1 

) LI Windows Defender 
) Cl Windows Error Re porting 
> LI Windows Hello for Business 

LI Windows Ink Workspace 
LI Windows Installer 
LI Windows Logon Options 
LI Windows Mail 
LI Windows Media Digita l Rig~ 
Cl Windows Media Player 
LI Windows Messenger 
LI Windows Mobility Center 
LI Windows PowerShell 
LI Windows Re liabi lity Analysi: 

) LI Windows Remote Managen 
LI Windows Remote Shell 

v :'.j Windows Update 

LI Defer Windows Updates 
C'.l Work Folders 

£1a All Settings L 
> LI Preferences 

v ~ User Confiquration " 
< > 

1--~~~~~~~~~~~~~~~----' 

21 setting(s) 

~ Windows Update 

Select an item to view its description. 

\ Extended /... Standard / 

<· . ,,ett,ng 

LI Defer Windows Updates 
ffij Do not display 'Insta ll Updates and Shut Down' option in Sh .. . 

ffij Do not adjust default option to 'Install Updates and Shut Do .. . 

ffij Enabling Windows Update Power Management to automati .. . 

filj Turn off auto-restart for updates during active hours 

filj Always automatically restart at the scheduled time 

filj Specify deadline before auto-restart for update installation 

filj Configure Automatic Updates 

filj Specify intranet Microsoft update service location 

filj Automatic Updates detection frequency 

filj Do not connect to any Windows Update Internet locations 

fil'I Allow non-administrators to receive update notifications 

fil'I Do not include drivers with Windows Updates 

!g'.I Turn on Software Notifications 

fil'I Allow Automatic Updates immediate installation 

fil'I Turn on recommended updates via Automatic Updates 

fil'I No auto-restart with logged on users for scheduled automat ... 

fil'I Re-prompt for restart with scheduled installations 

fil'I Delay Restart for scheduled installations 

fil'I Reschedule Automatic Updates scheduled insta llations 

fil'I Enable client-side targeting 

!g'.I Allow signed updates from an intranet Microsoft update ser ... 

< 

State 

Not configured 

Not configured 

Not configured 

Not configured 

Not configured 

Not configured 

Not configured 

Not configured 

Not configured 

Not configured 

Not configured 

Not configured 

Not configured 

Not configured 

Not configured 

Not configured 

Not configured 

Not configured 

Not configured 

Not configured 

Not configured 

x 

> 
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I 

---- ~ 

Figure 18-5 
Viewing the Windows Update options in a GPO 

14. In the details pane, double-click Specify Intranet Microsoft update service location. The 
Specify intranet Microsoft update service location page displays .. 

15. Select Enabled, as shown in Figure 18-6. 

16. In the Set the intranet update service for detecting updates text box and in the Set the intranet 
statistics server text box, type HTTP://LON-SVR3:8530. 

17. Click OK to apply your settings and to close the Specify intranet Microsoft update service 
location page. 
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Specify intranet Microsoft update service location D x 

EJ Specify intranet Microsoft update service location 
[ Previous Setting J Next Settin-;-J 

O Not Confi gured Comment: 

@ Enabled 

O Disabled 
Supported on: At least Windows XP Professional Service Pack 1 or Windows 2000 Service Pack 3, 

excluding Windows ITT 

Options: Help: 

Set the intranet update service for detecting Specifies an intranet server to host updates from Microsoft " 
updates: Update. You can then use this update service to automatically 

update computers on your network. ' 

This setting lets you specify a server on your network to function 
Set the intranet statistics server: as an interna l update service. The Automatic Updates client will 

search this service for updates that apply to the computers on 
I your network. 

(example: http://lntranetUpd01) To use this setting, you must set two servername values: the 
server from which the Automatic Updates client detects and 
downloads updates, and the server to which updated 
workstations upload stati stics. You can set both values to be the 
same server. 

If the status is set to Enabled, the Automatic Updates client 
connects to the specified intra net Microsoft update service, 
instead of Windows Update, to search for and download 
updates. Ena bling this setting means that end users in your 
organization don't have to go through a firewall to get updates, 
and it gives you the opportunity to test updates before dep loying v 

I OK I [ Cancel I I Apply I 

Figure 18-6 
Specifying the WSUS URL 

18. In the details pane, double-click Enable client-side targeting. The Enable client-side targeting 
page appears ( see Figure 18-7). 

!£1 Enable client-side targeting - 0 x 

~ Enable cl ient-side targeting I Previous Setting I I Next Setting I 
@ Not Configured Comment: 

O Enabled 

O Disabled 
, 

Supported on: At least Windows XP Profe ssional Service Pack 1 or Windows 2000 Service Pack 3, 
excluding Windows RT 

Options: Help: 

Target group name for th is computer Specifies the target group name or names that should be used to " receive updates from an intranet Microsoft update service. 

j 
If the status is set to Enabled, the specified target group 
information is sent to the intra net Microsoft update service 
which u$eS it to determir1e which updates should be deployed to 
this computer. 

If the intra net Microsoft update service supports multiple target 
groups th is pol icy can specify multiple group names separated 
by semicolons. Otherwise, a single group must be specifi ed. 

If the status is set to Disabled or Not Configured, no target group 
information will be sent to the intra net Microsoft update service. 

Note: This policy applies only when the intra net Microsoft 
update service this computer is directed to is configured to 
support client-side targeting. If the "Specify intra net Microsoft 
update service location" policy is disabled or not configured, this 
policy h~s no effect. 
Note: This policy is not supported on Windows RT. Setting this '¥ 

I OK 11 Cancel I ~ 
Figure 18-7 
Specifying the Computer Group using GPOs 
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19. Select Enabled and in the Target group name for this computer text box, type Groupl. 

20. Click OK to apply your settings and to close the Enable client-side targeting page. 

21. Take a screen shot of the Group Policy Management Editor by pressing Alt+ PrtScr and then 
paste it into your Labl8_worksheet file in the page provided by pressing Ctrl+V. 

Question 
3 

[copy screen shot over this text] 

If you don't use group policies to configure clients to use WSUS, how 
would you configure the system? 

Leave the windows open for the next exercise. 

Exercise 18.4 Approving WSUS Updates 
Overview 

Mindset 

Completion time 

The WSUS server has been configured and your client is ready to get 
updates from the WSUS server. In this exercise, you will approve 
which updates need to be pushed. 

As an administrator, you can change which updates are automatically 
detected, which updates are automatically approved, and which groups 
of computers are targeted to receive the updates. 

10 minutes 

1. On LON-SVR3, go to the Update Services console. 

2. In the left pane, under LON-SVR3, expand Updates and then click Critical Updates. 

3. For the Status, select installed/not applicable and then click Refresh. 

4. On the top of the screen, on the Approval drop-down, make sure Unapproved is selected. On the 
Status drop-down menu, make sure Any is selected, as shown in Figure 18-8. 
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EtJ Update Services 0 x 
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ft Synchronizations 
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> 
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View ~ 

New Window from Here 

@ Refresh 

16 Help 

Figure 18-8 
Showing unapproved updates 

5. Click Refresh to display the updates. 

6. To click several updates, hold the Ctrl key and click several updates. When you 're finished 
selecting your updates, release the Ctrl key. 

7. Right-click the selected updates and choose Approve (see Figure 18-9). 

8. If the Approve Updates dialog box displays, select Groupl and choose Approved For 
Install. Click OK. 

9. If a license agreement displays, prompting you for an update, click I Accept. 

10. Take a screen shot of the Approval Progress dialog box by pressing Alt+PrtScr and then paste it 
into your Labl8_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 
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~ Update Services 0 x 
it)' File Action View Window Help , _ o' x 

ltf Update Services 
v ~ LON-SVR3 

v ~ Updates 

#jf All Updates 

iJ Critical Updates 
ij Security Updates 

m WSUS Updates 
v Computers 

v • All Computers 

• Unassigned Com1 

< 

• Group1 

~ Downstream Servers 
§ Synchronizations 

Iii! Reports 

[§1 Options 

Approve selected updates 

> 

Figure 18-9 
Approving updates 

Critical Updates (43 updates of 61 shown, 348 total) 

Approval: I Unapproved I· I Status: I Any 
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Update for Windows 10 Version 1607 (KB4013418) 
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(D This update is superseded by another update. Before you decline any superseded update, we 
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superseding update first. 

Status: 
• Computers with errors: 0 

Computers needing this update: 0 
Computers installed/not applicable: 0 

~ Computers with no status: 0 
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MSRC severity: Unspecified 
MSRC number: None 
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Actions 
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~ New Update View ... 

View ~ 
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@ Refresh 

6 Help 

Update .... 
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~ Group By 
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11. Click Close. 

Remain logged on for the next exercise. 

Exercise 18.5 
Overview 

Mindset 

Completion time 

Installing the Windows Server Backup Feature 
In this exercise, you will install the Windows Server Backup feature, 
which will be used in the Lab Challenge. 

Windows Server Backup, wbadmin, and Windows PowerShell 
cmdlets provide the tools you need to back up and restore your 
critical data and servers. To prepare for a server backup, you first 
need to install the Windows Server Backup feature. 

10 minutes 

1. On LON-DCl, using Server Manager, click Manage > Add Roles and Features. 

2. In the Add Roles and Features Wizard, click Next. 

3. On the Select installation type page, click Next. 

4. On the Select destination server page, click LON-DCl.adatum.com and then click Next. 
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5. Click Next on the Select server roles screen. 

6. Select Windows Server Backup and click Next. 

7. On the Confirm installation selections page, click Install. 

8. When the installation is complete, take a screen shot of the Add Roles and Features Wizard by 
pressing Alt+PrtScr and then paste it into your Labl8_worksheet file in the page provided by 
pressing Ctrl + V. 

[copy screen shot over this text] 

9. Click Close. 

Leave Server Manager open for the Lab Challenge. 

Lab Challenge 
Performing a Manual Backup of Local Folders to 
a Remote Share 

Overview In this exercise, you will back up a data folder using Windows 
Server Backup. 

Mindset The Windows Server Backup feature provides backup capabilities for 
full servers, Bare Metal Recovery, system states, system reserves, and 
local/remote volumes. 

Completion time 15 minutes 

1. On LON-SVR3, open File Manager by clicking File Explorer tile on the taskbar. 

2. Navigate to Local Disk (C:) and create a C:\BAK folder. 

3. Right-click the BAK folder and choose Properties. 

4. In the Properties dialog box, click the Sharing tab. 

5. Click the Advanced Sharing button. 

6. In the Advanced Sharing dialog box, click to select the Share this folder option. 

7. Click the Permissions button. 

8. In the Permissions dialog box, with Everyone already selected, click the Allow Change box. 

9. Click OK to close the Permissions dialog box. 

10. Click OK to close the Advanced Sharing dialog box. 
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11. Click Close to close the BAK Properties dialog box. 

12. In File Explorer, create the C:\BAK\BAKl folder. 

13. On LON-DCl, using Server Manager, click Tools> Windows Server Backup. 

14. In the wbadmin window, click Local Backup. The wbadmin window is shown in Figure 18-10. 

Iii wbadmin • [Windows Server Backup (Local)\Local Backup) 

File Action View Help 

~ Windows Server Backup (I 

~ Local Backup 
Local Backup 

x 

Actions 

Local Backup 

You can perform a single backup or schedule a regular backup using this application. ~ Backup Schedule ... 

£1 No backup has been configured for th is computer. Use the Backup Schedule Wizard or the Backup Once Wizard 

Messages (Activity from last week, double click on the message to see details) 

v 
Time Message Description 

Status 

Last Backup Next Backup All 

Status: Status: To 

Time: Time: La 

~ View detai ls CJ View details 01 

c 

< > < > 

~ Backup Once .. . 

~ Recover ... 

Configure Performanc .. . 

View 

16 Help 

II fJ [0 J e • ~ ~;, ENG 
------

Figure 18-10 
Opening Windows Server Backup 

15. In the Actions panel, click Backup Once. 

16. When you are prompted to select a Backup option, click Different Options and then click Next. 

17. For the backup configuration, click Custom and then click Next. 

18. On the Select Items for Backup page, click Add Items and then expand the C drive. Click to 
select the Users folder, click ProgramData folder (as shown in Figure 18-11), and 
then click OK. 

65 



Select Items x 

Specify items to include in the backup by selecting or clearing the associated check boxes. The items that you 
have included in the current backup are already selected. 

Perflogs 

Program Files 
Program Files (x86) 
ProgramData 
Recovery 

$·· Shares 
$·· System Volume Information 
1±1·· Updates 

$·· Users 
$·· Windows 

i=hll bootmgr 

BOOTNXT 
..... 

L....19 

Figure 18-11 
Selecting items to backup 

Question 
4 

I OK 11 Cancel J 

What is the ProgramData folder used for? 

19. Click Next to continue. 

20. On the Specify Destination Type page, click the Remote shared folder and then click Next. 

21. On the Specify Remote Folder dialog box, type the location \\LON-SVR3\BAK\BAK1. Click 
Next to continue. 

22. On the Confirmation page, click Backup. 

23. When the backup is complete, take a screen shot of the Backup Progress window by pressing 
Alt+PrtScr and then paste it into your Labl8_worksheet file in the page provided by press
ing Ctrl+V. 

[copy screen shot over this text] 

24. Click Close. 

End of lab. Log off of all servers. 
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THIS LAB CONTAINS THE FOLLOWING EXERCISES AND ACTIVITIES: 
------------------------------

Exercise 19.1 Using Task Manager 

Exercise 19.2 Using Resource Monitor 

Exercise 19.3 Using Performance Monitor 

Exercise 19.4 Using Event Viewer 

Lab Challenge Managing Services 

BEFORE YOU BEGIN 

The lab environment consists of student workstations connected to a local area network, along with a 
server that functions as the domain controller for a domain called adatum.com. The computers 
required for this lab are listed in Table 19-1. 

Table 19-1 
Computers required for Lab 19 

Computer Operating System Computer Name 

Server (VM 1) Windows Server 2016 LON-DC1 

Server (VM 2) Windows Server 2016 LON-SVR1 
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In addition to the computers, you will also require the software listed in Table 19-2 to com
plete Lab 19. 

Table 19-2 
Software required for Lab 19 

Software Location 

Lab 19 student worksheet Lab19_worksheet.doc (provided by instructor) 

Working with Lab Worksheets 

Each lab in this manual requires that you answer questions, shoot screen shots, and perform other 
activities that you will document in a worksheet named for the lab, such as Lab 19 _ worksheet.doc. 
You will find these worksheets on the book companion site. It is recommended that you use a USB 
flash drive to store your worksheets, so you can submit them to your instructor for review. As you 
perform the exercises in each lab, open the appropriate worksheet file using Word, fill in the required 
information, and then save the file to your flash drive. 

SCENARIO 

After completing this lab, you will be able to: 

• Use Task Manager 

• Use Resource Monitor 

• Use Performance Monitor 

• Use Event Viewer 

• Manage Services 

Estimated lab time: 95 minutes 

Exercise 19.1 Using Task Manager 
Overview 

Mindset 

Completion time 

68 

Task Manager is of the simplest yet most powerful troubleshooting 
tools you can use to look at overall performance, view running 
applications and processes, and to stop applications and processes. In 
this exercise, you will use Task Manager to manage a system. 

Task Manager allows you to display all applications and processes and 
the amount of processor utilization and memory that a system is using. 
When a program is using too many resources, or when you cannot 
close the program using the normal methods, you can use Task 
Manager to end the application and/or process. 

20 minutes 
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1. Log on to LON-SVRl as adatum\administrator with the password of Pa$$w0rd. 

2. On LON-SVRl, right-click the task bar and choose Task Manager. 

Question 
1 

Question 
2 

Which applications are running? 

Which tabs are shown? 

3. Click More Details. 

Question 
3 

4. Open WordPad. 

Which tabs are shown? 

5. Click Fewer details. 

6. Right-click Windows Wordpad Application and choose End Task. 

7. Click More details. 

8. Right-click Server Manager and choose Open file location. The System32 folder opens. 

9. Close the System32 folder. 

Question 
4 

How much memory is being used by Server Manager? 

10. Right-click the Name title at the top of the first column and choose Process name (as shown in 
Figure 19-1). 
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~ Task Manager - D x 
File Options View 
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A 9% 65% 
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• 
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> t!;;il Task Manager - Process name -
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e Fewer details I End task I 

Figure 19-1 
Adding the Process name so that it can also be displayed 

Question 
5 

In the Apps section, which process name is used for 
Server Manager? 

11. Right-click Server Manager and choose End Task. 

12. Click the Performance tab. 

Question 
6 

Question 
7 

Question 
8 

Which systems can be monitored with Task Manager? 

Which system is missing in Task Manager that will greatly affect 
system performance? 

How many virtual processors are being used by LON-SVR1? 

13. Click Memory and Ethernet to view what each option has to offer. 

14. Click the Users tab. 

15. To display the programs and processes being executed by the administrator, expand 
Administrator by double-clicking administrator. 

16. To see a detailed list of all processes running, click the Details tab. 

17. To display additional columns, right-click the Name column title and choose Select columns. 
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18. In the Select columns dialog box, click to select Session ID and Threads. Click OK. 

19. To sort by components that make up the most memory, click the Memory (private work 
set) title. 

20. Take a screen shot of the Task Manager window by pressing Alt+PrtScr and then paste it into 
your Labl9_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

21. From time to time, a program or action might cause Windows Explorer to stop functioning. In 
these cases, you can use Task Manager to stop and restart Explorer. For example, right-click 
explorer.exe and choose End Task. 

22. When you are prompted to confirm that you want to end explorer.exe, click End process. 

23. Click File > Run new task. 

24. In the Create new task dialog box, in the Open text box, type explorer and then click OK. 

25. View the current services by clicking the Services tab. 

26. Close Task Manager. 

Remain logged on to LON-SVRl for the next exercise. 

Exercise 19.2 Using Resource Monitor 
Overview 

Mindset 

Completion time 

In this exercise, you will use Resource Manager to monitor server 
resources. 

The four primary systems in any computer are CPU, memory, disk, 
and network. A bottleneck can be caused when one of the systems 
cannot keep up with the current request, which causes the other 
systems to wait for the lagging system to catch up. Resource Monitor 
can be used to analyze the four primary systems. 

10 minutes 

1. On LON-SVRl, click the Start button. Type resource monitor and press Enter. The Resource 
Monitor opens, as shown in Figure 19-2. 

Question 
9 

Which systems can be monitored with Resource Monitor? 

2. Click the CPU tab. 
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Figure 19-2 
Opening Resource Monitor 

3. To sort the processes alphabetically, click the Image title at the top of the first column in the 
Processes section. 
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4. Click the Memory tab. 

Question 
10 

Which process is using the most memory? 

5. Click the Disk tab. 

Question 
11 

Which process is using the disk the most? 

6. Click the Disk Activity section to expand the section. 

7. Take a screen shot of the Resource Monitor window by pressing Alt+ PrtScr and then paste it 
into your Labl9_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 
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8. Click the Network tab. 

9. Expand the Listening Ports section. 

Question 
12 

Which listening ports are being used that are under 1024? 

10. Take a screen shot of the Resource Monitor window by pressing Alt+PrtScr and then paste it 
into your Labl9_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

11. Close the Resource Monitor. 

Remain logged on for the next exercise. 

Exercise 19.3 Using Performance Monitor 
Overview 

Mindset 

Completion time 

Although the Task Manager and Resource Manager provide you with a 
quick look at your system performance, Performance Monitor allows 
you to thoroughly examine the performance of a system. In this 
exercise, you will open Performance Monitor and show various 
counters over a period of time. 

Performance Monitor allows you to dig much deeper into individual 
counters so that you can pinpoint exactly where a bottleneck is 
occurring. It also allows you to set up Data Collector Sets (DCS), so 
that you can reuse the data sets over and over without specifying which 
parameters to monitor each time and it allows you to save the logs for 
later analysis. 

30 minutes 

USING COUNTERS WITH PERFORMANCE MONITOR 

1. On LON-SVRl, open Server Manager. Server Manager console opens. 

2. Click Tools > Performance Monitor. 

3. Browse to and click Monitoring Tools\Performance Monitor. 

4. Click % Processor Time at the bottom of the screen. To remove the counter, click the Delete 
(red X) button at the top of the Window. 

5. Click the Add (green plus ( +) sign) button in the toolbar. The Add Counters dialog box appears. 

6. Under Available counters, expand Processor, click % Processor Time, and click Show descrip
tion, as shown in Figure 19-3. Read the description for% Processor Time. 
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Add Counters 

Available counters 

Select counters from computer: 

-' <_Lo_ca_l c_om_p_ut_er_> ______ v~l I Browse ... 

0/o (3 Time 
0/o DPC Time 
0/o Idle Time 
0/o Interrupt Time 
0/o Privileged Time 
0/o Processor Time 
0/o User Time 

Cl Transitions/sec 

C2 Transitions/sec 

Instances of selected object: 

Total 
<All instances> 
0 

0 Show description 

Description: 

• 

v Search 

[ Add>> 

x 

Added counters 

Counter Parent Inst... Computer 

Remove<< 

! OK ! C--Cancel 

0/o Processor Time is the percentage of elapsed t ime that the processor spends to execute a non-Idle thread. It is calculated by 1-. 

measuring the percentage of time that the processor spends executing the idle thread and then subtracting that value from 100°/o. 
(Each processor has an idle thread that consumes cycles when no other threads are ready to run). This counter is the primary indicator 
of processor activity, and displays the average percentage of busy time observed during the sample interval. It should be noted that the v 

Figure 19-3 
Looking at a description of a counter 

7. Click Add. % Processor Time should show up in the Added counters section. 

8. Under Available Counters, expand the Server Work Queues and click the Queue Length 
counter. Under Instances of selected objects, click 0. Then click Add. 

9. Add the following counters: 

• System: Processor Queue Length 

• Memory: Page Faults/Sec 

• Memory: Pages/Sec 

• PhysicalDisk (_Total): Current Disk Queue Length 

10. Click OK to close the Add Counters dialog box. 

11. Open Task Manager and then close Task Manager. You should see a spike in CPU usage. 

12. At the top of the graph, a toolbar with 13 buttons is displayed. Click the down arrow of the 
Change graph type button (third button) and then click Histogram bar. 

13. Change the graph type to Report. 

14. Change back to the Line graph. 

74 



Enterprise Network Management 

15. Click the Properties button ( the fourth button from the end) on the tool bar. The Performance 
Monitor Properties sheet appears. Notice the counters that you have selected. 

16. Click Processor (_Total)\%Processor Time. 

17. Change the width to heaviest line width. Change the color to Red. 

18. Click the Graph tab. 

19. In the Vertical scale box, change the value of the Maximum field to 200 and click OK. 

20. Take a screen shot of the Performance Monitor window by pressing Alt+ PrtScr and then paste it 
into your Labl9_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

USING DCS 

1. In the left pane, expand Data Collector Sets. 

2. Right-click the User Defined folder and choose New> Data Collector Set. In the Name: text 
box, type MyDCSl. 

3. Click Create manually (Advanced) and then click Next. 

4. Select Create Data logs, select Performance Counter, and then click Next. 

5. To add counters, click Add. 

6. Under Available Counters, expand the Processor node by clicking the down arrow next to 
Processor. Scroll down and click % Processor Time. Click Add. 

7. Add the following counters. 

• Server Work Queues: Queue Length 

• System: Processor Queue Length 

• Memory: Page Faults/Sec 

• Memory: Pages/Sec 

• PhysicalDisk (_Total): Current Disk Queue Length 

8. Click OK, then Next. 

9. Click Finish. 

75 



10. Right-click MyDCSl and choose Start. 

11. Let it run for at least two minutes. 

12. Right-click MyDCSl and choose Stop. 

13. Open File Explorer and navigate to c:\PerfLogs\Admin\MyDCSl. Then open the folder that 
was just created. 

14. Double-click DataCollectorOl.blg. The Performance Monitor graph opens. 

Question 
13 

Now that the DCS has been created, what advantages does the 
MyDCS1 have? 

15. Take a screen shot of the Performance Monitor window by pressing Alt+PrtScr and then paste it 
into your Lab 19 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

16. Close the Performance Monitor graph and the MyDCSl folder. 

17. Close Performance Monitor. 

Remain logged on to LON-SVRl for the next exercise. 
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Overview 

Mindset 

Completion time 

In this exercise, you will use Event Viewer to view the events stored in 
the Windows logs. Because there can be thousands of log entries, you 
learn how to filter the logs so you can isolate on what you need to 
focus on and you can set up subscriptions to consolidate the logs onto 
one server. 

The traditional log file is a simple text file, usually with a filename 
extension of log. In Windows, the logs are displayed within Event 
Viewer. Event Viewer allows you to filter the logs so that you can focus 
on what is relevant to the current problem or action that you are 
looking into. 

10 minutes 

1. On LON-SVRl, using Server Manager, click Tools> Event Viewer. The Event Viewer console 
opens, as shown in Figure 19-4. 
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~ Event Viewer X 

File Action View Help 

~ Event Viewer (Local) 

> ~ Custom Views 
> _ Windows Logs 

> ~ Applications and Services Lo 

Q'] Subscriptions 

< > 

. Event Viewer (Local) 

Overvie1.1v and Summar\) Lastrefreshed:4/15/20173:16:06Pfv1 

[ Overview 

To view events that have occurred on your computer, select the appropriate source, log or custom 
view node in the console tree. The Administrative Events custom view conta ins al l the administrative 
events, regardless of source. An aggregate view of all the logs is shown below. 
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> 

Retention Po licy 

Overwrite events as n 
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~ 
6 

Create Custom View ... 

Import Custom View ... 

Connect to Another C ... 
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Help 

~ 

== JJ [ 0 ] e l!!I ~ , ENG 
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Figure 19-4 
Opening the Event Viewer console 

2. Expand the Windows Logs node and then click the System log. The contents of the log appear 
in the detail pane. 

Question 
14 

How many events appear in the System log? 

3. In the Action pane, select Filter Current Log. The Filter Current Log dialog box appears. 

4. In the Event Level area, select the Critical, Warning, and Error check boxes. Then click OK. 

Question 
15 

How many filtered events appear in the System log now? 

5. From the Action pane, select Create Custom View. The Create Custom View dialog 
box appears. 

6. In the Logged drop-down list, select Last 7 days. 

7. In the Event Level area, select the Critical, Warning, and Error check boxes. 
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8. Leave the By log option selected and, in the Event logs drop-down list, select the Application, 
Security, and System check boxes, as shown in Figure19-5. 

Create Custom View x 

Filter XML 

Logged: [Last 7 days v 

Event level: 0 Critical 0 Warning O Verbose 

0 Error O Information 

@ By log Event logs: pplication,Security,System 

8· ~ Windows logs 
O By source Event sources: i i·····~ Application 

: : ..... ~ Security 

Includes/Excludes Event IDs: Ente ! !·····D Setup as. To 
exclude criteria, type a minus sig i 1 ..... ~ System 

.------1 : L ... 0 Forwarded Events 
<All Event IDs > l!J···D Applications and Services Logs 

Task category: 

Keywords: EJ 

User: <All Users> 

Computer(s): <All Computers 

ear~ 

Cancel 

Figure 19-5 
Selecting the type of logs 

9. Click OK. The Save Filter to Custom View dialog box appears. 

10. In the Name text box, type Critical, Warnings & Errors. Then click OK. The Critical, Warning 
& Error view you just created appears in the Custom Views node. 

Question 
16 

How many events appear in the Critical, Warnings & Errors 
custom view? 

11. Right-click System (under Windows Logs) and choose Clear Filter. 

Close Event Viewer. 
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Lab Challenge Managing Services 
Overview 

Mindset 

Completion time 

In this exercise, you will create a service account that will be used to 
run a service. You will then manage a service, including restarting 
the service. 

Services are programs that run in the background on a Windows 
system to provide a function or a network application or to help the 
operating system run other programs. Services are managed using the 
Services console, which can be opened by executing services.msc. 

25 minutes 

1. On LON-SVRl, right-click the Start button and choose Computer Management. 

2. In the Computer Management console, expand the Local Users and Groups node and then 
click Users. 

3. Right-click the Users tab and choose New User. 

4. In the New User dialog box, type the following information: 

User name: Service-Account 

Password and Confirm password: Pa$$w0rd 

5. Click to deselect the User must change password at next logon option and then select the 
Password never expires option. 

6. Click the Create button and then click the Close button. 

7. Double-click Service-Account. 

8. In the Service-Account Properties dialog box, click the Member Of tab. 

9. Click the Add button. 

10. In the Select Groups dialog box, in the Enter the object names to select text box, type adminis
trators and then click OK. 

11. Close the Service-Account Properties dialog box by clicking the OK button. 

12. Click Start and then type services.msc. From the results, click Services. 

13. In the Services console, in the details pane, double-click the Print Spooler. The service's 
Properties dialog box displays, as shown in Figure 19-6. 
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Figure 19-6 
Managing Print Spooler services 

14. On the General tab, click the Startup type drop-down list. 

Question 
17 

What are the four startup options? 

15. For the Startup type, select Manual. 

16. Click the Log On tab. 

Question 
18 

What is the log on account? 

17. Select the This account option. 

18. Click the Browse button. In the Select User dialog box, in the Enter the object name to select text 
box, type Service-Account. In the Password and Confirm password text boxes, type Pa$$w0rd. 

19. Take a screen shot of the Log On tab by pressing Alt+PrtScr and then paste it into your Labl 9_ 
worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 
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20. Close the Print Spooler Properties dialog box by clicking OK. 

21. When the Service-Account has been granted the Log On As a Service right, click OK. 

22. When a message indicates that the new logon name will not take effect until you stop and restart 
the service, click OK. 

23. Reboot LON-SVRl. 

24. Log on to LON-SVRl as adatum\administrator with the password of Pa$$w0rd. 

25. Click Start and type services.msc. From the results, click Services. 

26. Double-click the Print Spooler service. 

Question 
19 

What is the status of the service? 

27. Click the Start button. 

Question 
20 

Which error message appears? 

28. Close the Services dialog box by clicking OK. 

29. On the General tab, change the Startup type to Automatic. 

30. Click the Log On tab. 

31. Select the Local System account and then click OK. 

32. Right-click the Print Spooler service and choose Start. 

Close the Services console. Log off LON-SVRl. 
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THIS LAB CONTAINS THE FOLLOWING EXERCISES AND ACTIVITIES: 
------------------------------

Exercise 2.1 Creating a DNS Zone 

Exercise 2.2 Creating DNS Subdomains 

Exercise 2.3 Configuring DNSSEC 

Exercise 2.4 Enabling DNS Cache Locking 

Exercise 2.5 Configuring DNS Debug Logging 

Exercise 2.6 Configuring Recursion and Netmask Ordering 

Lab Challenge Delegating DNS Administration 

Clean Up Resetting Server 

BEFORE YOU BEGIN 

The lab environment consists of student workstations connected to a local area network, along with a 
server that functions as the domain controller for a domain called adatum.com. The computers 
required for this lab are listed in Table 2-1. 
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Table 2-1 
Computers required for Lab 2 

Computer Operating System Computer Name 

Server (VM 1 ) Windows Server 2016 LON-DC1 

In addition to the computers, you will also require the software listed in Table 2-2 to complete Lab 2. 

Table 2-2 
Software required for Lab 2 

Software Location 

Lab 2 student worksheet Lab02_worksheet.docx (provided by instructor) 

Working with Lab Worksheets 

Each lab in this manual requires that you answer questions, shoot screen shots, and perform other 
activities that you will document in a worksheet named for the lab, such as Lab02_ worksheet.docx. 
You will find these worksheets on the book companion site. It is recommended that you use a USB 
flash drive to store your worksheets, so you can submit them to your instructor for review. As you 
perform the exercises in each lab, open the appropriate worksheet file using Word, fill in the required 
information, and then save the file to your flash drive. 

SCENARIO 

After completing this lab, you will be able to: 

• Create a DNS zone 

• Create DNS subdomains 

Configure DNSSEC 

Enable DNS cache locking 

Configuring DNS logging 

Configuring recursion 

• Configure netmask ordering 

• Use administrative tools 

Estimated lab time: 65 minutes 
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Exercise 2.1 Creating a DNS Zone 
Overview In this exercise, you will create a contoso.com DNS name. 

Mindset Domain Name System (DNS) is a naming service that is used by TCP/IP 
networks and is an essential service used by the Internet. Every time a user 
accesses a web page, the user must type a URL. Before the client 
communicates with the web server, the client computer needs to use DNS to 
retrieve the IP address of the web server, similarly to someone using a phone 
book to find a phone number. DNS can be divided into zones, each served by 
a name (DNS) server. Each zone can contain one domain or many domains. 

Completion time 10 minutes 

1. Log on to LON-DCl as adatum\administrator with the password of Pa$$w0rd. 

2. Using Server Manager, click Tools> DNS. The DNS Manager console appears, as shown in 
Figure 2-1 . 

• ,le, DNS Manager 

File Action View Help 

£ DNS Name 

v ii LON-DCl ~-msdcs.Adatum.com 
) LI Forward Lookup Zones i:?'.I 

rn;.Adatum.com 
> ~ Reverse Lookup Zones 
) ~ Trust Points 
) ~ Conditional Forwarders 

Type Status 

Active Directory-Integrated Pr... Running 

Active Directory-Integrated Pr... Running 

DNSSEC Status 

Not Signed 

Not Signed 

- Lil x 

Key Master 

•• ,-, D e - :, Fl_ >. ~ 8:49Arv1 0 •• ; _1 [ l r.1 ~-:".'~ leJ - r.s' ENG 5/6 201 -:' 

Figure 2-1 
The DNS Manager console 

3. Expand the LON-DCl node and select the Forward Lookup Zones folder. 
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1 
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Why is a zone for the root domain of your DNS namespace already 
present in the Forward Lookup Zones folder? 

4. Right-click the Forward Lookup Zones folder and choose New Zone. 

5. In the New Zone Wizard, on the Welcome page, click Next. 

6. On the Zone Type page, leave the Primary Zone option and the Store the zone in Active 
Directory check box selected and click Next. 

7. On the Active Directory Zone Replication Scope page, click Next. 

8. On the Zone Name page, in the Zone name text box, type contoso.com and then click Next. 

9. On the Dynamic Update page, select the Allow both nonsecure and secure dynamic updates 
option and then click Next. 

10. On the Completing the New Zone Wizard page, click Finish. 

11. Take a screen shot of the DNS Manager window by pressing Alt+PrtScr and then paste it into 
your Lab02_ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

12. Double-click the contoso.com zone. 

Question 
2 

Which resource records appear in the new zone you created 
by default? 

Leave DNS Manager console open for the next exercise. 

Exercise 2.2 
Overview 

Mindset 

Completion time 

Creating DNS Subdomains 
In this exercise, you will create the sub-departmental domains Hu

man Resources, Sales, and Production. 

A single zone on a DNS server can encompass multiple domains, as 
long as the domains are contiguous. 

10 minutes 

1. On LON-DCl, in the DNS Manager console, expand the Forward Lookup Zones and then click 
the contoso.com (if it is not already selected), as shown in Figure 2-2. 
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Figure 2-2 
The DNS Manager console showing the contoso.com zones 

2. Right-click the contoso.com zone and choose New Domain. 

3. In the Type the new DNS domain name text box, type HR and then click OK. 

4. Repeat previous steps to create the domains for the Sales and Production departments. 

Question 
3 

Which resource records appear in the new domains you created 
by default? 

5. Take a screen shot of the DNS Manager console by pressing Alt+PrtScr and then paste it into 
your Lab02_ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

Leave the DNS Manager console open for the next exercise. 
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Overview 

Mindset 

Completion time 

Enterprise Network Management 

In this exercise, you will configure DNSSEC for a DNS zone. 

DNS Security (DNSSEC) is a suite of protocols defined by the 
Internet Engineering Task Force (IETF) for use on IP networks. 
DNSSEC provides DNS clients, or resolvers, with proof of identity of 
DNS records and verified denial of existence. DNSSEC does not 
provide availability or confidentiality information. 

15 minutes 

1. On LON-DCl, click, then right-click the contoso.com zone and choose DNSSEC > Sign 
the Zone. 

2. In the Zone Signing Wizard, click Next. 

3. On the Signing Options page, ensure Customize zone signing parameters is selected and then 
click Next. 

4. On the Key Master page, click Next. 

Question 
4 

What is the Key Signing Key used for? 

5. On the Key Signing Key (KSK) page, click Next. 

6. In the Key Signing Key (KSK) dialog box (see Figure 2-3), click Add. 

Zone Signing Wizard 

Key Signing Key (KSK) 
Configure one or more KSKs 

Configure parameters for at least one KSK. A maximum of three KSKs can be specified for each of the 
available cryptographic algorithms. 

Algorithm Key length KSP Replication Rollover state Initial rollover o .. . 

< > 

Add Remove 

! < Back ! Next > Cancel 

Figure 2-3 
Configuring the key signing key 

x 

7. In the New Key Signing Key (KSK) dialog box, click OK. 

8. Back on the Key Signing Key (KSK) page, click Next. 

87 



Question 
5 

What is the zone signing key used for? 

9. On the Zone Signing Key (ZSK) page, click Next. 

10. In the Zone Signing Key (ZSK) dialog box, click Add. 

11. In the New Zone Signing Key (ZSK) dialog box, click OK. 

12. Back on the Zone Signing Key (ZSK) page, click Next. 

13. On the Next Secure (NSEC) page, click Next. 

14. On the Trust Anchors (TAs) page, click Next. 

15. On the Signing and Polling Parameters page, click Next. 

16. On the DNS Security Extension (DNSSEC) page, click Next. 

17. When the zone has been successfully signed, click Finish. 

18. With the contoso.com domain highlighted, press the FS key to refresh the list. 

19. Take a screen shot of the DNS Manager console window by pressing Alt+PrtScr and then paste 
it into your Lab02_ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

Leave the DNS Manager console open for the next exercise. 

Exercise 2.4 
Overview 

Mindset 

Completion time 

Enabling DNS Cache Locking 
In this exercise, you will enable DNS cache locking. 

DNS Cache Locking prevents an attacker from replacing records in 
the resolver cache while the Time to Live (TTL) is still in force. 
When cache locking is enabled, records cannot be overwritten. 

5 minutes 

1. On LON-DCl, click the Start button, type cmd, and then click Enter. 

2. In the command prompt window, execute the following command: 

dnscmd /Config /CacheLockingPercent 100 

3. Execute the fallowing command: 

net stop DNS 
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4. Execute the following command: 

net start DNS 

5. Take a screen shot of the Command Prompt window by pressing Alt+PrtScr and then paste it 
into your Lab02_ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

Close the Command Prompt window. 

Exercise 2.5 
Overview 

Mindset 

Completion time 

Configuring DNS Debug Logging 
In this exercise, you will enable DNS Debug Logging. 

DNS logging is a troubleshooting tool that provides detailed, file
based analysis of all DNS packets and messages. The full title is DNS 
Debug logging. There is a processing and storage overhead in the use 
of debug logging. Remember, you do not want DNS Debug Logging 
to run all of the time because there is processing and storage overhead 
when debug logging is turned on. 

5 minutes 

1. On LON-DCl, using the DNS Manager console, right-click the LON-DCl server and choose 
Properties. 

2. In the Properties dialog box, click the Debug Logging tab. 

3. Click to enable Log Packets for debugging check box. 

Question 
6 

Which packets based on packet content are logged? 

4. Take a screen shot of the DNS Manager console with the LON-DCl Properties dialog box by 
pressing Alt+PrtScr and then paste it into your Lab02_worksheet file in the page provided by 
pressing Ctrl+ V. 

[copy screen shot over this text] 

5. Click OK to close the Properties dialog box. 

Leave the DNS Manager console open for the next exercise. 
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Exercise 2.6 Configuring Recursion and Netmask Ordering 
Overview In this exercise, you will disable recursion and verify that netmask 

ordering is enabled. 

Mindset The DNS Server properties Advanced options tab is used to configure 
common server options including enabling or disabling recursion, 
round robin, netmask ordering, and secure cache against pollution 
option. By default, the round robin, netmask ordering, and secure 
cache pollution options are enabled. 

Completion time 5 minutes 

1. On LON-DCl, using the DNS Manager console, right-click the LON-DCl server and choose 
Properties. 

2. In the Properties dialog, click the Advanced tab. 

Question 
7 

What is used to distribute load among multiple servers by rotating 
resource records retrieved from a DNS server? 

3. Click to select the Disable recursion (also disable forwarders) check box. 

Question 
8 

What else gets disabled when you disable recursion? 

4. Take a screen shot of the DNS Manager console with the LON-DC I Properties dialog box by 
pressing Alt+PrtScr and then paste it into your Lab02_worksheet file in the page provided by 
pressing Ctrl+ V. 

[copy screen shot over this text] 

5. Make sure that the Enable netmask ordering check box is enabled. 

6. Click OK to close the Properties dialog box. 

Leave the DNS Manager console open for the next exercise. 
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Lab Challenge Delegating DNS Administration 
Overview 

Mindset 

Completion time 

To complete this challenge, you will delegate DNS Administration. 

DNS is a key service within your network. Administration of the service 
should be restricted to those who really need it. The principle of least 
privilege should always apply to DNS administration. 

10 minutes 

1. On LON-DCl, using the DNS Manager console, right-click the LON-DCl server and choose 
Properties. 

2. Click the Security tab. 

Question 
9 

What are the first three Adatum groups that can manage DNS? 

3. Click the Add button. 

4. In the Select Users, Computers, Service Accounts, or Groups dialog box, in the Enter the objects 
names to select text box, type administrator and then click OK. 

5. In the Multiple Names Found dialog box, click Administrator and then click OK. 

Question 
10 

What is the initial permissions granted to the Administrator user? 

6. For the user or group, select the Allow Full control option. 

7. Take a screen shot of the DNS Manager console with the LON-DCl Properties dialog box by 
pressing Alt+PrtScr and then paste it into your Lab02_worksheet file in the page provided by 
pressing Ctrl+ V. 

[copy screen shot over this text] 

8. Click OK. 

Leave the DNS Manager console open for the next exercise. 
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Overview In this exercise, you will reset the LON-DCl DNS settings. 

Mindset To ensure that the systems are clean for future labs, you should reset 
the system to default settings or remove unnecessary components. 

Completion time 5 minutes 

1. On LON-DCl, using the DNS Manager console, right-click the LON-DCl server and choose 
Properties. 

2. In the Properties dialog, click the Advanced tab. 

3. Click to deselect the Disable recursion (also disables forwarders) check box. 

4. Close the LON-DCl Properties dialog box by clicking OK. 

5. Right-click the contoso.com domain and choose Delete. 

6. When you are prompted to confirm that you want to delete the zone, click Yes. When you are 
prompted to confirm that you want to remove the zone from both Active Directory and the DNS 
server, click Yes. 

End of lab. 
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THIS LAB CONTAINS THE FOLLOWING EXERCISES AND ACTIVITIES: 
------------------------------

Exercise 3.1 Installing DNS 

Exercise 3.2 Creating Primary and Secondary Zones 

Exercise 3.3 Creating an Active Directory Integrated Zone 

Exercise 3.4 Configuring Zone Delegation 

Exercise 3.5 Configuring Forwarding and Conditional Forwarding Zones 

Exercise 3.6 Configuring Zone Transfers 

Exercise 3.7 Managing DNS Resource Records 

Lab Challenge Using the DNSCMD Command to Manage Zones 

BEFORE YOU BEGIN 

The lab environment consists of student workstations connected to a local area network, along with a 
server that functions as the domain controller for a domain called adatum.com. The computers 
required for this lab are listed in Table 3-1. 
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Table 3-1 
Computers required for Lab 3 

Computer Operating System Computer Name 

Server (VM 1 ) Windows Server 2016 LON-DC1 

Server (VM 2) Windows Server 2016 LON-SVR1 

In addition to the computers, you will also require the software listed in Table 3-2 to complete Lab 3. 

Table 3-2 
Software required for Lab 3 

Software Location 

Lab 3 student worksheet Lab03_worksheet.docx (provided by instructor) 

Working with Lab Worksheets 

Each lab in this manual requires that you answer questions, shoot screen shots, and perform other 
activities that you will document in a worksheet named for the lab, such as Lab03 _ worksheet.docx. 
You will find these worksheets on the book companion site. It is recommended that you use a USB 
flash drive to store your worksheets, so you can submit them to your instructor for review. As you 
perform the exercises in each lab, open the appropriate worksheet file using Word, fill in the required 
information, and then save the file to your flash drive. 

SCENARIO 

After completing this lab, you will be able to: 

• Install DNS role 

• Create primary and secondary zones 

• Create an Active Directory integrated zone 

Configure zone delegation 

Configuring forwarding and conditional forwarding zones 

Configure zone transfers 

• Manage DNS resource records 

• Use DNS commands to manage zones 

Estimated lab time: 90 minutes 
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Overview In this exercise, you will install DNS on LON-SVRl. 

Mindset Multiple DNS servers can be used to provide name resolution for a zone. In 
addition, you can use a second set of DNS servers to provide resolution for 
subdomains, which will break up the name resolution workload. 

Completion time 10 minutes 

1. Log on to LON-SVRl with the usemame adatum\administrator and the password 
of Pa$$w0rd. 

2. In Server Manager, click Manage > Add Roles and Features. 

3. In the Add Roles and Features Wizard, on the Before You Begin page, click Next. 

4. On the Select installation type page, click Next. 

5. On the Server Selection page, click Next. 

6. On the Server Roles page, select the DNS Server option. When you are prompted to add addi
tional features, click Add Features. Click Next. 

7. On the Features page, click Next. 

8. On the DNS Server page, click Next. 

9. On the Confirmation page, click Install. 

10. When the installation is complete, take a screen shot of the DNS Manager window by pressing 
Alt+PrtScr and then paste it into your Lab03_worksheet file in the page provided by press
ing Ctrl+V. 

[copy screen shot over this text] 

11. Click Close. 

Remain logged on to LON-SVRl for the next exercise. 
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Exercise 3.2 Creating Primary and Secondary Zones 
Overview 

Mindset 

Completion time 

In this exercise, you will create primary and secondary zones 
on LON-DCl. 

On DNS original implementation, the DNS server would host either a 
primary or secondary zone or both. The primary zone provides an 
authoritative, read-write copy of the zone, whereas the secondary zone 
provides an authoritative, read-only copy of the primary zone. 

15 minutes 

CREATING A STANDARD FORWARD LOOKUP PRIMARY ZONE 

1. Log on to LON-DCl as adatum\administrator with the password of Pa$$w0rd. The Server 
Manager console opens. 

2. In Server Manager, click Tools > DNS to open the DNS Manager console. If necessary, expand 
the DNS Manager console to a full-screen view. 

Question 
1 

What is the primary tool to manage DNS in Windows? 

3. Expand the LON-DCl node so that you can see the Forward Lookup Zones and Reverse Lookup 
Zones folders , if needed. 

4. Click, then right-click the Forward Lookup Zones node and choose New Zone. 

5. On the Welcome to the New Zone Wizard page, click Next. 

6. On the Zone Type page (as shown in Figure 3-1), with the Primary zone radio button already 
selected, click to deselect the Store the zone in Active Directory option. Click Next. 

New Zone Wizard 

Zone Type 
The DNS server supports various types of zones and storage. 

Select the type of zone you want to create: 

@Primary zone 

Creates a copy of a zone that can be updated directly on this server. 

O Secondary zone 

Creates a copy of a zone that exists on another server. This option helps balance 
the processing load of primary servers and provides fault tolerance. 

Q stub zone 

Creates a copy of a zone containing only Name Server (NS), Start of Authority 
(SOA), and possibly glue Host (A) records. A server containing a stub zone is not 
authoritative for that zone. 

0 Store the zone in Active Directory ( available only if DNS server is a writeable domain 
controller) 

< Back [ l Next > l [ Cancel 

Figure 3-1 
Creating a new zone 

x 
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7. On the Zone Name page, in the Zone name text box, type contoso.com and then click Next. 

8. On the Zone File page, ensure that the Create a new file with this file name radio button is 
selected and then click Next. 

9. On the Dynamic Update page, ensure that the Do not allow dynamic updates radio button is 
selected and then click Next. 

10. On the Completing the New Zone Wizard page, click Finish. 

11. Take a screen shot of the DNS Manager window by pressing Alt+PrtScr and then paste it into 
your Lab03 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

CREATING A STANDARD FORWARD LOOKUP SECONDARY ZONE 

1. On LON-SVRl, click Tools > DNS. 

2. In the DNS Manager console, click, then expand LON-SVRl node. 

3. Click, then right-right-click Forward Lookup Zones node and choose New Zone. 

4. On the Welcome to the New Zone Wizard page, click Next. 

5. On the Zone Type page, select the Secondary zone radio button and click Next. 

6. On the Zone Name page, in the Zone name text box, type contoso.com and then click Next. 

7. On the Master DNS Servers page, type 172.16.0.10 (as shown in Figure 3-2) and then press 
Enter. Click Next. 

New Zone Wizard 

Master DNS Se.rve.rs 
The secondary zone is copied from one or more DNS servers. 

Specify the DNS servers from which you want to copy the zone. Servers- are 
contacted in the order shown. 

Master Servers: 

IP Address Server FQDN Validated Delete 

! t 72.16 .0 .10 
Up 

Down 

! < Back ! Next > Cancel 

Figure 3-2 
Specifying the master DNS server 
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8. On the Completing the New Zone Wizard page, click Finish. 

9. Take a screen shot of the DNS Manager window by pressing Alt+PrtScr and then paste it into 
your Lab03 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

CREATING A STANDARD REVERSE LOOKUP PRIMARY ZONE 

1. On LON-DCl, on the DNS Manager console. Click, then right-click Reverse Lookup Zones 
node and choose New Zone. 

2. On the Welcome to the New Zone Wizard page, click Next. 

3. On the Zone Type page, click Next. 

4. On the Active Directory Zone Replication Scope, click Next. 

5. On the Reverse Lookup Zone Name page, with 1Pv4 Reverse Lookup Zone already selected, 
click Next. 

6. Type the network address of 172.16.10. Answer the following question and then click Next. 

Question 
2 

What is the reverse lookup zone name? 

7. On the Dynamic Update page, click Next. 

8. On the Completing the New Zone Wizard page, click Finish. 

9. Take a screen shot of the DNS Manager window by pressing Alt+PrtScr and then paste it into 
your Lab03 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

Leave DNS Manager open for the next exercise. 
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Exercise 3.3 Creating an Active Directory Integrated Zone 
Overview 

Mindset 

In this exercise, you will create an Active Directory Integrated zone. 

Today, DNS can be stored in and replicated with Active Directory, as an 
Active Directory-integrated zone. By using Active Directory-integrated 
zones, DNS follows a multimaster model, where each server enables all 
DNS servers to have authoritative read-write copies of the DNS zone. 
When a change is made on one DNS server, it is replicated to the other 
DNS servers. 

Completion time 5 minutes 

1. On LON-DCl, on the DNS Manager console, click, then right-click the Forward Lookup 
Zones and choose New Zone. 

2. On the New Zone Wizard page, click Next. 

3. With Primary zone and Store the zone in Active Directory options already selected, click Next. 

4. In the Active Directory Zone Replication Scope dialog box, click Next. 

5. On the Zone Name page, type fabrikam.com and click Next. 

6. On the Dynamic Update page, with the Allow only secure dynamic updates option selected, 
answer the following question and then click Next. 

Question 
3 

What is needed to perform secure dynamic updates? 

7. Click Finish. The fabrikam.com domain is created. 

8. Take a screen shot of the DNS Manager window by pressing Alt+PrtScr and then paste it into 
your Lab03 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

Leave DNS Manager open for the next exercise. 
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Exercise 3.4 Configuring Zone Delegation 
Overview 

Mindset 

Completion time 

In this exercise, you will delegate a subdomain named support under 
fabrikam.com on a different DNS server. 

A DNS subdomain is a child domain that is part of a parent domain and 
has the same domain suffix as the parent domain. Subdomains allow you 
to assign unique names to be used by a chosen department, subsidiary, 
function, or service within the organization. However, you can create a 
different zone for the subdomain, which can be stored on another server. 
As a result, you can increase performance for the DNS zones as the 
traffic is delegated to multiple servers. 

10 minutes 

1. On LON-DCl, on the DNS Manager console, click the fabrikam.com domain. Then right-click 
the fabrikam.com node and choose New Delegation. 

2. On the New Delegation Wizard page, click Next. 

3. In the Delegated domain text box, type support (as shown in Figure 3-3) and then click Next. 

New Delegation Wizard 

Delegated Domain Name 
Authority for the DNS domain you supply will be delegated to a different zone. 

Specify the name of the DNS domain you want to delegate. 

Delegated domain: 

I support! 

Fully qualified domain name (FQDN): 

j support.fabrikam.com 

x 

[ < Back ]! Next > ! [ Cancel ] 

Figure 3-3 
Delegating a domain 

4. On the Name Servers page, click the Add button. In the Server fully qualified domain name 
(FQDN) text box, type LON-SVRl.adatum.com and then click Resolve. Ignore the red circle 
with the white X; the zone in LON-SVRl still must be created. 

5. Click OK to close the New Name Server record dialog box. Click Next. 

6. When the wizard is complete, click Finish. 

7. Take a screen shot of the DNS Manager window by pressing Alt+PrtScr and then paste it into 
your Lab03 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 
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8. On LON-SVRl, in the DNS Manager console, right-click Forward Lookup Zones and 
choose New Zone. 

9. On the New Zone Wizard page, click Next. 

10. On the Zone type, with the Primary zone already selected, click Next. 

11. On the Zone Name page, in the Zone name text box, type support.fabrikam.com and then 
click Next. 

12. On the Zone File page, click Next. 

13. On the Dynamic Update page, click Next. 

14. When the wizard is complete, click Finish. 

15. Take a screen shot of the DNS Manager window by pressing Alt+PrtScr and then paste it into 
your Lab03 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

Leave the DNS Manager console open for the next exercise. 

Exercise 3.5 
Overview 

Mindset 

Completion time 

Configuring Forwarding and Conditional 
Forwarding Zones 

To improve performance, you can control which DNS server requests are 
forwarded when performing naming resolution by configuring 
forwarding and creating conditional forwarding zones. In this exercise, 
you will configure forwarding and create a conditional forwarding zone. 

Conditional forwarding expands on the idea of forwarding, where you 
forward those queries to other DNS servers based on the DNS domain 
names in the query. For example, when you use a VPN tunnel to connect 
to a partner organization, you can forward those requests to the partner's 
DNS when you try to access a network resource on the partner network. 

10 minutes 

CONFIGURING FORWARDERS 

1. On LON-SVRl, in the DNS Manager console, right-click LON-SVRl and choose Properties. 
The LON-SVRl Properties dialog box opens, as shown in Figure 3-4. 
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LON-SVR1 Properties 

Debug Logging Event Logging 

Interfaces Forwarders Advanced 

? x 

Monitoring 

Root Hints 

Select the IP addresses that will serve DNS requests . The server can 
listen for DNS queries on all IP addresses defined for this computer , or 
you can limit it to selected IP addresses. 

listen on: 

@ All IP addresses 

O Only the following IP addresses: 

IP address: 

0 feBO: :d5a7:903b:f286:8574 

0 172.16 .0.40 

! OK I [ Cancel ] Apply [ Help ] 

Figure 3-4 
Delegating a domain 

Enterprise Network Management 

2. In the Server Properties dialog box, click the Forwarders tab. 

3. Click Edit. 

4. In the Edit Forwarders dialog box, in the IP address column, type 172.16.0.10 and press Enter. 

5. Click OK. 

6. Take a screen shot of the Properties window by pressing Alt+PrtScr and then paste it into your 
Lab03 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

7. Click OK to close the server Properties dialog box. 

CONFIGURING CONDITIONAL FORWARDERS 

1. On LON-SVRl, in the DNS Manager console, create a primary forward lookup zone named 
lucernepublishing.com. 

Question 
4 

How do you forward queries to a specific DNS server for a 
specified domain? 

2. On LON-DCl, on the DNS Manager console, click Conditional Forwarders Zones. Right
click Conditional Forwarders Zones and choose New Conditional Forwarder. 

3. In the New Conditional Forwarder dialog box, in the DNS Domain text box, type lucernepub
lishing.com. 

4. In the IP Address column, type 172.16.0.40 and then press Enter. Ignore the error. 
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5. Click OK. 

6. Take a screen shot of the DNS Manager window by pressing Alt+PrtScr and then paste it into 
your Lab03 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

Leave the DNS Manager console open for the next exercise. 

Exercise 3.6 Configuring Zone Transfers 
Overview 

Mindset 

Completion time 

By configuring zone transfers, you can control to which servers DNS 
information is copied. 

Zone transfers are the complete or partial transfer of DNS data from a 
zone on a DNS server to another DNS server. After the initial zone 
transfer, the primary DNS server notifies the secondary DNS server that 
changes have occurred. The secondary servers then request for the 
records to be transferred and the changes are then replicated to all the 
secondary DNS servers using zone transfers. 

10 minutes 

1. On LON-DCl, in the DNS Manager console, click Adatum.com and then right-click the 
Adatum.com zone and choose Properties. The Properties dialog box opens. 

2. Click the Zone Transfers tab, as shown in Figure 3-5. 

Adatum.com Properties 

General 

WINS 

Start of Authority (SOA) 
Zone Transfers 

? 

Name Servers 

Security 

x 

A zone transfer sends a copy of the zone to the servers that request a copy. 

D Allow zone transfers: 

To any server 

Only to servers listed on the Name Servers tab 

Only to the following servers 

IP Address Server FQDN 

Edit 

To specify secondary servers to be notified of zone N ·r 
d I. k N 'f ot1 y . up ates, c 1c oti y. 

OK I r Cancel I Apply Help l 

Figure 3-5 
Allowing zone transfers 
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3. Select Allow zone transfers. Then click Only to the following servers. 

4. Click Notify, click The following servers, type 172.16.0.40 in the IP Address column, and then 
press Enter. 

5. Take a screen shot of the Notify dialog box by pressing Alt+PrtScr and then paste it into your 
Lab03 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

6. Close the Notify dialog box by clicking OK. 

7. Close the Properties dialog box by clicking OK. 

Leave the DNS Manager console open for the next exercise. 

Exercise 3.7 Managing DNS Resource Records 
Overview In the previous exercises, you created several zones. With the exception of 

default resource records that are created when you create a zone, you need 
to add resource records. In this exercise, you will create resource records. 

Mindset 

Completion time 

The Host (A or AAAA) resource record is the most common resource 
record, which is used to resolve IP addresses from host names. However, 
you also need to be familiar with other common resource records ( such as 
PTR, MX, and CNAME resource records). 

20 minutes 

1. On LON-DCl, under Forward Lookup Zones, click contoso.com. 

Question 
5 

Which records are located in a forward lookup zone? 

2. Right-click contoso.com and choose Properties. The Properties dialog box opens, as shown in 
Figure 3-6. 
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contoso.com Properties 

Name Servers 

General 

Status: Running 

Type: Primary 

? 

WINS Zone Transfers 

Start of Authority (SOA) 

I Pause 

I Change ... 

Replication: Not an Active Directory-integrated zone Change ... 

Zone file name: 

I contoso. com. dns 

Dynamic updates: !None 

.ii Allowing nonsecure dynamic updates is a significant securit y 
vulnerability because updates can be accepted from untrusted 
sources. 

x 

To set aging/scavenging properties, click Aging. Aging... I 

! OK ! I Cancel 

Figure 3-6 
Contoso.com Properties 

Apply Help 

Question 
6 

Which records can be configured in the Properties dialog box? 

3. Click the Start of Authority (SOA) tab. 

Question 
7 

What is the default minimum TTL for SOA records? 

4. Close the Properties dialog box by clicking OK. 

5. Right-click contoso.com and choose New Host (A or AAAA). The New Host dialog box opens, 
as shown in Figure 3-7. 

New Host X 

Name ( uses parent domain name if blank): 

Fully qualified domain name (FQDN): 

I contoso.com. 

IP address: 

O Create associated pointer (PTR) record 

Add Host [ Cancel 

Figure 3-7 
Creating a new host record 
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6. In the Name text box, type PCl. In the IP address text box, type 172.16.0.201. Click Add Host. 

7. When the record has been created, click OK and then click Done. 

8. Right-click contoso.com and click New Host (A or AAAA). In the Name text box, type PC2. 
For the IP address text box, type 172.16.0.202. Select the Create associated pointer (PTR) 
record. Click Add Host. When the record has been created, click OK and then click Done. 

9. Take a screen shot of the DNS Manager window by pressing Alt+PrtScr and then paste it into 
your Lab03 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

10. Expand the Reverse Lookup Zones node and then click the 0.16.172.in-addr.arpa zone. Notice 
that the 172.16.0.202 record is there, but not the 172.16.0.201 record. You can refresh the zone 
by pressing FS. 

Question 
8 

Which records are kept in the reverse-lookup zones? 

11. Right-click 0.16.172.in-addr.arpa and choose New Pointer (PTR). The New Resource Record 
dialog box opens. 

12. On the Host IP Address text box, change the text to 172.16.0.201. In the Host name text box, 
type PCl and then click OK. 

Question 
9 

How does the data for PC1 and PC2 differ? 

13. Double-click 172.16.0.201. Change the Host name from to PCl.contoso.com. (with a period at 
the end). Click OK. 

Question 
10 

What does the period at the end signify? 

14. Take a screen shot of the DNS Manager window by pressing Alt+PrtScr and then paste it into 
your Lab03 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

15. Right-click contoso.com and choose New Host (A or AAAA). In the Name text box, type PC3. 
For the IP address text box, type 172.16.0.203. Select the Create associated pointer (PTR) 
record, if needed. Click Add Host. When the record has been created, click OK and then 
click Done. 

16. Right-click contoso.com and choose New Alias (CNAME). In the Alias name, type www. In the 
Fully qualified domain name (FQDN) for target host text box, type PC3.contoso.com. 
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Question 
11 

What is the fully qualified domain name? 

17. Click OK. 

18. Click Start, type cmd, and then press Enter. 

19. To see the name PC3 resolved to its IP address, execute the following command: 

nslookup PC3.contoso.com 

Question 
12 

Which address was returned? 

20. To see the IP resolution of 172.16.0.203 to its name, execute the following command: 

nslookup 172.16.0.203 

Question 
13 

Which name was returned? 

21. To see the resolution of the alias www.contoso.com to its name and IP address, execute the 
following command: 

nslookup www.contoso.com 

Question 
14 

Which name and IP address was returned? 

22. In the DNS Manager window, right-click contoso.com and choose New Mail Exchanger (MX). 
In the Host or child domain text box, type PC2. In the Fully Qualified domain name (FQDN) of 
mail server, type contoso.com. 

Question 
15 

What is the default Mail server priority? 

23. Click OK. 

24. Right-click the PCl Host (A) record under contoso.com and choose Properties. 

Question 
16 

Which fields are displayed? 

25. Click OK to close the Properties dialog box. 

26. Click View > Advanced. 

27. Right-click the PCl Host (A) record and choose Properties. 
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Which new field is now available with the Advanced view? 

28. Change the Time to live to 15 minutes. 

29. Take a screen shot of the PCl Properties dialog box by pressing Alt+PrtScr and then paste it 
into your Lab03 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

30. Close the Properties dialog box by clicking OK. 

Close DNS Manager. 

Lab Challenge Using the DNSCMD Command to Manage Zones 
Overview 

Mindset 

Completion time 

To complete this challenge, you must demonstrate, in writing, how to use 
the DNSCMD command to manage zones. 

The dnscmd.exe command allows an administrator to display and change 
properties of the DNS servers, zones, and resource records. Because 
dnscmd.exe can be executed at the command prompt, it can also be used 
in script batch files to help automate the management and updates of 
existing DNS server configurations. 

10 minutes 

You need to configure a few scripts that will create DNS zones. Therefore, which commands are used 
to perform the following on RWDCO 1.contoso.com? 

Create a primary zone named fabrikam.com. 

Create a secondary zone named contoso.com. The primary server is located at 192.168.1.60 

Create an Active Directory integrated zone named litware.com. 

Delete a secondary zone named lucempublishing.com. 

Force a zone replication for the lucempublishing.com zone. 

Create host record for serverl.contoso.com that points to the 10.0.0.5 address. 

End of lab. 
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THIS LAB CONTAINS THE FOLLOWING EXERCISES AND ACTIVITIES: 
------------------------------
Exercise 4.1 Creating a DHCPv4 Scope 

Exercise 4.2 Creating a DHCPv6 Scope 

Exercise 4.3 Creating and Configuring a Superscope 

Exercise 4.4 Creating and Configuring Multicast Scopes 

Exercise 4.5 Creating a DHCP Reservation 

Lab Challenge Creating a DHCP Policy 

BEFORE YOU BEGIN 

The lab environment consists of student workstations connected to a local area network, along with a 
server that functions as the domain controller for a domain called adatum.com. The computers 
required for this lab are listed in Table 4-1. 
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Table 4-1 
Computers required for Lab 4 

Computer Operating System Computer Name 

Server (VM 1 ) Windows Server 2016 LON-DC1 

Server (VM 2) Windows Server 2016 LON-SVR1 

In addition to the computers, you will also require the software listed in Table 4-2 to complete Lab 4. 

Table 4-2 
Software required for Lab 4 

Software Location 

Lab 4 student worksheet Lab04_worksheet.docx (provided by instructor) 

Working with Lab Worksheets 

Each lab in this manual requires that you answer questions, shoot screen shots, and perform other 
activities that you will document in a worksheet named for the lab, such as Lab04_ worksheet.docx. 
You will find these worksheets on the book companion site. It is recommended that you use a USB 
flash drive to store your worksheets, so you can submit them to your instructor for review. As you 
perform the exercises in each lab, open the appropriate worksheet file using Word, fill in the required 
information, and then save the file to your flash drive. 

SCENARIO 

After completing this lab, you will be able to: 

• Create a DHCPv4 scope 

• Create a DHCPv6 scope 

• Create and configure a superscope 

Create and configure multicast scopes 

Create a DHCP reservation 

Create a DHCP policy 

Estimated lab time: 75 minutes 
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Exercise 4.1 
Overview 

Mindset 

Completion time 

Creating a DHCPv4 Scope 
A scope is a range of IP addresses that a DHCP server uses to supply 
clients on a particular subnet with IP addresses. In this exercise, you will 
create a scope for IPv4 addresses on your DHCP server. 

A DHCP scope is a range of IP addresses on a selected subnet that are 
selected for allocation by a DHCP server. After you install the DHCP 
role, you can then create a scope using the DHCP snap-in for Microsoft 
Management Console (MMC). 

20 minutes 

1. Log on to LON-DCl as adatum\administrator with the password of Pa$$w0rd. 

2. In Server Manager, click Tools> DHCP. In the DHCP console, click lon-dcl.adatum.com (see 
Figure 4-1). Maximize the DHCP window. 

!'. OHCP - - CJ x 
File Action View Help 

.. • I m:, I~ Tilim.l .i. 
'?I OHCP Contents of OHCP St.tu, Actions 
.., ii lon·dcl .adatum.com ii lon-dcl.adatum.com DHCP .. 

) elM 
> e 1Pv6 More Actions • 

I 
•• -

11 e P!I ~ OJ ~ - r ri •• 

Figure 4-1 
The DHCP console 

3. Expand the 1Pv4 node. 

4. Click, then right-click the 1Pv4 node and choose New Scope. 

5. In the New Scope Wizard, on the Welcome to the New Scope Wizard page, click Next. 

6. On the Scope Name page, in the Name text box, type Corporate Office and then click Next. 
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7. On the IP Address Range page, in the Start IP address text box, type 10.0.0.1. In the End IP 
address text box, type 10.0.0.100. 

Question 
1 

Notice that the wizard automatically adds a value to the Subnet 
mask text box. Where did this value come from? 

8. In the Subnet mask text box, type 255.255.255.0. Click Next. 

9. On the Add Exclusions and Delay page, in the Start IP address text box, type 10.0.0.1. In the End 
IP address text box, type 10.0.0.10. Click Add. 

Question 
2 

Question 
3 

10. Click Next. 

Why is it necessary to exclude addresses from the range of 
addresses included in the scope? 

How would it be possible to leave the 10.0.0.1 address as part of the 
scope and still use it for the DHCP server? 

11. On the Lease Duration page, answer the following question and then click Next. 

Question 
4 

What is the default lease duration? 

12. On the Configure DHCP Options page, click Next. 

13. On the Router (Default Gateway) page, in the IP address text box, type 10.0.0.1 and then click 
Add. Click Next. 

14. On the Domain Name and DNS Servers page, click Next. 

15. On the WINS Servers page, click Next. 

16. On the Activate Scope page, click Next. 

17. Click Finish. Take a screen shot of the DHCP window by pressing Alt+PrtScr and then paste it 
into your Lab04_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

18. Move the splitter so that the full name of the scopes are shown. Then expand the Corporate 
Office scope and then click the Address Pool node. 

19. Take a screen shot of the DHCP window by pressing Alt+PrtScr and then paste it into your 
Lab04_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

Leave the DHCP console open for the next exercise. 
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Exercise 4.2 
Overview 

Mindset 

Completion time 

Creating a DHCPv6 Scope 
In this exercise, you will create a DHCP scope to allocate IPv6 ad

dresses to the computers on your network. 

Like the IPv4 addresses, IPv6 addresses are divided into network bits 
and host addresses. In addition, IPv6 supports automatic configuration. 
However, with a Windows DHCP server, you can also configure stateful 
address autoconfiguration. 

15 minutes 

1. On LON-DCl, in the DHCP console, click the 1Pv6 node. 

2. Right-click the 1Pv6 node and choose New Scope. 

3. In the New Scope Wizard, on the Scope Name page, in the Name text box, type Corporate 
Office. Then click Next. 

4. On the Scope Prefix page (see Figure 4-2), in the Prefix text box, type fdOO:: and then 
click Next. 

New Scope Wizard 

Scope Prefix 
You have to provide a prefix to create the scope. You also have the option of providing a 
preference value for the scope. 

Enter the 1Pv6 Prefix for the addresses that the scope distributes and the 
preference value for the scope. 

Prefix /64 

Preference fo'3 

! < Back ! Next > Cancel 

Figure 4-2 
The Scope Prefix page 

5. On the Add Exclusions page, in the Start IPv6 address text box, type 0:0:0:1 and click Add. 
Click Next. 

6. On the Scope Lease page, answer the following question and then click Next. 

Question 
5 

What is the preferred life time for a DHCP lease? 

7. On the Completing the New Scope Wizard page, click Finish. 

8. Expand the Scope [ f dOO::] Corporate Office, and then click the Exclusions node. 
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9. Take a screen shot of the DHCP window by pressing Alt+PrtScr and then paste it into your 
Lab04_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

10. Click the Scope Options node, then right-click the Scope Options node and choose 
Configure Options. 

11. In the Scope Options dialog box, select the check box for the DNS Recursive Name Server IPv6 
Address List option. 

Question 
6 

Which option number is the DNS Recursive Name Server /Pv6 
Address List? 

12. In the New IPv6 address text box, type fd00::0:0:0:10 and then click Add. 

13. Wait for DNS Validation to complete. When you are prompted to confirm that you want to add it, 
click Yes. 

Question 
7 

Where did the fd00::0:0:0:1 address that you supplied for the DNS 
Recursive Name Server f Pv6 Address List option come from? 

14. Take a screen shot of the Scope Options dialog box, showing the option you just configured, by 
pressing Alt+PrtScr and then paste the resulting image into the Lab04_worksheet file in the 
page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

15. Close the Scope Options dialog box by clicking OK. 

Leave the DHCP console open for the next exercise. 
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Exercise 4.3 
Overview 

Mindset 

Completion time 

Creating and Configuring a Superscope 
In this exercise, you will create a superscope out of two normal 
DHCP scopes. 

A superscope is the grouping of multiple scopes into a single 
administrative entity. By using superscopes, you can support 
larger subnets. 

30 minutes 

1. On LON-DCl, using the DHCP console, right-click the 1Pv4 node and choose New Scope. 

2. On the New Scope Wizard page, click Next. 

3. In the Name text box, type Scopel and then click Next. 

4. In the IP address range, set the Start IP address to 172.24.20.50 and the End IP address to 
172.24.20.240. For the Subnet mask, type 255.255.255.0. Click Next. 

5. On the Add Exclusions and Delay page, click Next. 

6. On the Lease Duration page, change the duration to 3 days and then click Next. 

7. On the Configure DHCP Options page, click Next. 

8. On the Router (Default Gateway) page, type the address of 172.24.20.20 and then click Add. 
Click Next. 

9. On the Domain name and DNS Servers page, click Next. 

10. On the WINS Servers page, click Next. 

11. On the Activate Scope page, click Next. 

12. When the wizard is complete, click Finish. 

13. Right-click 1Pv4 node and choose New Scope. 

14. On the New Wizard page, click Next. 

15. In the Name text box, type Scope2 and then click Next. 

16. In the IP address range, set the Start IP address to 172.24.21.50 and the End IP address to 
172.24.21.240. For the Subnet mask, type 255.255.255.0. Click Next. 
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17. On the Add Exclusions and Delay page, click Next. 

18. On the Lease Duration page, change the duration to 3 days and then click Next. 

19. On the Configure DHCP Options page, click Next. 

20. On the Router (Default Gateway) page, type the address of 172.24.21.20 and then click Add. 
Click Next. 

21. On the Domain name and DNS Servers page, click Next. 

22. On the WINS Servers page, click Next. 

23. On the Activate Scope page, click Next. 

24. When the wizard is complete, click Finish. 

25. Right-click the 1Pv4 node and choose New Superscope. 

26. When the New Superscope Wizard begins, click Next, type Superl in the Superscope Name text 
box, and then click Next. 

27. On the Select Scopes page, press and hold the Ctrl key. Then click Scopel and Scope2. Release 
the Ctrl key. The Select Scopes page should look like Figure 4-3. Click Next. 

New Superscope Wizard 

Select Scopes 
You create a superscope by building a collection of scopes. 

Select one or more scopes from the list to add to the supers cope. 

Available scopes: 

(10.0.0.0J Corporate Office 
(172.16.0.0] Adatum 
[172.24 20 OJ Scope1 
(172.24.21 OJ Scope2 

Figure 4-3 

I < Back JI Next> ! I Cancel ! 

Specifying the scopes to use in a DHCP superscope 

28. Click Finish. The superscope shows in the DHCP console. 

29. Click the Superscope Superl node. 

30. Take a screen shot of the DHCP console showing the Superscope Superl by pressing Alt+PrtScr 
and then paste it into your Lab04_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 
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31. Right-click the Superscope Superl scope and choose Display Statistics. 

Question 
8 

32. Click Close. 

How many addresses are available for the superscope? 

Leave the DHCP console open for the next exercise. 

Exercise 4.4 
Overview 

Mindset 

Completion time 

Creating and Configuring Multicast Scopes 
In this exercise, you will create a multicast scope. 

In DHCP, multicast scopes ( commonly known as Multicast Address 
Dynamic Client Allocation Protocol [MADCAP] scopes) allow 
applications to reserve a multicast IP address for data and content 
delivery. For applications which use multicasting request addresses 
from the scopes, those applications need to support the MADCAP 
application programming interface (API). 

10 minutes 

1. On LON-DCl, using the DHCP console, right-click 1Pv4 and choose New Multicast Scope. 

2. On the New Multicast Scope Wizard page, click Next. 

3. In the Name text box, type Multicast Scopel and then click Next. 

4. In the IP address range, set the Start IP address to 224.0.0.0 and the End IP address to 
224.255.255.255. Answer Question 8 and then click Next. 

Question 
9 

To which class are multicast scopes assigned? 

5. On the Add Exclusions page, click Next. 

6. On the Lease Duration page, answer Question 9 and then click Next. 

Question 
10 

What is the default lease duration? 

7. On the Activate Multicast Scope page, click Next. 

8. When the installation is complete, click Finish. 

9. Under Multicast Scope, click Address Pool. 

10. Take a screen shot of the DHCP window by pressing Alt+Prt Ser and then paste it into your 
Lab04_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 
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Leave the DHCP console open for the next exercise. 

Exercise 4.5 
Overview 

Mindset 

Completion time 

Creating a DHCP Reservation 
In this exercise, you will create a DCHP reservation in a DHCP scope. 

DHCP client reservations allow administrators to reserve an IP address 
for permanent use by a DHCP client. By using reservations, you can 
ensure that the host will always have the same IP address. As with any 
other lease, when a client receives a reserved address, the client also 
receives all assigned options, such as addresses of the default gateway 
and DNS servers. If these options are changed, they are automatically 
updated on the client when the lease is renewed. 

20 minutes 

1. On LON-DCl, in the DHCP console, under the Normal Scope IPv4 node, click the 
Reservations node. 

2. Right-click the Reservations node and choose New Reservation. The New Reservation dialog 
box opens, as shown in Figure 4-4. 

New ReseNation 

Question 
11 

Provide information for a reserved client. 

Reservation name: I 

IP address: 1172 . 24 . 25 . 

MAC address: 

Description: 

- Supported types 

(.' Both 

r DHCP 

r BOOTP 

I Add 

Figure 4-4 

Which two reservation types are supported? 

7 x 

I Close I 

Creating a DHCP reservation 

3. In the Reservation Name text box, type PCl. 

4. For the IP address, specify 172.24.25.214. 

5. In the MAC address text box, type E069956EE51A. 

6. Close the New Reservation dialog box by clicking Add and then clicking Close. 
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7. Take a screen shot of the DHCP window by pressing Alt+PrtScr and then paste it into your 
Lab04_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

Leave the DHCP console open for the next exercise. 

Lab Challenge Creating a DHCP Policy 
Overview 

Mindset 

Completion time 

In this exercise, you will continue with the last exercise to create a 
DHCP scope and then assign a DHCP policy to the scope. 

By using DHCP policies, you can provide granular control over 
scopes to allow you to assign different IP addresses or different 
options based on the device type or its role. Policies are applicable for 
a specific scope with a defined processing order. The options can be 
configured at the scope or inherited from server-wide policies. 

15 minutes 

1. On LON-DCl, in the DHCP console, right-click 1Pv4 and choose New Scope. 

2. On the New Scope Wizard page, click Next. 

3. On the Scope Name page, in the Name text box, type NormalScope and then click Next. 

4. On the IP address range, type 172.24.25.50 for the Start IP address and type 172.24.25.200 for 
the End IP address. For the subnet mask, type 255.255.255.0. Click Next. 

5. On the Add Exclusions and Delay page, click Next. 

6. On the Lease Duration page, click Next. 

7. On the Configure DHCP Options page, click Next. 

8. On the Router (Default Gateway) page, type 172.24.25.20 for the IP address and click Add. 
Click Next. 

9. On the Domain Name and DNS Servers page, click Next. 

10. On the WINS Servers page, click Next. 

11. On the Activate Scope page, click Next. 

12. When the wizard is complete, click Finish. 
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13. In the DHCP console, right-click 1Pv4 node and choose Define Vendor Classes. 

14. In the DHCP Vendor Classes dialog box, click Add. The New Class dialog box opens (see 
Figure 4-5). 

New Class ? x 

Display name: 

Description: 

ID: Binary: ASCII 
0000 

OK I Cancel 

Figure 4-5 
Creating a new DHCP class 

15. In the Display name text box, type Nortel Phones. In the Description text box, type Desk phone. 

16. Click under the ASCII field name and type Nortel-i 2004-A. Click OK. 

17. Close the DHCP Vendor Classes dialog box by clicking Close. 

18. Expand the 1Pv4 node and then expand Scope [172.24.25.0] NormalScope. 

19. Click, then right-click the Policies node under the NormalScope scope and choose New Policy. 

Question 
12 

Where do you define a DHCP policy? 

20. On the DHCP Policy Configuration Wizard page, in the Policy Name text box, type Policyl and 
then click Next. 

21. On the Configure Conditions for the policy page, click Add. 

22. In the Add/Edit Condition dialog box, select the following and then click Add: 

Criteria: Vendor Class 

Operator: Equals 

Value: Nortel Phones 

23. Click OK to close the Add/Edit Condition dialog box. 

24. Back on the Configure Conditions for the policy page, click Next. 
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25. On the Configure settings for the policy page, type 172.24.25.50 for the Start IP address and 
172.24.25.99 for the End IP address. Click Next. 

26. If you need different options for the Nortel Phones, you would specify them here. For now, 
click Next. 

27. On the Summary page, click Finish. 

28. Right-click Policyl and choose Properties. 

29. In the Policyl Properties dialog box, click to select the Set lease duration for the policy option. 

30. Change the lease time to 7 days. 

31. Take a screen shot of the Properties dialog box by pressing Alt+PrtScr and then paste it into 
your Lab04_ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

32. Click OK. 

End of lab. 
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THIS LAB CONTAINS THE FOLLOWING EXERCISES AND ACTIVITIES: 
------------------------------
Exercise 5.1 Installing the DHCP role 

Exercise 5.2 Configuring Split Scopes 

Exercise 5.3 Configuring DHCP Failover 

Lab Challenge Configuring DHCP Name Protection 

BEFORE YOU BEGIN 

The lab environment consists of student workstations connected to a local area network, along with a 
server that functions as the domain controller for a domain called adatum.com. The computers 
required for this lab are listed in Table 5-1. 

Table 5-1 
Computers required for Lab 5 

Computer Operating System Computer Name 

Server (VM 1 ) Windows Server 2016 LON-DC1 

Server (VM 2) Windows Server 2016 LON-SVR1 

In addition to the computers, you will also require the software listed in Table 5-2 to complete Lab 5. 
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Table 5-2 
Software required for Lab 5 

Software Location 

Lab 5 student worksheet Lab05_worksheet.docx (provided by instructor) 

Working with Lab Worksheets 

Each lab in this manual requires that you answer questions, shoot screen shots, and perform other 
activities that you will document in a worksheet named for the lab, such as Lab05 _ worksheet.docx. 
You will find these worksheets on the book companion site. It is recommended that you use a USB 
flash drive to store your worksheets, so you can submit them to your instructor for review. As you 
perform the exercises in each lab, open the appropriate worksheet file using Word, fill in the required 
information, and then save the file to your flash drive. 

SCENARIO 

After completing this lab, you will be able to: 

• Install the DHCP role 

Authorize a DHCP Server 

Configure split scopes 

Configure DHCP Failover 

Configure DHCP Name Protection 

Estimated lab time: 55 minutes 

Exercise 5.1 Installing the DHCP Role 
Overview 

Mindset 

Completion time 

In this exercise, you will install a second adatum.com DHCP server 
on LON-SVRl. 

DHCP has been included with Windows for years and is included with 
Windows Server 2016 as a server role. Starting with Windows Server 
2012, DHCP supports failover capability. In Active Directory Domain 
Services (AD DS) environments, domain-joined Windows DHCP servers 
must be authorized to service DHCP client requests. By forcing DHCP 
servers to be authorized, clients are protected from rogue domain-joined 
Windows DHCP servers that might maliciously affect network clients. 

15 minutes 
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1. Log on to LON-SVRl as adatum\administrator with the password of Pa$$w0rd. 

2. In Server Manager, click Manage > Add Roles and Features. 

3. In the Add Roles and Features Wizard, on the Before You Begin page, click Next. 

4. On the Select installation type page, click Next. 

5. On the Server Selection page, click Next. 

6. On the Server Roles page, select the DHCP Server option. When you are prompted to add 
additional features, click Add Features. Click Next. 

7. On the Features page, click Next. 

8. On the DHCP Server page, click Next. 

9. On the Confirmation page, click Install. 

10. When the installation is complete, take a screen shot of the DHCP Manager window by pressing 
Alt+PrtScr and then paste it into your Lab05_worksheet file in the page provided by press-
ing Ctrl+V. 

[copy screen shot over this text] 

11. Click Close. 

12. In Server Manager, click Tools> DHCP. 

13. Maximize the DHCP window. 

14. Click, then right-click the lon-svrl.adatum.com node and choose Authorize. 

15. To refresh the node, press the F5 key. Alternatively, you can right-click the server node and 
choose Refresh. 

16. When the installation is complete, take a screen shot of the DHCP Manager window by pressing 
Alt+PrtScr and then paste it into your Lab05_worksheet file in the page provided by press-
ing Ctrl+V. 

[copy screen shot over this text] 

Close the DHCP console on LON-SVRl; the rest of this lab will completed on LON-DCl. 
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Exercise 5.2 Configuring Split Scopes 
Overview 

Mindset 

Completion time 

In this exercise, you will configure a DHCP split scope. 

For years, if you wanted high availability, you would use a split-scope 
configuration, also known as the 80/20 configuration. Split-scope 
configuration uses two DHCP servers, with the same scopes and options. 
However, the scopes have complementary exclusion ranges, so that there is 
no overlap in the addresses that they lease clients. You do not want the two 
servers to distribute the same address to different clients. 

20 minutes 

1. Log on to LON-DCl as adatum\administrator with the password of Pa$$w0rd. 

2. On LON-DCl, click Tools> DHCP. 

3. In the DHCP window, expand the lon-dcl.adatum.com node. Click and then right-click the 
1Pv4 node and choose New Scope. 

4. On the New Scope Wizard, on the Welcome to the New Scope Wizard page, click Next. 

5. On the Scope Name page, in the Name text box, type SplitScope. Click Next. 

6. On the IP Address Range page, in the Start IP address text box, type 192.168.2.2. In the End IP 
address text box, type 192.168.2.254. Click Next. 

7. On the Add Exclusions and Delay page, click Next. 

8. On the Lease Duration page, click Next. 

9. On the Configure DHCP Options page, click Next. 

10. On the Router (Default Gateway) page, in the IP address text box, type 192.168.2.1. Click Add 
and then click Next. 

11. On the Domain Name and DNS Servers page, click Next. 

12. On the WINS Servers page, click Next. 

13. On the Activate Scope page, click Next. 

14. On the Completing the New Scope Wizard page, click Finish. 

15. Click the SplitScope scope. Then right-click the SplitScope scope and choose Advanced > 
Split-Scope. 

16. On the DHCP Split-Scope Configuration Wizard, click Next. 

17. On the Additional DHCP Server page (see Figure 5-1), click Add Server. 
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Ohcp Split·Scope Configur1tion Wiz1rd 

Additional DHCP Setvm 
Select lhe OHCP servec with which you want to spi lhis servel's scope. 

A~nalOHCPServer: 

Add Serve1 I Aelry I 
Host DHCP Server: 

Host Name of Server. !lon-oc:1 .adah.mcom 

IPv•Adcteis ofServei: 1172.16.0.10 

-

Figure 5-1 
Specifying the additional DHCP server 

18. In the Add Server dialog box, click Browse. 

19. In the Select Computer dialog box, in the enter the object name to select text box, type LON
SVRl and then click OK. 

20. To close the Add server dialog box, click OK. 

21. Back on the Additional DHCP Server page, click Next. 

22. On the Percentage of Split page, answer the fallowing question and then click Next. 

Question 
1 

What is the default percentage split between the Host DHCP Server 
and the Added DHCP Server role? 

23. On the Delay in DHCP Offer page, configure the Added DHCP Server delay to 500 ms. 
Click Next. 

24. In the Summary of Split-Scope Configuration page, click Finish. 

25. When the split scope is configured, take a screen shot of the Dhcp Split-Scope Configuration 
Wizard page by pressing Alt+ PrtScr and then paste it into your Lab05 _ worksheet file in the page 
provided by pressing Ctrl + V. 

[copy screen shot over this text] 

26. Click Close. 

Leave the DHCP console open for the next exercise. 
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Exercise 5.3 Configuring DHCP Failover 
Overview 

Mindset 

Completion time 

In this exercise, you will configure a DHCP Failover using two DHCP 
servers. 

Starting with Windows Server 2012, DHCP can replicate lease information 
between two DHCP servers for IPv4 scopes and subnets. If one DHCP 
server fails or becomes overloaded, the other server services the clients for 
the entire subnet. 

15 minutes 

1. On LON-DCl, in the DHCP window, right-click the 1Pv4 node and choose New Scope. 

2. On the Welcome to the New Scope Wizard page, click Next. 

3. On the Scope Name page, in the Name text box, type FailoverScope. Click Next 

4. On the IP Address Range page, in the Start IP address text box, type 192.168.3.2. In the End IP 
address text box, type 192.168.3.254. Click Next. 

5. On the Add Exclusions and Delay page, click Next. 

6. On the Lease Duration page, click Next. 

7. On the Configure DHCP Options page, click Next. 

8. On the Router (Default Gateway) page, in the IP address text box, type 192.168.3.1. Click Add 
and then click Next. 

9. On the Domain Name and DNS Servers page, click Next. 

10. On the WINS Servers page, click Next. 

11. On the Activate Scope page, click Next. 

12. On the Completing the New Scope Wizard page, click Finish. 

13. To configure a single scope, click, then right-click the FailoverScope scope and choose 
Configure Fail over. 

14. On Configure Failover Wizard, on the Introduction to DHCP Failover page, answer the following 
question and then click Next. 

Question 
2 

Which scopes are available for DHCP Failover? 
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15. On the Specify the Partner Server to Use for Failover page, in the Partner Server text box, type 
LON-SVRl and then click Next. 

16. On the Create a New Failover Relationship page, answer the following question. Then in the 
Shared Secret text box, type Pa$$w0rd, and click Next. 

Question 
3 

Question 
4 

What is the default load balance percentage? 

What is the default failover mode? 

17. Take a screenshot of the Configure Failover wizard by pressing Alt+PrtScr and then paste it into 
your Lab05_ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

18. Click Finish. 

19. When the scope is configured, click Close. 

Leave the DHCP console open for the next exercise. 

Lab Challenge Configuring DHCP Name Protection 
Overview 

Mindset 

Completion time 

Question 
5 

In this exercise, to help protect against non-Microsoft systems from 
overwriting systems that use static addresses, you will enable DHCP 
Name Protection. 

If an organization uses only Windows systems that are part of an 
Active Directory domain, each computer will have its own unique 
computer name, which DHCP registers in DNS on behalf of the 
client. Name squatting is when a non-Windows-based computer 
registers a name in DNS that is already registered to a Windows
based computer. To prevent non-Microsoft systems from overwriting 
systems that use static addresses, Windows Server 2012 introduced 
DHCP Name Protection to prevent these conflicts. 

5 minutes 

Where can you enable DHCP Name Protection? 

1. On LON-DCl, using the DHCP console, right-click 1Pv4 and choose Properties. 
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2. In the Properties dialog box, click the DNS tab. 

3. In the Name Protection section, click Configure. The Name Protection dialog box opens. 

4. Click to select the Enable Name Protection option. 

5. Take a screen shot of the DHCP console showing the Name Protection dialog box by pressing 
Alt+ PrtScr and then paste it into your Lab05 _ worksheet file in the page provided by press
ing Ctrl+V. 

[copy screen shot over this text] 

6. Click OK to close the Name Protection dialog box and then click OK to close the Properties 
dialog box. 

End of lab. 
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THIS LAB CONTAINS THE FOLLOWING EXERCISES AND ACTIVITIES: 
------------------------------
Exercise 10.1 Installing and Configuring Network Policy Server 

Exercise 10.2 Configuring NPS for RADIUS Server for VPN Connections 

Exercise 10.3 Managing RADIUS Templates 

Exercise 10.4 Configuring RADIUS Accounting 

Exercise 10.5 Creating and Configuring Connection Request Policies 

Exercise 10.6 Creating and Configuring Network Policies 

Lab Challenge Exporting and Importing the NPS Configuration 

BEFORE YOU BEGIN 

The lab environment consists of student workstations connected to a local area network, along with a 
server that functions as the domain controller for a domain called adatum.com. The computers 
required for this lab are listed in Table 10-1. 
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Table 10-1 
Computers required for Lab 1 O 

Computer Operating System Computer Name 

Server (VM 1 ) Windows Server 2016 LON-DC1 

In addition to the computers, you will also require the software listed in Table 10-2 to com
plete Lab 10. 

Table 10-1 
Software required for Lab 11 

Software Location 

Lab 1 O student worksheet Lab10_worksheet.docx (provided by instructor) 

Working with Lab Worksheets 

Each lab in this manual requires that you answer questions, shoot screen shots, and perform other 
activities that you will document in a worksheet named for the lab, such as LablO_worksheet.docx. 
You will find these worksheets on the book companion site. It is recommended that you use a USB 
flash drive to store your worksheets, so you can submit them to your instructor for review. As you 
perform the exercises in each lab, open the appropriate worksheet file using Word, fill in the required 
information, and then save the file to your flash drive. 

SCENARIO 

After completing this lab, you will be able to: 

Install and configure Network Policy Server 

Configure NPS for RADIUS Server for VPN Connections 

• Manage RADIUS templates 

• Configure RADIUS accounting 

• Create and configure connection request policies 

• Create and configure network policies 

Export and import the NPS configuration 

Estimated lab time: 80 minutes 
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Exercise 10.1 Installing and Configuring Network Policy Server 
Overview 

Mindset 

Completion time 

In this exercise, you will install and configure Microsoft's RADIUS server 
known as the Network Policy Server. 

The Network Policy Server is used as Microsoft's RADIUS server. It 
provides centralized authentication for RADIUS clients such as VPN 
servers and wireless access points. It also provides accounting information 
to log files on the local hard disk or in a Microsoft SQL Server database for 
those clients. 

15 minutes 

1. Log on to LON-DCl as adatum\administrator with the password of Pa$$w0rd. The Server 
Manager console opens. 

2. On LON-DCl, in Server Manager, click Manage> Add Roles and Features. The Add Roles 
and Features Wizard opens. 

3. On the Before you begin page, click Next. 

4. Select Role-based or feature-based installation and then click Next. 

5. On the Select destination server page, click Next. 

6. On the Select server roles page, select Network Policy and Access Services. 

7. When you are prompted to confirm you want to add features that are required for Network Policy 
and Access Services, click Add Features. 

8. Back on the Select server roles page, click Next. 

9. On the Select features page, click Next. 

10. On the Network Policy and Access Services page, click Next. 

11. On the Select role services page, with the Network Policy Server selected, click Next. 

12. On the Confirm installation page, click Install. 

13. When the installation is complete, take a screen shot of the Installation progress page by pressing 
Alt+PrtScr and then paste it into your LablO_worksheet file in the page provided by press-
ing Ctrl+V. 

[copy screen shot over this text] 

14. Click Close. 

15. On LON-DCl, in Server Manager, click Tools> Network Policy Server. The Network Policy 
Server console opens.' 
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16. Expand the Network Policy Server console to fill the entire screen. 

17. In the console tree, double-click RADIUS Clients and Servers, right-click Remote RADIUS 
Server Groups and then choose New. The New Remote RADIUS Server Group dialog 
box opens. 

18. In Group name, type RADIUS Servers in Group name text box. Click Add. The Add RADIUS 
Server dialog box opens, as shown in Figure 10-1. 

Add RADIUS Server x 

Address Authentication/Accounting Load Balancing 

Select an e~isting Remote RADIUS Servers template: 

[None v 

Type the name or IP address of the RADIUS server you want to add. 

Server: 

Verify ... 

I OK ! I Cancel 

Figure 10-1 
Adding a RADIUS server 

19. In the Server text box, type the IP address of LON-DC 1: 172.16.0.10. 

20. Click the Authentication/ Accounting tab. 

Question 
1 

Question 
2 

What is the default authentication port used with RADIUS servers? 

What is the default accounting port used with RADIUS servers? 

21. Take a screen shot of the Add RADIUS Server dialog box by pressing Alt+PrtScr and then paste 
it into your LablO_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 
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22. Click OK to close the Add RADIUS Server dialog box. 

Question 
3 

What is the default weight assigned to the new RADIUS server? 

23. Click OK to close the New Remote RADIUS Server group. 

Leave the Network Policy Server console open for the next exercise. 

Overview 

Mindset 

Completion time 

In this exercise, you will configure NPS to support VPN connections. 

RADIUS clients (also referred to as access servers) are servers (such as 
servers running RRAS) and devices ( such as wireless access points and 
802.lX switches) that forward RADIUS requests to a RADIUS server. 
An access client is a computer or device that contacts or connects to a 
RADIUS client, which requires authentication and authorization 
to connect. 

15 minutes 

1. On LON-DCl, using the Network Policy Server console, click NPS (Local). 

2. Use the down arrow under Standard Configuration in the main panel and select RADIUS server 
for Dial-Up or VPN Connections. 

3. Click Configure VPN or Dial-Up. The Configure VPN or Dial-Up Wizard opens. 

4. On the Select Dial-up or Virtual Private Network Connections Type page, select Virtual Private 
Network (VPN) Connections. Click Next. 

5. On the Specify Dial-Up or VPN Server page, click Add. 

6. In the New RADIUS Client dialog box (see Figure 10-2), in the Friendly name text box, type 
LON-SVRl. In the Address (IP or DNS) text box, type 172.16.0.40. 
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N-RADIUS Client 

Settings 

Seibel en e,ciwng t~te. 

Name and Acktess 

Friendb, rwime: 

Address (IP or DNS~ 

Shared Secret 

Select an exisu,g Shared S $ClelS terrc,lele: 

None 

Veriy .. ~ 

v 

To rM!l.llllly t}IPe e sh.wed secret, click MernAal To uomatic41y genefate e shared 
iecre\. cick Generele. You !TMI configure the RADIUS cliert with the same ihered 
secret entered here. Shared seciets are case-sensitive. 

® M a,ua1 0 Generate 

Shared secret 

Confirm shared secret 

Figure 10-2 
Specifying a new RADIUS client 

x 

7. At the bottom of the dialog box, in the Shared secret text box and the Confirm shared secret text 
box, type Pa$$w0rd. Click OK to close the New RADIUS Client dialog box. 

8. Back on the Specify Dial-Up or VPN Server page, click Next. 

9. On the Configure Authentication Methods page, answer the following question and then 
click Next. 

Question 
4 

By default, what was the authentication method selected? 

10. On the Specify User Groups page, answer the following question and then click Next. 

Question 
5 

What happens if you do not define a user group? 

11. On the Specify IP Filters page, click Next. 

12. On the Specify Encryption Settings page, click Next. 

13. On the Specify a Realm Name page, in the Realm name text box, type adatum.com. Click Next. 

14. When the wizard is complete, click Finish. 

15. Expand Policies and then click Connection Requestion Policy. 

16. Click the Connection Request Policy node and take a screen shot of the Network Policy Server 
window by pressing Alt+PrtScr and then paste it into your LablO_worksheet file in the page 
provided by pressing Ctrl+ V. 
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[copy screen shot over this text] 

Leave the Network Policy Server console open for the next exercise. 

Exercise 10.3 Managing RADIUS Templates 
Overview 

Mindset 

Completion time 

In this exercise, you will use RADIUS templates to simplify the 
deployment of RADIUS in the future. 

RADIUS templates simplify the configuration of RADIUS servers by 
creating RADIUS configuration elements such as IP filters or Shared 
Secrets that you can reuse on local NPS servers. The templates can also 
be exported to a file and then imported into another NPS server. 

10 minutes 

1. On LON-DCl, using Network Policy Server console, double-click Templates Management. 

2. Right-click Shared Secrets and choose New. The New RADIUS Shared Secret Template dialog 
box opens. 

3. In the Template name text box, type Shared Secret Template. 

4. In the Shared secret text box and the Confirm shared secret text box, type Pa$$w0rd and 
then click OK. 

5. Click the Shared Secrets node. 

6. Take a screen shot of the Shared Secrets node by pressing Alt+PrtScr and then paste it into your 
LablO_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

7. Under RADIUS Clients and Servers, click the RADIUS Clients node. 

8. In the RADIUS Clients pane, double-click LON-SVRl. The LON-SVRl Properties dialog 
box opens. 

9. In the Shared Secret section, in the drop-down arrow list, select the Shared Secret 
Template. Click OK. 

10. Right-click Templates Management and choose Export Templates to a File. 

11. In the File Name text box, type Templates and then click Save. 

12. Right-click Templates Management and choose Import Templates from a File. 

13. Scroll down and click Templates.xml. Click Open. 

Leave the Network Policy Server console open for the next exercise. 
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Exercise 10.4 Configuring RADIUS Accounting 
Overview 

Mindset 

Completion time 

Although RADIUS is used for central authentication, it can also be 
used for accounting. In this exercise, you will configure RADIUS 
accounting. 

NPS supports RADIUS accounting, which you can use to track network 
usage for auditing and billing purposes. When configured for 
accounting, NPS can log accounting data to a text log file and/or a SQL 
Server database. 

5 minutes 

1. On LON-DCl, using the Network Policy Server console, on the NPS tree, click Accounting. 

2. In the Accounting section, click Configure Accounting. When the Accounting Configuration 
Wizard starts, click Next. 

3. On the Select Accounting Options page (as shown in Figure 10-3), select Log to a text file on 
the local computer and then click Next. 

Accounting Configurat ion Wizard 

Select Account ing Options 

NPS can log accounting data to a local text file, to a SQL Se1ve1 database, 01 to both. NPS can also log to a 
SQL Se1ve1 database only, and then start logging to a text file if SQL Server logging fails, providing failove1. 

Select one NPS Accounting configuration option, and then click Next: 

@ Log to a SQL Seiver database. 

O Log to a text file on the local computer. 

Q Simultaneously log to a SQL Server database and to a local text file. 

O Log to a SQL Seiver database using text file logging for failove,. 

Previous 11 Next Finish Cancel 

Figure 10-3 
Selecting accounting options 

x 

4. On the Configure Local File Logging page, answer the following question and then click Next. 

Question 
6 

Where are the logs stored? 

5. On the Summary page, take a screen shot of the Summary page by pressing Alt+PrtScr and then 
paste it into your LablO_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 
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6. Click Next. 

7. On the Conclusion page, click Close. 

Leave the Network Policy Server console open for the next exercise. 

Exercise 10.5 
Creating and Configuring Connection 
Request Policies 

Overview In this exercise, you will learn how to use NPS policies, specifically the 
Connection Request Policies. 

Mindset Connection request policies are used to establish sets of connections and 
settings that RADIUS servers perform when authenticating, authorizing, 
and accounting connection requests through the RADIUS clients. 

Completion time 15 minutes 

1. On LON-DCl, in Network Policy Server, in the NPS tree, click Policies (as shown in 
Figure 10-4) . 

• Network Policy Server 

File Action View Help 

9) NPS (Local) 
v Cj RADI US Clients and Servers 

lij RADIUS Clients 

Iii Remote RADIUS Server 
v ~ Policies 

Cj Connection Request Po 

c::I Network Policies 
Accounting 

v Ill Templates Management 
m] Shared Secrets 

< 

ii RADIUS Clients 
ii Remote RADIUS Servers 
Ji] IP Fi lters 

> 

x 

Policies 

Conne ction Re quest Policies 

Connection request policies allow you to designate whether connection requests are processed locally or forwarded to remote RADIUS servers. 

D Configuie Connection Request Policies D Learn more 

Network Policies 

Network policies aDow you to designate who is authorized to connect to the network and the circumstances under which they can or cannot connect. 

D Configure Netw01k Poficies D Learn more 

- e ~ - .- - 9·39 AM •• ') [01 - P_III >' . ' s--i ENG . 0 
•• / r., ;:::] · 1-:u' 5 21 '201~ ----- . 

Figure 10-4 
Managing policies 
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2. Right-click Connection Request Policies and choose New. The New Connection Request Policy 
Wizard starts. 

3. In the Policy name text box, type Connection Request Policy 1. 

4. Under Type of network access server, select Remote Access Server (VPN-Dial up). 

5. Take a screen shot of the New Connection Request Policy window by pressing Alt+PrtScr and 
then paste it into your LablO_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

6. Click Next. 

7. On the Specify Conditions page, click Add. 

8. In the Select condition dialog box, click Tunnel Type and then click Add. 

9. In the Tunnel Type dialog box, click IP Encapsulating Security Payload in the Tunnel-mode 
(ESP), Layer Two Tunneling Protocol (L2TP), and Secure Socket Tunneling Protocol 
(SSTP). Click OK. 

10. Click Add, click Day and Time Restrictions, and then click Add again. 

11. In the Day and time restrictions dialog box, click Monday through Friday, 8 AM to 5 PM, and 
then click Permitted. The permitted days and times should be displayed, as shown in Figure 
10-5. Click OK. 

Day and time restrictions 

g 
12· 2 · 4 · 6 · 8 · 10 · 12 · 2 · 4 · 6 · 8 · 10 · 12 

All 

Sunday 

Monday 111111111 
Tuesday 111111111 

Wednesday 111111111 
Thursday 111111111 

Friday 111111111 
Saturday 

Monday through Friday from 8:00 AM to 5:00 PM 

Figure 10-5 

I OK I 
[ Cancel ] 

I @ Permitted 

I 0Denied 

Restricting access by day and time 

x 

12. Back on the Specify Conditions page, click Next. 

13. On the Specify Connection Request Forwarding page, click Next. 

14. On the Specify Authentication Methods page, click Next. 

15. On the Configure Settings page, click Next. 
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16. On the Completing Connection Request Policy Wizard page, click Finish. When created, the 
Connection Policy is listed in the Network Policies pane. 

17. Click Connection Request Policies node. 

18. Take a screen shot of the Connection Request Policies window by pressing Alt+PrtScr and then 
paste it into your LablO_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

Leave the Network Policy Server console open for the next exercise. 

Exercise 10.6 Creating and Configuring Network Policies 
Overview 

Mindset 

Completion time 

In this exercise, you will continue to create and configure network 
policies. 

Network policies establish sets of conditions, constraints, and settings 
that specify who is authorized to connect to the network and the 
circumstances under which the user can or cannot connect. 

10 minutes 

1. On LON-DCl, using the Network Policy Server, right-click Network Policies and choose New. 
The New Network Policy Wizard opens, as shown in Figure 10-6. 

New Network Pol icy x 

Specify Network Policy Name and Connection Type 

You can specify a name for your network policy and the type of connections to which the policy is applied. 

Policy name: 

Network connection method 
Select the type of network access server that sends the connection request to NPS. You can select either the network access server 
type or Vendor specific, but neither is required. If your network access server is an 802. lX authenticating switch or wireless access point, 
select Unspecified. 

@ Type of network access server: 

I Unspecified 

O Vendor specific: 

1, o : I 

Previous Next Finish Cancel 

Figure 10-6 
Creating a new network policy 
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2. In the Policy name text box, type Network Policy 1. 

3. For the Type of network access server, select Remote Access Server (VPN-Dial up). 
Click Next. 

Question 
8 

What are the three components that make up a NPS network policy? 

4. On the Specify Conditions page, click Add. 

5. In the Select conditions dialog box, click Windows Groups and then click Add. 

6. Click Add Groups. In the Enter the object name to select text box, type domain guests and then 
click OK. Click OK to close the Windows Groups dialog box. Click Next. 

7. On the Specify Access Permission page, answer the following question and then click Next. 

Question 
9 

What is the default access permission? 

8. On the Configure Authentication Methods page, click Next. 

9. On the Configure Constraints page, with Idle Timeout selected, select Disconnect after the 
maximum idle time. Specify 15 minutes and then click Next 

10. On the Configure Settings page, click Next. 

11. On the Completing New Network Policy page, click Finish. 

12. Under policies, click Network Policies. 

13. Take a screen shot of Network Policies window by pressing Alt+PrtScr and then paste it into 
your LablO_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

Close Network Policy Server. 
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Lab Challenge Exporting and Importing the NPS Configuration 
Overview 

Mindset 

Completion time 

In the previous exercise, you created and used NPS templates to help 
configure RADIUS. In this exercise, you will export the configuration 
for the NPS server to an XML file and then import the configuration 
back into the system. 

You can use the netsh command to export the entire NPS 
configuration including RADIUS clients and servers, network 
policy, connection request policy, registry, and logging 
configuration from one NPS server to another NPS server. 

10 minutes 

1. On LON-DCl, right-click the Start button and choose Run. In the Run dialog box, in the Open 
text box, type cmd and then click OK. 

2. In the Administrator: C:\Windows\System32\cmd.exe window, type netsh and press Enter. 

3. At the netsh prompt, execute the nps command. 

4. At the netsh nps prompt, execute the export filename=''C:\Bak.xml'' exportP
SK= YES command. 

Question 
10 

What does the warning indicate? 

5. At the command prompt, execute exit. 

6. To import back in, execute netsh nps import filename=''C:\Bak.xml''. A message appears 
indicating whether the import from the XML file was successful. 

7. Take a screen shot of the Command Prompt window by pressing Alt+PrtScr and then paste it 
into your LablO_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

8. When the import is complete, close the the Administrator: C:\Windows\System32\cmd.exe 
window and then close the Network Policy console. 

End of lab. 
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THIS LAB CONTAINS THE FOLLOWING EXERCISES AND ACTIVITIES: 
------------------------------
Exercise 11.1 Installing DFS 

Exercise 11.2 Configuring DFS Namespace and Replication 

Exercise 11.3 Installing and Configuring BranchCache on a File Server 

Lab Challenge Configuring Print Services 

BEFORE YOU BEGIN 

The lab environment consists of student workstations connected to a local area network, along with a 
server that functions as the domain controller for a domain called adatum.com. The computers 
required for this lab are listed in Table 11-1. 
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Table 11-1 
Computers required for Lab 11 

Computer Operating System Computer Name 

Server (VM 1 ) Windows Server 2016 LON-DC1 

Server (VM 2) Windows Server 2016 LON-SVR1 

Server (VM 3) Windows Server 2016 LON-SVR2 

In addition to the computers, you will also require the software listed in Table 11-2 to com
plete Lab 11. 

Table 11-2 
Software required for Lab 11 

Software Location 

Lab 11 student worksheet Lab11 _worksheet.docx (provided by instructor) 

Working with Lab Worksheets 

Each lab in this manual requires that you answer questions, shoot screen shots, and perform other 
activities that you will document in a worksheet named for the lab, such as Lab 11_ worksheet.docx. 
You will find these worksheets on the book companion site. It is recommended that you use a USB 
flash drive to store your worksheets, so you can submit them to your instructor for review. As you 
perform the exercises in each lab, open the appropriate worksheet file using Word, fill in the required 
information, and then save the file to your flash drive. 

SCENARIO 

After completing this lab, you will be able to: 

Install DFS 

• Configure DFS Namespace and Replication 

• Install and configure BranchCache on a file server 

• Configure Print Services 

Estimated lab time: 150 minutes 
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Overview 

Mindset 

Completion time 

In this exercise, you will install DFS (namespace and replication) on 
LON-SVRl and LON-SVR2. In the following exercises, you will 
configure DFS. 

Distributed File System improves on the use of the shared folders by 
enabling you to organize your shared folders and enabling you to 
distribute shares on multiple servers. 

20 minutes 

1. Log on to the LON-SVRl server as adatum\administrator with the password Pa$$w0rd. 

2. In Server Manager, click Manage > Add Roles and Features. The Add Roles and Feature 
Wizard opens. 

3. On the Before you begin page, click Next. 

4. Select Role-based or feature-based installation and then click Next. 

5. When you are prompted to select a server, click Next. 

6. Scroll down and expand File and Storage Services and then expand File and iSCSI Services. 
Select File Server, DFS Namespace and DFS Replication. When you are prompted to add 
features to DFS Namespace, click Add Features. 

7. When you are back on the Select server roles page, click Next. 

8. On the Select features page, click Next. 

9. On the Confirm installation selections, click Install. 

10. When the installation was complete, take a screen shot of the Installation progress page by 
pressing Alt+PrtScr and then paste it into your Lab 11_ worksheet file in the page provided by 
pressing Ctrl+ V. 

[copy screen shot over this text] 

11. Click Close. 

12. Repeat the process to install File Server, DFS Namespace, and DFS replication on LON-SVR2. 

Remain logged on to LON-SVRl for the next exercise. 
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Exercise 11.2 Configuring DFS Namespace and Replication 
Overview 

Mindset 

Completion time 

In this exercise, you will be creating several shared folders and you 
will be linking them together with DFS Namespace. 

Distributed File System (DFS) is a set of technologies that enables a 
Windows server to organize multiple distributed SMB file shares into a 
distributed file system. Although the shares can be on different servers, 
the location is transparent to the users. Finally, DFS can provide 
redundancy to improve data availability while minimizing the amount 
of traffic passing over the WAN links. 

35 minutes 

1. On LON-SVRl, open Windows Explorer and create C:\Sharel and C:\Share2 folders. 

2. Right-click Sharel and choose Properties. The Properties dialog box opens. 

3. Click the Sharing tab and then click Advanced Sharing. 

4. Click Share this folder. 

5. Click Permissions. Click Allow Full Control for Everyone. Click OK to close the Permissions 
dialog box. 

Question 
1 

Since we are allowing everyone full control, how do you make sure 
that the shared files are secure? 

6. Click OK to close Advanced Sharing dialog box and then click Close to close the Sharel 
Properties dialog box. 

7. On LON-SVRl, repeat the process to share Share2. 

8. On LON-SVR2, open Windows Explorer and create C:\Sharel folder. 

9. Similar to what was done on LON-SVRl, share the Sharel on LON-SVR2. 

10. On LON-SVRl, in Server Manager, click Tools> DFS Management to open the DFS 
Management console, as shown in Figure 11-1. 
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' DFS Manage ment 

Getting Started 

~ Use this snap-in to create and manage Distributed File System (DFSJ namespaces and replication groups. 

DFS Management Tasks 

Publish Data to Multiple SeNers 

Create a namespace to make shared folders located on multiple servers appear as a single tree of folders. To 
increase redundancy of the folders or make them available to users in remote locations, use DFS Replication to 
keep the content synchronized on multiple servers. 

Collect Data for Backup Purposes 

Use DFS Replication to replicate data from a server in a branch office to a server in a hub office or data center 
for backup purposes. You can optionally publish the content in a names pace to ensure that branch clients 
always connect to the branch server or fail over to a hub server if the branch server is unavailable. 

Manage Namespaces and Replication Groups 

Manage e~isting namespaces and replication groups by adding them to the console display. 

i::a Add namespace to display ... 

IIJ Add replication group to display ... 

I Illustration of a Namespace 

111 , , • r ,., 1 • , • ,-.. -

Actions 

DFS Management 

'i!it - New Namespace ... 

ijfi New Replication Group ... 

~ b Add Namespaces to Di ... 

~I! Add Repl ication Group ... 

View ~ 

New Window from Here 

6 Help 

- R Cf!.. 1 04 Pl\11 
r., L=:J Iii ~ ENG 64/2017 0 

Figure 11-1 
Opening DFS Management console 

11. In the left-pane, right-click Namespaces and choose New Namespace. The New Namespace 
Wizard starts. 

12. On the Namespace Server page, in the Server text box, type LON-SVRl. Click Next. 

13. On the Namespace Name and Settings page, type Shares. 

14. Click Edit Settings. 

Question 
2 

What is the default location for the shares folder? 

15. Click All users have read and write permissions. Click OK to close the edit Settings 

16. On the Namespace Name and Settings page, click Next. 

17. On the Namespace Type page, with Domain-based namespace and Windows Server 2008 mode 
already selected, answer the following questions. Click Next. 
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3 

What is the name of the domain-based namespace? 
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4 
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What are the advantages of Windows Server 2008 mode? 

18. On the Review Settings and Create N amespace page, click Create. 

19. When the installation is complete, click Close. 

20. Click the Namespaces node. Then take a screen shot of the DFS Management console showing 
the newly created namespace by pressing Alt+PrtScr and then paste it into your Labl l_work
sheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

21. On the DFS Management console, in the left pane, expand the Namespaces node and click\\ 
Adatum.com\Shares. 

22. Click Action> New Folder. The New Folder dialog box opens. 

23. In the Name text box, type LON SERVERS SHARE. 

24. To specify the shared folder, click Add. 

25. In the Add Folder Target dialog box, in the Path to folder target text box, type \\LON-SVRl\ 
Sharel. Click OK to close the Add Folder Target dialog box. 

26. Click Add again. 

27. In the Add Folder Target dialog box, in the Path to folder target text box, type \\LON-SVR2\ 
Sharel. Click OK to close the Add Folder Target dialog box. 

28. Click OK to close the New Folder dialog box. 

29. When you are prompted to confirm that you want to create a replication group, click Yes. The 
Replicate Folder Wizard opens. 

30. On the Replication Group and Replicated Folder Name page, click Next. 

31. On the Replication Eligibility page, click Next. 

32. On the Primary Member page, for the Primary member, select LON-SVRl and then click Next. 

33. On the Topology Selection, Full mesh is already selected, Click Next. 

34. On the Replication Group Schedule and Bandwidth page, click Next. 

35. On the Review Settings and Create Replication Group page, click Create. 

36. When the replication group is created, take a screen shot of the Confirmation page by pressing 
Alt+ PrtScr and then paste it into your Lab 11_ worksheet file in the page provided by press
ing Ctrl+V. 
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[copy screen shot over this text] 

37. Click Close. 

38. On the Replication Delay dialog box, click OK. 

39. Open the \\LON-SVRl\Sharel folder. 

40. Right-click the white area of the Share 1 window and choose New > Text Document. 
Press Enter. 

41. Open the \\LON-SVR2\Sharel folder. 

Question 
5 

Which document is in the \\LON-SVR2\Share1 folder? 

42. To see the DFS namespace, open the \\Adatum.com\Shares\LON SERVERS SHARE folder. 

Question 
6 

Which document is in the \\Adatum.com\Shares 
LONSERVERS SHARE folder? 

Close all windows on LON-SVRl, but remain logged on for the next exercise. 

Exercise 11.3 
Overview 

Mindset 

Completion time 

Installing and Configuring BranchCache 
on a File Server 
In this exercise, you will install and configure BranchCache so that it 
can be used with file shares. 

Branch Cache allows for WAN acceleration functionality by using 
multiple systems to create a cache infrastructure, which is used to 
increase performance of web sites and shared folders. 

40 minutes 

1. On LON-SVRl, in Server Manager, click Manage>Add Roles and Features. The Add Roles 
and Features Wizard opens. 

2. Click Next. 

3. On the Select Installation Type page, ensure that Role-based or feature-based installation is 
selected and then click Next. 

4. On the Select destination server page, click LON-SVRl.adatum.com and then click Next. 

5. On the Select server roles page, under Roles, expand File and Storage Services and then expand 
File and iSCSI Services. Click to select BranchCache for Network Files and then click Next. 

6. On the Select features page, select BranchCache and then click Next. 

7. On the Confirm installation selections page, click Install. 
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8. When installation is complete, take a screen shot by pressing Alt+ PrtScr and then paste it into 
your Labll_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

9. Click Close. 

10. On LON-DCl, log on using the adatum\administrator account and the Pa$$w0rd password. 

11. On LON-DCl, in Server Manager, click Tools >Active Directory Users and Computers. 

12. In the Active Directory Users and Computers console, right-click Adatum.com and choose 
New>Organizational Unit. 

13. In the New Object - Organization Unit dialog box, in the Name text box, type Servers and 
then click OK. 

14. Close Active Directory Users and Computers. 

15. On LON-DCl, using Server Manager, click Tools> Group Policy Management. The Group 
Policy Management console opens. 

16. Expand Forest: Adatum.com > Domains > Adatum.com, as shown in Figure 11-2. 

,- Group Policy Management 

Ji File Action View Window Help 

+•lt:i ,1 !9sl 6 im 
Group Policy Management 

v ~ Forest: A.datum.com 
v Domains 

v If.; A.datum.com 
~ Default Domain Policy 

DirectAccen Client Settings 
DirectAccen Serwr Settings 

> .;__. Development 
> :11 Domain Controllers 
> .;_, IT 
> Managers 
> ~ Marlceting 
> Research 
) .;.J Sa les 
> Group Policy Objects 
> ur WMI Filters 
) ~ Starter GPOs 

> 4! Sites 
Group Policy Modeling 

L..!. Group Policy Results 

Figure 11-2 

Forest Adatum.com 
Contents 
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:f!Sles 
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Group Policy Management console 
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17. Right-click the Servers OU and choose Create a GPO in this domain, and Link it here. 

18. In the New GPO dialog box, in the Name text box, type BranchCache for Servers. 

19. Click OK to close the New GPO dialog box. 

20. Expand the Servers OU and then right-click the BranchCache for Servers GPO and 
choose Edit. 

21. In the Group Policy Management Editor window, expand the following path: Computer 
Configuration> Policies> Administrative Templates> Network. Under Network, click 
Lanman Server (see Figure 11-3). 

~ Group Policy Management Editor 
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Cj Offline Files 

> Cj QoS Packet Scheduler 
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Figure 11-3 
The Lanman Server node in a GPO 

Question 
7 

What must all servers in a BranchCache infrastructure have? 

> 

' 

22. Double-click Hash Publication for BranchCache. The Hash Publication for BranchCache 
dialog box opens. 

23. In the Hash Publication for Branch Cache dialog box, click Enabled. In the Options section, 
Allow hash publication for all shared folders is already selected. 
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24. Take a screen shot of the Hash Publication for BranchCache dialog box by pressing Alt+PrtScr 
and then paste it into your Lab 11_ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

25. Click OK to close the Hash Publication for BranchCache dialog box. 

26. Close Group Policy Management Editor. 

27. On LON-SVRl, open File Explorer by clicking the File Explorer icon on the taskbar. 

28. Expand This PC, then right-click Local Disk (C:), and choose New> Folder. Name the folder 
SharedFolder and then press Enter. 

29. Right-click the C:\SharedFolder and choose Properties. 

30. Click the Sharing tab. 

31. Click Advanced Sharing. 

32. Click Share this folder and then click OK to close the Advanced Sharing dialog box. 

33. Click Close to close the SharedFolder Properties dialog box. 

34. Close File Explorer. 

35. On LON-SVRl, in Server Manager, click Tools>Computer Management. 

36. In the Computer Management console, under System Tools, expand Shared Folders and then 
click Shares. 

37. In the Details pane, right-click SharedFolder and choose Properties. The share's Properties 
dialog box opens. 

38. In the Properties dialog box, on the General tab, click Offline Settings. The Offline Settings 
dialog box opens. 

39. Ensure that Only the files and programs that users specify are available offline is selected 
and then click to select Enable BranchCache. 

40. Take a screen shot of the Offline Settings dialog box by pressing Alt+PrtScr and then paste it 
into your Lab 11_ worksheet file in the page provided by pressing Ctrl+ V. 

155 



[copy screen shot over this text] 

41. Click OK twice. 

42. Close Computer Management. 

43. On LON-DCl, using Group Policy Management, expand Group Policy Objects and then 
right-click BranchCache for Servers and choose Edit. 

44. In the Group Policy Management Editor window, navigate to the Computer Configuration > 
Policies > Administrative Templates > Network node and then click BranchCache. 

45. Double-click Set BranchCache Distributed Cache mode. 

46. In the Set BranchCache Distributed Cache mode dialog box, click Enabled. 

47. Click OK to close the Set BranchCache Distributed Cache mode. 

48. Take a screen shot of the Group Policy Management Editor window by pressing Alt+PrtScr and 
then paste it into your Labl l_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

49. Close Group Policy Management Editor. 

50. Close Group Policy Management. 

The final step would be to move LON-SVR1 to the Servers OU. 

Remain logged on to LON-SVRl for the next exercise. 
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Lab Challenge Configuring Print Services 
Overview 

Mindset 

Completion time 

In this exercise, you will install the Print Services role and then install 
and manage a printer on a Windows server. 

A basic service needed by most enterprise organizations is network 
printing. When you print a document, the client computer will submit 
print jobs to the print server for delivery to a printer that is connected to 
the network. In many organizations, a larger network printer will be 
available that can be used by multiple users. 

30 minutes 

1. On LON-SVRl, in Server Manager, click Manage> Add Roles and Features. The Add Roles 
and Features Wizard opens. 

2. In the Add Roles and Features Wizard, click Next. 

3. On the Installation type page, cick Next. 

4. On the Server Selection page, choose your domain controller from the Server Pool and then 
click Next. 

5. On the Select server roles page, select Print and Document Services. When you are prompted 
to confirm that you want to add features, click Add Features. 

6. Back on the Select server roles page, click Next. 

7. On the Select features page, click Next. 

8. On the Print and Document Services page, click Next. 

9. On the Select role services page, Print Server is already selected. Click Next. 

10. On the Confirm installation selections page, click Install. 

11. When the installation is complete, take a screen shot of the Installation progress page by pressing 
Alt+PrtScr and then paste it into your Lab 11_ worksheet file in the page provided by press-
ing Ctrl+V. 

[copy screen shot over this text] 

12. Click Close. 

13. In Server Manager, click Tools > Print Management. 

14. Expand the Print Servers node and then click LON-SVRl (local). 

15. Right-click LON-SVRl (local) and choose Add Printer. 
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16. On the Printer Installation folder, select Add a new printer using an existing port and LPTl: 
(Printer Port). Click Next. 

17. On the Printer Driver page, Install a new driver is already selected. Click Next. 

18. On the Printer Installation page, for the Manufacturer selection, click HP; for the Printer selec
tion, click HP Color LaserJet 2500 PCL6 Class Driver. Click Next. 

19. On the Printer Name and Sharing Settings page, answer the following question and then 
click Next. 

Question 
8 

What is the Share Name? 

20. On the Printer Found page, click Next. 

21. When the printer is installed, click Finish. 

22. Using Printer Manager, under LON-SVRl (local), click the Printers node. 

23. Take a screen shot of the Printers window by pressing Alt+PrtScr and then paste it into your 
Labl l_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

24. Right-click the HP Color LaserJet 2500 PCL 6 Class Driver printer and choose Properties. 

25. Click the Sharing tab. Notice the Share name. 

26. For the printer to be listed in Active Directory, click to select List in the directory. 

27. Click the Ports tab. Notice the port that is assigned. 

28. Click the Security tab. 

Question 
9 

Who is allowed to print to this printer? 

29. Click the Administrators group. 

Question 
10 

Which permissions are assigned to adminsitrator? 

30. Click Everyone again. 

31. Select the Allow Manage documents permission. 

32. Click OK to close the HP Color LaserJet 2500 PCL Class Driver Properties dialog box. 

End of lab. 
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THIS LAB CONTAINS THE FOLLOWING EXERCISES AND ACTIVITIES: 
------------------------------

Exercise 1.1 Installing a New Forest 

Exercise 1.2 Demoting a Domain Controller 

Exercise 1.3 Adding a Domain Controller to an Existing Domain 

Exercise 1.4 Moving Operations Masters 

Lab Challenge Seizing Operations Masters 

BEFORE YOU BEGIN 

The lab environment consists of student workstations connected to a local area network, along with a 
server that functions as the domain controller for a domain called adatum.com. The computers 
required for this lab are listed in Table 1-1. 
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Table 1-1 
Computers required for Lab 1 

Computer Operating System Computer Name 

Server (VM 1 ) Windows Server 2016 LON-DC1 

Server (VM 2) Windows Server 2016 TOR-DC1 

In addition to the computers, you will also require the software listed in Table 1-2 to complete Lab 1. 

Table 1-2 
Software required for Lab 1 

Software Location 

Lab 1 student worksheet Lab01 _worksheet.docx (provided by instructor) 

Working with Lab Worksheets 

Each lab in this manual requires that you answer questions, shoot screen shots, and perform other 
activities that you will document in a worksheet named for the lab, such as LabOl_worksheet.docx. 
You will find these worksheets on the book companion site. It is recommended that you use a USB 
flash drive to store your worksheets, so you can submit them to your instructor for review. As you 
perform the exercises in each lab, open the appropriate worksheet file using Word, fill in the required 
information, and then save the file to your flash drive. 

SCENARIO 

After completing this lab, you will be able to: 

• Install a new forest 

• Demote a domain controller 

• Add a domain controller to an existing domain 

Move operations masters 

Seize operations masters 

Estimated lab time: 115 minutes 
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Overview 

Mindset 

Completion time 

In this exercise, you will use the TOR-DCl server to create a 
new forest. 

A forest is a collection of domain tree(s) that shares a common AD 
DS. To create a new fore st or a new domain, or to add a new domain 
controller to an existing domain, you must install the Active Directory 
Domain Services role on a Windows Server 2016 computer, and then 
run the Active Directory Domain Services Configuration Wizard. 

30 minutes 

1. Log on to TOR-DCl as adatum\administrator with the password of Pa$$w0rd. 

2. On TOR-DCl, right-click the Start button and choose System. 

3. On the Control Panel System page, in the Computer name, domain, and workgroup settings 
section, click Change settings. 

4. In the System Properties dialog box, click Change. 

5. In the Computer Name/Domain Changes dialog, click Workgroup and then type Workgroup in 
the text box. Click OK. 

6. When you are prompted to confirm that you want to continue, click OK. 

7. When a welcome to the WORKGROUP workgroup message appears, click OK. 

8. Click OK to restart the computer. 

9. Click Close to close the System Properties dialog box. 

10. When a message indicates you must restart your computer to apply these changes, click 
Restart Now. 

11. Log on to TOR-DCl as local administrator with the password of Pa$$w0rd. 

12. Click Start, then click the Server Manager tile. In Server Manager, click Manage > Add Roles 
and Features. 

13. In the Add Roles and Features Wizard, click Next. 

14. On the Select installation type page, click Next. 

15. On the Select destination server page, click Next. 
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16. On the Select server roles, click Active Directory Domain Services. When you are prompted to 
confirm that you want to add some features, click Add Features. 

17. Back on the Select server roles page, click Next. 

18. On the Select features page, click Next. 

19. On the Active Directory Domain Services page, click Next. 

20. On the Confirm installation selections page, click Install. 

21. When Active Directory Domain Services is installed, click Close. 

22. On Server Manager, click the yellow triangle with the black exclamation point and then click 
Promote this server to a domain controller. 

23. In the Active Directory Domain Services Configuration Wizard, on the Deployment 
Configuration, click Add a New Forest. 

24. In the Root domain name text box, type contoso.com, as shown in Figure 1-1. Click Next. 

-~ Active Directory Domain Services Config uration Wizard D X 

Deployment Configuration 

Deployment Configuration 

Domain Controller Options 

[ . -
Ad't·r;I o 

"atr 

Re e ptioru. 

Figure 1-1 

Select the deployment operation 

O Add a domain controller to an existing domain 

O Add a new domain to an existing forest 

® Add a new forest 

Spec.ify the domain information for this operation 

Root domain name: lcontoso.com 

More about deployment configurations 

I < Previous i I Next > 

Creating a new forest 

TARGET SERVER 
TOR·DC1 

Install l I Cancel 

25. On the Domain Controllers Options page, type Pa$$w0rd in the Password text box and the 
Confirm password text box. Click Next. 

26. On the DNS Options page, answer the following question and then click Next. 

Question 
1 

What is the message displayed in the warning? 
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27. On the Additional Options page, after CONTOSO appears in the NetBIOS domain name text 
box, click Next. 

28. On the Paths page, click Next. 

29. On the Review Options page, answer the following question and then click Next. 

Question 
2 

Which additional options will be installed? 

30. On the Prerequisites Check page, click Install. 

31. On TOR-DCl, when Windows reboots, log on as contoso\administrator with the password 
of Pa$$w0rd. 

32. Open Server Manager and then click Tools> Active Directory Users and Computers. If a 
dialog box displays, indicating that the Naming information cannot be located, you may need to 
close the dialog box, close Active Directory Users and Computers, and try again in about 10 
minutes so that DNS can create the DNS Application Directory Partition for the 
DomainD NSZones.contoso.com domain. 

33. Expand the contoso.com node and then click the Domain Controllers node. 

34. Take a screen shot of Active Directory Users and Computers showing the coontoso.com domain 
controllers by pressing Alt+PrtScr and then paste it into your LabOl_worksheet file in the page 
provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

35. Close Active Directory Users and Computers. 

Leave all windows open for the next exercise. 

Exercise 1.2 
Overview 

Mindset 

Completion time 

Demoting a Domain Controller 
In this exercise, you will first create a new server. You will then install 
and configure Windows Deployment Services, so that you can 
quickly install Windows servers in the future. 

To remove a domain controller from an AD DS installation, you must 
begin by running the Remove Roles and Features Wizard, as shown 
in the fallowing procedure. 

30 minutes 

1. On TOR-DCl, using Server Manager, click Manage > Remove Roles and Features. 

2. In the Remove Roles and Features wizard, click Next. 

3. On the Server destination server page, click Next. 
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4. On the Remove server roles, deselect Active Directory Domain Services.When a message 
displays, indicating that you have to remove features, click Remove Features. 

5. In the Validation Results dialog box (as shown in Figure 1-2), click Demote this domain 
controller. 

~ Remove Roles and Features Wizard x 

O Val.idation Results 

The validation process found problems on the server from which you want to remove features. 
The selected features cannot be removed from the selected server. Click OK to select different 
features. 

Validation 
Results 

80 

Server 

TOR-DC1 .contoso.com 

The Active Directory domain controller needs to be demoted before the AD OS role can 
be removed. 

Demote this domain controller 

OK 

Figure 1-2 
Demoting a domain controller 

6. On the Credentials page, click to select Force the removal of this domain controller and then 
click Next. 

7. When a message indicates that the current roles include Domain Name System (DNS) Server and 
Global Catalogs, click to select the Proceed with removal and then click Next. 

8. On the New Administrator Password page, for the Password text box and the Confirm password 
text boxe, type Pa$$w0rd and click Next. 

9. On the Review options page, click Demote. Windows will reboot when done. 

10. On TOR-DCl, log on as adminstrator with the password of Pa$$w0rd. 

11. Right-click the network status icon on the taskbar and choose Open Network and 
Sharing Center. 

12. In the Network and Sharing Center window, click Ethernet. 

13. In the Ethernet Status dialog box, click Properties. 

14. In the Ethernet Properties dialog box, double-click Internet Protocol Version 4 (TCP/1Pv4). 
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Question 
3 

Which DNS server is configured for TOR-DC1 

15. Change the Preferred DNS Server to 172.16.0.10 and then click OK. 

16. Close the Ethernet Properties dialog box by clicking OK. 

17. Close the Ethernet Status dialog box by clicking Close. 

18. Close the Network and Sharing Center. 

19. Right-click the Start button and choose System. 

20. On the Control Panel System page, in the Computer name, domain, and workgroup settings 
section, click Change settings. 

21. In the System Properties dialog box, click Change. 

22. In the Computer Name/Domain Changes dialog box, click Domain and then type adatum.com 
in the text box. Click OK. 

23. In the Windows Security dialog box, log on as administrator with the password of Pa$$w0rd 
and then click OK. 

24. When a welcome to the adatum.com domain message appears, take a screen shot by pressing 
Alt+PrtScr and then paste it into your LabOl_worksheet file in the page provided by press
ing Ctrl+V. 

[copy screen shot over this text] 

25. Click OK. 

26. Click OK to restart the computer. 

27. Click Close on the System Properties dialog box. 

28. When a message indicates that you must restart your computer to apply these changes, click 
Restart Now. 
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Exercise 1.3 
Overview 

Mindset 

Completion time 

Enterprise Network Management 

Adding a Domain Controller to an Existing 
Domain 
In this exercise, you will use the TOR-DCl server to create a second 
domain controller for the adatum.com domain. 

Every Active Directory domain should have a minimum of two 
domain controllers. To install a second domain controller, the server 
should be pointing to a DNS server for the domain that you just 
installed. In addition, it is best that the server is joined to the domain. 

20 minutes 

1. Log on to TOR-DCl as adatum\administrator with the password of Pa$$w0rd. 

2. On Server Manager, click the yellow triangle with the black exclamation point and then click 
Promote this server to a domain controller. 

3. In the Active Directory Domain Services Configuration Wizard, on the Deployment 
Configuration, with Add a domain controller to an existing domain already selected, click Next. 

Question 
4 

Which site name is assigned to the domain controller? 

4. On the Domain Controller Options, page, in the Password text box and the Confirm password 
text box, type Pa$$w0rd. Click Next. 

5. On the DNS Options page, click Next. 

6. On the Additional Options page, answer the following questions and then click Next. 

Question 
5 

Which option should be selected when the server is not connected 
to the network and other domain controllers? 

7. On the Paths page, click Next. 

8. On the Review Options page, take a screen shot by pressing Alt+PrtScr and then paste it into 
your LabOl_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

9. On the Review Options page, click Next. 

10. After the prerequisite check, click Install. After the DC promotion, the system reboots. 

11. On TOR-DCl, when Windows reboots, log on as adatum\administrator with the password 
of Pa$$w0rd. 

12. In Server Manager, click Tools > Active Directory Users and Computers. 
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13. Expand the adatum.com node and then click the Domain Controllers node. 

14. Take a screen shot of Active Directory Users and Computers showing the coontoso.com domain 
controllers by pressing Alt+PrtScr and then paste it into your LabOl_worksheet file in the page 
provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

15. Close Active Directory Users and Computers. 

16. In Server Manager, click Tools > Active Directory Sites and Services. 

17. In Active Directory Sites and Services, expand the Default-First-Site-Name> Servers> 
TOR-DCl. Right-click NTDS Settings and choose Properties. 

Question 
6 

Is the Global Catalog option checked or unchecked? 

18. Close NTDS Settings Properties by clicking OK. 

19. Close Active Directory Sites and Services. 

Leave all windows open for the next exercise. 

Exercise 1.4 
Overview 

Mindset 

Completion time 

Moving Operations Masters 
In this exercise, you will transfer the Operations Masters to another 
domain controller. 

If you know that you will be performing maintenance, which will cause 
the operations masters to be unavailable, you should move the 
operations masters to other domain controllers that will be available 
during the maintenance period. While the operations masters are not 
available, users may have trouble with recently changed passwords. In 
addition, you will not be able to perform certain tasks, such as create 
new domains, perform time synchronization, and other functions that 
require the operations masters. 

25 minutes 

1. Log on to TOR-DCl as adatum\administrator with the password of Pa$$w0rd. The Server 
Manager console opens. 

2. In Server Manager, click Tools > Active Users and Computers. The Active Directory Users and 
Computers console opens. 

3. Right-click Adatum.com and choose Change Domain Controller. Click TOR-DCl.Adatum. 
com and then click OK. 

4. Right-click Adatum.com and choose Operations Masters. 
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5. To change the RID from Lon-DCl.Adatum.com to TOR-DCl.Adatum.com, click Change on the 
RID tab, as shown in Figure 1-3. When you are prompted to confirm this action, click Yes. When 
the Operations Master role is transferred, click OK. 

Operations Masters ? x 

RID PDC Infrastructure 

The operations master manages the allocation of RID pools to other D amain 
Controllers. 0 nly one server in the domain performs this role. 

Operations master: 

I LON-DCl .Adatum.com I 
To transfer the operations master role to the following I I Change ... computer, click Change. 

I TOR-DCl .Adatum.com I 

I Close I Cancel 

Figure 1-3 
Transferring the RID Operations Master role 

6. Click the PDC tab. Transfer the PDC Emulator to TOR-DC 1. 

Question 
7 

Which Operations Master acts as the master time server and is 
considered authorative for account passwords? 

7. Click the Infrastructure tab. Transfer the Infrastructure to TOR-DC 1. 

8. Close the Operations Masters dialog box. 

9. Close the Active Directory Users and Computers console. 

10. In Server Manager, click Tools > Active Directory Domains and Trusts. The Active Domains 
and Trusts console opens. 

11. Right-click Active Directory Domains and Trusts and choose Change Active Directory 
Domain Controller. Click TOR-DCl.Adatum.com. Click OK. 

12. Right-click Active Directory Domains and Trusts and choose Operations Master. The 
Operations Master dialog box showing current Domain Naming Operations Master opens. 

13. To change the Operations Master, click Change. When you are prompted to confirm this action, 
click Yes. When the transfer is successful, click OK. 
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14. Take a screen shot of Active Directory Domains and Trusts by pressing Alt+PrtScr and then 
paste it into your LabOl_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

15. Click Close to close the Operations Master dialog box. 

16. Close the Active Directory Domains and Trusts console. 

17. Right-click the Start button and choose Run. In the Run dialog box, in the Open text box, type 
cmd and then click OK. 

18. At the command prompt, execute the following command so that you can use the Schema 
Management console. 

Regsvr32 schmmgmt.dll 

19. When the schmmgmt.dll is registered, click OK. 

20. At the command prompt, execute the mmc command. The MMC console opens. 

21. Click File > Add/Remove Snap-in. The Add or Remove Snap-ins dialog box opens. 

22. Select Active Directory Schema and then click Add. Click OK to close the Add/Remove 
Snap-ins dialog box. 

23. Right-click Active Directory Schema and choose Connect to Schema Operations Master. 

24. Right-click Active Directory Schema and choose Change Active Directory Domain 
Controller. Click TOR-DCl.Adatum.com and then click OK. When a warning dis
plays, click OK. 

25. Right-click Active Directory Schema and choose Operations Master. The Change Schema 
Master dialog box opens. 

26. To change the Schema Master to TOR-DC 1, click Change. When you are prompted to confirm 
this action, click Yes. When the Operations Master is transferred, click OK. 

27. Take a screen shot of the Change Schema Master dialog box by pressing Alt+PrtScr and then 
paste it into your LabOl_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

28. Click Close to close the Change Schema Master dialog box. 

29. Close the MMC console. When you are prompted to save the console, click No. 

Leave the Command Prompt window open for the next exercise. 
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Lab Challenge Seizing Operations Masters 
Overview In this lab challenge, instead of transf ering the Operations Master, you 

will seize the Operations Masters and move them to another domain 
controller. 

Mindset It is always preferable to transfer roles instead of seizing roles. 
Transferring roles is done when the current operations masters are 
available. Seizing a role is done when the operations masters are 
unavailable for a lengthy period of time. 

Completion time 10 minutes 

1. Log on to LON-DCl as adatum\administrator with the password of Pa$$w0rd. 

2. From the command prompt, execute the ntdsutil command. 

3. At the ntdsutil prompt, execute the roles command. 

4. At the fsmo maintenance prompt, execute the connections command. 

5. At the server connections prompt, execute the following command: 

connect to server lon-dcl 

6. At the server connections prompt, execute the quit command. 

7. To see the available options, press the? key and then press Enter, as shown in Figure 1-4. 

ii Administrator: C:\Windows\system32\cmd.exe - ntdsuti l 

Figure 1-4 
Using ntdsutil 

D X 
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8. To seize the roles, at the fsmo maintenance prompt, type the following commands, clicking Yes 
each time you're prompted to confirm: 

seize schema master 

seize naming master 

seize RID master 

seize infrastructure master 

seize PDC 

If an ''Are you sure?'' dialog box appears, click Yes to continue. 

9. Take a screen shot of the MMC by pressing Alt+PrtScr and then paste it into your LabOl_work
sheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

10. At the fsmo maintenance prompt, execute the quit command. 

End of lab. 
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THIS LAB CONTAINS THE FOLLOWING EXERCISES AND ACTIVITIES: 
------------------------------
Exercise 2.1 Creating a Single User in Active Directory User and Computers 

Exercise 2.2 Creating and Using User Templates 

Exercise 2.3 Creating Computer Objects 

Exercise 2.4 Using Active Directory Administrative Center 

Exercise 2.5 Configuring User Rights 

Lab Challenge Creating Users with Windows PowerShell 

Lab Challenge Creating Multiple Users Using LDIFDE 

BEFORE YOU BEGIN 

The lab environment consists of student workstations connected to a local area network, along with a 
server that functions as the domain controller for a domain called adatum.com. The computers 
required for this lab are listed in Table 2-1. 
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Table 2-1 
Computers required for Lab 2 

Computer Operating System Computer Name 

Server (VM 1 ) Windows Server 2016 LON-DC1 

In addition to the computers, you will also require the software listed in Table 2-2 to complete Lab 2. 

Table 2-2 
Software required for Lab 2 

Software Location 

Lab 2 student worksheet Lab02_worksheet.docx (provided by instructor) 

Working with Lab Worksheets 

Each lab in this manual requires that you answer questions, shoot screen shots, and perform other 
activities that you will document in a worksheet named for the lab, such as Lab02_ worksheet.docx. 
You will find these worksheets on the book companion site. It is recommended that you use a USB 
flash drive to store your worksheets, so you can submit them to your instructor for review. As you 
perform the exercises in each lab, open the appropriate worksheet file using Word, fill in the required 
information, and then save the file to your flash drive. 

SCENARIO 

After completing this lab, you will be able to: 

Create a single user in Active Directory 

• Create and use user templates 

• Create computer objects 

• Use Active Directory Administrative Center 

Configure user rights 

Create users with Windows PowerShell 

Create multiple users using LOI FOE 

Estimated lab time: 120 minutes 
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Exercise 2.1 
Overview 

Mindset 

Completion time 

Creating a Single User in Active Directory User and 
Computers 
In this exercise, you will use the Active Directory Users and Computers 
console to create and manage a domain user account. 

A user account is used by Windows to determine which changes can be 
made on the computer, which files and folders you have access to, and which 
user preferences you might have ( such as your choice of desktop wallpaper, 
color schemes, drive mappings, and/or screen savers). There are standard 
accounts used to perform daily tasks on the computer that are limited in what 
they can do as well as administrative accounts that provide full control over 
the computer. 

20 minutes 

1. On LON-DCl, log on to adatum\administrator with the password of Pa$$w0rd. Server 
Manager opens. 

2. In Server Manager, click Tools > Active Directory Users and Computers. 

3. In the Active Directory Users and Computers console, expand the A datum.com node and then 
click the Sales organizational unit, as shown in Figure 2-1. 

3 Active Directory Users and Computers X 

File Action View Help 

8 Active Directory Users and Com Name Type Description 
> LI Saved Queries tAbbie Parsons User 
v ~ Adatum.com 

!Adeline Snyder User 
> L] Builtin 

tAgrisAuzins User > Cl Computers 
!Alfie Power User > ~ Development 
tAllanVoo User > ~ Domain Controllers 

) L] ForeignSecurityPrincipal: !Amelie Garner User 

> [ii IT tAndrejs Rozitis User 

> L] Managed Service Accout ! Angelica Gardner User 

> Iii Managers t Bradford Perea I User 

> ~ Marketing i Brigita Krastina User 

) ~ Research t Carmella Church User 

~ Sales i Deana Frank User 

> L] Users t Demetrius Trudeau User 

i Dita Balode User 

! Dixie Ferrell User 

t Dora Martinez User 

i Ellen Holloway User 

t Erin Bull User 

! Ethan Baxter User 

t Evan Norman User 

i Fay Gibbs User 

t Felec ia Carr User 

! Frank Ellenbroek User 

t Franklin Steadman User 

! Grigorijs Kaneps User 

tHai Chu User 

i Jackie Walsh User 

t Jay Perkins User 

i Jeannette Valentine User 

t Jenny McPherson User 

i Jessie Richardson User 
< > SI. l11li n RPvin< 11< Pr 

== )::0 l0J e fl!'I ~ -. ENG 
- - · - - - - - - - - - --- - - - - - - - - - - - - - - - - - - . - - - - - - - - - - - - - - - --

Figure 2-1 
The Active Directory Users and Computers showing the Sales organizational unit. 
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4. Right-click the Sales OU and choose New> User. 

5. In the New Object- User Wizard dialog box, in the First name text box, type Lori. In the Last 
name text box, type Kane. 

6. In the User logon name text box, type lori.kane@Adatum.com. 

Question 
1 

What is the user logon name (pre-Windows 2000) value set to? 

7. In the user logon name (pre-Windows 2000) text box, type adatum\lkane. 

8. Click Next. 

9. In the Password text box and the Confirm password text box, type Pa$$w0rd. 

10. Clear the User must change password at next logon check box and then select the Password 
never expires. Click Next. 

11. Click Finish. 

12. Take a screen shot of the User OU in the Active Directory Users and Computers console, show
ing the user object the wizard created, by pressing Alt+PrtScr, and then paste the resulting 
image into the Lab02_ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

13. Right-click the Lori Kane user account and choose Properties. 

14. In the Lori Kane Properties dialog box, on the General tab, in the Telephone number text box, 
type 123-123-1234. 

15. Click the Address tab. 

16. In the Street Address text box, type 1234 Main St. 

17. In the City text box, type London. 

18. In the State/province text box, type CA. 

19. For the Zip/Postal Code, type 44234. 

20. For the Country/region, select United States. 

21. Click the Organization tab. 

22. In the Job Title, type Sales Assistant. In the Department, type Sales. In the Company Name, type 
Adatum Corporation. 

23. Click the Change button. 
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24. In the Select User or Contact dialog box, in the enter the object name to select text box, type 
Lakisha Dennis, and then click OK. 

25. Take a screen shot of the Lori Kane Properties dialog box by pressing Alt+PrtScr and then paste 
the resulting image into the Lab02_ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

26. Click OK to close the Lori Kane Properties dialog box, then right-click the Lori Kane user 
account and choose Reset Password. 

27. In the Reset Password dialog box, in the New password text box and the Confirm password text 
box, type PasswordOl and then click OK. 

28. When the password has been changed, click OK. 

Leave Active Directory Users and Computers open for the next exercise. 

Exercise 2.2 Creating and Using User Templates 
Overview 

Mindset 

Completion time 

In this exercise, you will create a user template from an existing user 
account. You will then use the user template to create an additional 
user account. 

In some cases, you need to create single users on a regular basis, but the 
user accounts contain so many attributes that creating them individually 
becomes time-consuming. To speed up the process of creating complex 
user objects, you can use templates. 

15 minutes 

1. On LON-DCl, in Active Directory Users and Computers, right-click the Lori Kane user 
account and choose Copy. 

2. In the Copy Object- User dialog box, in the First name text box type Sales. In the Last Name 
text box, type Template. 

3. In the User login name text box, type SalesTemplate. Click Next. 

4. In the Password text box and the Confirm password text box, type Pa$$w0rd. 

5. Deselect the Password never expires option and then select the User must change password at 
next logon option. Click Next. 

6. Click Finish. 

7. Double-click the Sales Template user account and then click the Account tab. 

8. Under account options, scroll down and select the Account is disabled option, as shown in 
Figure 2-2. 
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Sales Template Properties ? x 

Member Of 

Remote control 

Gener al Address 

Dial-in Environment 

Remote Desktop Services Profile 

Account Profile Telephones 

Sessions 

COM+ 

Organization 

User log on name: 

I ~S_al_es_T_em_p_la_te _____ __.l _!@A_ d_at_u_m._co_m ______ v~I 
User log on name (pre-Windows 2000): I ADA TUM\ I ~, S-al-es-T-em_p_la-te-----~ 

I Logan Hours... j ! Log On To... j 

D Unlock account 

Account options: 

D Store password using reversible encryption 

f2I Account is disabled 

D Smart card is required for inter active logon 

D Account is sensitive and cannot be delegated 

Account expires 

@Never 

O End of: Tuesday , August 1 , 2017 C 

_I _o_K _I [ Cancel ] [ Apply ] [ Help 

Figure 2-2 
Disabling an account 

9. Click the Member Of tab. 

10. Click the Add button. 

11. In the Select Groups dialog box, in the Enter the object names to select text box, type Sales and 
then click OK. 

12. Close the Sales Template Properties dialog box by clicking OK. 

13. Right-click the Sales Template user account and choose Copy. 

14. In the Copy Object- User dialog box, type the following information and then click Next: 

First name: James 

Last Name: Tomas 

User logon name: James.Tomas@Adatum.com 

User log on name (pre-Windows 2000): JTomas 
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15. In the Password text box and the Confirm password text box, type Pa$$w0rd. 

16. Deselect the Account is disabled option and then click Next. 

17. Take a screen shot of the Active Directory Users and Computers console with the Copy 
Object- User dialog box by pressing Alt+PrtScr and then paste the resulting image into 
the Lab02_ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

18. Click Finish. 

19. Double-click the James Tomas account and then click the Member Of tab. 

Question 
2 

Which group is James Tomas a member of? 

20. Close the James Tomas Properties dialog box by clicking OK. 

Leave Active Directory Users and Computers open for the next exercise. 

Exercise 2.3 Creating Computer Objects 
Overview 

Mindset 

Completion time 

In this exercise, you will use the Active Directory Users and Computers 
console to create a computer object. 

Like user accounts, Windows computer accounts provide a means for 
authenticating and auditing the computer's access to a Windows network 
and its access to domain resources. Each Windows computer to which you 
want to grant access to resources must have a unique computer account. It 
can also be used for auditing purposes, specifying which system was used 
when something was accessed. 

10 minutes 

1. On LON-DCl, in Active Directory Users and Computers, click the Computers OU. 

2. Double-click LON-CLl. 

3. Click the Operating System tab. 

Question 
3 

Which operating system and version does LON-CL 1 have? 

4. Click the Member Of tab. 
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5. Close the LON-CLl Properties dialog box by clicking OK. 

6. Right-click the Computers OU and choose New> Computer. 

7. In the New Object- Computer dialog box, in the Computer name text box, type Wkstnl. 

8. Under User or group, click Change. The Select User or Group dialog box appears. 

9. In the Enter the object name to select text box, type Domain Computers and then click OK. The 
group appears in the User or group text box. 

10. Close the New Object- Computer dialog box by clicking OK. 

11. Take a screen shot of the Computers container in the Active Directory Users and Computers 
console, showing the computer object the wizard created, by pressing Alt+PrtScr and then paste 
the resulting image into the Lab02_ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

Close Active Directory Users and Computers. 

Exercise 2.4 Using Active Directory Administrative Center 
Overview 

Mindset 

Completion time 

In this exercise, you will use the Active Directory Administrative Center 
console to create user and computer objects. 

Beginning with Windows Server 2008 R2, in addition to using Active 
Directory Users and Computers, administrators can manage their directory 
service objects by using the new Active Directory Administrative Center. 
The Active Directory Administrative Center has a built-in Windows 
PowerShell command-line interface and a rich graphical user interface. 

15 minutes 

1. On LON-DCl, in Server Manager, click Tools> Active Directory Administrative Center. 

2. In the Active Directory Administrative Center console (as shown in Figure 2-3), in the left pane, 
select the Adatum (local) node and, in the center pane, double-click the Computers OU. 
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AZURE 
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Get Microsoft Solution Accelerator to help configure Dynamic Access Control 
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~ 
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®8 

WINDOWS POWERSHELL HISTORY E) 

Figure 2-3 
The Active Directory Administrative Center 

Question 
5 

How many computer accounts are shown? 

3. Right-click Wkstnl and choose Delete. When you are prompted to confirm you want to perform 
this action, click Yes. 

4. Right-click the white area of the Computers pane and choose New> Computer. 

5. In the Create Computer dialog box, in the Computer name text box, type WkstnlO and then OK. 

6. Take a screen shot of the Computers container by pressing Alt+PrtScr and then paste the 
resulting image into the Lab02_ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

7. In the left pane, select Adatum (local). Then in the right pane, double-click the Sales OU. 

8. In the Tasks pane, under Sales, select New> User. The Create User dialog box appears (see 
Figure 2-4). 
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- D x 
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Figure 2-4 
The Create User dialog box 

9. In the First name text box, type Monica, and in the Last name text box, type Brink. 

10. In the User UPN logon text box, specify Monica.Brink@Adatum.com. 

11. In the User SamAccountN ame Logon text box, type mbrink. In the Password and Confirm 
password fields, type Pa$$w0rd. 

12. Scroll down and, in the Member Of section, click Add. The Select Groups dialog box appears. 

13. In the Enter the object names to select text box, type Sales and then click OK. The group appears 
in the Member Of text box. 

14. Click OK. The new user object appears in the Sales OU. 

15. Double-click the Monica Brink user account. In the Monica Brink dialog box, and scroll down 
to the Member Of section. 

16. Take a screen shot of the Active Directory Administrative Center showing Monica Brink Member 
Of section by pressing Alt+PrtScr and then paste the resulting image into the Lab02_worksheet 
file in the page provided by pressing Ctrl+ V. 

Question 
6 

[copy screen shot over this text] 

Besides the Sales group, which other group was the user added to? 

17. Close the Monica Brink dialog box by clicking Cancel. 
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Close any open windows before you begin the next exercise. 

Exercise 2.5 Configuring User Rights 
Overview 

Mindset 

Completion time 

In this exercise, you will use the Group Policy Editor to manage user right 
assignments for the Default Domain Controller policy. 

A user right authorizes a user to perform certain actions on a computer, such 
as logging on to a system interactively or backing up files and directories on 
a system. User rights are assigned through local policies or Active Directory 
group policies. 

15 minutes 

1. On LON-DCl, in Server Manager, click Tools> Group Policy Management. 

2. In the Group Policy Management console, expand Forest: Adatum.com, expand Domains, 
expand Adatum.com, and expand Group Policy Objects. Right-click Default Domain 
Controllers Policy and choose Edit. 

3. In the Group Policy Management Editor, under Computer Configuration, expand Policies, 
expand Windows Settings, expand Security Settings, expand Local Policies, and then click 
User Rights Management. Click User Rights Assignment (see Figure 2-5). 
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Figure 2-5 
Managing user rights 
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4. Scroll down through the list and view how many user rights are assigned to the administrators 
group (as shown in the Policy Setting column). 

5. Double-click Allow log on locally. 

Question 
7 

Which groups are assigned the Allow log on locally user right? 

6. Click Cancel to close the Allow log on locally Properties dialog box. 

Question 
8 

Question 
9 

Which user or groups have the Deny log on locally right? 

Which user or groups have the Force shutdown from a remote 
system right? 

7. Double-click the Back up files and directories right. 

Question 
10 

Which user or groups have the Back up files and directories right? 

8. Click Add User or Group. 

9. In the Add User or Group dialog box, type Key Admins and then click OK. 

10. Take a screen shot of the Back up files and directories Properties dialog box by pressing 
Alt+PrtScr, and then paste the resulting image into the Lab02_worksheet file in the page 
provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

11. Close the Back up files and directories Properties dialog box by clicking OK. 

Question 
12 

Which user or groups have the Restore files and directories right? 

12. Double-click Shut down the system right. 

Question 
13 

Which user or groups have the Shut down the system right? 

13. Close the Shut down the system Properties dialog box by clicking OK. 

14. Close all windows. 
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Lab Challenge Creating Users with Windows PowerShell 
Overview 

Mindset 

Completion time 

In this lab challenge, you will create Active Directory user objects on a 
domain controller using Windows PowerShell commands. 

Microsoft places emphasis on Windows PowerShell as a server 
management tool and provides a cmdlet called New-ADUser, which you 
can use to create a user account and configure any or all of the attributes 
associated with it. New-ADUser provides several parameters that enable 
you to access to all the user object's attributes. 

30 minutes 

To complete this challenge, you must use Windows PowerShell only, on LON-DC 1, to create user 
objects in the adatum.com domain, in the Sales container, for the following users: 

• SyedAbbas 

• Brenda Diaz 

• Steve Masters 

For each user, form the user log on name with the user's first initial and surname. Disable the User 
must change password at next logon option and enable the Password never expires option. Type 
Pa$$w0rd whenever prompted by AccountPassword and then press Enter. 

Close any open windows before you begin the next exercise. 

Lab Challenge Creating Multiple Users Using LDIFDE 
Overview 

Mindset 

Completion time 

In this lab challenge, you will create batches of users in one operation by 
using the LDIFDE.exe program from the command prompt. 

LDIFDE.exe is a utility that provides the same basic functionality as 
CSVDE.exe and provides you with the capability of modifying existing 
records in Active Directory. For this reason, LDIFDE.exe is a more 
flexible option. 

15 minutes 

To complete this challenge, you will create a correctly formatted LDIF input data file to create the 
following domain user accounts in the Sales OU of the adatum.com domain. For each user, form the 
user logon name with the user's first initial and surname. For the user principal name, use an email 
address formed from the user log on name and the domain name. 

• Oliver Kiel 

• Marie Dubois 

• Maurice Taylor 

• Esther Valle 

• Raffaella Bonaldi 

End of lab. 
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THIS LAB CONTAINS THE FOLLOWING EXERCISES AND ACTIVITIES: 
------------------------------

Exercise 3.1 Creating and Managing Organizational Units 

Exercise 3.2 Creating and Managing Groups 

Lab Challenge Using OUs to Delegate Active Directory Management Tasks 

BEFORE YOU BEGIN 

The lab environment consists of student workstations connected to a local area network, along with a 
server that functions as the domain controller for a domain called adatum.com. The computers 
required for this lab are listed in Table 3-1. 
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Table 3-1 
Computers required for Lab 3 

Computer Operating System Computer Name 

Server (VM 1 ) Windows Server 2016 LON-DC1 

In addition to the computers, you will also require the software listed in Table 3-2 to complete Lab 3. 

Table 3-2 
Software required for Lab 3 

Software Location 

Lab 3 student worksheet Lab03_worksheet.docx (provided by instructor) 

Working with Lab Worksheets 

Each lab in this manual requires that you answer questions, shoot screen shots, and perform other 
activities that you will document in a worksheet named for the lab, such as Lab03 _ worksheet.docx. 
You will find these worksheets on the book companion site. It is recommended that you use a USB 
flash drive to store your worksheets, so you can submit them to your instructor for review. As you 
perform the exercises in each lab, open the appropriate worksheet file using Word, fill in the required 
information, and then save the file to your flash drive. 

SCENARIO 

After completing this lab, you will be able to: 

• Create and manage Organizational Units 

• Create and manage groups 

Use OUs to delegate Active Directory management tasks 

Estimated lab time: 70 minutes 

Exercise 3.1 
Overview 

Mindset 

Completion time 

Creating and Managing Organizational Units 
In this exercise, you will create new organizational units in the adatum. 
com domain, each named for the departments in your company. 

The OU is the easiest object type to create in the ADDS hierarchy. You 
need to supply only a name for the object and define its location in the 
Active Directory tree. 

25 minutes 

1. Log on to LON-DCl as adatum\administrator with the password of Pa$$w0rd. 
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2. On the LON-DCl computer, using Server Manager, click Tools> Active Directory Users and 
Computers. The Active Directory Users and Computers console appears. 

3. In the left pane, right-click the Adatum.com node and choose New> Organizational Unit. 

4. In the New Object- Organizational Unit Wizard, in the Name text box, type Engineering, as 
shown in Figure 3-1. 

New Object - Organizational Unit x 

- ., 
' -.7.o Create in: Adatum. com/ 
I -~ 

Name: 

I Engineering I 
0 Protect container f ram accidental deletion 

I OK I [ Cancel ] I Help 

Figure 3-1 
The New Object - Organizational Unit Wizard 

5. Click OK. 

6. In Server Manager, click Tools > Active Directory Administrative Center. 

7. In the Active Directory Administrative Center console, in the left pane, select the A datum (local) 
node. Then in the Tasks pane, under Adatum (local) section, select New> Organizational Unit. 

8. In the Create Organizational Unit dialog box (see Figure 3-2), in the Name text box, type 
Projects and then click OK. 
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- 0 X 
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Figure 3-2 
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Country/ Region: 
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The Create Organizational Unit dialog box 

9. Click the Start button and then click the Windows PowerShell tile. 

10. In the Administrator: Windows PowerShell window, at the command prompt, type 
New-ADOrganizationalUnit-Name HR and press Enter. 

11. In the Active Directory Users and Computers console, press FS to refresh list of organiza
tional units. 

12. Take a screen shot of the adatum.com domain in the Active Directory Users and Computers 
console, showing the OU objects you created, by pressing Alt+PrtScr, and then paste the 
resulting image into the Lab03_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

13. Right-click the Projects OU and choose Delete. When you are prompted to confirm this action, 
click Yes. 

Question 
1 

Question 
2 

Which error message did you receive? 

Why are organizational units protected by default? 
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14. Click OK. 

15. In the Sales OU, double-click the Abbie Parsons user account. 

Question 
3 

How many tabs does Abbie Parsons Properties dialog box have? 

16. To close Abbie Parsons Properties dialog box, click OK. 

17. Open the View menu, and click Advanced Features. 

18. Take a screen shot of the adatum.com domain in the Active Directory Users and Computers 
console by pressing Alt+ PrtScr, and then paste the resulting image into the Lab03 _ worksheet 
file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

19. In the Sales OU, double-click the Abbie Parsons user account. 

Question 
4 

20. Click the Object tab. 

Question 
5 

In the Advanced Feature view, how many tabs are shown in the 
Abbie Parsons Properties dialog box? 

What is the canonical name of object that shows the location of the 
user account? 

21. Close the Abbie Parsons Properties dialog box by clicking OK. 

22. Right-click the Projects OU and choose Properties. 

23. Click the Object tab. 

24. Deselect the Protect object from accidental deletion option and then click OK. 

25. Right-click the Projects organizational unit and choose Delete. When you are asked prompted to 
confirm this action, click Yes. 

26. In the Sales OU, right-click Abbie Parsons and choose Move. 

27. In the Move dialog box, click HR and then click OK. 

28. Click the HR OU. 

29. Take a screen shot of the HR OU in the Active Directory Users and Computers console by 
pressing Alt+PrtScr, and then paste the resulting image into the Lab03_worksheet file in the 
page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 
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30. Right-click the Abbie Parsons user account and then click Move. 

31. In the Move dialog box, select Sales and then click OK. 

Leave all windows open for the next exercise. 

Exercise 3.2 
Overview 

Mindset 

Completion time 

Creating and Managing Groups 
In this exercise, you will create domain local groups using the Active 
Directory Users and Computers console. 

Since the early days of the Microsoft Server operating system, 
administrators used groups to manage network permissions. Groups 
enable you to assign permissions to multiple users simultaneously. A 
group can be defined as a list of user or computer accounts that 
functions as a security principal, in much the same way that a user does. 

30 minutes 

1. On LON-DCl, in the Active Directory Users and Computers console, select the HR OU you 
created in Exercise 3 .1. 

2. Right-click the HR OU and choose click New> Group. The New Object - Group dialog box 
appears (see Figure 3-3). 

New Object - Group X 

Create in: Adatum. com/HR 

Group name: 

Group name (pre-Windows 2000): 

Group scope 

O Domain local 

@ Global 

O Universal 

Figure 3-3 
The New Object - Group Wizard 

Group type 

@security 

O Distribution 

O~( I Cancel I 
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3. In the Group name text box, type HR Printing. 

4. Under Group scope, select the Domain local option. Answer the following question and then 
click OK. The new group object appears in the HR OU. 

Question 
6 

If you want to assign rights or permissions, which group type 
must be used? 

5. Take a screen shot of the HR OU in the Active Directory Users and Computers console by 
pressing Alt+PrtScr and then paste the resulting image into the Lab03_worksheet file in the 
page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

6. If Active Directory Administrative Center is not open, using Server Manager, click Tools> 
Active Directory Administrative Center. 

7. In the Active Directory Administrative Center console, click the A datum (local) node in the left 
pane and, in the center pane, double-click the HR OU. 

8. In the Tasks right pane, in the HR section, click New > Group. The Create Group dialog box 
appears, as shown in Figure 3-4. 

- D x 

Create Group: I TASKS ..- 1 I SECTIONS ..- 1 

I* Group CD 0 
I'. 

Group -
-

Managed By 
Group name: * E-mail: r _J 

Member Of Group (SamAcco ... * Create in: OU:HR,OC:Adatum,DC=com 

Members Group type: Group scope: Change ... 

@ Security O Domain local Description: 
Password Settings O Distribution @ Global I 

O Universal 
O Protect from accidental deletion Notes: 

11 
I -

Managed By CD ®0 
Managed by: !Edit .. j lc1ead Office: 
D Manager can update membership list 

Phone numbers: 
Address: 

Main: I street 
Mobile: 

Fax: City State/Province IZp/Postal code 

I I 
Counby/Region: 

:J 
Member Of CD ®e 

v 

8 More Information I OK I I Cancel I 

Figure 3-4 
Adding a group in Active Directory Administrative Center 
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9. In the Group name text box, type Backup Managers. 

10. Under Group scope, select Domain local, answer the following question, and then click OK. The 
new group appears in the HR OU. 

Question 
7 

Which group scope is replicated between global catalogs 
in a forest? 

11. In Active Directory Users and Computers, with the HR OU highlighted, in the center tab, click 
the white space/blank space of the HR OU and then press F5. 

12. Take a screen shot of the HR OU in the Active Directory Users and Computers console by 
pressing Alt+PrtScr and then paste the resulting image into the Lab03_worksheet file in the 
page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

13. Double-click the HR Printing group. 

14. Click the Members tab. 

15. Click the Add button. 

16. In the Select Users, Contacts, Computers, Service Accounts, or Groups dialog box, in the Enter 
the object names to select text box, type Adam Hobbs and click OK. 

17. Close the HR Printing Properties dialog box by clicking OK. 

18. Click the IT OU. 

19. Double-click Beth Burke user account. 

20. In the Beth Burke Properties dialog box, click Member Of. 

Question 
8 

Which groups is Beth Burke a member of? 

21. Click the Add button. 

22. In the Select Groups dialog box, in the Enter the object names to select, type HR Printing and 
then click OK. 

23. Close the Beth Burke Properties dialog box by clicking OK. 

24. Go to the HR OU and double-click HR Printing. Then click the Members tab. 

25. Take a screen shot of the HR Printing Properties dialog box in the Active Directory Users and 
Computers console by pressing Alt+ PrtScr and then paste the resulting image into the Lab03 _ 
worksheet file in the page provided by pressing Ctrl+ V. 
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[copy screen shot over this text] 

26. Close the HR Printing Properties dialog box by clicking OK. 

27. Double-click the Backup Manager group. 

28. Click the Members tab. 

29. Click Add. 

30. In the Select Users, Contacts, Computers, Service Accounts, or Groups dialog box, in the Enter 
the object names to select text box, type HR Printing and then click OK. 

31. In the Members section, double-click HR Printing and then click the Members tab. 

Question 
9 

Which two users are indirectly assigned to the Backup 
Manager group? 

32. Close the HR Printing Properties dialog box by clicking OK. 

33. Close the Backup Manager Properties dialog box by clicking OK. 

Leave all windows open for the next exercise. 

Lab Challenge 
Overview 

Mindset 

Completion time 

Using OUs to Delegate Active Directory 
Management Tasks 
In this exercise, you will use the Delegation of Control Wizard to grant 
Active Directory permissions to specific groups. 

Creating OUs enables you to implement a decentralized administration 
model, in which others manage portions of the AD DS hierarchy 
without affecting the rest of the structure. The Delegation of Control 
Wizard provides a simple interface you can use to delegate permissions 
for domains, OUs, or containers. 

15 minutes 

1. On LON-DCl, in the Active Directory Users and Computers console, right-click the HR OU and 
choose Delegate Control. 

2. In the Delegation of Control Wizard, on the Welcome to the Delegation of Control Wizard, 
click Next. 

3. On the Users or Groups page, click Add. 

4. In the Select Users, Computers, or Groups dialog box, in the Enter the object names to select 
box, type Backup Manager and click OK. Then click Next. The Tasks to delegate page appears, 
as shown in Figure 3-5. 
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Delegation of Control Wizard 

Task s to D e legate 
You can select common tasks or customize your own. 

@ Delegate the following common tasks: 

D Create, delete, and manage user accounts 

D Reset user passwords and force password change at next logon 

D Read all user information 

D Create, delete and manage groups 

D Modify the membership of a group 

D Manage Group Policy links 

D Generate Resultant Set of Policy (Planning) 

< I 

O Create a custom task to delegate 

-

> 

! < Back j Next > Cancel I I Help 

Figure 3-5 
The Delegation of Control Wizard 

x 

5. In the Delegate the fallowing common tasks list, select the fallowing check boxes and then 
click Next: 

• Create, delete, and manage user accounts 

• Create, delete, and manage groups 

• Modify the membership of a group 

6. The Completing the Delegation of Control Wizard page appears. Scroll to the bottom. 

7. Take a screen shot of the Delegation of Control Wizard by pressing Alt+PrtScr and then paste 
the resulting image into the Lab03_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

8. Click Finish. 

9. Right-click the HR OU and choose Properties. 

10. Click the Security tab. 

11. In the HR Properties dialog box, in the Group or user names section, scroll down and click 
Backup Manager. 

Question 
10 

Which permissions are shown by Backup Manager for the HR OU? 

12. Click the Advanced button. 
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13. Take a screen shot of the Advanced Security Settings for HR dialog box by pressing Alt+PrtScr 
and then paste the resulting image into the Lab03 _ worksheet file in the page provided by press
ing Ctrl+V. 

[copy screen shot over this text] 

14. Close the Advanced Security Settings for HR dialog box by clicking OK. 

15. Close the HR Properties dialog box by clicking OK. 

End of lab. 
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THIS LAB CONTAINS THE FOLLOWING EXERCISES AND ACTIVITIES: 
------------------------------
Exercise 5.1 Restoring a Deleted Object Using the Recycle Bin 

Exercise 5.2 Replicating with Active Directory Sites and Services 

Exercise 5.3 Creating a Read-Only Domain Controller 

Lab Challenge Backing Up and Restoring Active Directory 

BEFORE YOU BEGIN 

The lab environment consists of student workstations connected to a local area network, along with a 
server that functions as the domain controller for a domain called adatum.com. The computers 
required for this lab are listed in Table 5-1. 

Table 5-1 
Computers required for Lab 5 

Computer Operating System Computer Name 

Server (VM 1 ) Windows Server 2016 LON-DC1 

Server (VM 2) Windows Server 2016 LON-SVR1 
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In addition to the computers, you will also require the software listed in Table 5-2 to complete Lab 5. 

Table 5-2 
Software required for Lab 5 

Software Location 

Lab 5 student worksheet Lab05_worksheet.docx (provided by instructor) 

Working with Lab Worksheets 

Each lab in this manual requires that you answer questions, shoot screen shots, and perform other 
activities that you will document in a worksheet named for the lab, such as Lab05 _ worksheet.docx. 
You will find these worksheets on the book companion site. It is recommended that you use a USB 
flash drive to store your worksheets, so you can submit them to your instructor for review. As you 
perform the exercises in each lab, open the appropriate worksheet file using Word, fill in the required 
information, and then save the file to your flash drive. 

SCENARIO 

After completing this lab, you will be able to: 

Restore a deleted object using the Recycle Bin 

• Replicate with Active Directory Sites and Services 

• Create a Read-Only Domain Controller 

• Back up and restore Active Directory 

Estimated lab time: 175 minutes 

Exercise 5.1 
Overview 

Mindset 

Completion time 

Restoring a Deleted Object Using the Recycle Bin 
In this exercise, you will activate the Active Directory Recycle Bin. You 
will then delete an object and restore the object from the Recycle Bin. 

Similar to the Windows Recycle Bin, deleted objects are stored in a 
deleted folder. For a period of time, after an Active Directory object has 
been deleted, an administrator can undelete an object, restoring it to its 
original state when it was deleted. 

10 minutes 

1. On LON-DCl, log on as adatum\administrator with the password of Pa$$w0rd. 

2. In Server Manager, click Tools> Active Directory Administrative Center. The Active 
Directory Administrative Center opens. 
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3. Click Adatum (local), as shown in Figure 5-1. 

lei Active Directory Administrative Center x 

B: Active Directory... < Adatum (local) (1 9) Tasks 

I: I ·== 1 .__fil_te_r _______ P__.I @) • @ • 
• Overview 

9 a 
Builtin 

... 
t · · Adatun, (local) 

Name Type Description New 

• Dynamic Access Control - Builtin builtinDon, ... 
Delete 

• Authentication ~ • Computers Container Default container for upgr ... Search under this node 

Adatum (local} A P Global Search • Development Organizati ... 

• Domain Controllers Organizati ... Default container for dom ... 

Properties 

• ForeignSecurityPrincipals Container Default container for secur ... Change domain control ler 

D Infrastructure infrastructu .. . Raise the forest functional I eve ... 

• IT Organizati ... Raise the domain functional le ... 

• Keys Container Default container for key o ... Enable Recycle Bin m 

• LostAndFound lostAndFou ... Default container for orph ... 
New • Managed Service Accounts Container Default container for man ... 

• Managers Organizati ... 
Search under this node 

• Marketing Organizati ... 
Properties 

• NTDS Quotas msDS-Quo ... Quota specifications conta ... " 
Builtin v 

Object dass: builtinDomain Modified: 10/18/201612:47 PM 

Description: 

Summary 

WINDOWS POWERSHELL HISTORY 

Figure 5-1 
Managing the Adatum domain with Active Directory Administrator Center 

4. In the right pane, click Enable Recycle Bin. When a message indicates that once the Recycle 
Bin has been enabled, it cannot be disabled and prompts you to confirm whether you want to 
continue, click OK. 

Question 
1 

Which other method can used to activate the Active Directory 
Recycle Bin? 

5. When a message prompts you to confirm that you want to refresh the AD Administrative Center 
now, click OK. 

6. Press the FS key to refresh the Active Directory Administrative Center. 

7. In Server Manager, open Active Directory Users and Computers. 

8. Expand Adatum.com and then click the Sales OU. 

9. Delete the Abbie Parsons account. Click Yes to continue. 
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10. Close Active Directory Users and Computers. 

11. In Active Directory Administrative Center, click the small arrow next to the Adatum (local) 
domain and double-click Deleted Objects. If the Abbie Parsons account does not show in the 
Deleted Objects folder, press the F5 key to refresh. 

12. Right-click the Abbie Parsons user account and choose Restore. 

13. Click the small arrow next to the Adatum (local) domain and double-click the Sales OU. 

14. Take a screen shot of the Active Directory Administrative Center showing the Sales OU by 
pressing Alt+PrtScr and then paste it into your Lab05_worksheet file in the page provided by 
pressing Ctrl+ V. 

[copy screen shot over this text] 

15. Close Active Directory Administrative Center. 

Remain logged on to LON-DCl. 

Exercise 5.2 
Overview 

Mindset 

Completion time 

Replicating with Active Directory Sites 
and Services 
In this exercise, you will replicate Active Directory between two 
domain controllers using the Active Directory Sites and 
Services console. 

Replication occurs between domain controllers within a site (intrasite 
replication) or between domain controllers in separate sites (intersite 
replication). 

30 minutes 

1. Log on to LON-SVRl as adatum\Administrator with the password of Pa$$w0rd. 

2. On LON-SVRl, in Server Manager, click Manage> Add Roles and Features. 

3. In the Add Roles and Features Wizard, click Next. 

4. On the Select installation type page, click Next. 

5. On the Select destination server page, click Next. 

6. On the Select server roles, click Active Directory Domain Services. When you are prompted to 
confirm you want to add features, click Add Features. 

7. Back on the Select server roles page, click Next. 

8. On the Select features page, click Next. 
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9. On the Active Directory Domain Services page, click Next. 

10. On the Confirm installation selections page, click Install. 

11. When Active Directory Domain Services is installed, click Close. 

12. In Server Manager, click the yellow triangle with the black exclamation point(!) and then click 
Promote this server to a domain controller. 

13. In the Active Directory Domain Services Configuration wizard, Add a domain controller to an 
existing domain is already selected. Ensure that the domain text box shows Adatum.com. 
Click Next. 

14. On the Domain Controller Options page, answer the following question. Then, in the Password 
text box and the Confirm password text box, type Pa$$w0rd and click Next. 

Question 
2 

What is the site name set to? 

15. On the DNS Options page, click Next. 

16. On the Additional Options page, click Next. 

17. On the Paths page, click Next. 

18. On the Review Options page, click Next. 

19. On the Prerequisite Check page, click Install when the check is finished. 

20. After a couple of minutes, Windows will reboot. Then on LON-DCl, log on as adatum\admin
istrator with the Pa$$w0rd password. 

21. In Server Manager opens, click Tools > Active Directory Sites and Services. 

22. In Active Directory Sites and Services, expand Sites, expand Default-First-Site-Name, expand 
Servers, expand LON-DCl, and then click NTDS Settings. 

23. Open the Action menu, and click Refresh. 

24. Take a screen shot of Active Directory Sites and Services by pressing Alt+PrtScr and then paste 
the resulting image into the Lab05 _ worksheet file in the page provided by pressing Ctrl+ V. 

Question 
3 

[copy screen shot over this text] 

Which replication connection is already made for LON-DC1 and how 
is the connection generated? 

25. In the right pane, right-click the LON-SVRl automatically generated connection and choose 
Replicate Now. When the dialog box opens, click OK. 
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26. In the right pane, right-click the LON-SVRl automatically generated connection and click 
Delete. When you are prompted to confirm this action, click Yes. 

27. Under LON-DCl, right-click the NTDS Settings node and choose New Active Directory 
Domain Services Connection. 

28. In the Find Active Directory Domain Controllers dialog box, double-click LON-DCl. 

29. In the New Object- Connection dialog box, click OK. 

30. Right-click the blank white space in the right pane and choose Refresh. 

31. Take a screen shot of the Active Directory Sites and Services by pressing Alt+PrtScr, and then 
paste the resulting image into the Lab05 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

32. Close Active Directory Sites and Services. 

33. On LON-DCl, right-click the Start Menu button and choose Run. In the Run dialog box, in the 
Open text box, type cmd and then press OK. 

34. In the Administrator: Command Prompt window, execute the following command: 

REPADMIN /SyncAII /APed 

Question 
4 

Were there any errors? If there were any errors, what are they? 

35. To see a replication summary, execute the following command: 

REPADMIN.EXE /ReplSummary 

36. To display the current inbound connections, execute the following command: 

REPADMIN.EXE /Queue 

37. Take a screen shot of the command prompt by pressing Alt+PrtScr and then paste the resulting 
image into the Lab05 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

Close the Command Prompt window. 
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Exercise 5.3 
Overview 

Mindset 

Completion time 

Creating a Read-Only Domain Controller 
In this exercise, you will deploy a Read-Only Domain 
Controller (RODC). 

An RODC contains a full replication of the domain database. 
However, it is placed where the physical security of the domain 
controller is not guaranteed. With an RODC available, Active 
Directory queries can be quicker than going to other sites over a 
slower WAN link. 

40 minutes 

1. Log on to LON-SVRl as adatum\administrator with the password of Pa$$w0rd. 

2. In Server Manager, click Manage > Remove Roles and Features. 

3. In the Remove Roles and Features Wizard, on the Before You Begin page, click Next. 

4. On the Server Selection page, click Next. 

5. On the Server Roles page, deselect Active Directory Domain Services. When you prompted to 
confirm that you want to remove features, click Remove Features. 

6. In the Remove Roles and Features wizard dialog box, click Demote this domain controller. 

7. On the Credentials page, click Next. 

8. On the Warnings page, answer the following question, select Proceed with removal, and then 
click Next. 

Question 
5 

Which roles does the server have? 

9. On the New Administrator Password page, in the Password text box and the Confirm password 
text box, type Pa$$w0rd and then click Next. 

10. On the Remove Options page, click Demote. 

11. After LON-SVRl reboots, log on to LON-SVRl as adatum\administrator with the password 
of Pa$$w0rd. 

12. On LON-SVRl, in Server Manager, click Promote this server to a domain controller. The 
Active Directory Domain Services Configuration Wizard starts. It should be noted that you can 
also click the yellow triangle with the black exclamation point, and select Promote this server to 
a domain controller. 

13. On the Deployment Configuration page, ensure Add a domain controller to an existing 
domain is already selected, click Next. 
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14. On the Domain Controllers Options page, select Read only domain controller (RODC). Select 
the correct site name. In the Password text box and the Confirm Password text box, type 
Pa$$w0rd. Click Next. 

15. On the RODC Options page, answer the following questions. 

Question 
6 

Question 
7 

Which accounts can replicate passwords to the RODC? 

Which accounts are denied from replicating passwords? 

16. Under Delegated administrator account, click Select. In the text box, type Account Operators 
and click OK. Click Next. 

17. On the Additional Options page, click Next. 

18. On the Paths page, click Next. 

19. On the Review Options page, click Next. 

20. On the Prerequisites Check page, click Install. 

21. When the installation is complete, let Windows restart the domain controller. 

22. On LON-DCl, in Server Manager, click Tools> Active Directory Users and Computers. 

23. Navigate to the Domain Controllers OU. 

24. Take a screen shot of Active Directory Users and Computers by pressing Alt+ PrtScr and then 
paste the resulting image into the Lab05 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

25. Right-click LON-SVRl and choose Properties. The Properties dialog box opens. 

26. Click the Password Replication Policy tab. 

Question 
8 

Which group is allowed password replication? 

27. Double-click Allowed RODC Password Replication Group. 

28. In the Allowed RODC Password Replication Group Properties dialog box opens, click the 
Members tab. 

29. Click Add. 
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30. In the Select Users, Contacts Computers, Service Accounts window, click Object Types. Click 
to select Computers and then click OK. 

31. In the text box, type abbie. Click OK. Abbie Parson should be listed. 

32. Close the LON-SVRl Properties dialog box by clicking OK. 

33. Log on to LON-SVRl as adatum\administrator with the password of Pa$$w0rd. 

34. On LON-SVRl, in Server Manager, click Manage> Remove Roles and Features. 

35. In the Remove Roles and Features Wizard, on the Before You Begin page, click Next. 

36. On the Server Selection page, click Next. 

37. On the Server Roles page, deselect Active Directory Domain Services. When you are prompted 
to confirm that you want to remove features, click Remove Features. 

38. In the Remove Roles and Features wizard dialog box, click Demote this domain controller and 
then click OK. 

39. On the Credentials page, click Next. 

40. On the Warnings page, select Proceed with removal and then click Next. 

41. On the Removal Options, click Next. 

42. On the New Administrator Password page, in the Password text box and the Confirm password 
text box, type Pa$$w0rd and then click Next. 

43. On the Remove Options page, click Demote. 

Close any open windows before you begin the next exercise. 

Lab Challenge Backing up and Restoring Active Directory 
Overview 

Mindset 

Completion time 

208 

As a system administrator, it is important to have good backups. In 
this lab challenge, you will use Windows Server Backup to back up 
the system state of LON-DCl, which will include the Active 
Directory. You will then restore the Sales OU. 

The system state is a collection of system components that make 
major components of Windows that cannot be easily backed up. It 
includes boot files, the registry, SYSVOL, Active Directory database, 
Certificate store, and IIS metabase. When restoring Active Directory, 
there are nonauthoritative restores and authoritative restores. When a 
nonauthoritative restore is performed, Active Directory overwrites the 
old data that is restored from backup. To restore old data as data that 
you want to keep, you need to perform an authoritative restore. 

90 minutes 



Question 
9 

Enterprise Network Management 

Since this lab is a long lab, and this exercise is a long exercise, it is 
recommended that you sign out of the Microsoft Labs Online and 
sign back into the Microsoft Labs Online. If not, you will most likely 
receive a prompt to extend the time to run the lab. 

What is the best method for disaster recovery? 

1. On LON-DCl, in Server Manager, click Manage> Add Roles and Features. 

2. In the Add Roles and Features Wizard, click Next. 

3. On the Installation Type page, click Next. 

4. On the Server Selection page, click Next. 

5. On the Server Roles page, click Next. 

6. On the Features page, click to select the Windows Server Backup and then click Next. 

7. On the Confirm installation selections page, click Install. 

8. When the installation is complete, take a screen shot of the Add Roles and Features Wizard by 
pressing Alt+PrtScr and then paste the resulting image into the Lab05_worksheet file in the 
page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

9. Click Close. 

10. Log on to LON-SVRl as adatum\administrator with the password of Pa$$w0rd and then 
open File Explorer. 

11. If the C:\BAK folder does not exist, create a C:\BAK folder. Then perform the following steps: 

a. Right-click the BAK folder and choose Properties. 

b. In the Properties dialog box, click the Sharing tab. 

c. Click Advanced Sharing. 

d. In the Advanced Sharing dialog box, click Share this folder. Click Permissions. For 
Everyone, click to select the Allow Change permission. Click OK to close the Permissions 
for BAK dialog box. Click OK to close the Advanced Sharing dialog box. 
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e. Click Close to close the Properties dialog box. 

12. On LON-DCl, in Server Manager, click Tools> Windows Server Backup. The Windows 
Server Backup console opens. 

13. Click Local Backup in the left pane. 

14. Under Actions, click Backup Once. 

15. In the Backup Once Wizard, with Different Options already selected, click Next. 

16. On the Select Backup Configuration page, click Custom and then click Next. 

17. On the Select Items for Backup page, click Add Items. The Select Items dialog box opens. 

18. Select System state and then click OK. 

19. On the Select Items for Backup page, click Next. 

20. On the Specify Destination Type page, select Remote shared folder. Click Next. 

21. On the Specify Remote Folder page, type \\LON-SVRl\bak and then click Next. 

22. On the Confirmation page, click Backup. The backups will take a few minutes. 

23. When the backup is completed, take a screen shot by pressing Alt+PrtScr and then paste the 
resulting image into the Lab05 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

24. Click Close. 

25. On LON-DCl, click the Start button, type msconfig, and then press Enter. 

26. Click the Boot tab, as shown in Figure 5-2. 
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Configuring boot options using System Configuration (MSConfig) 

27. In the System Configuration window, select the Safe boot option and then click Active 
Directory repair. Click OK. 

28. When you are prompted to restart your computer, click Restart. 

29. Log on to LON-DCl as LON-DCl\administrator with the password of Pa55w.rd. 

30. Close Server Manager. Your system should be in safe mode, as shown in Figure 5-3. 

Figure 5-3 
Windows Safe Mode 
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31. Click the Start button and then click Server Manager. 

32. On LON-DCl, in Server Manager, click Tools> Windows Server Backup. The Windows 
Server Backup console opens. 

33. Click Local Backup. 

34. Under Actions, click Recover. 

35. In the Recovery Wizard, select A backup stored on another location and then click Next. 

36. On the Specify Location type page, click Remote shared folder and then click Next. 

37. On the Specify Remote Folder page, type \\LON-SVRl\BAK and then click Next. 

38. When you are prompted to log on, log as LON-SVRl\administrator with the password 
of Pa$$w0rd. 

39. On the Select Backup Date page, select the date of the backup that you want to restore from and 
then click Next. 

40. On the Select Recovery Type page, click System state. Click Next. 

41. On the Select Location for System State Recovery page, select Perform an authoritative 
restore of Active Directory files and then click Next. 

42. When the warning appears that this recovery option will cause all replicated content on the local 
server to re-synchronize after recovery, click OK. 

43. When you are prompted to confirm that you want to continue, click OK. 

44. On the Confirmation page, click Recover. 

45. When you are prompted to confirm that you want to continue, click Yes. 

46. The restore will take a few minutes. When the restore is completed, do not click Restart. When 
the backup is completed, take a screen shot by pressing Alt+ PrtScr and then paste the resulting 
image into the Lab05 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

47. Click the File Explorer tile on the taskbar. In the address text box, type cmd and press Enter. 
The command prompt window opens. 

48. Execute the ntdsutil command. 

49. From the ntdsutil prompt, execute the following command: 

activate instance NTDS 
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50. At the ntdsutil prompt, execute the following command: 

authoritative restore 

51. To mark the Service Accounts OU to be restored with an authoritative restore, execute the 
following command: 

restore subtree OU=Sales,DC=adatum,DC=com 

52. In the Authoritative Restore Confirmation dialog box, click Yes to perform the authoritative 
restore. When the record or records have been updated, the names of the back-link files are 
displayed. 

53. Take a screen shot by pressing Alt+ PrtScr of the cmd.exe window and then paste the resulting 
image into the Lab05 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

54. Execute the quit command twice to get back to the command prompt. 

55. Reboot LON-DCl. 

56. Log on to LON-DCl as lon-dcl\administrator with the password of Pa55w.rd. 

57. On LON-DCl, click the Start button, type msconfig, and then press Enter. 

58. Click the Boot tab and deselect the Safe boot option. 

59. Click OK. 

60. When you are prompted to confirm that you want to restart the system, click Restart. 

End of lab. 
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THIS LAB CONTAINS THE FOLLOWING EXERCISES AND ACTIVITIES: 
------------------------------
Exercise 7.1 Creating and Linking a GPO to an OU 

Exercise 7.2 Backing Up and Restoring a GPO 

Exercise 7.3 Importing and Copying GPOs 

Exercise 7.4 Resetting Default GPOs 

Lab Challenge Delegating Group Policy Management 

BEFORE YOU BEGIN 

The lab environment consists of student workstations connected to a local area network, along with a 
server that functions as the domain controller for a domain called adatum.com. The computers 
required for this lab are listed in Table 7-1. 

Table 7-1 
Computers required for Lab 7 

Computer Operating System Computer Name 

Server (VM 1 ) Windows Server 2016 LON-DC1 
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In addition to the computers, you will also require the software listed in Table 7-2 to complete Lab 7. 

Table 7-2 
Software required for Lab 7 

Software Location 

Lab 7 student worksheet Lab07 _worksheet.docx (provided by instructor) 

Working with Lab Worksheets 

Each lab in this manual requires that you answer questions, shoot screen shots, and perform other 
activities that you will document in a worksheet named for the lab, such as Lab07 _ worksheet.docx. 
You will find these worksheets on the book companion site. It is recommended that you use a USB 
flash drive to store your worksheets, so you can submit them to your instructor for review. As you 
perform the exercises in each lab, open the appropriate worksheet file using Word, fill in the required 
information, and then save the file to your flash drive. 

SCENARIO 

After completing this lab, you will be able to: 

Create and link a GPO to an OU 

• Back up and restore a GPO 

• Import and copy GPOs 

• Reset def au It G POs 

Delegate Group Policy Management 

Estimated lab time: 60 minutes 

Exercise 7.1 
Overview 

Mindset 

Completion time 

Creating and Linking a GPO to an OU 
In this exercise, you will create a simple GPO that will manage screen 
saver settings for a user and link the GPO to a organizational unit. 

Group Policy is a mechanism for controlling and deploying operating 
system settings to computers all over your network. Group Policy 
consists of user and computer settings for various Microsoft Windows 
operating systems, which the systems implement during computer 
startup and shutdown and user log on and log off. You can configure one 
or more Group Policy Objects (GPOs) and then use a process called 
linking to associate them with specific Active Directory Domain System 
(AD DS) objects. 

15 minutes 
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1. Log on to LON-DCl as adatum\administrator with the password of Pa$$word. The Server 
Manager console opens. 

2. In Server Manager, click Tools > Group Policy Management. The Group Policy Management 
console opens. 

3. Expand the Forest: Adatum.com node, expand the Domains node, and then expand the 
Adatum.com node. Click the Group Policy Objects folder. The GPOs that currently exist in the 
domain appear on the Contents tab, as shown in Figure 7-1 . 
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Figure 7-1 
Managing GPOs 

------

4. Right-click the Group Policy Objects folder and choose New. 

5. In the New GPO dialog box, in the Name text box, type New GPO 1 and then click OK. The 
new GPO appears in the Contents list. 

6. Right-click the New GPO 1 GPO and choose Edit. 

7. Navigate to and click User Configuration> Policies> Administrative Templates> Control 
Panel > Personalization, as shown in Figure 7 -2. 
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oaJ Group Policy Management Editor 
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Figure 7-2 
Editing a GPO 

8. In the right pane, double-click Enable screen saver. 

9. In the Enable screen saver dialog box, click Enabled and then click OK. 

10. Double-click Screen saver timeout. 

11. In the Screen saver timeout dialog box, select Enabled. 

Question 
1 

What is the default timeout? 

12. In the Seconds text box, type 600 and then click OK. 

13. Double-click Password protect the screen saver. 

14. In the Password protect the screen saver, click Enabled. Click OK 

15. Take a screen shot of the Group Policy Management Editor console by pressing Alt+PrtScr and 
then paste it into your Lab07 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 
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16. Close the Group Policy Management Editor window. 

17. In the left pane, right-click the Sales OU and choose Link an existing GPO. 

18. In the Select GPO dialog box, select New GPO 1 and then click OK. 

19. Take a screen shot of the Group Policy Management console by pressing Alt+PrtScr and then 
paste it into your Lab07 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

Leave the Group Policy Management console open for the next exericse. 

Exercise 7.2 
Overview 

Mindset 

Completion time 

Backing Up and Restoring a GPO 
In this exercise, you will back up several GPOs and then restore a 
single backed-up GPO. 

You should regularly back up the GPOs. You should also back up the 
GPOs before you make any major changes to them. 

15 minutes 

1. On LON-DCl, in the Group Policy Management console, click the Group Policy Objects node. 

Question 
2 

Before you make any major changes to a group policy, particularly 
the Default Domain Policy and Default Domain Controller Policy, what 
should you do? 

2. To back up all GPOs, right-click the Group Policy Objects container and choose Back Up All. 
The Back Up Group Policy Object dialog box opens. 

3. In the Location Text Box, type \\LON-DCl\Software. In the Description text box, type GPO 
Backup <Today's Date>. Click Back Up. 

4. When the backup is complete, take a screen shot of the Backup dialog box by pressing 
Alt+ PrtScr and then paste it into your Lab07 _ worksheet file in the page provided by press
ing Ctrl+V. 

[copy screen shot over this text] 

5. Click OK. 

6. Expand Group Policy Objects 

7. Right-click New GPO 1 and choose Back Up. In the Description, type GPO 1 <Today's Date>. 
Click Back Up. When the backup is complete, click OK. 

8. To restore a GPO, right-click the New GPO 1 and choose Restore from Backup. 
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9. In the Restore Group Policy Object Wizard, click Next. 

10. On the Backup location page, click Next. 

11. Choose the first New GPO 1 backup and then click Next. 

12. Take a screen shot of the Restore Group Policy Object Wizard dialog box by pressing 
Alt+ PrtScr and then paste it into your Lab07 _ worksheet file in the page provided by press
ing Ctrl+V. 

[copy screen shot over this text] 

13. When the wizard is complete, click Finish. 

14. When the restore is complete, click OK. 

Leave the Group Policy Management console open for the next exercise. 

Exercise 7.3 Importing and Copying GPOs 
Overview 

Mindset 

Completion time 

If you want to create a GPO that is similar to another GPO that you 
already have, you can either import You you can then modify the new 
policy and deploy as necessary. 

You can import settings of a backed-up GPO into an existing GPO. 
When you import a GPO, it imports only the GPO settings. It does not 
transfer the security links or security principals assigned to the GPO. If 
you import settings into a GPO with settings, the imported settings 
overwrite the existing settings. 

15 minutes 

1. On LON-DC 1, using Group Policy Management, navigate to and click the Group Policy 
Objects container. 

2. Click New GPO 1. Click the Settings tab and then click show all to verify the current settings, 
as shown in Figure 7 -3. 
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Figure 7-3 
Viewing GPO settings 

3. Right-click the Group Policy Objects node and choose New. In the New GPO text box, in the 
Name text box, type New GPO 2 and then click OK. 

4. Right-click New GPO 2 and choose Import Settings. 

5. On the Welcome screen, click Next. 

6. On the Backup GPO page, click Next. 

7. On the Backup location page, click Next. 

8. Click the first New GPO 1 and click Next. 

9. On the Scanning Backup page, click Next. 

10. When the wizard is complete, click Finish. 
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11. When the import is complete, take a screen shot of the Import dialog box by pressing Alt+PrtScr 
and then paste it into your Lab07 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

12. Click OK. 

13. Click New GPO 2 and then click the Settings tab to verify the same settings as New GPO 1. 

14. To copy New GPO 1, right-click New GPO 1 and choose Copy. 

15. Right-click Group Policy Objects node and choose Paste. 

16. In the Copy GPO dialog box, click Use the default permissions for new GPOs. Click OK. 

17. When the copy is complete, click OK. 

18. Right-click the Copy of New GPO 1 and choose Rename. Type Screensaver Settings and then 
press Enter. 

19. Right-click Managers OU and choose Link an Existing GPO. 

20. In the Select GPO dialog box, click Screensaver Settings and then click OK. 

21. In the left pane, click Screensaver Settings. In the right pane, click the Scope tab. 

22. Take a screen shot of the Group Policy Management console by pressing Alt+PrtScr and then 
paste it into your Lab07 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

Leave the Group Policy Management console open for the next exercise. 

Exercise 7.4 
Overview 

Mindset 

Completion time 

Resetting Default GPOs 
Probably the two most important GPOs are the default GPOs that 
come with Windows Server 2016. In this exercise, you will reset 
those GPOs. 

The Default Domain Policy has the default account policies and the 
Default Domain Controller Policy has the default User Rights 
Assignments. 

5 minutes 
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1. On LON-DCl, right-click the Start button and choose Run. 

2. In the Run dialog box, in the Open text box, type cmd and then click OK. 

3. At the prompt, execute the DcGPOFix command. 

4. When a message indicates that you are about to restore the Default Domain Policy and Default 
Domain Controller Policy, type Y for Yes and press Enter. 

5. When a message indicates that all User Rights Assignments will be replaced, type Y for Yes and 
press Enter. 

6. Take a screen shot of the Administrator window by pressing Alt+PrtScr and then paste it into 
your Lab07 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

7. Close the Administrator: Command prompt window. 

Leave the Group Policy Management console open for the next exercise. 

Lab Challenge Delegating Group Policy Management 
Overview 

Mindset 

Completion time 

In this lab challenge, you will delegate permissions so that other users 
can either manage GPOs or create new GPOs. 

In Active Directory, domain administrators are automatically granted 
permissions for performing Group Policy management tasks. If you 
need to give other users permissions to manage group policies, you 
grant those permissions through delegation. 

10 minutes 

1. On LON-DCl, navigate to and click the Group Policy Objects container. 

2. Click the Delegation tab, as shown in Figure 7-4. 
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Figure 7-4 
Delegating access to GPOs 

3. To specify who else can create GPOs, click Add. In the Select User, Computer, or Group dialog 
box, type Beth Burke and then click OK. 

Question 
3 

A user creates a GPO. What do you need to do for that user to 
manage his or her GPO that he or she created? 

4. To specify who can manage an individual GPO, click New GPO 1. Then click the 
Delegation tab. 

5. To add a user or group, click Add. In the Select User, Computer, or Group dialog box, in the 
Enter the object name to select text box, type Beth Burke and then click OK. 

6. In the Add Group or User dialog box, set permissions to Edit settings, delete, and modify 
security and then click OK. 

7. Take a screen shot of the Group Policy Management console by pressing Alt+PrtScr and then 
paste it into your Lab07 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

8. Close the Group Policy Management console. 

End of lab. 
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THIS LAB CONTAINS THE FOLLOWING EXERCISES AND ACTIVITIES: 
------------------------------
Exercise 8.1 Configuring Processing and Precedence of GPOs 

Exercise 8.2 Configuring Blocking Inheritance and Enforced Policies 

Exercise 8.3 Configuring Security Filtering and WMI Filtering 

Exercise 8.4 Configuring Loopback Processing 

Lab Challenge Using the Group Policy Results Wizard 

BEFORE YOU BEGIN 

The lab environment consists of student workstations connected to a local area network, along with a 
server that functions as the domain controller for a domain called adatum.com. The computers 
required for this lab are listed in Table 8-1. 

Table 8-1 
Computers required for Lab 8 

Computer Operating System Computer Name 

Server (VM 1 ) Windows Server 2016 LON-DC1 
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In addition to the computers, you will also require the software listed in Table 8-2 to complete Lab 8. 

Table 8-2 
Software required for Lab 8 

Software Location 

Lab 8 student worksheet Lab08_worksheet.docx (provided by instructor) 

Working with Lab Worksheets 

Each lab in this manual requires that you answer questions, shoot screen shots, and perform other 
activities that you will document in a worksheet named for the lab, such as Lab08_ worksheet.docx. 
You will find these worksheets on the book companion site. It is recommended that you use a USB 
flash drive to store your worksheets, so you can submit them to your instructor for review. As you 
perform the exercises in each lab, open the appropriate worksheet file using Word, fill in the required 
information, and then save the file to your flash drive. 

SCENARIO 

After completing this lab, you will be able to: 

Configure processing and precedence of GPOs 

• Configure blocking inheritance and enforced policies 

• Configure security filtering and WMI filtering 

• Configure loopback processing 

Use the Group Policy Results Wizard 

Estimated lab time: 65 minutes 

Exercise 8.1 
Overview 

Mindset 

Completion time 

Configuring Processing and Precedence of GPOs 
In this exercise, you will create multiple GPOs and look at overall 
precedence of the GPOs. 

Group policies are applied from top to bottom. In general, when a GPO 
is executed after an earlier executed GPO, the GPO executed later 
overwrites conflicting settings. If there is more than one GPO at a level, 
each GPO will be processed as specified by the precedence level. 

20 minutes 
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1. Log on to LON-DCl as adatum\administrator with the Pa$$w0rd password. The Server 
Manager console opens. 

2. In Server Manager, click Tools > Active Directory Users and Computers. The Active Directory 
Users and Computers console opens. 

3. Click the Sales OU and then click New> Organizational Unit. 

4. In the New Object - Organizational Unit dialog box, in the Name text box, type East and 
then click OK. 

5. Click the Sales OU, and click New> Organizational Unit. 

6. In the New Object- Organizational Unit dialog box, in the Name text box, type West and 
then click OK. 

7. In Server Manager, click Tools > Group Policy Management. The Group Policy Management 
console opens. 

8. Navigate to and click the Sales OU, as shown in Figure 8-1. 
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Figure 8-1 
The Sales OU 
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9. Right-click the Sales OU and choose Create a GPO in this domain, and Link it here. In the 
New GPO dialog box, type GPOl and then click OK. 

10. Right-click the West OU and choose Create a GPO in this domain, and Link it here. In the 
New GPO dialog box, type GP02 and then click OK. 

11. Right-click the East OU and choose Create a GPO in this domain, and Link it here. In the 
New GPO dialog box, type GP03 and then click OK. 

12. Right-click the adatum.com domain and choose Create a GPO in this domain, and Link it 
here. In the New GPO dialog box, type GP04 and then click OK. 

13. Right-click the Sales OU and choose Create a GPO in this domain, and Link it here. In the 
New GPO dialog box, type GPOS and then click OK. 

14. Right-click the East OU and choose Create a GPO in this domain, and Link it here. In the 
New GPO dialog box, type GP06 and then click OK. 

15. Right-click the East OU and choose Create a GPO in this domain, and Link it here. In the 
New GPO dialog box, type GP07 and then click OK. 

16. Click East OU. 

17. Click the Group Policy Inheritance tab. 

Question 
1 

What is the order of GPOs that are being applied? 

18. For the East OU, click Linked Group Policy Objects. 

Question 
2 

What are the three GPOs linked to the East OU? List them in order. 

19. In the right pane, click GP07 and then click the double up arrow. 

Question 
3 

What are the three GPOs linked to the East OU? List them in order? 

20. Click the Group Policy Inheritance tab. 

Question 
4 

What is the order of GPOs that are being applied? 

21. Take a screen shot of the Group Policy Inheritance tab for the East OU by pressing Alt+PrtScr 
and then paste it into your Lab08_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 
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9. Right-click the Sales OU and choose Create a GPO in this domain, and Link it here. In the 
New GPO dialog box, type GPOl and then click OK. 

10. Right-click the West OU and choose Create a GPO in this domain, and Link it here. In the 
New GPO dialog box, type GP02 and then click OK. 

11. Right-click the East OU and choose Create a GPO in this domain, and Link it here. In the 
New GPO dialog box, type GP03 and then click OK. 

12. Right-click the adatum.com domain and choose Create a GPO in this domain, and Link it 
here. In the New GPO dialog box, type GP04 and then click OK. 

13. Right-click the Sales OU and choose Create a GPO in this domain, and Link it here. In the 
New GPO dialog box, type GPOS and then click OK. 

14. Right-click the East OU and choose Create a GPO in this domain, and Link it here. In the 
New GPO dialog box, type GP06 and then click OK. 

15. Right-click the East OU and choose Create a GPO in this domain, and Link it here. In the 
New GPO dialog box, type GP07 and then click OK. 

16. Click East OU. 

17. Click the Group Policy Inheritance tab. 

Question 
1 

What is the order of GPOs that are being applied? 

18. For the East OU, click Linked Group Policy Objects. 

Question 
2 

What are the three GPOs linked to the East OU? List them in order. 

19. In the right pane, click GP07 and then click the double up arrow. 

Question 
3 

What are the three GPOs linked to the East OU? List them in order? 

20. Click the Group Policy Inheritance tab. 

Question 
4 

What is the order of GPOs that are being applied? 

21. Take a screen shot of the Group Policy Inheritance tab for the East OU by pressing Alt+PrtScr 
and then paste it into your Lab08_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 
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Leave the Group Policy Management console open for the next exercise. 

Exercise 8.2 
Overview 

Mindset 

Completion time 

Configuring Blocking Inheritance and Enforced 
Policies 

In this exercise, you will modify the order and precedence of GPOs by 
blocking inheritance and using enforced policies. 

If you want group policies to stop inheriting, you can use block 
inheritance. If you want to ensure that a group policy is not overwritten, 
you can select enforced. 

10 minutes 

1. On LON-DCl, in the Group Policy Management console, navigate to and click the East OU. 

2. Right-click the East OU and choose Block Inheritance. An exclamation point inside a blue 
circle appears for the container, as shown in Figure 8-2. 
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This list does not include any GPOs linked to sites. For more details, see Help. 
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Figure 8-2 
Viewing the East OU with block inheritance 

228 



Question 
5 
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What is the order of GPOs that are being applied to the East OU? 

3. In the left pane, right-click GP04, and choose Enforced. 

4. Press the F5 key. 

Question 
6 

What is the order of GPOs that are being applied to the East OU? 

5. Take a screen shot of the Group Policy Inheritance tab for the East OU by pressing Alt+PrtScr 
and then paste it into your Lab08_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

Leave the Group Policy Management console open for the next exercise. 

Exercise 8.3 Configuring Security Filtering and WMI Filtering 
Overview In this exercise, you will fine-tune the processing of GPOs by using 

security filtering and WMI filtering. 

Mindset To give you control of how GPOs are applied, you can use security 
filtering and WMI filtering. Security filtering allows you to define 
groups and users and their associated permissions for a GPO. WMI 
filtering allows you to look for certain parameters on the computer that 
the GPOs are running on, such as a particular operating system or a 
certain type of hardware. 

Completion time 10 minutes 

1. On LON-DCl, in the Active Directory Users and Computers console, under Adatum.com, 
right-click the Sales OU and choose New> User. 

2. In the New Object- User dialog box, type the following information and then click Next: 

First name: Jason 

Last name: Taggert 

User log on name: JTaggert 

3. In the Password text box and the Confirm password text box, type Pa$$w0rd. 

4. Click the Password never expires option. When a warning appears, click OK and then 
click Next. 

5. When the wizard is complete, click Finish. 
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6. Using the Group Policy Management console, in the Sales GPO, click GPOS. If needed, click 
OK on the message box that appears. 

7. Click the Delegation tab and then click Advanced. The GP05 Security Settings dialog box 
opens, as shown in Figure 8-3. 

GPOS Security Settings 

Securit.Y 

Group or user names: 

CR E.a. TOR O'w't,J ER 
Authenticated Users 

SYSTEM 

Domain Admins [ADATUM \Domain Admins) 

E nterorise Adm ins rADA TUM \E nterorise Admins l 'V 

< > 

I Add... 11 Remove I 

Permissions for CR EAT OR 
OWNER Allow D en_y 

Full control D D ~ 

Read D D 
Write D D 
Create all child objects D D 
Delete all child objects D D 'V 

For special permissions or advanced settings, I Advanced I 
click Advanced. . -

x 

I ___ D_K __ J [ Cancel ] __ .6._PP_I.Y_ 

Figure 8-3 
Viewing security settings 

Question 
7 

Which permissions are needed for a GPO to apply to a user? 

8. Click the Add button. The Select users, Computers, Service Accounts, or Groups dialog 
box opens. 

9. In the text box, type Jason Taggert and then press Enter. 

10. With Jason Taggert highlighted, click the Deny check box for the Apply group policy permis
sion and then click OK. When a message indicates that Deny entries take precedence and you are 
prompted to confirm that you want to continue, click Yes. 

11. In the left pane, navigate to and click WMI filters. 

12. Right-click the WMI Filters node and choose New. The New WMI Filter dialog box opens. 
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13. In the Name text box and the Description text box, type WMIFilterl. 

14. In the Queries section, click Add. The WMI Query dialog box opens. 

15. In the Query text box, type the following and then click OK. 

Select * from Win32_Processor where AddressWidth='32' 

If a warning displays, click OK. 

16. Click Save to create the WMI filter. 

17. Click GPOS. If a message box appears, click OK. Click the Scope tab. 

18. Under WMI Filtering, select WMIFilterl. Click Yes to confirm your changes. 

19. Take a screen shot of the GP05 Scope tab for the Sales OU by pressing Alt+PrtScr and then 
paste it into your Lab08_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

Leave the Group Policy Management console open for the next exercise. 

Exercise 8.4 Configuring Loopback Processing 
Overview 

Mindset 

Completion time 

In this exercise, you will configure the computer settings to overwrite 
the user settings when applying GPO settings. 

As the name implies, loopback processing allows the Group Policy 
processing order to circle back and reapply the computer policies after 
all user policies and logon scripts run. It is intended to keep the 
configuration of the computer the same regardless of who logs on. 

5 minutes 

1. On LON-DCl, in the Group Policy Management console, click GPOl. If a message dis
plays, click OK. 

2. Right-click GPOl and choose Edit. The Group Policy Management Editor opens. 

3. Navigate to and double-click Computer Configuration\Policies\Administrative Templates\ 
System\Group Policy\Configure user Group Policy Loopback processing mode. You will 
need to scroll down to see it. You can also order the Settings alphabetically by clicking on the 
Setting header of the list. 

4. In the Configure user Group Policy loopback processing mode dialog box, click Enabled. 
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Question 
8 

What is the difference between Replace and Merge? 

5. Change the mode to Merge. 

6. Take a screen shot of the Configure user Group Policy loopback processing mode dialog box by 
pressing Alt+PrtScr and then paste it into your Lab08_worksheet file in the page provided by 
pressing Ctrl+ V. 

[copy screen shot over this text] 

7. Click OK. 

Close both the Group Policy Management Editor and the Group Policy Management console. 

Lab Challenge Using the Group Policy Results Wizard 
Overview 

Mindset 

Completion time 

To complete this challenge, you will describe how to use the Group 
Policy Results Wizard to view current GPO settings being applied 
to a user. 

Over the past few months, your team has created and applied more than 
30 GPOs. However, you are becoming confused as to which GPOs are 
being applied. Describe how to determine which GPOs are being applied. 

10 minutes 

Write out the steps you performed to complete the challenge. 

End of lab. 
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THIS LAB CONTAINS THE FOLLOWING EXERCISES AND ACTIVITIES: 
------------------------------

Exercise 9.1 Performing Software Installation with Group Policies 

Exercise 9.2 Using Folder Redirection 

Exercise 9.3 Using Scripts with Group Policies 

Exercise 9.4 Using Administrative Templates 

Lab Challenge Using Security Templates 

BEFORE YOU BEGIN 

The lab environment consists of student workstations connected to a local area network, along with a 
server that functions as the domain controller for a domain called adatum.com. The computers 
required for this lab are listed in Table 9-1. 

Table 9-1 
Computers required for Lab 9 

Computer Operating System Computer Name 

Server (VM 1) Windows Server 2016 LON-DC1 

Server (VM 2) Windows Server 2016 LON-SVR2 

In addition to the computers, you will also require the software listed in Table 9-2 to complete Lab 9. 
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Table 9-2 
Software required for Lab 9 

Software Location 

System Center Management Pack for \\LON-DC1 \Software. 
Configuration Manager (System Center 
Management Pack for Configuration 
Manager.msi) 

Lab 9 student worksheet Lab09_worksheet.docx (provided by instructor) 

Working with Lab Worksheets 

Each lab in this manual requires that you answer questions, shoot screen shots, and perform other 
activities that you will document in a worksheet named for the lab, such as Lab09 _ worksheet.docx. 
You will find these worksheets on the book companion site. It is recommended that you use a USB 
flash drive to store your worksheets, so you can submit them to your instructor for review. As you 
perform the exercises in each lab, open the appropriate worksheet file using Word, fill in the required 
information, and then save the file to your flash drive. 

SCENARIO 

After completing this lab, you will be able to: 

Perform software installation with group policies 

• Use Folder Redirection 

• Use scripts with group policies 

• Use administrative templates 

• Use security templates 

Estimated lab time: 85 minutes 

Exercise 9.1 Performing Software Installation with Group Policies 
Overview 

Mindset 

Completion time 

In this exercise, you will perform a software installation of an MSI file 
using group policies. 

When you install software with GPOs, you can install software to a 
computer or you can install it to a user. You also can assign the software 
or you can publish software (for users only). 

20 minutes 
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1. Log on to LON-DCl as the adatum\administrator user account with the Pa$$w0rd password. 
The Server Manager console opens. 

2. In Server Manager, click Tools > Active Directory Users and Computers. 

3. Right-click Adatum.com and choose New> Organizational Unit. Then create an organiza
tional unit called Engineering. 

4. Right-click the Engineering OU and choose New> User. 

5. In the New Object- User dialog box, type the following information and then click Next: 

First name: Ted 

Last name: Reynolds 

User log on name: TReynolds 

6. In the Password text box and the Confirm password text box, type Pa$$w0rd. 

7. Click the Password never expires check box. When a warning appears, click OK. Click Next. 

8. When the wizard is complete, click Finish. 

9. Using Active Directory Users and Computers, click the Computers container. 

10. Right-click the LON-SVR2 computer account and choose Move. 

11. In the Move dialog box, select Engineering and then click OK. 

12. Close Active Directory Users and Computers. 

13. In Server Manager, click Tools > Group Policy Management. 

14. Navigate to and right-click the organizational unit called Engineering and choose Create a 
GPO in this domain, and Link it here. 

15. In the New GPO dialog box, for the Name, type GP020 and then click OK. 

16. Right-click GP020 and choose Edit. If a pop up window displays, click OK. The Group Policy 
Management Editor opens. 

17. Navigate to and click Computer Configuration\Policies\Software Settings\Software 
installation. 

18. Right-click the Software installation node and choose New > Package. The Open dialog 
box opens. 

19. Navigate to and open the \\LON-DCl\Software shared folder. Click System Center 
Management Pack for Configuration Manager and then click Open. 
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Question 
1 

Question 
2 
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What happens when software is assigned to a computer 
using a GPO? 

Why is Published grayed out? 

20. In the Deploy Software dialog box (as shown in Figure 9-1), ensure that Assigned is selected and 
then click OK. The System Center Monitoring Pack for File and Storage Management appears in 
the right pane of the Group Policy Management Editor. Ensure that the Software installation 
node is selected in the left pane. 

De p I oy Soft\lva re x 

Select deployment method: 

Q Adyanced 

Select this option to Assign the application without modifications. 

_I _o_K _J [ Cancel J 
Figure 9-1 
Selecting a deployment method 

21. Take a screen shot of the Group Policy Management Editor showing the Software Installation 
pane by pressing Alt+ PrtScr and then paste it into your Lab09 _ worksheet file in the page 
provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

Leave the Group Policy Management Editor window open for the next exercise. 

Exercise 9.2 Using Folder Redirection 
Overview 

Mindset 

Completion time 

In this exercise, you will create a U serData folder on a server and 
redirect the user's Documents folder to the U serData folder. 

By having a Documents folder located centrally, you can easily back up 
these documents. This is particularly useful for laptop users who might 
not always be in the office and don't have the opportunity to back up 
the files. 

15 minutes 
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1. On LON-DCl, create the C:\UserData folder. 

2. Right-click the C:\UserData folder and choose Properties. The Properties dialog box opens. 

3. Click the Sharing tab and then click Advanced Sharing. The Advanced Sharing dialog 
box opens. 

4. Click Share this folder. Click Permissions and then click Allow Full Control permission for 
Everyone. 

5. Take a screen shot of the Permissions for UserData dialog box by pressing Alt+PrtScr and then 
paste it into your Lab09 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

6. Click OK to close the Permissions for UserData dialog box and then click OK to close the 
Advanced Sharing dialog box. 

7. Click Close to close the U serData Properties dialog box. 

8. On LON-DCl, using Group Policy Management Editor for GP020, navigate to and expand the 
User Configuration\Policies\ Windows Settings\Folder Redirection node. 

9. In the right window pane, right-click the Documents folder and choose Properties. The 
Documents Properties dialog box opens, as shown in Figure 9-2. 

Documents Properties ? x 

Target Settings 

You can specify the location of the Documents folder. 

Setting: 

This Group Policy Object will have no effect on the location of this folder. 
Any existing redirection will continue to apply even when this Group Policy 
object is removed. To ensure that the folder is redirected back to the def a ult 
location, select the "Redirect to the local userprofile location" option. 

( 0 K I [ Cancel j Appl9 

Figure 9-2 
Redirecting the Documents folder 
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10. Configure the Setting by clicking the down-arrow and choosing Basic - Redirect everyone's 
folder to the same location. Under Root Path, type \\LON-DCl\UserData. 

Question 
3 

If a domain user (for example, JSmith) logs in, where would his 
Documents folder be located? 

11. Click OK to close Documents Properties dialog box. If a warning appears, prompting you to 
confirm that you want to continue, click Yes. 

12. Log on to LON-SVR2 as adatum\TReynolds with the password of Pa$$w0rd. 

13. Open File Explorer. 

14. In the left pane, under This PC, right-click the Documents folder and choose Properties. 

15. Take a screen shot of the Documents Properties dialog box by pressing Alt+PrtScr and then 
paste it into your Lab09 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

16. Click OK to close the Documents Properties dialog box. 

17. Log off LON-SVR2. 

Remain logged on to LON-DCl and leave the Group Policy Management Editor window open for the 
next exercise. 

Exercise 9.3 
Overview 

Mindset 

Completion time 

Using Scripts with Group Policies 
In this exercise, you will create a simple login script that will map the 
G drive to a shared folder. 

You can assign startup and shutdown scripts to a computer and assign 
logon and logoff scripts to a user. Whenever a computer starts, the 
startup script will be executed. Whenever a computer is shutting down 
properly, the shutdown script is executed. Similarly, when a user logs 
on, the logon script is executed. When a user logs off, the logoff script 
is executed. 

20 minutes 

1. On LON-DCl, create a C:\Stuff folder 

2. Right-click the Stuff folder and choose Properties. 

3. Click the Sharing tab and then click Advanced Sharing. The Advanced Sharing dialog box 
opens. Then click Share this folder. 

4. Click Permissions. Click the Allow Full Control permission for Everyone. 
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5. Click OK to close the Permissions for Stuff dialog box. Click OK to close Advanced Sharing 
and then click Close to close the Stuff Properties dialog box. 

6. Using File Explorer, open the \\adatum.com\NETLOGON folder. 

7. Right-click the empty white part of the NETLOGON folder and choose New> Text Document. 
For the name, highlight the entire filename, type MAP.bat, and then press Enter. Make sure that 
the filename extension is .bat, not .txt. If you are prompted to confirm that you want to change 
the extension, click Yes. 

8. Right-click Map.bat and choose Edit. Notepad opens. When the warning displays, click Run. 

You are prompted to confirm that you want to run this file, but because you 
chose Edit instead of Run, the batch file will not be executed when you 
click Run. 

9. Type net use g: \\LON-DCl\Stuff 

10. In Notepad, click File> Exit. When you are prompted to save the changes, click Save. 

11. On LON_DCl, using the Group Policy Management Editor for GP20, navigate to and click User 
Configuration\Policies\ Windows Settings\Scripts (Logon/LogofO. 

12. Double-click Logon to open the Logon Properties dialog box, as shown in Figure 9-3. 

Logon Properties ? x 

Scripts Powers hell Scripts 

;§ > 
Log on Scripts for GPO 20 

Name Parameters 

Up 

Dov~n 

I Add ... I 
-

Edit ... 

Remove 

To view the script files stored in this Group Policy Object, press 
the button below. 

I Show Files ... I 

I OK I [ Cancel J Apply I 

Figure 9-3 
Configuring logon scripts 
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13. Click Add to open the Add a Script dialog box. 

14. In the Script Name text box, type \\adatum.com\NETLOGON\map.bat and then click OK. 
Click OK to close the Logon Properties dialog box. 

15. In the Group Policy Management Editor, open the Computer Configuration\Policies\ 
Administrative Templates\System\Group Policy\ node and then double-click Configure 
Logon Script Delay. Select the Enabled check box. 

Question 
4 

What is the default delay before scripts are executed? 

16. Change the minutes to 1 minute. 

17. Click OK to close the Configure Logon Scripts Delay dialog box. 

18. Using the Group Policy Management console, right-click the Engineering organizational unit 
and choose Group Policy Update. When you are prompted to confirm that you want to update 
the policy for these computers, click Yes. Ignore the error, which occurs because the action is 
being blocked by the Windows firewall. 

19. Log on to LON-SVR2 as adatum\administrator with the password of Pa$$w0rd. 

20. On LON-SVR2, click the Start button and then click Control Panel. Then click System and 
Security > Windows Firewall. 

21. Click Turn Windows Firewall on or off. In the Customize Settings page, for all three profiles, 
select Turn off Windows Firewall and then click OK. 

22. On LON-DCl, right-click the Engineering organizational unit and choose Group Policy 
Update. Now the policy update works. 

23. Reboot LON-SVR2. 

24. After LON-SVR2 reboots, log on as adatum\TReynolds with the password of Pa$$w0rd. 

25. Open File Explorer and wait until the G drive is mapped. 

26. Take a screen shot of File Explorer by pressing Alt+ PrtScr and then paste it into your 
Lab09 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

Remain logged on to all servers and leave the Group Policy Management Editor window open and the 
Command Prompt (Admin) window open for the next exercise. 
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Exercise 9.4 
Overview 

Mindset 

Completion time 

Using Administrative Templates 
In this exercise, you will configure the desktop wallpaper and screen 
saver settings. The screen saver settings are used to help protect a 
system by activating a screen saver when users don't use their 
computers for more than the specific amount of time. If the screen saver 
is activated, users must input their passwords before they can resume 
using their computers. 

Administrative Template policies contain registry-based policy settings 
that are used to configure the user and computer environment. For 
example, an Administrative Template policy is used to configure the 
user's desktop image or a default screen saver. As you can imagine, 
there are hundreds of settings that are available. 

15 minutes 

1. On LON-DCl, using Group Policy Management Editor for GP020, navigate to and click User 
Configuration\Policies\Administrative Templates\Desktop\Desktop. 

2. Double-click Desktop Wallpaper. The Desktop Wallpaper dialog box opens. 

3. Click Enabled. In the Wallpaper Name text box, type the following: 

C: \ Windows\ Web \Screen \imgl O 1. png 

4. Take a screen shot of the Desktop Wallpaper dialog box by pressing Alt+ PrtScr and then paste it 
into your Lab09 _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

5. Click OK to close the Desktop Wallpaper dialog box. The Desktop Wallpaper shows as Enabled. 

6. Navigate to and click User Configuration\Policies\Administrative Templates\Control Panel\ 
Personalization. 

7. Double-click Enable screen saver. The Enable screen saver dialog box opens. 

8. Click Enabled and then click OK to close the Enable screen saver dialog box. 

9. Double-click Force specific screen saver. The Force specific screen saver dialog box opens. 

10. Click Enabled. In the Screen Saver executable name, type scrnsave.scr and then click OK to 
close the Force specific screen saver. 

11. In the Personalization node, double-click Screen saver timeout. 

12. Click Enabled. Then specify a timeout of 60 seconds. Click OK. 
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13. Lastly, double-click Password protect the screen saver. The Password protect the screen saver 
dialog box opens. 

14. Click Enabled. Click OK to close the Password protect the screen saver dialog box. 

15. Take a screen shot of the Group Policy Management Editor window showing the Personalization 
settings in the right pane by pressing Alt+ PrtScr and then paste it into your Lab09 _ worksheet 
file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

16. Close the Group Policy Management Editor window. 

17. On LON-SVR2, open a standard command prompt (not the administrative command prompt). 
Then execute the gpupdate /force command. When you are prompted to confirm that you want 
to log off, press Y. 

18. On LON-SVR2, log on as adatum\TReynolds with the password of Pa$$w0rd. 

19. Do not press any keys on the keyboard or move the mouse on LON-SVR2. Wait at least 2 
minutes to see the screensaver tum on. 

20. Unlock the screensaver by logging on as adatum\TReynolds with the password of Pa$$w0rd. 

Log off LON-SVR2. 

Lab Challenge Using Security Templates 
Overview 

Mindset 

Completion time 

In this exercise, you will open a security template for domain 
controllers and use it to compare settings with LON-DC 1. 

Security templates include a list of GPO settings. They are used to 
make sure that a system is compliant with the settings saved in the 
template. After the template is created, use the Security 
Configuration and Analysis tool to compare the settings. 

10 minutes 

1. On LON-DCl, right-click the Start button and choose Run. 

2. In the Run dialog box, in the Open text box, type mmc, and then click OK. 

3. Click File > Add/Remove Snap-in. 

4. In the Add or Remove Snap-ins dialog box, scroll down and click Security Templates. Click 
Add and then Click OK. The Security Templates snap-in is now available, as shown in 
Figure 9-4. 
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ii Console1 - [Console Root\Security Templates] 151 X 

ii File Action View Favorites Window Help - 6' x 

Ll Console Root Name Description Actions 
) Security Templates Q C:\ Users\Administrator\ Documents\Sec ... Securfy Templates • 

More Actions ~ 

== }) coi e P!I ~ JJ ~ • -. , iiiii E~JG • 
Figure 9-4 
The Security Templates snap-in 

5. Select the Security Templates node in the left pane. Click Action > New Template Search 
Path. In the Browse For Folder dialog box, navigate to and click the C:\ Windows\security\ 
templates folder. 

6. Click OK to close the Browse for Folder dialog box. 

7. In the MMC console, double-click C:\ Windows\security templates and then double-click the 
DC security template. 

8. Browse the various settings. Be sure to view the System Services. 

9. Close the MMC console. When you are prompted to save the console, click No. 

10. In the Run dialog box, in the Open text box, type mmc and then click OK. 

11. Click File > Add/Remove Snap-in. 

12. In the Add or Remove Snap-ins dialog box, scroll down and click Security Configuration and 
Analysis. Click Add and then click OK. The Security Configuration and Analysis console is 
available. 

13. In the left pane, right-click Security Configuration and Analysis and choose Open Database. 
In the File name text box, type Test and then click Open. 
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14. When you are prompted to import the template, in the file name text box, type the following: 

C:\ Windows\security\templates\DC security.inf 

15. Right-click Security Configuration and Analysis and choose Analyze Computer Now. In the 
Perform Analysis dialog box, click OK. 

16. When the analysis completes, examine the settings, looking for settings that are not compliant. 
Be sure to look at System Services. 

17. In the Run dialog box, in the Open text box, type mmc, and then click OK. 

18. Take a screen shot of the Security Configuraiton and Analysis\System Services node by pressing 
Alt+PrtScr and then paste it into your Lab09_worksheet file in the page provided by press-
ing Ctrl+V. 

[copy screen shot over this text] 

19. Close the Security Configuration and Analysis console. 

End of lab. 
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THIS LAB CONTAINS THE FOLLOWING EXERCISES AND ACTIVITIES: 
------------------------------
Exercise 10.1 Configuring Printer Settings 

Exercise 10.2 Configuring Network Drive Mappings 

Exercise 10.3 Configuring Power Options 

Exercise 10.4 Configuring IE Settings 

Exercise 10.5 Performing File, Folder, and Shortcut Deployments 

Lab Challenge Configuring Item-Level Targeting 

BEFORE YOU BEGIN 

The lab environment consists of student workstations connected to a local area network, along with a 
server that functions as the domain controller for a domain called adatum.com. The computers 
required for this lab are listed in Table 10-1. 

Table 10-1 
Computers required for Lab 1 O 

Computer Operating System Computer Name 

Server (VM 1) Windows Server 2016 LON-DC1 
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In addition to the computers, you will also require the software listed in Table 10-2 to com
plete Lab 10. 

Table 10-2 
Software required for Lab 1 O 

Software Location 

Lab 10 student worksheet Lab10_worksheet.docx (provided by instructor) 

Working with Lab Worksheets 

Each lab in this manual requires that you answer questions, shoot screen shots, and perform other 
activities that you will document in a worksheet named for the lab, such as LablO_worksheet.docx. 
You will find these worksheets on the book companion site. It is recommended that you use a USB 
flash drive to store your worksheets, so you can submit them to your instructor for review. As you 
perform the exercises in each lab, open the appropriate worksheet file using Word, fill in the required 
information, and then save the file to your flash drive. 

SCENARIO 

After completing this lab, you will be able to: 

• Configure printer settings 

• Configure network drive mappings 

• Configure power options 

Configure IE settings 

Perform file, folder, and shortcut deployments 

Configure item-level targeting 

Estimated lab time: 70 minutes 

Exercise 1 O .1 
Overview 

Mindset 

Completion time 

Configuring Printer Settings 
In this exercise, you will configure a local printer using GPO 
preferences. 

Similar to adding a printer to Windows, you can add a shared printer, a 
TCP/IP printer, or a local printer. The Printers preference extension 
allows you to create, configure, and delete local printers, TCP/IP 
printers, and Shared Printers. 

15 minutes 
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1. Log on to LON-DCl as adatum\administrator with the password of Pa$$w0rd. The Server 
Manager console opens. 

2. On LON-DCl, right-click the Start button and choose Control Panel. 

3. In the Control Panel, under Hardware, click View devices and printers. 

4. Click Add a printer and then click The printer that I want isn't listed. 

5. Click Add a local printer or network printer with manual settings. Click Next. 

6. On the Choose a printer port page, use the existing port that is already set to LPTl. Click Next. 

7. Under the manufacturer, click HP. Under Printers, click LaserJet 1600 Class Driver. 
Click Next. 

8. On the Type a printer name page, click Next. 

9. On the Printer Sharing, answer the following questions and then click Next. 

Question 
1 

Question 
2 

What is the printer share name? 

What is the UNG to access this printer on LON-DC1? 

10. In the Location text, type \\LON-DCl\HP Color LaserJet 1600 Class Driver When the wizard 
is complete, click Finish. 

11. Take a screen shot of the Devices and Printers window by pressing Alt+PrtScr and then paste it 
into your LablO_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

12. In Server Manager, click Tools > Group Policy Management. Expand the Domains node, 
expand the Adatum.com domain, and then click the Sales node. 

13. Right-click the Sales OU and choose Create a GPO in this domain, and Link it here. In the 
New GPO dialog box, in the Name text box, type GP030 and then click OK. 

14. Right-click GP030 and choose Edit. If needed, click OK to close a message box that might 
appear. The Group Policy Management Editor opens. 

15. Navigate to and click Computer Configuration\Preferences\Control Panel Settings\Printers 
(see Figure 10-1). 
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Figure 10-1 
Configuring printers with preferences 

16. Right-click the Printers node and choose New> Local Printer. The New Local Printer 
Properties dialog box opens. 

17. For Action, Update is already selected. For the name, type Office Printer. For port, click 
USBOOl. For the Printer Path, type \\LON-DCl\HP Color LaserJet 1600 Class Driver. 

18. Click OK. The new preference item appears in the Printers pane. 

19. Take a screen shot of the Printers window by pressing Alt+PrtScr and then paste it into your 
LablO_worksheet file in the page provided by pressing Ctrl+V. 

Question 
3 

[copy screen shot over this text] 

When you want to deploy a GPO based on where a user is located, 
where would you best assign the GPO? 

Leave Group Policy Management Editor open for the next exercise. 
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Exercise 10.2 Configuring Network Drive Mappings 
Overview In this exercise, you will map a shared folder to the local I drive. 

Mindset Network drive maps allow you to create dynamic drive mappings to 
network shares, modify mapped drives, delete a mapped drive, or hide 
or show drives. 

Completion time 10 minutes 

1. On LON-DCl, using the Group Policy Management Editor for GP030, navigate to and click 
User Configuration\Preferences\Windows Settings\Drive Maps, as shown in Figure 10-2. 
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> [j Policies 
v Cl Preferences 
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l@J Data Sources 
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i:; Folder Options 
afJ Local Users and ( 
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~ Power Options 
~ Printers 
@] Scheduled Tasks 

~ Services 
v 4 User Confi guration Oesaiption 

v Cl Pol icies No policies selected 
) l:J Software Settings 
> C) Windows Settings 
> C'.] Administrative Temp 

v C'.I Preferences 
v C".I Windows Settings 

© Applications 
§:! Drive Maps 

1%! Environment 
,;::, F·1 
~· 1 es 
(jf Folders 
(@ lni Files 

> ~ Re gistry 
[!] Sh o rte uts 

> @ii Control Pane I Setti n ~ 

x 
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i, ..... - ......... - .............. ~ ~-~--~------------------------1 
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- ----------' '-'---'-:....C...:.C.J \,.;.C.c....;._;_.;_J 

Drive Maps 

== }) [01 e f!'I ~ -, ' ~ • • ENG 

Figure 10-2 
Managing mapped drives with preferences 

2. Right-click the Drive Maps node and choose New> Mapped Drive. The New Drive Properties 
dialog box opens. 

Question 
4 

If you want to deploy a GPO based on where a user is located, 
where would you best assign the GPO? 

3. In the Location text box, type \\LON-DCl\Software. 

4. Under Drive Letter, select Use and then select the I drive. 
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5. Under Hide/Show this drive, click Show this Drive. 

6. Take a screen shot of the New Drive Properties dialog box by pressing Alt+PrtScr and then 
paste it into your LablO_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

7. Click OK to close the New Drive Properties dialog box. 

Leave the Group Policy Management Editor open for the next exercise. 

Exercise 10.3 Configuring Power Options 
Overview 

Mindset 

Completion time 

In this exercise, you will configure Power Options using GPO 
Preferences. 

The Power Options extension allows you to create and configure 
Power Plan, Power Options, and Power Scheme preference items. The 
Power Options and Power Schemes are used with Windows XP and 
Windows Vista and Power Plan is used with Windows Vista and later. 

10 minutes 

1. On LON-DCl, using the Group Policy Management Editor for GP030, navigate to and click 
Computer Configuration\Preferences\Control Panel Settings\Power Options. 

2. Right-click the Power Options node and choose New> Power Plan (At least Windows 7). The 
New Power Plan (At least Windows 7) Properties dialog box opens, as shown in Figure 10-3. 

New Power Plan (At lea st Windows 7) Properties 

Advanced settings Common 

Select the power plan that you want to customizie, and then 
choose settings that reflect how you want your computer to 
manage power. 

Action: ~lu_pd_ate __________ v~I 
I Balanced 

D Set as the active power plan 

!B Additional settings 

(±1 Hard disk 

(±1 Sleep 

(±1 Power buttons and lid 

!B PCI Express 

!B Processor power management 

(±1 Display 

(±1 Battery 

I OK I I Cancel 

Figure 10-3 
Creating a power plan 

Restore plain defaults 

Apply Help 

x 
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3. Expand Power buttons and lid, expand Lid close action, and then click Lid close action. 
Change the On battery and Plugged in settings from Sleep to Do nothing. 

4. Expand Display and then expand Turn off display after. 

Question 
5 

When the system is plugged in, how much time passes before the 
display is turned off? 

5. Click the Common tab. 

6. Click Apply once and do not reapply. 

7. Click OK to close the New Power Plan (At least Windows 7) Properties. The new preference 
item appears in the Power Options pane. 

8. Take a screen shot of the Power Options window by pressing Alt+PrtScr and then paste it into 
your LablO_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

Leave the Group Policy Management Editor open for the next exercise. 

Exercise 10.4 Configuring IE Settings 
Overview 

Mindset 

Completion time 

In this exercise, you will configure IE ( versions 8 through 10) with a 
predefined home page and exceptions for the pop-up blocker. These 
settings will not apply to the Edge browser. 

Group Policy includes the Internet Settings preference extension, which 
allows you to configure specific Internet settings or specify an initial 
configuration of Internet settings yet still allows for end users to 
make changes. 

10 minutes 

1. On LON-DC 1, using the Group Policy Management Editor for GP030, navigate to and click 
User Configuration\Preferences\Control Panel Settings\Internet Settings. 

2. Right-click the Internet Settings node and choose New> Internet Explorer 10. The New 
Internet Explorer 10 Properties dialog box opens, as shown in Figure 10-4. 
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New Internet Explorer 10 Properties 

Programs 

Gener al Security 

Advanced 
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Common 
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Figure 10-4 
Configuring Internet Explorer 10 with preferences 

3. On the General tab, in the Home page text box, type http://portal.adatum.com. Click Start 
with home page. 

Question 
6 

Question 
7 

Which color is the home page set as? 

Which color is the Startup options set as? 

4. Click the Home page text box. Press the FS key so that the box turns green. 

Question 
8 

Which key is used to disable the current setting? 

5. Click the Privacy tab. Under the Pop-up Blocker section, click Settings. 

6. In the Pop-up Blocker Settings dialog box, in the Address of website to allow text box, type 
* .adatum.com. Click Add. Click Close. 

7. Click OK. The new preference item appears in the Internet Settings pane. 
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8. Take a screen shot of the Internet Settings window by pressing Alt+PrtScr and then paste it into 
your LablO_worksheet file in the page provided by pressing Ctrl+V. 

[copy screen shot over this text] 

Leave Group Policy Management Editor open for the next exercise. 

Exercise 10.5 Performing File, Folder, and Shortcut Deployments 
Overview 

Mindset 

Completion time 

In this exercise, you will create a folder, copy a file to the folder, and 
then create a shortcut to the folder using GPO Preferences. 

There might be times when you want to make sure users have certain 
files available to them. To do this, you can use the Files and Folders 
nodes under Windows Settings to copy, delete, or move files 
and folders. 

20 minutes 

1. On LON-DCl, using the Group Policy Management Editor for GP030, navigate to and click 
User Configuration\Preferences\ Windows Settings\Files. 

2. Right-click the Files node and choose New> File. The New File Properties dialog box opens. 

3. In the Source file(s) text box, type \\LON-DCl\Software\Hello.bat. 

4. In the Destination File, click c:\hello.bat. 

5. Take a screen shot of the New File Properties dialog box by pressing Alt+PrtScr and then paste 
it into your Lab 1 O _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

6. Click OK to close the New File Properties dialog box. 

7. Navigate to and click Computer Configuration\Preferences\Windows Settings\Folders. 

8. Right-click the Folders node and choose New> Folder. The New Folder Properties dialog 
box opens. 

9. For the Action, select Create. In the Path text box, type C:\Batch. 

10. Click OK to close the New Folder Properties dialog box. 

11. Navigate to and click User Configuration\Preferences\Windows Settings\Shortcuts. 

12. Right-click the Shortcuts node and choose New> Shortcut. The New Shortcut Properties dialog 
box opens. 
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13. For the Action, select Create. 

14. In the Name text box, type Batch. 

15. Using the Location pull-down menu, select Desktop. 

16. In the Target Path text box, type C:\Batch. 

17. Click OK to close the New Shortcut Properties dialog box. The new preference item appears in 
the Shortcuts window. 

18. Take a screen shot of the Shortcuts window by pressing Alt+PrtScr and then paste it into your 
Lab 1 O _ worksheet file in the page provided by pressing Ctrl+ V. 

[copy screen shot over this text] 

Close the Group Policy Management Editor. 

Lab Challenge Configuring Item-Level Targeting 
Overview 

Mindset 

Completion time 

To complete this challenge, you must explain how to use item-level 
targeting. 

Item-level targeting is used to change the scope of individual 
preference items so that the preference items apply to only selected 
users or computers. Some of the item-level qualifiers include 
computer name, CPU speed, disk space, domain, IP address Range, 
user, and time range. 

5 minutes 

You have preferences. How would you modify the GP030 so that it will affect only laptop 
computers? 

End of lab. 
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